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Preface

Fast Software Encryption is a now eleven years old workshop on symmetric
cryptography, including the design and analysis of block ciphers and stream
ciphers as well as hash functions and message authentication codes. The FSE
workshop was held the first time in Cambridge in 1993, followed by Leuven in
1994, Cambridge in 1996, Haifa in 1997, Paris in 1998, Rome in 1999, New York
in 2000, Yokohama in 2001, Leuven in 2002, and Lund in 2003.

This Fast Software Encryption Workshop, FSE 2004, was held February 5-
7, 2004 in Delhi, India. The workshop was sponsored by TACR (International
Association for Cryptologic Research) and organized in cooperation with the
Indian Statistical Institute, Delhi, and Cryptology Research Society of India
(CRSI).

This year a total of 75 papers were submitted to FSE 2004. After a seven week
reviewing process, 28 papers were accepted for presentation at the workshop. In
addition, we were fortunate to have in the program two invited talks, by Adi
Shamir and David Wagner.

During the workshop a rump section was held. 7 presentations were made &
all the presentors were given the option of submitting it for possible inclusion in
the proceedings. Only one paper was submitted which was refereed and accepted.
This paper appears at the end of these proceedings.

We would like to thank the following people. First Springer Verlag for pub-
lishing the proceedings in the Lecture Notes in Computer Science. Next the
submitting authors, the committee members, the external reviewers, the gen-
eral co-chairs Subhamoy Maitra and R.L. Karandikar, and the local organizing
committee, for their hard work. Bart Preneel for letting us use COSIC’s Webre-
view software in the review process and Thomas Herlea for his support. We are
indebted to Lund University, especially Thomas Johansson, Bijit Roy and Sug-
ata Gangopadhyay for hosting the Webreview site. Additionally we would like
to thank Partha Mukhopadhyay, Sourav Mukhopadhyay, Malapati Raja Sekhar,
Chandan Biswas for handling all submissions and Madhusudan Karan for putting
together the Pre-Proceedings. We also like to thank the sponsors: Infosys Tech-
nology Ltd., Honeywell Corporation and Via Technology.

The organizing committee consists in Sanjay Burman (CAIR, Bangalore),
Ramendra S. Baoni (Bisecure Technologies Pvt. Ltd., Delhi), Hiranmoy Ghosh
(Tata Infotech Ltd. Delhi), Abdul Sakib Mondal (Infosys Technologies Ltd.,
Bangalore), Arup Pal (ISI, Delhi), N.R. Pillai (SAG, Delhi), P.K.Saxena (SAG,
Delhi), and Amitabha Sinha (ISI, Kolkata), who served as Treasurer. Let’s thank
them all.

February 2004 Bimal Roy
Willi Meier
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New Cryptographic Primitives Based on
Multiword T-Functions

Alexander Klimov and Adi Shamir

Computer Science department
The Weizmann Institute of Science, Rehovot 76100, Israel
{ask, shamir}@veizmann.ac.il

Abstract. A T-function is a mapping from n-bit words to n-bit words
in which for each 0 < i < n bit 4 of the output can depend only on bits
0,1,...,7 of the input. All the boolean operations and most of the nu-
meric operations in modern processors are T-functions, and their com-
positions are also T-functions. In earlier papers we considered ‘crazy’
T-functions such as f(z) = x + (2% V 5), proved that they are invertible
mappings which contain all the 2" possible states on a single cycle for
any word size n, and proposed to use them as primitive building blocks in
a new class of software-oriented cryptographic schemes. The main practi-
cal drawback of this approach is that most processors have either 32 or 64
bit words, and thus even a maximal length cycle (of size 252 or 264) may
be too short. In this paper we develop new ways to construct invertible
T-functions on multiword states whose iteration is guaranteed to yield
a single cycle of arbitrary length (say, 2256). Such mappings can lead to
stream ciphers whose software implementation on a standard Pentium 4
processor can encrypt more than 5 gigabits of data per second, which is
an order of magnitude faster than previous designs such as RC4.

1 Introduction

There are two basic approaches to the design of secret key cryptographic schemes,
which we can call ‘tame’ and ‘wild’. In the tame approach we try to use only
simple primitives (such as linear feedback shift registers) with well understood
behaviour, and try to prove mathematical theorems about their cryptographic
properties. Unfortunately, the clean mathematical structure of such schemes can
also help the cryptanalyst in his attempt to find an attack which is faster than
exhaustive search. In the wild approach we use crazy compositions of operations
(which mix a variety of domains in a nonlinear and nonalgebraic way), hoping
that neither the designer nor the attacker will be able to analyse the math-
ematical behaviour of the scheme. The first approach is typically preferred in
textbooks and toy schemes, but real world designs often use the second approach.

In several papers published in the last few years [5, 6], we tried to bridge this
gap by considering ‘semi-wild’ constructions which look like crazy combinations
of boolean and arithmetic operations, but have many analyzable mathematical
properties. In particular, we defined the class of T-functions which contains arbi-
trary compositions of plus, minus, times, or, and, xor operations on n-bit words,

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 1-15, 2004.
© International Association for Cryptologic Research 2004



2 Alexander Klimov and Adi Shamir

and showed that it is easy to analyse their invertibility and cycle structure for
arbitrary word sizes. Such constructions can replace LFSRs and linear congru-
ential mappings (which are vulnerable to correlation and algebraic attacks) in
a new class of stream ciphers and pseudo random generators.

The paper is organized in the following way. In section 2 we recall the basic
definitions from [5] for single word mappings, and consider several ways in which
they can be extended to the multiword case. In section 3 we extend our bit-slice
technique to analyse the invertibility of multiword T-functions. In section 4 we
extend our technique from [6] to analyse the cycle structure of multiword T-
functions. Finally, in section 5 we provide experimental data on the speed of
several possible implementations of our functions on a PC.

2 Multiword T-Functions

Invertible mappings with a single cycle have many cryptographic applications.
The main context in which we study them in this paper is pseudo random gen-
eration and stream ciphers. Modern microprocessors can directly operate on up
to 64-bit words in a single clock cycle, and thus a univariate mapping can go
through at most 26* different states before entering a cycle. In some crypto-
graphic applications this cycle length may be too short, and in addition the
cryptanalyst can guess a 64 bit state in a feasible computation. A common way
to increase the size of the state and extend the period of a generator is to run
in parallel and combine the outputs of several generators with different periods.
The overall period is determined by the least common multiple of their individual
periods. This works well with LFSRs, whose periods 2"t —1,2"2 —1,... can be
relatively prime, and thus the overall period can be their product. However, our
univariate mappings have periods of 2™, 2"2 ... whose least common multiple
is just 2max(ni,n2,.)

A partial solution to this problem is to cyclically use a large number of
different state update functions, starting from a secret state and a secret index.
For example, we can use 64-bit words and 2'¢ — 1 different constants Cj to get
a guaranteed cycle length of almost 280 from the following simple generator:

Theorem 1. Consider the sequence {(x;,k;)} defined by iterating

Tiv1 = x; + (27 V Cr,) mod 2",
kit1 = ki + 1 mod m,

where each x is an n-bit word and Cy is some n-bit constant for each k =
0,...,m — 1. Then the sequence of pairs (x;,k;) has a mazimal period (of size
m2"™) if and only if m is odd, and for all k, [C}], =1 and @km:_ol [Cily = 1.

A special case of this theorem for m = 1 is that the function f(z) = x +
(x2 v O) is invertible with a single cycle if and only if both the least significant
bit and the third least significant bit in C' are 1, and the smallest such C'is 5.
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Unfortunately, the cyclic change of state update functions is inconvenient,
and it cannot yield really large cycles (e.g., of 2256 possible states). We can
try to solve the problem by using a single high precision variable = (say, with
256 bits), but the multiplication of such long variables can become prohibitively
expensive. What we would like to do is to define the mapping by operating
separately on the various input words, without trying to interpret the result as
a natural mathematical operation on multi-precision words.

Let us first review the definitions from [5] in the case of univariate map-
pings. Let & be an n-bit word. We can view = as a vector of bits denoted by
([#],,_1 .- [x]y), where the least significant bit has number 0. In this bit nota-
tion, the univariate function f(z) = 2+ 1 (mod 2") can be expressed in the
following way:

[f(@)]y = fol[z]y) =[z],®1

(@), = fi([z];;]z]o) = [z]; ® ou([z]p)
@)y = follzly: 2]y [2]o) = [z], ® (2], , [2]))
[f(x)}nf1 = fn_1([$}n,1 ; [w]n72 Y [x]o)

= [2], 1 @ an—a(lz], o, [2]o),

where each «; denotes one of the carry bits. Note that for any bit position i,
[f(z)]; depends only on [z];,...,[z], and does not depend on [z],_,,...,[7], .
We call any univariate function f which has this property a T-function (where
‘T’ is short for triangular). Note further that each carry bit «; depends only on
strictly earlier input bits [z],_,,...,[z], but not on [z],. This is a special type
of a T-function, which we call a parameter. To provide some intuition from the
theory of linear transformations on n-dimensional spaces, we can say that T-
functions roughly correspond to lower triangular matrices, parameters roughly
correspond to lower triangular matrices with zeroes on the diagonal, and a T-
function can be roughly represented as a diagonal matrix plus a parameter.

Let us now define these notions for functions which map several input words
into one output word. The natural extension of the notion of a T-function in
this case is to allow bit ¢ of the output to depend only on bits 0 to ¢ of each
one of the inputs. The observation which makes this notion interesting is that
all the boolean operations and most of the arithmetic operations available on
modern processors are T-functions. In particular, addition (‘4’), subtraction
(‘binary —’), negation (‘unary —’), multiplication (‘«’), or (‘V’), and (‘A’), ex-
clusive or (‘@’), and complementation (‘=’) (where the boolean operations are
performed on all the n bits in parallel and the arithmetic operations are per-
formed modulo 2™) are T-functions with one or two inputs. We call these eight
functions primitive operations. Note that circular rotations and right shifts are
not T-functions, but left shifts can be expressed as multiplication by a power
of 2 and thus they are T-functions. Since the composition of T-functions is also
a T-function, any ‘crazy’ function which contains arbitrarily many primitive
operations is always a T-function.
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In order to define multiword mappings f which can be iterated, we have to
further extend the notion to functions with the same number m of input and
output words. We can represent the multiword input as the following n x m bit
matrix B"X"™:

o Mo,n—l e mo,l Mo,o
. 33:1 _ [‘rh;n—l . m:l,l M:l,o - )
Tm—1 [x]mfl,nfl [x]mfl,l [x]mfl,O

We can now consider the columns of the bit matrix as parallel bit slices with
no internal bit order, and say that a multiword mapping is a T-function if all
the bits in column 4 of the matrix of output words can depend only on bits
in columns 0 to ¢ of the matrix of input words. In this interpretation it is still
true that any composition of primitive operations is a multiword T-function, but
some of the proven properties of univariate T-functions (e.g., that all the cycle
lengths are powers of 2) are no longer true.

An alternative definition of multiword T-functions is to concatenate all the
input words into one long word, to concatenate all the output words into one
long word, and then to use the standard univariate definition of a T-function in
order to limit which input bits can affect which output bits. If we denote the [
input words by x,, Z,, ..., then we define the single logical variable x by

= (Tu, -, Tw) = (@] 0- 141y -0 gy oo [Blamg oo 2]g)- (3)

Note that in this interpretation f(z) = (fu,fo) = (T4 + 2y, 2,) is a T-
function, but the very similar f(x) = (fu, fv) = (T, Ty +24) is nOt & T-function,
and thus we cannot compose primitive operations in an arbitrary way. On the
other hand, we can obtain many new types of T-functions in which low-order
words can be manipulated by non-primitive operations (such as cyclic rotation)
before we use them to compute higher order output words.

Our actual definition of multiword T-functions combines and generalizes
these two possible interpretations. Let # be an nl x m bit matrix (B™*™):

[x]O,n(l—1)+(ﬂ,—1) [3f]o,n(z—1)+1 [a’.]O,n(l—l) [x]O,n—l [33]0,0
Thn(-1)4+m-1) ~°° Flng-1)+1 Thona-1) x]l,n—l [Ih,o
[x]m—1,n(z—1)+(n—1) [3f]m—1,n(z—1)+1 [x]m—1,n(z—1) [x]m—l,n—1 [x]rn,—l,o

We consider it as an m x [ matrix of n bits words:

Tou -+ TOw

8
Il

Tm—1u -+ Tm—1,w

We concatenate the [ words in each row into a single logical variable, and then
consider the collection of the m long variables as the inputs to the T-function.
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Finally, we allow the bits in column 7 of the output matrix to depend only on
bits in columns 0,...,% in the input matrix.

To demonstrate this notion, consider the following mapping over 4-tuples of
words:

f(z) = < To,u + T1,uT0,v 0,0 + xl,v) )
To,u — -Tl,u(-rl,v r 1) Tow D T10

This is a valid T-function under our general multiword definition even though

it contains the non-primitive right shift operation I’ 1 .

3 Bit Slice Analysis and Invertibility

The main tool we use in order to study the invertibility of T-functions is bit
slice analysis. Its basic idea is to define the mapping from [z]; to [f(z)], by ab-
stracting out the complicated dependency on [z], , , via the notion of param-

eters. For example, the size of the explicit description of the mapping [f(x)], =

#([x]y .-, [x];) in the function f(x) =z + (2* V 5) grows exponentially with i,
but it can be written as [f(x)], = [z], ® a;, where a; is some function of
[z]y,...,[x],_, (that is, a parameter). By using this parametric representation

we can easily prove the invertibility of the mapping by induction on 4, since if we
already know bits 0 to @ — 1 of the input = and bit i of the output f(z), we can
(in principle) calculate the value of a; and thus derive in a unique way bit ¢ of
the input. Intuitively, this is the same technique we use in order to solve a trian-
gular system of linear equations, except that in our case the explicit description
of ; can be extremely complicated, and thus we do not use this technique as
a real inversion algorithm for f(x), but only in order to prove that this inverse
is uniquely defined.

The main observation in [5] was that such an abstract parametric represen-
tation can be easily derived for any composition of primitive operations by the
following recursive definition, in which ¢ can be any bit position except zero:

[33+y]0 = [z]o A Y]y

[xe;y}o = [z], @ [ylo

[z0y], = (2], O [y]

[xy]i ’ = [m]?a[y]o %9 Qg), [y}z D Qizy (5)
[x:;;y ;= lz]; g [W]; ® Qazty

2%y =1l T ),

To demonstrate this technique, consider our running example: [x + (22 Vv 5)] 0=
[z]y ® [z* V5], =[], ® 1 and, for i > 0, [z 4 (z* V5)], =[], ® ([«*], V [5],) ®
ot vy = 21, ® (], O, © gy, [0, © 002) V [5],) & gy oavs) = [2]; © o

This invertibility test can be easily generalized to the multivariate case (2).
Let us show an example of such a construction. We start from an arbitrary non
singular matrix which denotes a possible bit slice mapping, such as:

1«
01
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We can add to this linear mapping an affine part (where «, 3, and ~v are
arbitrary parameters) and get the following bit slice structure:

(Bl = (M) ©

It is easy to check that for ¢ > 0 the i-th bit slice of the following mapping

matches (6):
zo\ _, (%ot (3 A xy)
xr1 xr1 + x%.

Unfortunately, the least significant bit slice of this mapping is not invertible:

(Bk) - (M gueiz)

So we have to apply a little tweak to fix it:

(w0> (wo—i—((x%/\xl)\/l))

N 5

xr1 T+ .

The reader may get the impression that the bit slice mappings of invertible

functions are always linear. From (5) it is easy to see that every expression which
uses only @, 4+, — and x has linear i-th bit slice, but in general this is not true.

4 The Single Cycle Property

A T-function has the single cycle property if its repeated application to any
initial state goes through all the possible states. Let us recall the basic results
from [6] in the univariate case. Invertibility is a prerequisite of the single cycle
property. If a T-function has a single cycle modulo 2 then it has a single cycle
modulo 2~ If a T-function has a cycle of length { modulo 2*~! then modulo 2*
it has either a cycle of length 2] or two cycles of length [. Taking into account
the fact that modulo 2' a function has either one cycle of length two or two
cycles of length one we can conclude that the size of any cycle of a T-function
is always a power of 2.

In the univariate case a bit slice of an invertible T-function has the form
[f(2)]; = [z]; ® a. From (5) it follows that f(x) has one of the following
forms: fi(x) = x @ ri(x), fa(z) = x + ro(x) or f3(x) = ars(z), where the r;
are parameters (in the case of multiplication additionally we need [r3], = 1).
It is easy to see that [f3(x)], = [z],[r3(x)], = [z],, that is it has two cycles
modulo 2 and so it can not form a single cycle modulo 2". So, a single cycle
function has either! the first or the second form. In order to analyse the cycle
structure of these forms the following definitions of even and odd parameters

! Note that there is no exclusive or here since every function can be represented in
both forms, for example x + 1 =2 ® (z ® (x + 1)).
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were introduced. Suppose that r(z) is a parameter, that is r(z) = r(z + 2"~ 1)
(mod 2™). So, r(x) = r(x 4+ 2""1) + 2"b(x) (mod 2"*1). Consider

on—1_1 gn—1_1

Blr,n]=27" Z (r(i + 2" —r(i)) (mod 2) = @ b(7). (7)
i=0 1=0

The parameter is called even if B[r,n| is always zero, and odd if B[r,n] is

always one?.

Let us give several examples of even parameters:

— r(z) = C, where C is an arbitrary constant (r(z) = r(x + 2"~ !) and so,
b=0and B =0);

—r(z) =2z (r(x+2"1) =r(z) +2" (mod 2"™1) so b(x) =1 and B is even
as long as 2"~ ! is even, that is for n > 2);

— r(z) =22 (r(z +2"71) = r(z) + 2"2 + 22"~V 50 b(z) = [2], and B is even
for n > 3);

— r(z) = 4g(z), where g(z) is an arbitrary T-function (r(z 4+ 2"71) — r(x) =
Agle+2" 1) — g(@)) =0 (mod 27);

- r(z) =1'(x) ;—;r”(w), where 7/ and r”’ are simultaneously even or odd param-
eters (B =B’ & B").

— r(z) = r'(x) vV C, where C is an arbitrary constant and 7/(z) is an even
parameter (if [C], = 0 then [r(z)], = [r'(2)];, and if [C], = 1 then [r(z)], =
[C];, so in both cases [r(z)], is the same as for some even parameter.)

The following theorem was proved in [6]:

Theorem 2. Let Ny be such that x — x + 7(z) mod 270 defines a single cycle
and for n. > Ny the function r(x) is an even parameter. Then the mapping
x — x +r(x) mod 2" defines a single cycle for all n.

We can use our running example of f(x) = z + (22 V C) to demonstrate this
theorem. If the binary form of C' ends with ...1(1)1, then C' = 5,7 (mod 8),

and 22V C = C (mod 8) is an odd constant modulo 2% so z + C has a single
cycle modulo 23. In addition, 22 is an even parameter for n > 3, and this is
not affected by ‘or’ing it with an arbitrary constant. In [6] it was shown that
x — x+ (22 V) is the smallest nonlinear expression which defines a single cycle,
in other words there is no nonlinear expression which defines a single cycle and
consists of less than three operations.

Another important class of single cycle mappings is f(z) = 1 + = + 4g(x)
for an arbitrary T-function g(x). It turns out that x86 microprocessors have an
instruction which allows us to calculate 1+ + 4y with a single instruction® and

2 Note that in the general case B is a function of n, and thus the parameter can be
neither even nor odd. We often relax these definitions by allowing exceptions for
small n such as 1 or 2.

The lea (load effective address) instruction makes it possible to calculate any expres-
sion of the form C'+ Ry + kR2, where C' is a constant, R; and Rs are registers and k
is a power of two. Its original purpose was to simplify the calculation of addresses

w

in arrays.
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thus the single cycle mapping f(z) = 1 + x + 422 can be calculated using only
two instructions.

0dd parameters are less common and harder to construct. Their main appli-
cation is in mappings of the form z @ r(z):

Theorem 3. Let Ny be such that x — x @ r(x) mod 20 defines a single cycle
and for n > Ny the function r(z) is an odd parameter. Then the mapping
x — x @ r(x) mod 2" defines a single cycle for all n.

Proof. Let us prove this by induction: suppose that the mapping defines a sin-
gle cycle modulo 2™ and we are going to prove that it defines a single cycle
modulo 2"*!, Since there are only two possible cycle structures modulo 27*1
(a single cycle of size 2"t or two cycles of size 2") we will prove that the
second case is impossible, that is [x(o)]n =+ [w@")]n at least for one x. Re-

call that [z], is the most significant bit of = modulo 2"*!. Let 2(® = 0,
since r is a parameter it follows that r(i) = 7(i + 2") (mod 2"™1), and so
n n__ 2m — .
[w(z )]n = [T(x(o)) ®... or? 1))]n -®, 11 [r(i)], =

B, (i + 2], @ r0)],) = DYy N[+ 2 — ()] ) =1

Here we use the fact that [r(i +2"71)] —[r(i)], = [r(i +2"7") —r(i)]

Recently the related notions of measure preservation and ergodicity of com-
patible functions over p-adic numbers were independently studied by Anashin
[1].* His motivation was mathematical rather than cryptographic, and he used
different techniques. In order to study if a T-function is invertible (respectively,
has a single cycle property) he tried to represent it as f(z) = d + cx + pv(x)
(respectively, f(z) = ¢+ rz + p(v(x + 1) — v(x))), or to represent it as Mahler
interpolation series, or to use the notion of uniform differentiability. The first
characterization is the most general (that is v(z) can be any T-function) and
complete (he proved that every invertible (respectively, a single cycle function)
can be represented in this form. For example, it follows that there exists vy (z),
such that f(z) =z + (22 V5) = 1+ 2 + 2(vs(z + 1) — v¢(x)) and in order to
prove that f(x) defines a single cycle it is enough to find such a function v (x).
This example shows that this criterion is not that good in practice in checking
properties of a given function but it allows us to construct arbitrary complex
functions with needed properties. For the second approach any function f can be

represented as a Mahler interpolation series > .°  a; (‘”(Ifl)"f(xfiﬂ)). It turns

n'

3!
out, for example, that a T-function is invertible if and only if ||ai|, = 1 and
|a;]|, < 27Ues2i=1 for i = 2,3, .. .. This is used to prove theoretical results sim-
ilar to the previous one, but once again for practical purposes it is usually hard to
represent a given function as a Mahler series. The uniformly differentiable® func-

4 This could be translated to our terminology as follows: measure preservation —
invertibility, ergodicity — a single cycle property, compatible — T-function. To sim-
plify reading we will continue to use our terminology, but an interested reader who
will refer to his paper should keep in mind this “dictionary”.

5 Tt is exactly the same concept as the usual notion of uniform differentiability of real
functions, but with respect to the p-adic distance.
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tions allow us to use Hensel lifting. However, there are several obstacles to the
application of this theorem in practice. First of all, it is not always easy to tell if
a given function is uniformly differentiable. Consider, for example, z + (2% V 5):
V is not a differentiable operation but according to [2] in this particular case
(z+ (22 V5)) = (z+2?+5— (2? A5)) = 142z +2x(uAb)|/,_,., but (uA5) =0
for ||h[l, < &, and so the whole expression is uniformly differentiable. Unfortu-
nately, this trick does not work for the general case z+ (2 vV C). Moreover, there
are invertible mappings which are not uniformly differentiable. The second ob-
stacle is how to find Ny. In the very restricted case of polynomials (expressions
which use only +, — and X) it is possible to calculate this number in advance,
but this is not possible even if we add only @: we found a family of functions f;(z)
(which use only +, —, and @) such that for every N there is Ny > N, iy, such
that f;,, has a single cycle modulo 20 but not modulo 2™Vot1. In particular,
if fo=ax—1,fi={(fli—1,2)®z)+z)®(x+ ) then Ng =i +2,i=2".

Both Anashin’s techniques and our techniques can be used to completely
characterize all the univariate polynomial mappings modulo 2" which are in-
vertible with a single cycle:

Theorem 4. A polynomial P(zx) = Z?:o a;x' is invertible modulo any 2" if and
only if it is invertible modulo 4, and it has a single cycle modulo any 2™ if and
only if it has a single cycle modulo 8.

Proof. From (5) it follows® that [P(z)], = |ao], + [(a1 + -+ + aq)], [z], and
[P(x)];, = [a1], [x]; ® Boaq k>3 [aklo (2], []; © a. Since a T-function is invertible
if and only if each bit slice is invertible, the following conditions are necessary and
sufficient for the invertibility of a polynomial: [(a1 + -+ aq)], = 1, [a1], = 1
and @, qq k>3 [@k]y = 0. In order to prove the single cycle property let us repre-
sent the polynomial in the following form: P(z) = x4+ P’(z). Since in order to gen-
erate a single cycle P(x) should be invertible it follows that [(a] + --- + a};)], = 0,
[a1]y = 0 and @44 1>3 [a}]o = 0. Now we need to prove that P’(z) is an even

parameter, that is, that @?:0171 b(i) = 27" Z?:OLI(P’(i + 27 — PI(3))
(mod 2) = 0. Let us do it separately for different parts of P’. It is easy to
show that ag, a1z with even a; and ayz® for even k are even parameters for
n > 3. Let us prove that the sum of odd powers is also an even parameter if

n—1
>k lax]y =0mod 2 and n > 3: 27" Z?:o -1 > odd k>3lan(i+ 2n— )k qpik) =

27 S S apkiF 1 2n SN ag (PO D 2220 Ly — 0 (mod 2).
So, if P(x) defines a single cycle modulo 8 then it defines a single cycle modulo
any 2". On the other hand if P(x) does not define a single cycle modulo 8 then
it does not define a single cycle modulo any 2™ > 8.

It is easy to verify that exactly 1/8 of all the polynomials are invertible,
and 1/64 of all the polynomials have a single cycle, and thus it is easy to pick
random polynomials with these properties. Typical examples of quadratic single
cycle polynomials are f(z) = (z +1)(2z + 1) and f(z) = 62% —z + 1.

5 See [5] for details.
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Our goal now is to construct invertible multiword T-functions whose iteration
defines a single cycle. Let us start with T-functions of type (2), which map m
parallel input words to m parallel output words. We would like to construct
a mapping

o fo(zo, .-y Tm-1)

Tm—1 fmfl(l'Owual'mfl)

which is invertible and has the maximum possible period of 2", Several simple
constructions can be easily shown to be impossible. For example:

Theorem 5. No T-mapping of the form (zo,z1) — (fo(xo), f1(z0,21)) can have
a period of 2°".

Proof. Suppose there is a mapping (xo,z1) — (fo(z0), f1(zo,x1)), where fo
and f; are T-functions, such that it has a period of size P = 2% modulo 2°.
This means that, for example, f()(0,0) = (0,0) and Vp < P, f)(0,0) # (0,0).
Let p = 22(=1_ Since the period of the mapping modulo 2/~ ! is at most 2201
it follows that f()(0,0) # (0,0) if and only if the same holds for the most signifi-
cant bits, but since fy depends only on o modulo 2° the period of fg is at most 2°
and so (for sufficiently large i) the most significant bit of fép ) = ézp ) = fégp )
and since the most significant bit of f; can assume only two possible values it
follows that either f® = f(2p) or f(») = fBP) which is a contradiction.

Also it can be shown that it is impossible to obtain a single cycle function of
this type from slice-linear mappings, which are T-functions which have the fol-
lowing form: [f;], = ;";01 [Cjkl; [zr]; @i, where (C; ;) is a constant invertible
matrix and m > 2.

Note that the construction is trivial in the two extreme cases of m = 1 and
n = 1. In the univariate case (m = 1) the answer is given by theorem 3: x — x®a,
where « is an odd parameter. The case of n = 1 is also simple because every
function is then a T-function, and it is easy to define a counting transformation
such as f; = ;@ (xg A+ - - Ax;—1) which goes through all the states in the natural
order 0...00 - 0...01 - 0...10 - --- — 1...11 — 0...00. Let us combine
these two cases:

fi(xo,. s xm—1) =2 ® (i(zo, ..., Tm_1) NTo A+ ATi_1), (8)

where each «; is an odd parameter, that is

(27 —1,...,2"—1)

& [@i(zo, -y Tm—1)], =1

(z05--2m—1)=(0,...,0)
and [a;], = 1. We can now prove:

Theorem 6. The mapping defined by (8) defines a single cycle of length 2™™.
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Proof. Let us prove it by induction. For n = 1 we know that it is true. Suppose
that it is a single cycle modulo 2" and let us prove this for 2"*!. Suppose
without loss of generality that (o, . .., Zm_1)® = (0, ..., 0). From the induction
hypothesis it follows that {(xo, . . ., Tp—1)®) mod 2"}2" contains all the possible
tuples, so [mfﬁmn)} = xgo)@GB ap = 1, more generally, [xg's_zmn)] = [wél)} @1,
S0 n n n
(2ﬂ,+171’2n71"”’2n71)
@ [0[1(-T0,-~-7xm—1)]n/\ [xo]n =
(zo,..;xm—1)=(0,...,0)
(2" =1,2"—1,...,2" —1)
a1 (zo, .oy Tm—1)],, -
(20se-sZm—1)=(0,...,0)

So, if we consider the next variable x;: [x(lzmwl)} = x(lo) P aiNzg = xgo) D1.

n
(2'rrL7L+(7n71))
m—1

is modulo 2"t the period is 27" F™ = 2m(n+1),

Using similar arguments, we can prove that [x = [xo ]n @1, that
n

m—1

In order to use this theorem we need an odd parameter. We know that
f(z) = x + r(x) defines a single cycle if r(x) is an even parameter. We also
know that every such function can be represented as f(z) = z® s(x), where s(x)
is an odd parameter. So, for any even parameter r(z) the following expression
s(x) = (z +7(x)) ® x is an odd parameter. For example, if r(z) = 2% V 5, then
s(z) = (z+ (22 V5)) @z is an odd parameter. Note that if f(z) is invertible then
[r(x)], =1 and so [s(x)], = [r(x)], = 1. To construct an odd parameter with m
variables we need the following lemma:

Lemma 1.

- @ —1..27—1)
Palt) = . a(zo A Adm—1)
t=0 (z0,--s2m—1)=(0,...,0)

Proof. In order to prove the lemma it is sufficient to prove that for every t there
is an odd number of tuples (zg,...,Zm—1) such that zg A -+ A 2p—q1 = t. In
fact, we can directly calculate this number: if ¢ contains k zeros then there are
(2™ — 1)* such tuples, which is an odd number.

For example, the following mapping defines a single cycle for any m and n:

filwo, ooy om1) =2 @ (s(To A A1) Ao A== Axi1), 9)
where s(t) = (t+(t?V5))@t. Note that to evaluate this mapping for each particu-
lar (2o, ..., Zm—1) we need one squaring, one addition and 3m bitwise operations,

or 3m+ 2 operations in total. Unfortunately, this mapping has the property that
during update each bit of z,,_1 is changed with probability 2~ ("*1) instead of
é as expected for a random mapping. To avoid this we can add any even param-
eter” with zero in the least significant bit, simplify s(¢) and obtain, for example,

" Note that in the multivariate case every parameter which does not use all the vari-
ables is even.
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the following mapping:

Zo 0 P s @ (22 A M)
Z1 21 @ (s ANag) @ (23 A M)
o | | e (shay)® (X3 AM) |’ (10)
x3 73 ® (s ANag) ® (22 A M)

where ag = xg, a1 = ap A1, a2 = a1 ANxa, a3 = as Axs, s = (as + C) D as, C
is any odd constant and M = 1...11102 or we can enhance the inter-variable
mixing with the following mapping:

Zo o D s @D 2x12x9
€ . 1 D (S A (Lo) @ 22913 (11)
To T9 D (S A (Ll) @® 2x3x0
x3 3 B (s A ag) & 2x0xy

During the iteration of these mappings each bit is changed in approximately
one half of the cases. Each mapping requires 24 operations to obtain a cycle of
size 22°6,

We next analyse mappings of type (3), which consider multiple words as
concatenated parts of a single multi-precision logical variable z, for example,
x = 22"z, + 22"z, + 272, + x4. In this case our running example z —  +
(22 Vv C) can be represented as (Ta, Ty, Te, Ta) — (fa(Ta; o, Tey Ta), .- -, fa(za))
with appropriate f,, fp, fo and fg, but the squaring of a 4n-bit word would be
rather inefficient on an n-bit processor. Note that there is no requirement that
the whole mapping @ — f(z) has a simple interpretation as a mapping of a 4n
bit word although we need this interpretation to prove the single cycle property.

Let us start with the simplest single cycle mapping * — x + 1. It can be
implemented as follows: (zq,xp, Tc, Td) — (Tq + Kb, Tp + Key Te + K, Ta + 1),
where kg is the carry (overflow) from x4, k. is the carry from z., et cetera.
Many contemporary processors (including x86 and SPARC) have an operation
adc (addition with carry) (z,y,c¢) — (z,¢), where z = (z + y + ¢) mod 2" and
¢ = (x+y+c>2"), so the addition of x can be done at no additional cost® if
the mapping has the following form: (zq,xp, Tc, €4) — (T + fo + Koy To + fo +
KeyTe+ fe+ K, Za + fa+1). The only restriction on each f is that it should be
an even parameter. For example,

Ty l‘d + (83 V Cd)

e + (s2VCe) + Ky

x| xb + (sg V Cy) + ke (12)
Tq + (s2V C,) + K,

8 This is not always true. For example, on Intel Pentium 4 processor the ordinary
add instruction has the latency (the number of clock cycles that are required for
the execution core to complete the execution of all of the pops that form a IA-32
instruction) 0.5 and the throughput (the number of clock cycles required to wait
before the issue ports are free to accept the same instruction again) 0.5, but adc has
the latency 8 and the throughput 3 [4].
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where sq = g, S¢ = 84 P Te, Sp = Se¢ + Tp, Sa = Sp D xq, Co, Cp, C. are odd
. 0
constants? and Cj; ends with ...1 1 1.

This mapping uses 15 operations to obtain a cycle of size 22°6. So, it can
be much faster than the previous example but only on processors that have the
adc instruction. If this instruction has to be emulated!'® this mapping can be
slower. Note that almost all high level programming languages do not have such
an instruction so it has to be emulated or to be written in assembly language.

The number of operations is not usually a good predictor of the speed of
the implementation, since on modern microprocessors several operations can be
done in parallel, use different number of clocks, etc. We should take into account
that an update function is not the complete generator. There is also an output
function which produces the output bits given the internal state. Since the least
significant bits of the state are repeated in small cycles the simplest output
function is the one that gives away the most significant bits of the state. It seems
that it is easier to implement such a function for the second mapping since z,
and zp form the most significant part of the state, but their least significant
bits are also weak since they depend only of the least significant bits of x; and
a single bit carry.!! One solution is to give away the most significant part of x,
(32 bits) or use a more sophisticated output function and give away more bits
thus raising the ratio of the output bits per operation. For example, O = ((z,
5)@xy)(((ze T 5)@xq) V1), where I could be substituted with circular rotation
if the target microprocessor supports it, uses only five operations and doubles
the size of the output. It can be shown that O; has maximal period and produces
each possible value with the same probability (since it is an invertible mapping
of xy, for fixed x4, 2. and x4). Note that we give here only examples of the possible
mappings and output functions, but in order to construct a secure stream cipher
they have to be subjected to a lengthy and thorough cryptanalysis.

5 Experimental Results

We tested the actual execution speed of our mappings on an 1A-32 machine. We
used a standard PC with a 1.7 GHz Pentium 4 processor with 256 KB of cache.
In each experiment we encrypted one gigabyte of data by encrypting 10* times
a buffer which is 10° bytes long (this ensured that the data was prefetched into
L2 cache). The tests were done on an otherwise idle Linux system. To calculate

9 Note that the only purpose of Cy, C, and C. is to make parameters out of =2, that
is mask the least significant bit. The evenness of the parameter is guaranteed since n
from (7) is larger than 3.

There are basically two ways to emulate it: check if a +b > a or a + b > b for
unsigned a and b or, usually faster since conditions break pipeline, to set n = 63
and use the most significant bit of the sum as k.. The second approach adds two
operation for each addition of k. and gives 21 operations overall with reduced word
size.

It is possible to change the definitions of s4,55,8¢,54 to incorporate right shifts or
rotations, but this will also increase the calculation time.

10

11
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the overhead produced by memory access we “encrypted” the buffer by xoring
it with a 32 bit constant. It took 0.42 seconds, and we did not subtract it from
our actual results.

In this paper we propose a general approach rather than a concrete stream
cipher, and thus in our performance tests we experimented with many different
state sizes, update mappings and output functions. As a typical example, we
used 256 bit states defined as four words of length n = 64 and updated them
by (11). We wanted to use a simple output function which is just the top half
of each z;, but we discovered that this variant is vulnerable to a (theoretical)
attack in which the attacker guesses the 17 least significant bits of each x; (i.e.,
a total of 68 guessed bits) and searches in 234 bytes of data for places where
two of the x; end with 17 zeroes and thus their product ends with 34 zeros. To
protect against this attack, we slightly modified the state update function to:

Zo To D s @ (2(x1 V C1)x2)

z1 | | 21 @ (sAao) & (2z2(z3 V C3)) (13)
To T9 D (8 /\al) D (2(1’3 V Cg) 0) ’

T3 x3 D (s A a2) ® (2xo(xy V Ch))

where C7 and Cy are constants with several ones in the least significant half,
for example, C; = 1248124814 and C3 = 48124812;4. To take advantage of the
SSE2 instruction set of Pentium 4 processors (which contains 128-bit integer
instructions that allow us to operate on two 64-bit integers simultaneously), we
run two generators ((zo, x1, x2, x3) and (z(, ], x5, 25)) in parallel and the output
is generated by (zo " 32) @ x1, (22 " 32) B ag, (z( " 32) &2} and (25 " 32) & x}.
Since each command operates on a pair (z;, w;) we can run two generators instead
of one at no additional cost. With this optimization, the complete encryption
operation required only 1.56 seconds per gigabyte, and thus the experimentally
verified encryption speed was approximately 5.13 gigabits/second.

To put our results in perspective, the reader should consider the RC4 stream
cipher, which is one of the fastest software oriented ciphers available today. The
web site of Crypto++ contains benchmarks for highly optimized implementations
of many well known cryptographic algorithms [3]. For RC4 it quotes a speed of
110 megabyte per second on a 2.1 GHz Pentium 4 processor. This can be scaled
to 1000/110 x 1.7/2.1 = 11.2 seconds required to encrypt a gigabyte of data
on a 1.7GHz processor, which is almost an order of magnitude slower than the
speed we obtain with our approach.
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Towards a Unifying View
of Block Cipher Cryptanalysis

David Wagner*

University of California, Berkeley

Abstract. We introduce commutative diagram cryptanalysis, a frame-
work for expressing certain kinds of attacks on product ciphers. We show
that many familiar attacks, including linear cryptanalysis, differential
cryptanalysis, differential-linear cryptanalysis, mod n attacks, truncated
differential cryptanalysis, impossible differential cryptanalysis, higher-
order differential cryptanalysis, and interpolation attacks can be ex-
pressed within this framework. Thus, we show that commutative diagram
attacks provide a unifying view into the field of block cipher cryptanal-
ysis. Then, we use the language of commutative diagram cryptanalysis
to compare the power of many previously known attacks. Finally, we
introduce two new attacks, generalized truncated differential cryptanaly-
sts and bivariate interpolation, and we show how these new techniques
generalize and unify many previous attack methods.

1 Introduction

How do we tell if a block cipher is secure? How do we design good ciphers?
These two questions are central to the study of block ciphers, and yet, after
decades of research, definitive answers remain elusive. For the moment, the art
of cipher evaluation boils down to two key tasks: we strive to identify as many
novel cryptanalytic attacks on block ciphers as we can, and we evaluate new
designs by how well they resist known attacks.

The research community has been very successful at this task. We have accu-
mulated a large variety of different attack techniques: differential cryptanalysis,
linear cryptanalysis, differential-linear attacks, truncated differential cryptanal-
ysis, higher-order differentials, impossible differentials, mod n attacks, integrals,
boomerangs, sliding, interpolation, the yo-yo game, and so on. The list continues
to grow. Yet, how do we make sense of this list? Are there any common threads
tying these different attacks together?

In this paper, we seek unifying themes that can put these attacks on a com-
mon foundation. We have by no means accomplished such an ambitious goal;
rather, this paper is intended as a first step in that direction. In this paper, we
show how a small set of ideas can be used to generate many of today’s known
attacks. Then, we show how this viewpoint allows us to compare the strength
of different types of attacks, and possibly to discover new attack techniques. We

* This work is supposed by NSF ITR CNS-0113941.

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 16-33, 2004.
© International Association for Cryptologic Research 2004
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A - X
f i
A\ h A\
B - Y

Fig. 1. An example of a commutative diagram. The intended meaning of this diagram
is that ho f =iog

hope this perspective will be of some interest, if only to see a different way to
think about the known cryptanalytic attacks on block ciphers.

2 Background

What is a block cipher? A block cipher is a map E : K x M — M so that Ej, is
invertible for all keys k£ € K, and both Ej and £, ! can be efficiently computed.
The set M is the space of texts; for instance, for AES, it is M = {0, 1}1%8.

When is a block cipher secure? A block cipher is secure if it behaves as a pseu-
dorandom permutation. In other words, it must be secure against distinguishing
attacks: no efficient algorithm A given interactive access to encryption and de-
cryption black boxes should be to distinguish the real cipher (i.e., Ej, and E, b
from a truly random permutation (i.e., 7 and 7!, where 7 is uniformly dis-
tributed on the set of all permutations on M) with non-negligible advantage.
The distinguishing advantage of an attack A is given by Adv A = Pr[AFx Ex g
1] - PrjA™ ' =1].

In this paper, we focus exclusively on distinguishing attacks. Usually, once
a distinguishing attack is found, a key-recovery attack soon follows; the hard
part is in finding a distinguishing attack in the first place, or in building a cipher
secure against distinguishing attacks.

How are block ciphers built? Most block ciphers are product ciphers. In other
words, the cipher is built as the composition of individual round transforma-
tions: we choose a round function f : M — M, compute a sequence of round
keys ki1,...,k, as a function of the key k, and set Ey = fr, o---0o fr,. The
function f computes one round of the cipher.

Commutative Diagrams. In the discussion to follow, it will be useful to
introduce a concept from abstract algebra: that of commutative diagrams. Com-
mutative diagrams are a concise notation for expressing functional composition
properties. An example of a commutative diagram can be found in Fig. 1. In
this example, the symbols A, B, X, Y represent sets, and the symbols f, g, h,1i
are functions with signatures f: A - B,g: A— X, h: B—Y,andi: X — Y.
We say that the diagram “commutes” if ho f = i 0 g, or in other words, if
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h(f(a)) =i(g(a)) for all a € A. Notice how paths correspond to functions, ob-
tained by composing the maps associated with each edge in the path. In this
diagram, there are two paths from A to Y, corresponding to two functions with
signature A — Y. Informally, the idea is that it doesn’t matter which path we
follow from A to Y’; we will obtain the same map either way. More complicated
diagrams can be used to express more complex relationships, and identifying
the set of implied identities is merely a matter of chasing arrows through the
diagram.

Markov Processes. Also, we recall the notion of Markov processes. A Markov
process is a pair of random variables I,.J, and to it we associate a transition
matrix M given by M;; = Pr[J = j|I = i]. We call the sequence of random
variables [ —J — K a Markov chain if K is conditionally independent of I given J.
We can associate transition matrices M, M’ M" to the Markov processes I — J,
J — K, and I — K, respectively, and if I — J — K forms a Markov chain, we will
have M" = M'-M . In other words, composition of Markov processes corresponds
to multiplication of their associated transition matrices.

The maximum advantage of an adversary at distinguishing one Markov pro-
cess from another can be calculated using decorrelation theory [14]. Let ||M||oo
denote the (o norm of the matrix M, ie., |[M|l = max;>_;|M;;|. We can
consider an adversary A who is allowed to choose a single input, feed it through
the Markov process, and observe the corresponding output. The maximum ad-
vantage of any such adversary at distinguishing M from M’ will then be exactly
5|[M — M'||o. If U denotes the uniform m x n transition matrix, i.e., U; ; = 1/n
for all i, j, then ||[Mi My — Ul|oo < [|M1 — Ul|oo * [|M2 — Ul|co-

The above calculations can be extended to calculate the advantage Adv A =
Pr[AM = 1] — Pr[AM = 1] of an adversary A who can interact repeatedly
with the Markov process. First, if }|[M — M’||s = € denotes the advantage of
a single-query adversary, then an adversary making ¢ queries has advantage at
most ¢ - €. In practice, when € is small, the advantage of a g-query adversary
often scales roughly as ~ /g - e. Hence, as a rough rule of thumb, ©(1/¢?)
queries often are necessary and sufficient to distinguish M from M’ with non-
trivial probability [3]. We emphasize, though, that this heuristic is not always
valid; there are many important exceptions.

The advantage of a g-query adversary can be computed more precisely. If M is
a mxn matrix, let [M]? denote the m? x n? matrix given by ([M19); j = M;, j, X

© X M, j,- Define the matrix norm [[M||, = max;, }; - max;, qu |M; ;1.
Then, in an adaptive attack, the maximum advantage of any ¢-query adversary
is exactly maxy AdvA = J|[[M]? — [M']?]|,. In a non-adaptive attack, the

maximum advantage of any g-query non-adaptive adversary is exactly ; [|[M]9—
[M')]] oo -

Organization. The rest of this paper studies cryptanalysis of product ciphers.
First, we describe commutative diagrams and their relevance to cryptanalysis.
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M - Y
Ix g
\4 ’ v
M P .y’

Fig. 2. A local property of the round function fx

Then, we explore statistical attacks, a probabilistic generalization of commuta-
tive diagram attacks, and then we further generalize by introducing the notion
of higher-order attacks. Finally, we explore algebraic attacks.

3 Commutative Diagram Attacks

The basic recipe for analyzing a product cipher is simple:

1. Identify local properties of the cipher’s round functions.
2. Piece these together to obtain a global property of the cipher as a whole.

In this way, we seek to exploit the structure of a product cipher—namely, its
construction as a composition of round functions—to simplify the cryptanalyst’s
task.

How do we identify local properties of the round function that are both
non-trivial and can be spliced together suitably? This is where commutative
diagrams can help. Let fr : M — M denote a round function. Suppose we can
find a property of the input that is preserved by the round function; then this
would suffice as a local property. If there is some partial information about x
that allows to predict part of the value of fi(x), this indicates a pattern of
non-randomness in the round function that might be exploitable.

One way to formalize this is using projections. A projection is a function
p: M — Y from the text space to a smaller set Y. If we have two projections p, p’
so that p'(fx(z)) can be predicted from p(z), then we have a local property of the
round function. To make this more precise, we look for projections p: M — Y,
p M =Y’ and a function g : Y — Y’ so that p' o f, = gopforall k € K, or
in other words, so that the diagram in Fig. 2 commutes for all k.

A commutative diagram is trivial if it remains satisfied if we replace fi by
any random permutation 7. Each non-trivial commutative diagram for f is an
interesting local property of the round function.

Such local properties can be pieced together to obtain global properties by
exploiting the compositional behavior of commutative diagrams. Refer to Fig. 3.
If both small squares commute (i.e., if p' o fr,, = go p and p” o fi, = ¢’ o p’),
then whole diagram commutes (e.g., p” o fi, © fxr, = ¢’ © g o p). In other words,
if p,p’ form a local property of the first round fj, and if o/, p” form a local
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M - Y
fra g
/\'A oo 1;,
Trs g
Lor

Fig. 3. Splicing together a local property for fi, and a local property for fi, to obtain
a property of their composition

property of the second round f,, then p, p” form a global property of the first
two rounds fi, o fi,-

Note that the requirement is that we have a local property of each round,
and that the local properties match up appropriately. If p, p’ is a local property
of the first round and ¢, ¢’ is a local property of the second round, these two
can only be composed if p’ = ¢. Thus there is a compatibility requirement that
must be satisfied before two local properties can be composed.

The same kind of reasoning can be extended inductively to obtain a global
property of the cipher as a whole. The requirement is that we obtain local prop-
erties for the rounds that are compatible. See Fig. 4. If each local property is
non-trivial, then the global property so obtained will be non-trivial.

Any non-trivial global property for the cipher as a whole immediately leads
to a distinguishing attack. Suppose we have p, p, g so that p’o E), = gop holds for
all k. Then our distinguishing attack is straightforward: we obtain a few known-

plaintext /ciphertext pairs (z;,y;) and we check whether p/(y;) < g(p(z;)) holds
for all of them. When the known texts are obtained from the real cipher (E}),
these equalities will always hold. However, since our property is non-trivial, the
equalities will not always hold if the pairs (x;,y;) were obtained from an ideal
cipher (m, a random permutation). The distinguishing advantage of such an
attack depends on the details of the projections chosen, but we can typically
expect to obtain a significant attack.

Example: Madryga. As a concrete example of a commutative diagram at-
tack, let us examine Madryga, an early cipher design. Eli Biham discovered
that the Madryga round function preserves the parity of its input. Hence, we
may choose the parity function as our projection p : {0,1}%* — {0,1}, i.e.,
p(1,...,264) = 1 D -+ D x64. When taken with the identity function, we
obtain a global property for Madryga, as depicted in Fig. 5. This yields a dis-
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M » Yo
fra g1
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Fig.4. Splicing together local properties for each round to obtain a global property
for Ey, the cipher as a whole

0,13 7+ 10,1}
Ey id

v \
(0,13 7~ qo,1}

Fig. 5. A global property of the Madryga block cipher. Here p is the parity function

tinguishing attack on Madryga with advantage 1/2, as Pr[p(Eg(z)) = p(x)] =1
et Prlp(n(x)) = p(x)] = 1/2.

Commutative diagrams are mathematically elegant. However, they are not,
on their own, powerful enough to successfully attack many ciphers; another idea
is needed. We shall describe next how these ideas may be extended to model
statistical attacks, which turn out to be significantly more powerful.

4 Statistical Attacks

We now turn our attention to statistical attacks. The natural idea is to look at
diagrams that only commute with some probability.

A reasonable first attempt might be to introduce the notion of probabilistic
commutative diagrams. See Fig. 6, which is intended to show a diagram that
commutes with probability p. In other words, though the relation p’ o f, = gop
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p

M - Y
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M p .y’

Fig. 6. A local property that holds with probability p

does not hold, we do have

0 (X)) = g(p(X))] = p

for all £k € K, where here the probability is taken with respect to the choice
of X uniformly at random from M. Written informally: p’ o f = g o p holds
with probability p. (We could easily imagine many variants of this definition, for
instance, by taking the probability over both the choice of X and k; however,
we will not pursue such possibilities here.)

Probabilistic commutative diagrams share many useful properties with their
deterministic cousins. First, probabilistic commutative diagrams can be com-
posed. Suppose projections p, p’ form a local property with prob. p for the first
round, and p’, p” form a local property with prob. p’ for the second round. Then
p, p" form a property for the composition of the first two rounds, and assuming
our cipher is a Markov cipher [9], the composed property holds with prob. at least
p - p’. Second, probabilistic commutative diagrams for the whole cipher usually
lead to distinguishing attacks. Suppose p’ o B}, = g o p holds with probability p,
and p’ o = go p holds with probability ¢. Then there is a simple distinguishing
attack that uses one known-plaintext/ciphertext pair (x,y) and has advantage

|p — q|: we simply check whether p’(y) z g(p(x)).

Probabilistic commutative diagrams may appear fairly natural on first glance,
but on further inspection, they seem to be lacking in some important respects.
For our purposes, it will be useful to introduce a more general notion, which
we term stochastic commutative diagrams. If we let the random variable X be
uniformly distributed on M, the maps p, p’, E) induce a Markov process on the
pair of random variables p(z), p/(Er(X)). The associated transition matrix M
is given by

Mis= Pr [0(BL(X) = jlo(X) =]

Note that there is an implicit dependence on k, but for simplicity in this paper
we will only consider the case where each key k € K yields the same transition
matrix M. (This corresponds to assuming that the Hypothesis of Stochastic
Equivalence holds.) An example stochastic commutative diagram is shown pic-
torially in Fig. 7.

Stochastic commutative diagrams yield distinguishing attacks. Let M’ be
the transition matrix induced by the Markov process p(X), p'(7(X)), where 7 is
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p

M - Y

E.  stochastic M

Fig. 7. A stochastic commutative diagram for Ej. Here M is the transition matrix of
the Markov process p(X) — p/(Er(X))

01" 7«0

F stochastic M

0 v
~ {0, 1}

\
{0,1}*
Fig.8. A formulation of linear cryptanalysis as a stochastic commutative diagram
attack. Here p and p’ are linear maps

a random permutation. Then our stochastic commutative diagram yields a dis-
tinguishing attack that uses one chosen plaintext query and achieves advantage
oM — M|

Linear Cryptanalysis. Linear cryptanalysis may now be recognized as a spe-
cial case of a stochastic commutative diagram attack. Suppose we have a ¢-bit
block cipher Ej : {0,1}* — {0,1}*. In Matsui’s linear cryptanalysis [10], the
codebreaker somehow selects a pair of linear maps p, p’ : {0,1}* — {0,1}, and
then we use the stochastic commutative diagram shown in Fig. 8. For instance,
the linear characteristic I' — I corresponds to the projections p(x) = I' - z,
plle)y=T"-x.
In a linear attack, we obtain a 2 x 2 transition matrix M of the form

_ 1+§1_;:|
u-liTi] v

The transition matrix associated to a random permutation =« is U, the 2 x
2 matrix where all entries are 1/2. Therefore, the distinguishing advantage of
a linear cryptanalysis attack using one known text is J|[M — Ulloc = €/2. It
is not hard to verify that ©(1/e?) known texts suffice to obtain an attack with
distinguishing advantage 1/2 (say). Compare to Matsui’s rule of thumb, which
says that 8/(e/2)? = 32/€? texts suffice.

Matsui’s piling-up lemma can also be re-derived within this framework.
Let My, Ms be transition matrices for the first and second round, respectively,
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taking the form shown in Equation (1) albeit with € replaced by €1, €. It is not
hard to verify that M; M, also takes the form shown in Equation (1), but with
€ replaced by ej€ea. Hence ||Mi My — Ullso = ||[M1 — Ullso X ||[M2 — Ul|so. This
is exactly the piling-up lemma for computing the bias of a multi-round linear
characteristic given the bias of the characteristic for each round.

After seeing this formulation of linear cryptanalysis, our use of the name
“projection” to describe the maps p, p’ can be justified as follows. Consider the
vector subspace V = {0,I'} of {0,1}*. We obtain a canonical isomorphism of
vector spaces V = {0, 1}. Then we can view p : {0,1}* — V as taking the form of
a projection onto the subspace V. In other words, we write {0, 1}¢ as the direct
sum {0,1}* =V @ VT, write each z € {0,1}’ as a sum 2 =y @ z for y € V and
z € VT and then let p(x) = y be the projection of x onto V.

Mod n Cryptanalysis. Notice that mod n attacks also fall within this frame-
work. If M = Z/2'Z, we can use the projection p : Z/2‘Z — Z/nZ given by
p(z) = x mod n. In this way we recover the mod n attack.

In general, if M is any abelian group with subgroup S C M, we may con-
sider projections of the form p : M — M/S given by p(z) =  mod S. Linear
cryptanalysis is simply the special case where M = ({0, 1}, ®) and S has index
2, and mod n cryptanalysis is the special case where M = (Z,+) and S = nZ.

Linear Cryptanalysis with Multiple Approximations. Linear cryptanal-
ysis with multiple approximations also falls naturally within this framework.
Suppose we have a list of masks Iy, I, ..., [ € {0,1}¢, and assume that these
masks are linearly independent as vectors in {0,1}. Let V be the vector sub-
space of dimension d spanned by I,..., Iy, ie., V = {0,11, 12,11 & Is,...}.
Choose the canonical isomorphism V 2 {0,1}%, i.e., Y, ;5 — (c1, ..., cq). We
can define the projection p : {0,1}* — {0,1}? by p(x) = (I - 2,..., ;- x), or
equivalently, as the projection p : {0,1}* — V from {0,1}* onto the subspace
V. We can build p’ from I7,..., I similarly. Then, we consider the Markov
process M induced by Ey,p, p’. The distinguishing advantage of this attack is
given by ;HM — M'||s, as before, except that now we are working with 24 x 2¢
matrices. Notice that these d-bit projections p, p’ simultaneously capture all 224
linear approximations of the form I' — I for some I' € V, I € V', so this is
a fairly powerful attack.

5 Higher-Order Attacks

The next idea is to examine plaintexts two (or more) at a time. If f: M — M
is any function, let f : M2 — M?2 be defined by f(x,2") = (f(z), f(z')). More
generally, we can take f: M? — M? and f(a:l, cooxg) = (f(x1),..., f(xq)) for
any fixed d; this is known as a d-th order attack. Then, to distinguish Ej from
7, the idea is to use stochastic commutative diagrams that separate E}, from #.
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E‘k stochastic M

v v

MxM P eMm

Fig. 9. The basis of differential-style attacks, as a commutative diagram. We use the
projection p(z,z') =z — 2’

Complementation Properties. Complementation attacks form a simple in-
stance of a higher-order attack. Suppose there is some A so that Fy(x & A) =
Ei(z) ® A. Then we can define p: M x M — M by p(z,z') =z — 2/, and we
obtain the diagram shown in Fig. 9. Note that in this case the existence of the
complementation property implies that Ma A = 1. If M’ denotes the transition
matrix induced by an ideal cipher (namely, ), then M} ; = 1/(]M]| — 1) for
each j # 0, and 50 |[M — M| 21— 1/(IM| = 1) + (1] — 2)/(M]| — 1) =
2—2/(|M]—1). In other words, there is an attack using only 2 chosen plaintexts
and achieving distinguishing advantage 1 — 1/(]JM| — 1).

Differential Cryptanalysis. A natural extension is to generalize the above
attack by looking for some matrix element M A with surprisingly large prob-
ability, rather than looking for a matrix element with probability 1. Indeed,
such a modification yields exactly Biham & Shamir’s differential cryptanaly-
sis [2], and any large matrix element Ma as gives us a differential A — A’
with probability p = Ma, a/. Notice that when p > 1/(|M]| — 1), we have
S/IM — M'||og = p—1/(IM]| — 1), hence with 2 chosen plaintexts we obtain an
attack with advantage =~ p. One can readily verify that with 2m chosen plain-
texts, the iterated attack has advantage 1 — (1 —1/p)™ — (1 — 1/(JIM]| — 1))™,
which is = 1—1/e for m = 1/p. Thus, 2/p chosen plaintexts suffice to distinguish
with good advantage.

Also, our framework easily models differential cryptanalysis with respect to
other groups. For instance, when using additive differentials in the group M =
(7./2%47,8), we can choose the projection p : M x M — M given by p(z,2') =
x — 2’ mod 254,

Impossible Differential Cryptanalysis. Alternatively, we could look for ma-
trix elements in M that are surprisingly small. If we look for entries that have
probability 0, say Ma 4 = 0, then we obtain the impossible differential attack.
In this case the differential A — A’ will be impossible (it can never happen
for the real cipher FEj). This yields an attack that can distinguish with good
advantage once about |M| texts are available to the attacker.



26 David Wagner

Differential-Linear Cryptanalysis. Write Ex = [’ o f. In a differential-
linear attack [5], one covers the first half of the cipher (f) with a differential
characteristic and approximates the second half of the cipher (f’) with a lin-
ear characteristic. This can be modeled within our framework as follows. Our
development so far suggests we should use the projections p,p’ : M? — M,
plz,2') = p/(x,2') = z — 2’ to cover f and projections n,n' : M — {0,1} to
cover f’. However, in this case, we will not be able to match i up with p’, because
neither their domains nor their ranges agree.

The solution is to introduce functions #, 7’ : M? — {0,1} given by A(x,z') =
n(x — ') and 7/ (z,2") = n'(x — 2’). Suppose our differential characteristic has
probability p > 1/|M|, or in other words, p,p’ commute with f with prob-
ability p. Then p,7 will usually commute with f with non-trivial probability
(heuristically, about ; + 5, though this is not guaranteed). Likewise, suppose
our linear characteristic holds with probability ! 4+ ¢, or in other words, 1,7’

2~ 2
commute with f’ with probability ; + 5. Then 7,7 will form a linear approxi-

mation for f " with probability ; + 622 . These two properties can be composed to
obtain a property p,n for the whole cipher, typically with probability ; + pgz.

Hence a differential-linear attack with two chosen texts will typically have
distinguishing advantage roughly %pe? Consequently, our framework predicts
that such a cipher can be broken with ©(1/pe?) chosen texts. This corresponds
closely to the classical estimate [1].

Higher-Order Differential Cryptanalysis. Higher-order differentials [7] can
also be modeled within our framework. Let us give a simple example. If f(X) is
a polynomial of degree 2, then f(X + Ao+ A1) — f(X+A0)+ f(X+41)— f(X)
is a constant polynomial, giving a way to distinguish f from random with 4 cho-
sen plaintexts. This corresponds to choosing 4th order projections p(w, z,y, z) =
(x —w,y —w,z—z—y+w) and p'(w,x,y,2) = 2 —x + y — w, deriving a tran-
sition matrix M, and noticing that we have a matrix entry M(a, A, 0),a- Whose
value is 1 for the real cipher but much smaller for a random permutation. More
generally, if f is a polynomial of degree d, then the dth order differential of f is
a constant, and the d + 1-th order differential is zero. Such higher order differen-
tial attacks can likewise be expressed be expressed as a higher-order commutative
diagram attack.

Truncated Differential Cryptanalysis. Truncated differential attacks [8]
also fit within our framework. Given a block cipher Ej : {0,1}* — {0,1}, we
choose projections of the form p : {0,1}¢ x {0,1}* — {0,1}™, where p(x,z') =
o(z — ') and ¢ : {0,1}¢ — {0,1}™ is an appropriately chosen linear map.
Then we can look for an entry Ma A/ in the transition matrix so obtained
that has surprisingly large probability, and this will correspond to a truncated
differential A — A’ of the same probability. This truncated differential corre-
sponds to the class of 22¢~2™ conventional differentials § — &', where § € p~1(A)
and &' € p~1(A’). Alternately, we can look for an entry with surprisingly low
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probability, and this yields an impossible (or improbable) truncated differential
that can be used in an attack.

In most truncated differential attacks, the linear map ¢ simply ignores part
of the block. For instance, the truncated difference (a,0,0,b) (where a,b are
arbitrary differences) might correspond to the linear map p(w, x,y,2) = (z,y)
and the projected value A = (0,0). However, for maximum generality, we allow
0 to be chosen as any linear map whatsoever.

The above account of truncated differentials is slightly naive. It leads to
very large matrices, because a truncated difference of the form (say) (a,1,2,b)
is distinguished from the truncated difference (a,1,3,b). However, in practice
it is more common for cryptanalysts to care only about distinguishing between
zero and non-zero words, with little reason to make any distinction between the
different non-zero values.

Fortunately, our treatment can be amended to better incorporate typical
cryptanalytic practice, as follows. Consider, as a concrete example, truncated
differential attacks on Skipjack, where the block is M = {0,1}%* and where at-
tacks typically look at which of the four 16-bit words of the difference are zero or
not. Consider the following 67 vector subspaces of {0,1}%4: {0}, {(a,0,0,0) : a €
{0,1}15}, {(0,a,0,0) : a € {0,1}'5}, ..., {(a,a,0,0) : @ € {0,1}'¢}, {(a,0,a,0) :
a € {0,1}*%} ..., {(a,b,0,0) : a,b € {0,1}'}, {(a,0,b,0) : a,b € {0,1}¢}, ...,
{(a,b,c,d) : a,b,e,d € {0,1}16}. These can be put into one-to-one correspon-
dence with the 67 vector subspaces of {0,1}* in a natural way. Moreover, to
any block x € {0,1}5* we can associate its characteristic vector (x1,..., X67),
where y; is 1 if x is in the i-th subspace and 0 otherwise. This induces an
equivalence relation ~ on {0,1}5% where two blocks are considered equivalent
if they have the same characteristic vector. We can now consider the projection
p:{0,1}%% — {0,1}5*/ ~ that maps x to its equivalence class under ~. In this
way we obtain a 67 x 67 transition matrix M that captures the probability of
all 672 word-wise truncated differentials for Skipjack [11]. A similar construction
can be used for ciphers of other word and block lengths. This leads to smaller
transition matrices and a more satisfying theory of truncated differential crypt-
analysis.

Generalized Truncated Differential Cryptanalysis. Armed with these
ideas, we can now propose a new attack not previously seen in the literature. We
retain the basic set-up from truncated differential attacks, but we replace the
probabilistic commutative diagrams with stochastic commutative diagrams. In
other words, instead of looking for a single entry in the transition matrix with
unusually large (or small) probability, we use the matrix norm }||M — M'||w.
This approach allows us to exploit many small biases spread throughout the
matrix M, rather than being confined to only taking advantage of one bias and
ignoring the rest.

This may look like a very small tweak; however, it contributes considerable
power to the attack. As we shall see, it subsumes all the previous attacks as spe-
cial cases of generalized truncated differentials. The ability to unify many existing
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attacks, and to generate new attacks, using such a simple and natural-looking
extension to prior work is one of the most striking features of our framework.

Generalized truncated differentials generalize conventional differential and
impossible differential attacks. If there is a single entry in M with unusually
large (or small) probability, then the matrix norm 3 |[M — M’||« will also be
large. Hence, the existence of a conventional differential or impossible differential
attack with advantage e¢ implies the existence of a generalized truncated attack
with the same advantage e.

Likewise, linear cryptanalysis can also be viewed as a special case of gen-
eralized truncated differentials. As we argued before, if n,7" : {0,1}* — {0,1}
form a linear characteristic with probability J £ S, then 9,7’ given by 7j(x, z’) =
n(xz — 2'), etc., has probability ; + 622 . It may appear that we have diluted the
power of the attack, because the distinguishing advantage has decreased from
€/2 (for one known text in a linear attack) to €2/2 (for one pair of texts in
a generalized truncated attack). However, this is offset by an increase in the
number of pairs of texts available in a generalized truncated attack: given a pool
of n known texts, one can form n? pairs of texts. These two factors turn out to
counterbalance each other. If k out of n texts follow 7,7, then k% + (n — k)2 out
of n? pairs follow 7),7'. Note that h(k) = k? + (n — k)? is a strictly increasing
function of k, for k > n/2. Hence for any threshold T in a linear attack, there
is a corresponding threshold h(7T) that makes the generalized truncated differ-
ential attack work with the same number of known texts and roughly the same
distinguishing advantage. Consequently, the existence of a linear attack implies
the existence of a generalized truncated attack with about the same advantage.

Differential-linear attacks are also subsumed by generalized truncated differ-
entials. Because both a differential and a linear characteristic can be viewed as
a generalized truncated differential, they can be concatenated. In a differential-
linear attack, the transition is abrupt and binary, but generalized truncated
attacks allow to consider other attacks, for instance with a gradual transition
between differential- and linear-style analysis, or with hybrids partway between
differential and linear attacks.

Intuitively, the power of generalized truncated differential attacks comes from
the extra degrees of freedom available to the cryptanalyst. In a differential attack,
the cryptanalyst can freely choose which matrix entry Ma a- to focus on, but
has little control over p, p’. In a linear attack, the cryptanalyst can freely choose
p, P/ in some clever way, but has no choice over the matrix M. A generalized
truncated differential attack allows the cryptanalyst to control both aspects of
the attack at the same time.

6 Algebraic Attacks

One noticeable trend over the past few decades is that more and more block ci-
pher designs have come to incorporate algebraic structure. For instance, the AES
S-box is based on inversion in the field GF(2%). Yet this brings an opportunity
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Fig.10. The basis of an interpolation attack. Here each g, (X) is a polynomial over
the field F

for attacks that exploit this structure, and a rich variety of algebraic cryptan-
alytic methods have been devised: interpolation attacks, rational interpolation,
probabilistic interpolation, and so on.

Interpolation Attacks. The basic interpolation attack [7] is easy to under-
stand. We express each round f,; as a polynomial g, (X) € F[X] over some field
F, and in this way we obtain the commutative diagram shown in Fig. 10. Notice
that composition of commutative diagrams allows to express the whole cipher
as a polynomial gu(X) = g, (- - (qk, (g, (X)) - -). The polynomial gi.(X) may
depend on the key k in some possibly complex way, hence the attacker usually
will not know ¢ (X) a priori. Consequently, a distinguishing attack based on
this property must work a little differently.

The standard interpolation attack exploits the fact that d + 1 points suffice
to uniquely determine a polynomial of degree d. Given degqr(X) + 1 known
plaintext/ciphertext pairs for Ej, we can reconstruct the polynomial g (X) us-
ing Lagrange interpolation (for instance), and then check one or two additional
known texts for consistency with the recovered polynomial. This allows to dis-
tinguish any cipher with this property from a random permutation.

The idea can be generalized in many ways. We need not restrict ourself
to univariate polynomials; we can generalize to multivariate polynomials q(X),
where X = (X1,..., X,,) represents a vector of m unknowns, and where q(X) =
(q1(X), ..., qm(X)) represents a vector of m multivariate polynomials. In this
case, the number of texts needed corresponds to the number of coefficients of g
not known to be zero.
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Ek > - F

\

F

Fig.11. The basis of a bivariate interpolation attack. Here by (X,Y) represents
a bivariate polynomial over I, and the intended interpretation of the diagram is
that by (z, Ex(x)) =0 for all z € F

Also, one can naturally derive statistical versions of interpolation cryptanaly-
sis by replacing the commutative diagram in Fig. 10 with a probabilistic commu-
tative diagram with some probability p. Then noisy polynomial reconstruction
techniques (e.g., list decoding of Reed-Solomon codes) will allow us to mount
a distinguishing attack.

We can also use meet-in-the-middle techniques, using the polynomial ¢ to
cover the first half of the cipher and g}, to cover the remaining rounds. Notice how
these generalizations come naturally under the commutative diagram framework.

Rational Interpolation Attacks. Another generalization is the notion of ra-
tional interpolation attacks. If ¢(X), ¢’(X) are any two polynomials with no com-
mon factor and where ¢’ (X) is not the zero polynomial, then r(X) = ¢(X) /¢ (X)
is called a rational polynomial. It is then natural to consider the variant on the
commutative diagram in Fig. 10 where each polynomial g, is replaced by a ra-
tional polynomial ry,.

Note that rational polynomials are closed under composition, hence we can
derive a global approximation for the whole cipher from rational approxima-
tions of the individual round functions. If we can express the cipher as a ratio-
nal polynomial Ey(x) = qi(z)/q;,(x), and if we have a supply of known plain-
text/ciphertext pairs (z;,y;), then we obtain the equations y; - ¢i.(z;) = qx ().
Linear algebra reveals the rational polynomial g (X)/q;.(X), which gives us a dis-
tinguishing attack on the cipher.

Bivariate Interpolation. The notion of interpolation and rational interpola-
tion can be generalized to obtain what might be called a bivariate interpolation
attack. The idea is to seek a family of bivariate polynomials by (X,Y) € F[X,Y]
so that by (z, fr(z)) =0 for all z € M and all k € K. This gives a local property
of the round function f.

Local bivariate properties can be composed to obtain a global property for the
whole cipher. Suppose the first round satisfies a bivariate relation b(z, f(x)) =0
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and the second round satisfies b’ (y, f/(y)) = 0. Define
b'(X,Z) =Resy (b(X,Y),b' (Y, Z)).

Then the composition of the two rounds will satisfy the relation b’ (z, f/(f(x))) =
0 for all x € F. The latter follows from a property of the resultant: given
fY),9(Y) € R[Y], the resultant Resy (f(Y),g(Y)) is a value in R, and if
f,g share a common root over R, then the resultant will be zero. Letting
R =F[X,Z], f(Y) =b(X,Y), and ¢g(Y) = b/(Y, Z) verifies the claimed result
about v (X, 7).

In this way, we can compose bivariate relations for each round to ob-
tain a bivariate relation for the whole cipher. Once we have a bivariate rela-
tion by (z, Ex(x)) = 0 for the whole cipher, we can use polynomial interpolation
to reconstruct by given a sufficient quantity of known plaintext/ciphertext pairs.
Unfortunately, in general the degree of the bivariate polynomial for the whole
cipher can grow rapidly as the number of rounds increases.

Notice that interpolation attacks fall out as a special case of bivariate in-
terpolation. If the first and second rounds of the cipher can be expressed as
polynomials ¢(X), ¢’ (Y), this induces bivariate relations b(X,Y) = ¢(X) — Y
and (Y, Z) = ¢'(Y) — Z. Taking the resultant yields

b"(X,Z) = Resy (b(X,Y),b(Y, Z)) = Resy (¢(X) —Y,q'(Y) - Z) = ¢'(a(X)) - Z,

which is nothing more than a round-about derivation of the obvious fact that
the composition of first and second rounds may be expressed by the polynomial
q'(q(X)).

Likewise, rational interpolation attacks are a special case of bivariate in-
terpolation. Suppose the first and second rounds can be expressed as ratio-
nal polynomials p(X)/p’(X) and ¢(Y)/¢'(Y). We obtain the bivariate relations
b(X,Y)=p'(X)-Y—p(X)and ¥/(Y, Z) = ¢ (V) - Z — ¢(Y'). Taking the resultant
yields a bivariate relation for the composition of the first two rounds.

Probabilistic bivariate attacks have actually been suggested before by Jakob-
sen [6] and applied by others to DES [12], but it was not previously explained
how to compose local approximations to obtain global approximations, nor was
it noticed that bivariate attacks generalize and unify interpolation and rational
interpolation.

7 Discussion

Closure Properties. The common theme here seems to be that closure prop-
erties enable cryptanalysis. For instance, differential and linear attacks exploit
the fact that the set of linear functions is closed under composition: go f is linear
if f, g are. Likewise for the set of polynomials, of rational polynomials, and so
on. More generally, we may form a norm A(-) on functions that grows slowly
under composition and that corresponds somehow to the cost of an attack. Con-
sider interpolation attacks: letting A(q) = deggq for polynomials ¢(X), we find
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N(gof) <N(f) x N(g), hence if we can find low-degree properties for individ-
ual round functions, the corresponding global property for the whole cipher will
have not-too-large degree. Perhaps other ways to place a metric space structure
on the set of bijective functions f : M — M will lead to other cryptanalytic
advances in the future.

Related Work. Commutative diagram cryptanalysis draws heavily on ideas
found in previous frameworks, most notably Vaudenay’s chi-squared cryptanal-
ysis [13] and Harpes’ partitioning cryptanalysis [1]. Vaudenay’s work used linear
projections p, p’ : {0,1}* — {0,1}™, and then applied the x? statistical test to
the pair (p(X), p'(Ex(X)). It turns out that the power of the x? test is closely
related to the o norm, ||[M — M’||2, hence chi-squared cryptanalysis can be
viewed as a variant of stochastic commutative diagrams where a different ma-
trix norm is used. Partitioning cryptanalysis generalized this to allow arbitrary
(not necessarily linear) projections p, p'.

We borrowed methods from Vaudenay’s decorrelation theory [14] to calculate
the distinguishing advantage of our statistical attacks. Also, Vaudenay shows
how to build ciphers with provable resistance against all non-adaptive d-limited
attacks, which corresponds to security against dth order commutative diagram
attacks.

This work builds on an enormous quantity of work in the block cipher liter-
ature; it is a synthesis of many ideas that have previously appeared elsewhere.
Due to space limitations, we have been forced to omit mention of a great deal
of relevant prior work, and we apologize for all omissions.

8 Conclusion

We have introduced commutative diagram cryptanalysis and shown how it pro-
vides a new perspective on many prior attacks in the block cipher literature. We
also described two new attack methods, generalized truncated differential crypt-
analysis and bivariate interpolation, and demonstrated how they generalize and
unify many previous attacks. It is an interesting open problem to extend this
framework to incorporate more attacks, to discover more new attacks, or to build
fast ciphers that are provably secure against commutative diagram cryptanalysis.
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Abstract. We apply the algebraic attacks on stream ciphers with mem-
ories to the summation generator. For a summation generator that uses n
LFSRs, an algebraic equation relating the key stream bits and LFSR out-
put bits can be made to be of degree less than or equal to 2/'°#2 ™1 using
[log, n] + 1 consecutive key stream bits. This is much lower than the
upper bound given by previous general results. We also show that the
techniques of [0, 2] can be applied to summation generators using 2k
LFSRs to reduce the effective degree of the algebraic equation.

Keywords: stream ciphers, algebraic attacks, summation generators

1 Introduction

Among recent developments on stream ciphers, the algebraic attack has gathered
much attention. In this attack, an algebraic equation relating the initial key
bits and the output key stream bits is set up and solved through linearization
techniques.

Algebraic attack was first applied to block ciphers and public key cryptosys-
tems [8, 9, 3]. And its first successful application to stream cipher was done on
Toyocrypt [4]. As the method was soon extended to LILI-128 [7], it gathered
much attention. Stream ciphers that utilize memory were first thought to be
much more resistant to these attacks, but soon it was shown that even these
cases were subject to algebraic attacks [1, 5].

The summation generator proposed by Ruepel [12] is a nonlinear combiner
with memory. It is known that the generator produces sequences whose period
and correlation immunity are maximum, and whose linear complexity is con-
jectured to be close to the period. Hence it serves as a good building block for
stream ciphers.

However, a correlation attack on the summation generator that uses two
linear feedback shift registers (LFSR) was presented in [1 1], even though it is also
stated in [11] that this attack is not plausible if there are more than two LFSRs
in use. Another well known attack on summation generator is given by [10] and
points in the opposite direction. It uses feedback carry shift registers (FCSR) to
simulate the summation generator and indicates that for a fixed initial key size,
breaking them into too many LFSRs will add to its weakness.

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 34-48, 2004.
© International Association for Cryptologic Research 2004
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Fig.1. Structure of summation generators

In this work, we study the summation generator with the algebraic attack in
mind. We show that for a summation generator that uses n LFSRs, an algebraic
equation relating the key stream bits and LFSR output bits can be made to
be of degree less than or equal to 2M1°271 using [logo ] + 1 consecutive key
stream bits. This is much lower than the upper bound on the degree of algebraic
equations that is guaranteed by the general works [1, 5]. We also show that the
techniques of [6, 2] can be applied to summation generators using 2¥ LFSRs to
reduce the effective degree of the equation further.

The reader may confer to Tables 3 and 4, appearing in later sections, for
a quick look on the improvements we have given to understanding the actual
strength of algebraic attacks on summation generators. Actually, Table 3 should
be a good reference in view of algebraic attacks for anyone considering the use
of a summation generator.

The rest of this paper is organized as follows: We recall the definition of
a summation generator and introduce elementary symmetric boolean functions
in Section 2. We derive an algebraic equation that is satisfied by the summation
generator on 4 LFSRs in Section 4. Induction is used in extending this to the
summation generator on 2 LFSRs in the following section. Section 5 deals with
the general n case. We show that the degree of the equation can be reduced
further in the case n = 2F using the technique of [6] in Section 6, and present
our conclusion in Section 7.

2 Preliminaries

2.1 Summation Generators

The summation generator proposed by Rueppel [12] is a nonlinear combiner
with memory. We consider a summation generator that uses n binary LFSRs
(Figure 1). The output of the j-th LFSR at time ¢ is denoted by = € {0,1}.
Since we are dealing with binary values, we will not be using powers of these

terms, hence the superscript ¢ should not cause any confusion.
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The current carry value from the previous stage is denoted by c!. Note that
the carry can be expressed in k = [log, n] bits. We shall let

t t tot
"= (Ch_qs---5C1,C0)
be the binary expression of the carry value.
The binary output z* and the carry value for the next stage from the sum-
mation generator is given by

d=riozteo ozl od, (1)

Lxl—l—xz -~—|—xn—|—c)/2J. (2)

2.2 Symmetric Polynomials

Let us denote by S}, the i-th elementary symmetric polynomial in the variables
{zt,..., 2t }. We view them as boolean functions rather than as polynomials.
Explicitly, they are

Sh=1,

st =

t .t
S2 @1<]1<]2<nx]1x12a

n t
®j:1xj7

t

t_ bt
S, = aixy - xy,.

We shall also call these by the name elementary symmetric boolean functions.

For any fixed 0 < b < n, consider the condition ) y 3:§ = b. This condition
states that b of the n variable x§ are equal to 1 and that the others are equal
to 0. Since Sfl is symmetric for any 0 < a < n, it makes sense to evaluate S};
under this condition. Let m,; denote this value. It is also clear that the values
(map)i completely determines the value of S! at an arbitrary input.

To calculate mg 5, one has only to count how many of the monomials con-
tained in S! is nonzero. Hence we have

My = (2) (mod 2). 3)

Now, consider the (n+1) x (n+ 1) matrix M = (mq;). The n = 4 case is given
in Table 1, as an example. Denote by M’, the n x n matrix obtained by removing
the last row and column from M. When we want to make explicit the number
of variable used in defining M and M’, we shall write M (n) and M’(n).

Lemma 1. For powers of 2, the matriz M’ satisfies

wr = (MR,
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Table 1. The matrix M for n =4

Sab 0 1 2 3 4
S 11 1 1 1
Si 0 1 0 1 0
S 0 0 1 1 0
S& 0 0 0 1 0
S5y 0 0 0 0 1

Proof. Let us first divide M’ into four parts and write

, (I 1
M= (III )
It is clear from (3) that the second quadrant, part II, is M’(2¥), as claimed. The
equation also shows that the lower triangular part of M’ is zero. Hence the third

quadrant is filled with zero, as claimed.
We now show that I, II, and IV are identical. Once more, referring to (3), it

suffices to show
b 2F +b 2F +b
(a> = ( u > = <2k ta (mod 2) (4)

for all 0 < a,b < 2*. To this end, we may easily check that

(1+2)* = (1+2)" (1+2)
=(1+2")1+2)"  (mod2)
= (1+2)" + 2% (1 +2)".

The coefficient of x® that would appear in the expansion of the left hand side
(1 +2)2"* is the middle term of (4). Since a < 2*, the 2% term in the right hand
side may appear only in (14 )° and is equal to the first term of (4). This shows
the first equality. Similarly, comparison of the coefficients of 22"+ shows the
equality between the first and the last terms of (4). This completes the proof.

This lemma allows one to write the matrix M’(2¥) explicitly for any given k.
Then, owing to (3), the matrix M (n) for any n may be obtained as a submatrix
of a big enough M’(2¥). For example, Table 1 is a submatrix of M’(8).

The basic theory on symmetric polynomials tells us that the set consisting
of products of elementary symmetric polynomials forms a basis for the space of
symmetric polynomials. In case of symmetric boolean functions, the following
lemma can easily be seen to be true.

Lemma 2. Any boolean function that is symmetric in its variables, may be writ-
ten as a linear combination of the elementary symmetric boolean functions.
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Table 2. The next carry bits in relation to the current carry value

¢ = (ct,cp)  (0,0) (0,1) (1,0) (1L,1)
chrt Sy Stesh Stoesh St oSSk
citt Sy Stest Siesi SieoSiesies:

3 Summation Generator on 4 LFSRs

We fix n = 4 throughout this section and derive an algebraic equation of degree 4
that is satisfied by the summation generator. The variables of the final equation
will consist of the LFSR, output bits and the key stream bits but will not contain
any carry bits.

Since we are dealing with 4 = 22 LFSRs, we have k = 2, and it suffices to
use 2 bits in expressing the carry value. It is clear that the carry value should be
symmetric with respect to the order of the LFSRs in use. Recalling Lemma 2,
this implies that, when the current carry value ¢! is fixed, the carry bits CSH
and ¢{™! may be expressed as linear combinations of the elementary symmetric
boolean functions S!. In the general case when the current carry bits are not
fixed, they will be linear combinations of the S! with boolean functions of the
carry bits ¢}y and ¢} used as coefficients.

For each value of ¢! and LFSR inputs possible, we explicitly calculated c
and 1. We then used Table 1 to expressed them using the elementary sym-
metric boolean functions. The result is given in Table 2.

t+1
0

Lemma 3. For a summation generator on 4 LFSRs, the following expresses the
next stage carry bits as functions of the current LFSR output bits and current
carry bits.

gt =StecdSied (5)
441 = 51 S} 0 5 @ el ©)

Proof. Using Table 2, we may write

it ={(1lec)1®ch)Ss} @ {ch(1ach) (S eS8}
& {(1&ch)ci(Sh @ S3)} @ {chet (So @ ST @ S5)}

and

A ={1oc)1®)Si} @ {ch(1dch) (S5 S0}
® {(1® ch)ci(Sy @ S1)} @ {cpct (ST @ S5 @ S50 S1)}.

Simplification of these equations gives the claimed statements.



Algebraic Attacks on Summation Generators 39

Lemma 4. For n = 4, the following expresses the carry bits of the summation
generator as polynomials in the LFSR output bits and the key stream bits.
ch =5t o2 (7)
d=8e1a:)Sie s e (8)

The first carry bit cl is linear and the second carry bit ¢} is of degree 2 in the
LFSR output bits.

Proof. The first equation follows immediately from (1). It is a linear function on
the variables z%. Substituting this and its shift b into (5) gives

=5 (Ste2)st @ Sitt @ 2t

Now, since we are dealing with boolean functions, we have (S%)? = S! and the
second equation follows.

Finally, with this lemma, we may remove all occurrence of the carry bits
from (6) to obtain the following proposition.

Proposition 1. The following algebraic equation holds true for a summation
generator on 4 LFSRs.

Sto(1®2)st @ stsitt

® (e e S5 e (eSS

o110 St e (1@ tH)sit! @ sit?

® 212

It is of degree 4 in the output bits of the LE'SRs and uses 3 consecutive key stream
bits.

While simplifying the substitution of (7), (8), and shift of (8) into (6), we have
used the equalities

SiSL— St and S.S.— S

of boolean functions.

4 Summation Generator on n = 2¥ LFSRs

Let us denote by F/™!(n), the (symmetric) polynomial that expresses the next
stage carry bit c'frl in terms of LFSR outputs xﬁ and current carry bits CE. Since
we shall be dealing with polynomials on different number of variables, we shall
write S]t- (n) to denote the elementary symmetric boolean function on n variables.

As an example, we saw in the previous section that

Fyt(22) = 85(2%) @ 4 S1(2%) @ i, 9)
FYTH(2?%) = S4(2%) @ c95(2°) @ ¢193(2%) @ et S1(2%). (10)
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Let us suppose that for some n = 2%, the polynomials Fit+1(2k) are given by

Lok E
F{T(2%) = @,fi,455(2"). (11)
Here, each coefficient f;; is a boolean function defined on the current carry
bits ¢f), ct, ..., ch_. For example, we see from (10) that
fia=1, fiz=cy fiz=c, fii=chcl, fro=0
for k = 2. The following proposition will allow us to inductively calculate

all F/T1(2%) for any i and k.
Proposition 2. Suppose equation (11) holds for some k. Then we have

FIPN @MY = @, fi;8525),  fori<k—1, (12)
FIR@MY = (@ fro1,8025 ) @ df, (13)
Fi M) = (@) fro18)100 (M) @ (@5 o195 (25). (14)

Proof. See the appendices.

As an immediate application of this proposition to (9) and (10), we may
write

FytH(2%) = 85(2°) @ ¢ S1(2°) @ (15)
FYTH(2°) = S5(2%) @ ¢ S5(2°) @ ¢195(2%) @ ¢} S1(2°) @ b, (16)
F1(2%) = S4(2°) © ¢ 57(2%) @ c1.55(2°) @ et S5(2%)

17
@ 5S1(2%) @ chchS5(2%) @ ] b S5(2%) @ cheich St (2°). an

Now, let us briefly recall the process we went through in Section 3 in obtaining
the degree 4 equation of Proposition 1. We started out with three equations.

Zt=Stad. (18)
' =StocStacd. (19)
C§+1 = 51 @ cpS3 @ (S5 ® )7 (20)

We used (18) to write ¢, as a degree 1 equation that involves just the key stream
bit and the LFSR outputs. This was substituted in the next equation (19) to
write ¢! as a degree 2 equation of the same kind. Finally, these expressions for ¢,
and ¢} were substituted in the last equation to obtain the degree 4 equation that
involves only key stream bits and LFSR output bits.

What would happen if we wanted to do the same for n = 23. We would start
with the following set of equations.

2= St @ d,. (21)
et =St oSt @ . (22)
t+1 S4 @ 6053 @ CISQ @ 600151 @ 62 (23)

t+1 SS @ 6057 @ CIS6 @ 600155
@ (S @ 0053 @St coclSl)
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Notice that the first two equations here are identical to (18) and (19), as stated
by (12) of Proposition 2. Hence, as before, ¢} and ¢} will be written as degree 1
and 2 polynomials. The main part of (23) is identical to (20), as stated by (13).
They only differ in that ¢ appears at the end of (23). Since (20) is of degree
4, equation (23) gives a degree 4 expression for cb. Now, as given by (14), the
right hand side of (24) may be broken into two big terms of degree (less than
or equal to) 8. The first term is a degree 4 equation shifted by degree 4 and the
second term is a product of two degree 4 equations. Finally, the left hand side
of (24) is of degree 4. Hence, substitution of ¢, ¢! and c} into (24) gives a degree
8 polynomial connecting various LFSR output bits and key stream bits.

One can easily see that the above argument is general enough to be seen as
the induction step needed in proving the following theorem.

Theorem 1. Consider a summation generator on n = 2¥ LFSRs. There exists
an algebraic equation connecting LFSR output bits and k + 1 consecutive key
stream bits in such a way that it is of degree 2% in the LFSR output bits.

5 The General Case

The following is an easy corollary to Theorem 1.

Theorem 2. Consider a summation generator of n LFESRs. We shall let k =
[logy n]. There exists an algebraic equation connecting LFSR output bits and
k + 1 consecutive key stream bits in such a way that it is of degree less than or
equal to 2% in the LFSR output bits.

Proof. We may model a summation generator on n LFSRs as a summation
generator on 2¥ LFSRs with (2¥ —n) of the LFSRs set to zero. Hence, our claim
follows from Theorem 1.

For small n’s, we explicitly calculated the algebraic equations. Table 3 com-
pares the upper bounds on the degree of the algebraic equation claimed by
various methods.

We believe this table is big enough to cover any practically usable summa-
tion generator and should serve as a good reference for anyone implementing a
summation generator and considering its immunity to algebraic attacks.

Table 3. Degree bounds on algebraic equations for summation generators

n 234 5 6 7 8 9 10 11 12 13 14 15 16

[1, 5] 2 5 6 10 12 14 16 23 25 28 30 33 35 38 40
Thm 2 2 4 4 8 8 8 8 16 16 16 16 16 16 16 16
explicitcalec. 2 3 4 6 6 7 8 12 12 13 14 14 14 15 16
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6 Reducing the Degree Further for the n = 2*¥ Case

For the case when n = 2, we may reduce the degree of the algebraic equation
a little bit further, assuming that we have access to consecutive key stream bits.
We will apply the fast algebraic attack, which is introduced by Courtois [6] and
is improved by Armknecht [2].

Following the notation of [3, ], we classify multivariate equations that relate
key bits k; and output bits z; into types given by their degrees of k; and z;.
We say that a polynomial is of type k%zf if all of its monomial terms are of
the form k;, - -~ ki, zj, - - 2;,. Capital letters will be used in a similar manner to
denote types of equations that may contain lower degree monomials also. For
example, K? =k?UkUland KZ =kzUkUzUL.

In [6], double-decker equations (DDE) of degree (d, e, f) are defined to be any
multivariate equation of type K¢UK€¢Z/. Cases where d > e are of interest from
the attacker’s point of view. The following proposition states that the equations
describing the summation generator on 2 input LFSRs, given by Theorem 1,
are DDEs.

Theorem 3. A double-decker equation of degree (2%, 2F —1,25=1) that relates
initial key bits and output stream bits exists for the summation generator on 2F
LFSRs.

Proof. Let us, once more, recall the n = 22 case. The following is a very simple
illustration of the process we went through in obtaining the degree 4 equation.

(18) = Z'=K'ad

= ¢} is of type K'U Z! (25)
(19), (25) = K'UZ'=K*U(K'UZHYK'®d
= ¢ is of type K2UK'Z! (26)
(20), (26) =
K*UK'Z' = (K*PPUK'""?ZY)Y U(KPUK' ZY)(K? U K'Z")
= relation of type K*U K322 (27)

Let us next consider the n = 23 case also. Since changing the number of vari-
ables, i.e., replacing S%(2*) with S%(2%) does not change the degree of these
equations, the degree 23 equation is obtained as follows.

(18) = (21), (25) = ¢} is of type K'u Z" (28)

(19) = (22), (26) = ¢} is of type K* U K'Z* (29)

(20) ~ (23), (27) = b is of type K* U K322 (30)
(24), (30) =

KY'UK3Z? = (K*™ U K*™MZ2) U (K* UK Z*) (K* U K32%)
= relation of type K®U K"Z* (31)
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This shows that the general case may be proved by induction. To prove the
induction step, it suffices to show that

Kz" U K2’“—122"*1 _ (K2k+2k U sz—1+2’€22"*1)
UK* R 122 (KT UK 2

gives a DDE of type K2R g2t Checking the validity of this statement
is trivial. And this completes the proof.

We may assume that all periods of the LFSRs used in the summation genera-
tor are relatively prime. Then the summation generator satisfies the requirement
of the attack described in [6], if we have access to consecutive key stream bits.
The following steps may be taken to reduce the complexity of the algebraic
attack.

1. Compute an algebraic equation explicitly using the formulae given in Propo-
sition 2.
2. Write the resulting DDE in the following form.

L'(k) = R'(k, 2).

Here, L!(k) is the sum of all monomials of type K appearing in the equation
and R'(k, z) is the sum of all other monomials of type K¢Z/.

3. Fix an arbitrary nontrivial initial key &’ and compute the value L(k’) for
a sequence of length 2(7).

4. Using the Berlekamp-Massey algorithm, find a linear relation o = ()¢ such

that
Z OétLt(ki/) =0.
t

We note that steps 1,2,3,4 are independent of the initial key &, hence we can
pre-compute the relation a.
5. We have obtained an algebraic equation of degree e. It is given by

Z a;R'(k, 2) = 0.
t

6. Apply the general algebraic attack given in [7] to the above equation.
Example 1. The DDE for n = 22 is given as follows:

St Stositlsy 2'SL @ 2TISE @ ZtSt gt
oSt esSiesisittt | = @® TSI @ Sttt St
& 52 @ St @ St ® 28t © 215t @
We take 4 LFSRs defined by the following characteristic polynomials.
Li:2+x+1
Lo:a®+2%2+1
Ly:a2"+x+1

Ly:a +22+1
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Table 4. Complexity comparison of attacks on summation generators

generator size (m, 2") (128,2%) (256,27) (256,2°)
) data (2k*177(1k+1)) 932.3 938.4 983.1
[1, 9] computation (2k717k+1>)w 990.8 9107.9 9233.2
data T =22k TFH! 2% 267 236
[10] computation T2 log, T log, log, T 2775 Q1427 279:5
data (;r]z) 923.3 9274 918.5
Thm 1 computation (;’,ﬁ)w 2055 2769 Q1363
data (21:711) 918.4 921.4 913.6
Thm 3 . w
computation (2,:’11) 2516 260-1 21223

Since (246) ~ 15,000, we compute 30,000 bits from the left hand side of the
above equation for some arbitrary nontrivial key bits k’. After applying the
Berlekamp-Massey algorithm, we found that the sequence has a linear relation
of length 3892 < (246). With a consecutive key stream of length of the order
6520 = 3892+ (3 — 1)+ ((%7) — 1), one will be able to find the 26 bit initial key k.

Table 4 gives a simple comparison of the data and computational complexities
needed for attacks on summation generators. Let w be the Gaussian elimination
exponent. We shall use w = log, 7, as given by the Strassen algorithm. Let the
summation generator with 2¥ input LFSRs use an m-bit initial key.

We remark that for [10] and Theorem 3, the key stream needs to be consecu-
tive. For [1, 5] and Theorem 1, the key stream need only be partially consecutive,
i.e., we need groups of k + 1 consecutive bits, but these groups may be far apart
from each other. Hence, a straightforward comparison of data complexity might
not be fair. Also, the values for [10] have been calculated assuming that the
LFSRs in use have been chosen well, so that their 2-adic span is maximal.

7 Conclusion

We have applied the general results of [1, 5] and [6] on stream ciphers with mem-
ories to the summation generator. Our results show that the degree of algebraic
equation obtainable and the complexity of the attack applicable are much lower
than given by the general results.

For a summation generator that uses n LESRs, the algebraic equation relating
the key stream bits and LFSR output bits can be made to be of degree less than
or equal to 2M1°82 71 yging [logy n] 41 consecutive key stream bits. Under certain
conditions, for the n = 2* case, the effective degree may further be reduced by
1. And for small n’s we have summarized the degrees of the explicit equations in
Table 3. The table should be taken into account by anyone using a summation
generator.
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A Proof of Proposition 2, Equation (12)

To prove (12), we shall evaluate its right hand side at some arbitrary input value
and show that it equals the next carry bit c'frl. But before we do this, let us
make some observations.

Note that we may take

it =((2; ah + ) /2 (mod 2) (32)

as the definition of the carry bits. We may evaluate the right hand side of (11)
at ) ;2% = 0 and equate it with the evaluation of (32) at the same point to
shows c! 11 = fi,0- Now, from the discussions in Section 2 on the matrix M, we
know that at )z} = 2%, we have S§(2¥) = S3,(2") = 1 and all other S(2*) =
0. Once more, evaluating (11) and (32) at >, 2} = 2% with this in mind
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shows ¢!, | = fi0® f; or. Since we already know ¢}, | = f; o, this implies f; o» =0,
or equivalently, that the term Sgk does not appear in the linear sum (11).

We shall now evaluate the right hand side of (12) at some fixed LFSR output
values (zf,...,z,,,) and carry value ¢'. Set

_ t
r=) ;T

#' = remainder of z divided by 2,

¢ = remainder of ¢' divided by 2*.

From the above observation, we know that the right hand side of (12) contains

some of the terms S§(28+1),... 5%, (2¥F1), but does not contain any of the

terms S;(2%+1) for j > 2*. We also know from discussions of Section 2 that the
evaluation of each S(28*1) at z for j < 2¥ is equal to its evaluation at z’. Note
also that the term c,, does not appear as input to any of the coefficients f; ; in
the right hand side of (12). Hence,

RHS of (12) at = and ¢’

= RHS of (12) at 2’ and ¢’

= RHS of (11) at 2’ and ¢’

= (' + )2 (mod 2)
Lz +c)/27 ] (mod 2)
ittt

at z and c'.

The condition 7 < k — 2 has been used in the fourth equality. And the last
equality is just (32). We have completed the proof that (12) is a valid expression
for the next carry bits.

B Proof of Proposition 2, Equation (13)

The proof for (13) is very similar to that of (12) and hence we shall be very
brief. We ask the readers to read Appendix A before reading this section. The
carry bit is given by

ey =100, ah + ) /2K (mod 2).

Evaluation of (11) at 3_; zt =0 and 2k shows that fr_1,0 =0 and fy_;or =1,
hence we now always have Sék as a linear term, with coefficient equal to 1, in
the sums (11) and (13). The temporary values z, z’, and ¢’ may be defined as
before. From the discussions of Section 2, one may write

(She (281 at z) = |z/2%] = (SL(2F1h) at o) @ |2/2] (mod 2)

and
SE2FY at ) = (SE(2F) at 2
( j b
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for j < 2*. Also note that none of the terms S;(28*1), for j > 2%, appears in the
sum (13) and that the term ¢}, visible in (13) is its only use in (13). Hence,
RHS of (13) at z and ¢’

= (RHS of (13) at z and ¢') ® ¢},

= (RHS of (13) at 2’ and ¢) & ¢}, & |z/2"] (mod 2)

= (RHS of (11) at 2’ and ¢') @ ¢}, @ |z/2" ] (mod 2)

=@ +)/2 @@ 2/2"]  (mod2)
|(x +c') /2" (mod 2)

= cfctll at z and ¢t.

This completes the proof.

C Proof of Proposition 2, Equation (14)

Define . = 3 j 3:§ Careful reading of Appendices A and B shows that the first
term of (14) simplifies to

k
®,fim1,5SLan(241) = {f( et gty 89
and that the second term satisfies
(@5 fr-1,902") =i (L(z + ) /2" @ ). (34)
It now suffices to compare the sum of these two values with
ot = @ +c)/2" (mod 2). (35)

Define 2’ = z — 2% when = > 2F and define ¢/ = ¢! — 2% when ci =1.
Case 1) z < 2F ¢t =0.
This is the most easy case.

(33) @ (34) = 0 = [(z + ") /2" ).
Case 2) z <2 ¢l = 1.
(33) @ (34) = [(z + ) /28| @1
= [(x+)/2"]
= [{(z + ) + 2"} /21|
= |(z +c) /2.
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Case 3) z > 2% ¢l =0.

(33) @ (34) = | (2" + ') /2|
= [{(&' + ) + 2~} /2"
|(x + ct) /28],

Case 4) z > 2F ¢l = 1.

This completes the proof.



Algebraic Attacks on SOBER-t32 and
SOBER-t16 without Stuttering

Joo Yeon Cho and Josef Pieprzyk*

Center for Advanced Computing — Algorithms and Cryptography
Department of Computing, Macquarie University, NSW, Australia, 2109
{jcho, josef}@ics.mq.edu.au

Abstract. This paper presents algebraic attacks on SOBER-t32 and
SOBER-t16 without stuttering. For unstuttered SOBER~t32, two differ-
ent attacks are implemented. In the first attack, we obtain multivariate
equations of degree 10. Then, an algebraic attack is developed using a
collection of output bits whose relation to the initial state of the LFSR
can be described by low-degree equations. The resulting system of equa-
tions contains 2°° equations and monomials, which can be solved using
the Gaussian elimination with the complexity of 2965, For the second
attack, we build a multivariate equation of degree 14. We focus on the
property of the equation that the monomials which are combined with
output bit are linear. By applying the Berlekamp-Massey algorithm, we
can obtain a system of linear equations and the initial states of the
LFSR can be recovered. The complexity of attack is around O(2'°°)
with 292 keystream observations. The second algebraic attack is applica-
ble to SOBER-t16 without stuttering. The attack takes around O(2%%)
CPU clocks with 27 keystream observations.

Keywords: Algebraic attack, stream ciphers, linearization, NESSIE,
SOBER-t32, SOBER-t16, modular addition, multivariate equations

1 Introduction

Stream ciphers are an important class of encryption algorithms. They encrypt
individual characters of a plaintext message one at a time, using a stream of
pseudorandom bits. Stream ciphers generally offer a better performance com-
pared with block ciphers. They are also more suitable for implementations where
computing resources are limited (mobile phones) or when characters must be in-
dividually processed (reducing the delay) [4].

Recently, there were two international calls for cryptographic primitives.
NESSIE is an European initiative [2] and CRYPTREC [1] is driven by Japan.
Many stream ciphers have been submitted and evaluated by the international
cryptographic community. NESSIE announced the final decision at Feb. 2003
and none of candidates of stream ciphers was selected in the final report.

* Supported by ARC Discovery grant DP0451484.

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 49-64, 2004.
© International Association for Cryptologic Research 2004
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According to the final NESSIE security report [3], there were four stream
cipher primitives which were considered during the phase IT : BMGL [15], SNOW
[12], SOBER~t16 and SOBER-t32 [17]. The security analysis of these stream
ciphers is mainly focused on the distinguishing and guess-determine attacks.
Note that ciphers for which such attacks exist are excluded from the contest
(even if those attack do not allow to recover the secret elements of the cipher).

For SOBER-t16 and SOBER-t32, there are distinguishing attacks that are
faster than the key exhaustive attack. SOBER-t16 is distinguishable from the
truly random keystream with the work factor of 292 for the version without
stuttering and with the work factor of 2'!! for the version with stuttering [13].
The same technique is used to construct a distinguisher for SOBER-t32 with
complexity of 2865 for the non-stuttering version [13]. For the version with stut-
tering [14], the distinguisher has the complexity 2153,

The distinguishing attacks are the weakest form of attack and normally iden-
tify a potential weakness that may lead to the full attack that allows to determine
the secret elements (such as the initial state) of the cipher. Recent development
of algebraic attacks on stream ciphers already resulted in a dramatic cull of
potential candidates for the stream cipher standards. The casualties of the al-
gebraic attacks include Toyocrypt submitted to CRYPTREC [7] and LILI-128
submitted to NESSIE [10].

In this paper, we present algebraic attacks on SOBER-t32 and SOBER-t16
without stuttering. For unstuttered SOBER-t32, two different attacks are imple-
mented. In the first attack, we apply indirectly the algebraic attack on combiner
with memory, even though SOBER-t32 does not include an internal memory
state. We extract a part of most significant bits of the addition modulo 232 and
the carry generated from the part of less significant bits is regarded as the inter-
nal memory state (which is unknown). Our attack can recover the initial state of
LFSR with the workload of 2196 by 269 keystream observations, which is faster
than the exhaustive search of the 256-bit key.

For the second attack, we build a multivariate equation of degree 14. This
equation has a property that the monomials which are combined with output bit
are linear. By applying the Berlekamp-Massey algorithm, we can obtain a system
of simple linear equations and recover the initial states of the LFSR. The attack
takes O(219%) CPU clocks with around 22 keystream observations.

We apply the second algebraic attack to SOBER-t16 without stuttering. Our
attack can recover the initial state of LFSR with the workload of O(2%) using 278
keystream observations for unstuttered SOBER-t16.

This paper is organized as follows. In Section 2, an algebraic attack method is
briefly described. The structure of SOBER-t32 is given in Section 3. In Section
4, the first algebraic attack on SOBER-t32 is presented. the second algebraic
attack on SOBER-t32 is presented in Section 5. In Section 6, an algebraic attack
on SOBER-t16 is presented. Section 7 concludes the paper.
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2 Algebraic Attacks

2.1 Previous Works

The first application of algebraic approach for analysis of stream ciphers can be
found in the Courtois’ work [7]. The idea behind it is to find a relation between
the initial state of LFSR and the output bits that is expressible by a polyno-
mial of a low degree. By accumulating enough observations (and corresponding
equations) the attacker is able to create a system of equations of a low algebraic
degree. The number of monomials in these equations is relatively small (as the
degree of each equation is low). We treat monomials as independent variables
and solve the system by the Gaussian elimination. For Toyocrypt, the algebraic
attack shown in [7] is probabilistic and requires the workload of 292 with 219
keystream observations. In [10], the authors showed that Toyocrypt is breakable
in 249 CPU clocks with 20K bytes of keystream. They also analyzed the NESSIE
submission of LILI-128 showing that it is breakable within 2°7 CPU clocks with
762 GBytes memory. Recently, the algebraic approach has been extended to an-
alyze combiners with memory [5, 6, 8]. Very recently, the method that allows a
substantial reduction of the complexity of all these attacks is presented in [9].

2.2 General Description of Algebraic Attacks

Let So = (S0, -+,8n—1) be an initial state of the linear shift register at the
clock 0. The state variables are next input to the nonlinear block producing the
output vg = NB(Sp) where NB is a nonlinear function transforming the state
of the LFSR into the output. At each clock ¢, the state is updated according to
the following relation S; = L(s¢, -+, Sp—14¢) with L being a multivariate linear
transformation. The output is vy = NB(S}).

The general algebraic attack on such stream ciphers works as follows. For
details see [7] or [10].

— Find a multivariate relation @ of a low degree d between the state bits and
the bits of the output. Assume that the relation is Q(Sp,v9) = 0 for the
clock 0.

— The same relation holds for all consecutive clocks ¢ so

Q(Si,v) = Q(L'(Sp),v) =0

where the state S; at the clock ¢ is a linear transformation of the initial
state Sp or S; = L!(Sp). Note that all relations are of the same degree d.

— Given consecutive keystream bits vg,---vp—1, we obtain a system of M
equations with monomials of degree at most d. If we collect enough obser-
vations so the number of linearly independent equations is at least as large
as the number T of monomials of degree at most d, then the system has
a unique solution revealing the initial state Sy. We can apply the Gaussian
reduction algorithm that requires 7 - 7827 operations [15].
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Finding relations amongst the input and output variables is a crucial task in
each algebraic attack. Assume that we have a nonlinear block with n binary
inputs and m binary outputs or simply the n x m S-box over GF(2). The truth
table of the box consists of 2" rows. The columns point out all input and output
variables (monomials of degree 1). We can add columns for all terms (monomials)
of degree 2. There are (”+m) such terms. We can continue adding columns for

2
higher degree monomials until

rf (1)

i=1

where d is the highest degree of the monomials. Informally, the extended truth
table can be seen as a matrix having more columns than rows so there are some
columns (monomials) that can be expressed as a linear combination of other
columns establishing a required relations amongst monomials of the S-box.

3 Brief Description of SOBER-t32

3.1 Notation
All variables operates on 32-bit words. Refer to the Figures 1.

— @ : addition in GF(2%?), 8 : addition modulo 232.

— 8;,; : the j-th bit of the state register s;.

— Si,j—k : & consecutive bit stream from the j-th bit to k-th bit of s;.
— x = 8o H s16. z; is the i-th bit of z.

— « : the output of the first S-box. «; is the i-th bit of «.

3.2 SOBER-t32

SOBER-t32 is a word-oriented synchronous stream cipher. It operates on 32-bit
words and has a secret key of 256 bits (or 8 words). SOBER-t32 consists of
a linear feedback shift register (LFSR) having 17 words (or 544 bits), a non-
linear filter (NLF) and a form of irregular decimation called stuttering. The
LFSR produces a stream S; of words using operations over GF(23?). The vec-
tor Sy = (8¢, -, St+16) is known as the state of the LFSR at time t, and the
state Sy = (s0,- -, s16) is called the initial state. The initial state and a 32-bit,
key-dependent constant called K are initialized from the secret key by the key
loading procedure.

A Nonlinear Filter (NLF) takes some of the states, at time t, as inputs and
produces a sequence v¢. Each output stream vy is obtained as v, = NLF(S;) =
F (8¢, 8141, St46, St+13, St+16, K ). The function F is described in the following
subsection. The stuttering decimates the stream that is produced by NLF and
outputs the key stream. The detailed description is given in [17].
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S0 > - S16
x
x x
HV L
S-box
f(x) »
e
>
\
S1 > -« S6
O K
513 >
\
v

Fig.1. The non-linear filter of SOBER-32 without stuttering

The Linear Feedback Shift Register. SOBER-t32 uses an LFSR of length
17 over GF(23%). Each register element contains one 32-bit word. The contents
of the LFSR at time ¢ is denoted by s, - -, s¢+16. The new state of the LFSR
is generated by shifting the previous state one step (operations are performed
on words) and updating the state of the most significant word according to the
following linear equation

Si417 = St4+15 D Si4a D B - 8¢

where 3 = 0xc2db2aas3.

The Nonlinear Filter. At time t, the nonlinear filter takes five words from
the LFSR states, s, St41, St+6, St+13,St+16 and the constant K as the input
and produces the output v;. The nonlinear filter consists of function f, three
adders modulo 232 and the XOR addition. The value K is a 32-bit key-dependent
constant that is determined during the initialization of LFSR. K is kept constant
throughout the entire session. The function f translates a single word input into
a word output. The output of the nonlinear filter, v, is equal to

ve = ((f(s¢ B s¢q16) B se41 B sere) ® K) B sppas

where the function f(x) is illustrated in Figure 1.

The function uses a S-box with 8-bit input and 32-bit output. The input z
to the function f(z) is split into two strings, gy and x,. The first string xy is
transformed by the S-box that gives a.
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The Stuttering. The output of the stream cipher is obtained by decimating
the output of the NLF in an irregular way. It makes correlation attack harder.
In this paper, however, we will ignore the stuttering phase and assume that the
attacker is able to observe the output v; directly.

4 The First Attack on SOBER-t32 without Stuttering

4.1 Building Multivariate Equations for the Non-linear Filter

If we look at the structure of the non-linear filter, the following equations relating
the state Sp = (sp, - -, s16) of LFSR and the intermediate values z, a with the
output keystream v are established.

Ty = S0,0 D S16,0
ap = xo D 51,0 D 56,0 D Ko @ s13,0 B vo
r1 = So0,1 D S16,1 D S0,0516,0
= K K, (1)
ap =x1 D S1,1 D Se,1 D K1 D s131 D v D Kpsi13,0D
(20 ® ap)(s1,0 D 56,0 D 513,0) © 51,0(56,0 D S13,0) D 6,0513,0

Lemma 1. Variables x; and «; can be expressed as an equation of degree d >
i+ 1 over the bits of the state variables.

Let’s consider the first modular addition x = soHs¢. If we denote the carryin the
24-th bit by ca, the addition modulo 232 can be divided into two independent
additions. One is the addition modulo 2® for the most significant 8 bits and
another is the addition modulo 2%* for the remaining 24 bits. Then,

T24-.31 = 80,2431 B 8162431 B ea  (modulo 2°)

To—23 — 8070_,23 H 81670_,23 (modulo 224)

Lemma 2. If the carry in the 24-th bit position is regarded as an unknown, the
degrees of equations which are related to each x; (24 <i < 31) are reduced to
(1 —23).

Now, we reconstruct a partial block of non-linear filter : the addition modulo 232
and the S-box. These two blocks can be considered as a single S-box. This is
going to open up a possibility of reduction of degree of relations derived for the
complex S-box. Furthermore, we consider the carry in the 24-th bit of addition
modulo 232 as an another input variable that is unknown (so we will avoid using
it in the relation and treat it as an unknown state [0, 8]).

The structure of the new block is shown in Figure 2. The addition is modified
to add two 8-bit strings (so,24—31 and Sig,24—31) with the carry coq that is
unknown. Thus this part is an addition modulo 28. The output is put to the
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Input $16,24—31 (8-bit) S0,24—31 (8-bit) c24 (1-bit)
A > A\
S-box
v a1
Output a (32-bit)

Fig.2. A combined structure of partial addition modulo 2® and S-box

S-box that has 32-bit output and amongst the output bits the least significant
two bits are aq, ag. If we regard the carry in addition modulo 2™ as an internal
memory state, an algebraic attack on combiner with memory is able to be applied
to the new block since the structure of block is very similar to the model which
is analyzed in [0, &].

Lemma 3. Let A be the combined block of modular addition and S-box with
input so, s16 and output «. If the carry in the 2/-th bit co4 is considered as an
unknown, there is a multivariate equation that relates s9.24—31,516,24—31 and
output bits ag, ;. without the carry bit coq.

Proof. Let’s create the following matrix.

— Rows are all the possibilities for s16,24—31, 50,2431 and carry bit cp4. There
are 2!7 rows enumerating all possible values for the input bits.

— The columns are all the monomials of degree up to 9 which are coming from
the input bits s16,24-31, 50,2431 and the output bits ay, ap. The number of

columns is o
Z 18 — 97T 4 1/18 o 9l7 4 9145
pard 7 2\ 9

If we apply the Gaussian elimination to this matrix, definitely we can obtain
equations of degree up to 9 because the number of columns is greater than that
of rows.

Let’s denote the equation which is derived above as F'(s9, 2431, S16,24—31, ®0, 1)
of degree 9. If ap and «; are replaced by Equation (1) for the multivariate
equation F', the degree of F' becomes at most 10 which consists of only state bits
of the LFSR, K and output bits of the NLF. In Appendix A, we present a toy
example for illustrating the idea of the attack.
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4.2 Complexity

We can apply the general algebraic attack to unstuttered SOBER-t32 by using
the equation F'. The number of monomials T" of degree up to 10 are chosen from

544 unknowns. 0
544
T = & 269
> ()

i=0
From [10], the attack requires roughly 7 - T'°827 = 2196:5 CPU clocks with 269
keystream observations.

In CRYPTO’03, a method that can solve the multivariate equations more
efficiently by pre-computation is presented [9]. Even though the constant factor
of complexity is not precisely estimated, this method seems to allow a further
reduction of the complexity of our attack. According to [9], the main workload
of algebraic attack is distributed into pre-computation stage and Gaussian re-
duction stage. The pre-computation is operated by LFSR synthesis method, say
the Berlekamp-Massey algorithm. This step needs to take O(S log S + Sn) steps
if the asymptotically fast versions of the Berlekamp-Massey algorithm is used,
where S is the size of the smallest linear dependency and n is the number of the
state bits. Then, Gaussian elimination is applied to the monomials of reduced
degree.

For our attack, the pre-computation operation needs about O(27%:3) steps.
Then, Gaussian reduction can be applied to the monomials of degree up to 9. It
takes about O(2'8%) steps with 2264 bits of memory.

5 The Second Attack on SOBER-32 without Stuttering

5.1 An Observation of Modular Addition

Let us consider the function of modular addition ¢= a Bb where a= (as1, - -, ao),
b= (bs1,---,bo) and ¢ = (c31,- -+, o).

Lemma 4. Let ¢; be the i-th output bit of the modular addition. Then, cy =
ap D by, c1 = a1 ® by @ agbo and for 2 < i < 31,

i2 i1
ci=a; Db ®aj_1b;_1 @ Zatbt{ H (ar ®b,)}
t=0 r=t+1

Each ¢; is expressed as a function of input bits of degree i + 1.

Theorem 1. Let ¢;, 24 < i < 31 be the i-th output bit of modular addition
¢ = alBb. If ¢; is multiplied by (1® ass Bbas), then, the degree of ¢;- (1D ags B bas)
is reduced to (i — 22).

Proof. For 24 < i < 31, ¢; can be separated into two parts : one part includes
(a23 @ bas) and the remaining part does not. Therefore,

¢i = p(@23—i, ba3—i) @ (@23 & bas) - ¢(ao—i, bo—i)
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where p and ¢ are functions of the input bits. Then,
ci - (1@ ags ® baz) = plass—i, baz—i) - (1 & azs P bag)
From Lemma 4, the degree of ¢; - (1 @ ags @ bag) is (i — 22).

5.2 Building a System Equation for the Non-linear Filter

If we look at the structure of the non-linear filter, we can easily see that the
following equation holds. (see Figure 1)

o = 50,0 D 516,0 D 51,0 D 56,0 D 513,0 D Vo D Ko (2)

An Equation for ag. The bit «q is the least significant output bit of the
S-box. ag can be represented by a non-linear equation where variables consist of
only the input bits of the S-box. Let’s construct the following matrix.

— Rows generate all the possibilities for (z31,---,724), so there are 28 rows
enumerating all possible values for the input bits.

— The columns are all the monomials of degree up to 8 which are coming from
the input bits (x31,---,x24) and the least significant output bit ag. The
number of columns becomes 28 + 1

If we apply the Gaussian elimination to this matrix, we can obtain a non-linear
equation because the number of columns is greater than that of rows. Simulation
shows that the degree of the equation for ag is 6. (See Appendix B)

In the next step, let’s take a look at the first modular addition of the non-
linear filter, which is @ = sg B s16. By Theorem 1, for 24 < i < 31, z; - (1 ®
50,23 @ S16,23) becomes

zi - (18 50,23 ® 516,23) = 9(50,23—i, 516,23—i)

where g is a multivariate equation of degree up to (i —22). Let A; be a monomial
which is built over variables from the set {24, -+, 231}. Then,

Ai - (1@ s0,23 D s16,23) = Gi(S0,23-31, 516,23—31)
where G; is a non-linear equation of degree dg, .
Lemma 5. The degree of A; - (1@ so.23 @ s16,23) is at most 16.

We can see that the number of variables which give effect on the degree dg,
is at most 18, which is the set of variable {sg 2331, S16,23—31}. However, not
all the monomials are available. For example, a monomial s 31 - 50,30 - - 50,23 -
516,31 - - - S16,23, which is of degree 18, cannot happen. By careful inspection, we
see that the degree of monomials is at most 16.

As shown in Appendix B, ag = Y, A;. If a is multiplied by (1®s0,23®516,23),
the monomials which include (sg 23 @& $16,23) vanish.

Lemma 6. The degree of o - (1 @ s0.23 @ s16,23) is at most 14.

The degree of remaining monomials is expected to be not bigger than 16. How-
ever, computer simulation shows that the degree of monomials is not bigger
than 14.
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The Degree of Equation (2). If we multiply (1 & s¢,23 ® s16,23) by Equation
(2), then we get

ag - (1® 50,23 @ s16,23)

3
= (50,0 @ 516,0 D 51,0 D S6,0 D 513,0 D vo @ Ko) - (1 D 50,23 D S16,23) (3)

Let’s consider the left part of the equation. The bit o plays a major role in
determining the degree of the equation. We know that ag - (1 & s0,23 @ S16,23)
has the monomials of maximum degree 14. The right part equation becomes
quadratic by multiplication. Therefore, we can obtain a multivariate equation of
degree 14.

5.3 Applying an Algebraic Attack

Let’s recall the recent algebraic attack introduced in [9]. Let S¢ denote the
monomials of state variables of the degree up to d and V¢ denote the monomials
of output variables of the degree up to d at clock ¢. Then, the final equation of
degree 14 can be described as a following way.

SH@® SV, =0 (4)

If we put all the monomials on the left side which do not include the output
variables,

Left(St) = Stl4

We can see that L!(Sp) = S; where Sy is the initial state of the state variables
and L is a connection function which is linear over GF(2). If we collect N >
214 (544) consecutive equations, a linear dependency v = (7o, ..., yn-1) for left

7 k3
side equations must exist and

St14 = St‘/t or {

N-1

> - Left(L(S0)) =0, 7 € GF(2)

t=0

Let’s recover v from the given sequence. (see [9]) We choose a non-zero random
key S{, and compute 2T outputs bits ¢; of the left side equations.

¢y = Left(L'(S})), fort=0,...,2T —1

where ¢; € GF(2). Then we apply the well-known Berlekamp-Massey algorithm
to find the smallest connection polynomial that generates the sequence ¢ =
(co, .- ycor—1).

If we find 7 successfully, the same linear dependency holds for the right hand
side. So,

N+i—1
0= Y 7-i-Right(L'(S), Vi), i=0,1,... (5)
t=i

We can see that Equation (5) is linear. If we collect and solve these equations for
consecutive keystreams, we can recover the initial state bits of the LFSR with
small complexity.
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5.4 The Complexity of the Algebraic Attack

If we denote T as the number of monomials of degree up to 14 that are chosen
from n = 544 unknowns, then

- 544) o
T= | =2
("
We see that recovering the linear dependency y dominates the complexity of
computation. It is estimated to take O(T log(T")+Tn) by using improved versions
of the Berlekamp-Massey algorithm. [9, 11] Therefore, our attack is estimated
to take around O(2!%%) CPU clocks with around 292 keystream observations.

For memory requirement, we need to store at most 7" bits of memory for the
linear dependency . We need also some memory for Equation (5) but it is much
smaller than 7. Therefore, we expect that our attack needs around 2! bits of
memory.

6 Algebraic Attack on SOBER-t16 without Stuttering

The structure of SOBER-t16 is a very similar to that of SOBER-t32. Major
differences from SOBER-t32 are

— operation based on 16-bit word
— the linear recurrence equation
— a S-box with 8-bit input and 16-bit output

For detail description of SOBER-t16, see [10].

We can apply a very similar algebraic attack presented in Section 5 for the
unstuttered SOBER-t16. Let’s look at Equation (2), which holds in SOBER-t16
as well. If we multiply Equation (2) by (1@ so,7 @ s16,7), then we get

ao - (1D so,7 D s16,7)
(6)
= (50,0 P 16,0 B 51,0 D S6,0 D 513,0 P vo ® Ko) - (1 ® 50,7 D S16,7)

Let’s consider the left part of the equation. The bit g plays a major role in
determining the degree of the equation. Computer simulation shows that ag- (1@
80,7 @ s16,7) has the monomials of maximum degree 14. The right part equation
becomes quadratic by multiplication. Therefore, we can obtain a multivariate
equation of degree 14. The remaining process for attack follows Section 5.3.

The Complexity. If we denote T as the number of monomials of degree up to
14 that are chosen from n = 272 unknowns, then

14
272 ~ 976.5
r-3 () =2

=0

Therefore, our attack is estimated to take around O(2%°) CPU clocks with 278
keystream observations. For memory requirement, we expect that our attack
needs around 27%% bits of memory.
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7 Conclusion

In this paper we present two algebraic attacks on SOBER-t32 without stutter-
ing. For the first attack, we have built multivariate equations of degree 10. The
carry at a specific bit position in addition modulo 2™ is regarded as an internal
memory state. From some subset of the keystream observation, we can derive
sufficient multivariate equations which are utilized in the algebraic attack. By
solving these equations, we are able to recover all the initial states of LFSR
and constant value K with roughly 2'96-> CPU clocks and 2%° keystream obser-
vations. Furthermore, fast algebraic attack with pre-computation allows more
reduction of the complexity of our attack.

For the second attack, we derive a multivariate equation of degree 14 over the
non-linear filter. The equation is obtained by multiplying the initial equation by
a carefully chosen polynomial. Then, a new algebraic attack method is presented
to recover the initial state bits of the LFSR. The attack is estimated to take
O(Tog(T) + Tn) = O(2'%°) CPU clocks with 292 keystream observations.

By the similarity of the structure, we can apply the second algebraic attack
to SOBER-t16 without stuttering. Our attack takes around O(28%) CPU clocks
using 27® keystream observations for unstuttered SOBER-t16.
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A A Toy Example to Build Equations by Reconstructing
Block

This appendix illustrates a small example for building an low degree equation
by reconstructing the non-linear block of SOBER-t32. Figure 3 represents the
structure of new built block. The input and output operate on 4-bit. The most
significant two bits of each input are added modulo 2% with carry and become
the input of S-box. The S-box is 2 x 4 substitution defined by the following
look-up table : {7,10,9,4}.

Let’s denote as following

— s0,u = {S0,3, 50,2} and so,. = {S0.1,50,0}
— s16,0 = {516,3, S16,2} and s16.1. = {S16,1, S16,0}
- bH = {b3,b2} and bL = {bl,bo}

At first, we construct a matrix containing the input of modular addition and
the S-box output.

— Rows are the possibilities for {carry, so 3, 50,2, 516,3, S16,2}
— Columns are all monomials of degree to 3 which are coming from
{50,3, 50,2, 516,3, 516,2, b1, Do }-

Applying the Gaussian elimination, we can build at least 10 multivariate equa-
tions. The matrix below shows a part of the combination of monomials. Note
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Input  So,H $16,H S0,L $16,L

carry

AA

S-box
by br

Output c

Fig. 3. A reconstructed block for the modular addition and S-box

that the number is represented by hexadecimal format. One of the equations
that are built by the Gaussian elimination is

50,2516,2b1 @ 50,250,3516,2 P 50,2516,2516,3 = 0

This equation is verified in the table below. Let us denote the equation as Q.
We see that the @ is always zero for all possibilities of input value.

[ 1 FFFFFFFFT
516,2 55555555
516,3 33333333
50,2 0OF0FOFOF S0 Si6 8053816 (80EE|816)H blon
50,3 00FFO0OOFF 0 0 0 0 3 0
bo Ab5A55A5A 0 1 1 0 3 0
by C9369360C 0 2 2 0 3 0
502516201 001 0 4010 4 0 F F 3 0 0
; : 10 1 0 30
5025035162 0 00 50 0 0 5 :
: : F F E 3 0 0
80’2816’2816’30 1010101
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B Algebraic Equations of S-Box in SOBER-t32 and
SOBER-t16

For the S-box of SOBER-t32, we denote the 8-bit input stream of S-box as
(as1,aso, .. .,a24) and the 32-bit output stream as (bs1, bso, ..., bp). Each b; can
be also represented by the combination of monomials which are composed of only
the input stream. In particular, the least significant output bit, by is described
as the combination of monomials of degree up to 6 as follows.

bo = 1@ az4 ® azs P azgazs &

aze6 @ az2s5a26 @ az5a27 B azsaa25a27 B azea27 B

azqazeazr & azsazeazr O azsazg B azaazsazg O azsazeazs &

azrazs O azaazrazs O azaazsazrazs @ azeazrazs O azsazeazrazs O

az9 @ az24a29 @ az24a25a29 G a26a29 B a24a25a26a29 O

azraz9 O azaazsazrazg @ azaazeazrazg ® azsazeazrazg d azaazgazg &

azsa28a29 O azaazrazgazg D azsazrazgazg d azaazsazrazgazg @ azsazeazrazgazg ©
a24a25026027028029 B 425026030 D A24025026a30 B a24a27a30 B az2s5a27a30 B

aze6a27a30 @ azaazsaz7azo O azgaszo O azaa2gazo O azeazszazo ®

a24a25a26a28a30 O azrazgaszo P azaazrazgaszo @ azsazcazrazgaszo O azgazo O

azqaz9a30 D azsaz0a30 D azaaz5a26a29a30 P azraz9azo P azaazrazgazo G

a24a25a27a29a30 B az2sa26a27a20a30 D azaazgaz9azo @ azsazgazgazo @ azaazsazgazoaszo O
a26a28a29a30 D a25a26a28a20a30 D azrazgazgazo O azsazrazgazgazo @ azsazrazgazoaszo O
a24a25027028029030 D A26027028029030 B A24a26a27a28a29a30 D a25a26a27a28a029a30 D az1 &
azeasz1 O azsazeasz1 O azaazsazeast © azaazrazi O azsazeazrasr

az4a25a26a27a31 D azsazsazl @ azaazsazgazi @ azeazsazi @ azaazea2sazl O
a24a25a26a28a31 P az4a27a28a31 D az25a27a28a31 B a24a25a27a28a31 D a24a25a26a27a28a31 D
azsaz9a31 O azaazsaz0a31 D azaaz6a29a31 D azsaz6a29a31 D azaa2s5a26a29a31 O

azrazgaszl © azaazrazeasl @ azsazrazgasi ® azaazsazrazgaszl @ azeazrazgazl ©
az5a26a27a20a31 P az8a29a31 P azaaz8a29a31 D az2s5a28a29a31 B az26a28a29a31 D
a25a27a28a29a31 D az6a27a28a29a31 D azsa26a27a28a29a31 O azoaszr © azaazoasz1 ©
az4a25a30a31 O az6a30a31 D azaa26a30a31 D azaazsazeazoaszl O azaaz27azoaszr O
a25a26a27a30a31 P a24a28a30a31 D az24a25a28a30a31 B a25a26a28a30a31 D az7a28azoazr O
azsaz7a28a30a31 @ azsazsa27a28a30a31 P azaazsazrazgazoasy O azgaszoasz1r G azsazeazgazoazr O
az7azgasgoasl ® azqazrazoazoaszl O azsazrazgazoaszr @ azeazrazgazoas1 ® azgazgazoaszr

a24a28a29a30a31 D azaa25a28a29a30a31 P azeaz8a29a30a31 b az5a27a28a29a30a31

For S-box of SOBER-t16, we denote the 8-bit input stream of S-box as
(a15,a14,...,as) and the 16-bit output stream as (bis,b14,...,b0). Then, the
least significant output bit, by is described as the combination of monomials of
degree up to 6 as follows.

bo = 1® as @ ag @ agayg D

aio @ agaio @ agagaio B a1 S agair B

agagail @ agaioair ® agagaiz @ agaipaiz ® ariaiz ®

agaiiaiz & agagaiiaiz & agaioaiiaiz G agaioaiz G ar1aiz G

agaiiaiz @ agariaiz @ agagaiiaiz G aioaiiaiz G agaioariaiz &

aiza1z O agaizaiz @ agagaizaiz ® agaioaizaisz @ aiiaizaisz ©

agaiiaizal1s @ agariaizaiz ® aoaiiaizaiz & agaioaiiaizars G agaioaiiaizaiz
agais P aipoais G agaioars G agaioais G agagaioais G

airaia O agaiiais  agariais @ agagaiiaia ® agaipoariaia ®

agagaioaiiais O agaizais ® agaizais G agagaizais d aioaizais
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agaioaizai4 B agaioaizais O agagaioaizaia © agariaizais & agaioaiiaizais G

agagaizais @ aroaizaia © agaioaizais d agagaioaizais G arnaizais &

agagaiiaizaia ® agaioaiiaizais @ agaioaiiaizaia ® agagaioaiiaizaia ® aizaizaisa ®
agaizaizais G agaizaizais O agagaizaizaia @ aroaiza13aia O agaioaizaizais G
a9a10a12013014 B agagaioai2a13a14 B agariaizaizais G agaioaiiai2a13a14 G
agaipoaiiaizaizais ®

agais P agais @ agagaioais & agaioaiiais B agagaioaiiais G

agagaizais @ agaioaizais P agaioaizais B agagaioaizais G aiiaizais G

agaiiaizals @ agagaiiaizais @ agagaioaiiaizais ® aizais © agagaizais O

agaipaizals G aiiaizars G aioaiiaizars G agaioaiiaizais & aizaizais

agaizaizals @ agagaizaizais P aipoaizaizais G agaioaizaizais ® agaioaizaizars &
aloaiiaizaizais P agaioariaizaizais O agaipoaiiaizaizais @ aiaars © agaiaais ©
agai10a14015 B agagaioaiaais P airaisais © agaioariaiaais O agaioaiiaisais G
agagaioaiiaiaais O aizaiaais ® agaizaisais G aioaizai14a1s5 B agaioaizaiaais S
agagaipaizaiaais O ar1aizaiaais O agaiiaizaisais @ aipaiiaizaiaais ® agaioaiiaizaisars O
agaipaiiai2614a15 G a13a14a15 G agaizaiaais G agaioaizaisais B agagaioaizaisars B
aliaizaiaais P agaiiaizaisais G agaioaiiaizaisais G agaioariaizaiaais O agaizaizaisars G

agaizaizaisals @ agaioaizaizaiaais d agaiiaizaizaiaals
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Abstract. An algebraic attack is a method for cryptanalysis which is
based on finding and solving a system of nonlinear equations. Recently,
algebraic attacks where found helpful in cryptanalysing LFSR-based
stream ciphers. The efficiency of these attacks greatly depends on the
degree of the nonlinear equations. At Crypto 2003, Courtois [8] pro-
posed Fast Algebraic Attacks. His main idea is to decrease the degree
of the equations using a precomputation algorithm. Unfortunately, the
correctness of the precomputation step was neither proven, nor was it
obvious.

The three main results of this paper are the following: First, we prove
that Courtois’ precomputation step is applicable for cryptographically
reasonable LFSR-based stream ciphers. Second, we present an improved
precomputation algorithm. Our new precomputation algorithm is par-
allelisable, in contrast to Courtois’ algorithm, and it is more efficient
even when running sequentially. Third, we demonstrate the improved
efficiency of our new algorithm by applying it to the key stream gener-
ator Ey from the Bluetooth standard. In this case, we get a theoretical
speed-up by a factor of about 8, even without any parallelism. This im-
proves the fastest attack known. Practical tests confirm the advantage
of our new precomputation algorithm for the test cases considered.

Keywords: Algebraic attacks, stream ciphers, linear feedback shift reg-
isters, Bluetooth

1 Introduction

Stream ciphers are designed for online encryption of secret plaintext bit streams
M = (mq, ma,---), m; € Iy, which have to pass an insecure channel. Depending
on a secret key IC, the stream cipher produces a regularly clocked key stream Z =
(21,22,...), zi € Fa, and encrypts M by adding both streams termwise over Fs.
The legal receiver who uses the same stream cipher and the same key IC, decrypts
the received message by applying the same procedure.

Many popular stream ciphers are LFSR-based. They consist of some linear
feedback shift registers (LFSRs) and an additional device, called the nonlinear

* This work has been supported by grant 620307 of the DFG (German Research Foun-
dation).

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 65-82, 2004.
© International Association for Cryptologic Research 2004
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combiner. An LFSR produces a sequence over F5 depending on its initial state.
They can be constructed very efficiently in hardware and can be chosen such
that the produced sequence has a high period and good statistical properties.
For these reasons, LFSR-based stream ciphers are widely used in cryptography.

A lot of different nontrivial approaches to the cryptanalysis of LFSR-based
stream ciphers were discussed in the literature, e.g. fast correlation attacks
(Meier, Staffelbach [18], Chepyzhov, Smeets [5], Johansson, Joensson [12, 13]),
backtracking attacks (Golic [10], Zenner, Krause, Lucks [24], Fluhrer, Lucks [9],
Zenner [23]), time-space tradeoffs (Biryukov, Shamir [4]), BDD-based attacks
(Krause [15]) etc. For such stream ciphers many corresponding design crite-
ria (correlation immunity, large period and linear complexity, good local statis-
tics etc.) were developed, e.g. Rueppel [20]. Recently, a new kind of attack was
proposed: algebraic attack. For some ciphers, algebraic attacks outmatched all
previously known attacks (e.g. Courtois, Meier [7], Armknecht, Krause [1], Cour-
tois [6]).

An algebraic attack consists of two steps: First find a system of equations in
the bits of the secret key K and the output bits z;. If the combiner is memoryless,
the methods of [7] can be used. A general method, which applies to combiners
with memory too, was presented in [l]. If enough low degree equations and
known key stream bits are given, the secret key K can be recovered by solving
this system of equations in a second step. For this purpose, several methods
(Linearization, XL, XSL, Groebner bases, ...) exist. Most of them run faster if
the degree of the equations is low. Hence, the search for systems of low degree
equations is a desirable goal in algebraic attacks.

Having this in mind, fast algebraic attacks were introduced by Courtois at
Crypto 2003 [8], using a very clever idea. Before solving the system of equations,
the degree of the system of equations is decreased in a precomputation step. The
trick is to eliminate all high degree monomials independent of the key stream bits
which has to be done only once. For this purpose, an algorithm A was proposed,
using the well known Berlekamp-Massey algorithm [17, 19]. Unfortunately, the
correctness of A was neither proven, nor is it obvious. Therefore, the applicability
of fast algebraic attacks on LFSR-based stream ciphers in general was still an
open question.

In this paper, we finally give a positive answer to this question. We present
a non-trivial proof that fast algebraic attacks work under rather weak assump-
tions which are satisfied by all LFSR-based stream ciphers we know. In par-
ticular, it is not necessary that the periods are pairwise co-prime which is not
true in general (e.g., see the cipher used in the Bluetooth standard). To get the
result, we prove some statements about minimal polynomials of linear recur-
ring sequences. To the best of our knowledge, these statements have not been
published elsewhere in open literature. Thus, our results may be of independent
interest.

In general, an attacker has knowledge of the whole cipher except the secret
key. Hence, it seems to be logical to exploit these information to perform the
precomputation step more directly, reducing the number of operations. This was
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the motivation for developing a new algorithm B. Contrary to A, which runs
strictly sequential, B can be performed partly in parallel. Thus, our new method
improves the efficiency of fast algebraic attacks significantly.

We demonstrate this by applying B to the Fy key stream generator used in
the Bluetooth standard for wireless communication. A theoretical examination
shows that our algorithm has a speed-up factor of about 8, even without any
parallelism. This improves the fastest known attack against the Ey cipher. Prac-
tical tests on reduced versions of Ey confirm the advantage of B for the test
cases considered.

The paper is organized as follows: in Section 2 we describe fast algebraic
attacks. In Section 3 we give the missing correctness proof for fast algebraic
attacks. In Section 4 we improve fast algebraic attacks by introducing a new
precomputation step. In Section 5 we demonstrate the higher efficiency of our
new method in theory and practice. Section 6 concludes the paper.

2 Fast Algebraic Attacks

Let Z := (2) = (2)52, be the key stream produced by an LFSR-based key
stream generator, using a secret key I € {0,1}™. K is defined as the initial states
of the used LFSRs. At each clock ¢, the internal state of the cipher consists
of LY(K) and some additional memory bits', where L : {0,1}" — {0,1}" is
a linear boolean function known to the attacker. An algebraic attack works as
follows:

The first step is to find a boolean function F' # 0 such that for an integer
0 > 0 the equation

FLNK), .. LK), 21, 214s) = O (1)

is true for all clocks ¢. If the cipher is memoryless, the methods described in [7]
can be used. Unfortunately, these methods neither work with ciphers using mem-
ory, nor are they guaranteed to find equations with the lowest degree. Therefore,
in general the method proposed in [1] is the better choice. It can be applied to
every cipher and finds for certain the equations with the lowest degree.

The second step is to use (1) to get a system of equations describing K in
dependence of the observed key stream Z. For each row zi, ..., 215 of output
bits known to the attacker, replace these values in (1). The result is a valid
equation in the bits of the secret key K.

The third and final step is to recover the secret key K by solving this system
of equations. One possibility to do so is the linearization method. Due to the
linearity of L, all equations (1) have a degree < degﬁ . Therefore, the number m
of different monomials occurring is limited. If the attacker has enough known
key stream bits at his disposal the number of linearly independent equations
equals m. By substituting each monomial by a new variable, the attacker gets

! Where zero memory bits are possible.
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a linear system of equations in m unknowns which can be solved by Gaussian
elimination or more refined methods like the one by Strassen [22].

In general, m will be about (Z) Hence, the lower the degree d the more
efficient the attack. Therefore, an attacker using an algebraic attack will always
try to find a system of low degree equations. A very clever approach, called
"fast algebraic attack”, to decrease the degree of a given system of equations
was presented in [8]. We will discuss this method now. Suppose that (1) can be

rewritten as

0= FLYK),...,L"(K), 2, .. ., 2ess)
= F(LYK),..., LK) + G(LYK), ..., LK), 21, . . .y 2ess)

= F,(K)+ Gi(K, 2) (2)
where the degree e of G in K is lower than the degree d of F.2 Furtheron, we
assume that the attacker knows coefficients cg,...,cr—1 € {0,1} such that

T—1
D e Fiyi(K)=0 vtk (3)
i=0

Using (2) and (3), we get by Zz:ol ¢i - Gii(K, Z2) = 0 an equation in K and Z
with a lower degree e < d. Therefore, the attacker can reduce the system of
equations given by (1) with degree d into a new system of equations of degree
e < d where all equations are of the type > ¢;G¢1,. Note, that this improves the
third step enormously, but requires more known key stream bits z; to perform
step two.

Of course, it is vital for the whole approach that such coefficients cq, ..., cr_1
can be found efficiently. In [8], the following algorithm A was proposed:

1. Chose a reasonable? key K and compute 2, := Ft(lé) fort=1,...,2T.
2. Apply the Berlekamp-Massey algorithm to find cq, ..., cr—1 with

T-1

> e Fiyi(K) =0 Vi (4)

=0

It is known that the Berlekamp-Massey algorithm finds coefficients with the
smallest value of T' fulfilling (4). This needs about O(T?) basic operations. To-
gether with the first step, algorithm A has to perform about O(T? + 2T'|K|)
steps. In general, the exact value of T is unknown but an upper bound is the
maximum number of different monomials occurring.

The result of algorithm A is correct if (4) implies (3) which has not been
proven in [8]. The only correctness argument indicated there was based on the

2 For example, this assumption is true for the three ciphers Ey, Toyocrypt and LILI-
128.

3 In [8], K can be any value in {0,1}". But if one of the LFSRs is initialised with the
all-zero state, the algorithm returns a wrong result in most cases. Therefore, K has
to be chosen such that the initial states are all non-zero.
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assumption that the sequences produced by the LFSRs have pairwise co-prime
periods. But this is not true in general. A counter-example is the key stream
generator Fy used in the Bluetooth standard for wireless communication: the
two periods 233 — 1 and 23° — 1 share the common factor 7.

On the other hand algorithm A does not work correctly in general without
any preconditions. An example is given in appendix D. This raises the question
which preconditions are necessary for the correctness of algorithm A and if they
are fulfilled by Ejy.

One of the major achievements from this paper is to show the correctness
of algorithm A under weaker assumptions. As we are not aware of any LFSR-
based stream cipher for which these conditions are not true (including Ejy), we
assume that fast algebraic attacks as described in [8] can be mounted against
most LFSR-based stream ciphers discussed in public.

3 Proof of Correctness

In this section, we prove the correctness of algorithm A under cryptographically
reasonable assumptions. First, we repeat some known facts about linear recurring
sequences.

Theorem 1. (Lidl, Niederreiter [16]) A sequence Z = (z) over Wy is called
a linear recurring sequence if coefficients co, ..., cr—1 € {0,1} (not all zero) ewxist
such that " c;zii = 0 is true for all values t > 1. In this case, Y c;x® € Falx] is
called a characteristic polynomial of the sequence Z. Amongst all characteristic
polynomials of Z exists one unique polynomial min(Z) which has the lowest
degree. We will call it the minimal polynomial of Z. A polynomial f(z) € Fa[z]
is a characteristic polynomial of Z if and only if min(Z) divides f(x).

From now on, a sequence Z will always stand for a linear recurring sequence.
Furtheron, we will denote by I, the algebraic closure of the field Fy.* By the
roots of f(z)Fz[x], we will always mean the roots in IFs.

Definition 1. Let Ry, ..., R, C Iy be pairwise disjunct, R := R1 U ... U R,.
We say that a pair of vectors (aq,...,an) € R™, (B1,...,0m) € R™ factorizes
uniquely over Ry, ..., Ry if the following holds

a1~...~an:ﬁl~...~ﬁm:> H%"H(ﬁj)_lzl, 1<I<k

a, ERy BiER;
For a monomial p = H?Zl xy; € Wolwy,... @] with {iy,... ix} € {1,...,n}
e
and a = (a1, ..., o) € R™, we define the vector p(a) == (v, ..., ;) € RF.

Ezample 1. Set Ry := {a, a8} and Ry := {#} with § # 1. The pair of vectors
(o, B) and (aff) does not factorize uniquely over Ry, Ry because of o+ § = af3

but - (af)~! =371 #1.

* Le., Iy is the smallest field such that F2 C F2 and each polynomial f(x) € Fa[x]
has at least one root in IF's.



70 Frederik Armknecht

The motivation for this definition is that we need in our main theorem that
certain products of roots of minimal polynomials are unique in the sense above
(see appendix A. The main theorem of our paper is:

Theorem 2. Let 2, = (z,gl)), ey 2 = (zt(n)) be sequences with pairwise co-
prime minimal polynomials which have only non-zero roots. Let R; denote the
set of roots of min(Z;) in Fy, F : Y — Fy be an arbitrary boolean function and
I:=(i1,...,i) €{1,...,6}" and 6 := (1, ...,0,) € IN" be two vectors.

We set R := Ry, X ... x R;, and dwide F' = 3 p; into a sum of mono-
mials. Furtheron, for arbitrary d := (di,...,ds) € IN* the sequences Z = (z;)

and Z(D .= (z,gd)) are defined by

. . g . .
2 = F(zt(fﬁgl,...,zt(ign), zt( )= F(zt(:_lgﬁdil et Zt(ié)n-s-din)
If all pairs of vectors pi(a), pj(a) with o,/ € R factorize uniquely over
Ri,..., R, then min(Z) = min(Z®).

What is the connection to algorithm A? From the theory of LFSRs, it can be
easily argued that the sequence Z = (2,) from algorithm A is a linear recurring
sequence and that ¢, ...,¢ér—1 correspond to its minimal polynomial m. Zis
produced in the way sequence Z is described in theorem 2 which assures that
the minimal polynomial m remains unchanged if we shift each of the sequences
produced by the LFSRs individually. As in the general the produced sequences
have maximal period, the minimal polynomial found by algorithm A is the same
for each possible key K. In appendix B we show that the conditions of theorem 2
are satisfied for a large class of LFSR-based ciphers automatically, independent
of F',\I and 0. Before we can prove theorem 2, we need some statements about
minimal polynomials.

Theorem 3. ([16], Theorem 6.21) Let Z = (z¢) be a sequence with character-
istic polynomial f(z) = [[i_,(z — a;) where the roots lie in Fo. If the roots
i, - .., are all distinct, i.e. each root has multiplicity one, then for each t, z
can be expressed in the following way:

n
zp = g A;al
i=1

where Ay,..., Ay € Ty are uniquely determined by the initial values of the se-
quence Z.

Theorem 4. Let Z = (z;) be a sequence with z = Y. | A;ot with pairwise
distinct elements a; € Fy and non-zero coefficients A;. Let m(x) € Fax] be the
polynomial with the lowest degree such that m(a;) = 0 for 1 < i < n. Then
m(x) is the minimal polynomial min(Z). In particular, each root of min(Z) has
multiplicity one.
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Proof. We show that f(x) € Fa[z] is a characteristic polynomial of Z if and
only if f(a;) = 0 for all 4. Thus, m(x) is the characteristic polynomial with the
lowest degree what is the definition of min(Z). Let f(z) = > _, cxz”*. Then for
each t, we have

zT:Cth+k = zT:C]C (zn: AZ‘O[?H(:) — Z (A ZCkOé ) zn: A; f OZZ
k=0 k=0 i=1 i=1

=1

For1 <i<mnand0<t¢<n-—1,let M := (a!) be a Vandermonde-matrix of size
nxn. As the elements «; are pairwise distinct, M is regular. Thus, the expression
above equals to zero for each ¢ if and only if (A1 f(aq),..., Anf(an)) € {0,1}7
is an element of the kernel of M, i.e. 4;f(c;) = 0. As the coefficients A; were
assumed to be non-zero, this is equivalent to f(a;) = 0 for all 4. O

Proof of theorem 2. By theorem 4 all roots in R; have multiplicity one. Therefore,
by theorem 3, each sequence Z; can be expressed by z,gz) =D ac R, Aol with
unique coefficients A,. For each 4 it holds

Zt(i)a > A= 3" (Ana%) o
acR; acR;
and therefore

zt:F( Z (Aaa&'l)at,..., Z (Aaaéi”)at)

a€R;, a€R;,

We set P := {pi(a)|la € R,1 < i < I}. The sequences Z and Z(? can be

expressed by
_ ZAvﬂTt» (d) ZAd) t
TeP TeP
with unique coefficients A, and Aﬁrd). We show that A, is non-zero if and only

it A is non-zero. Then the equality of min(Z) and min(Z®) follows by the-
orem 4.
We express the coefficients A, and ASf” in dependence of the coefficients A, .

Formr=ai-....ap, €EP,; € U R;, we define by 7 the product (Ho«ERl adl>~

: (HmER a ) As all pairs of vectors 77, T35 factorize uniquely over Ry, ...,

Ry, this expression is independent of the factorlzatlon Qi ... Q. Analogously,
for a = (a1,...,a,) € R we set a? := (Ozilil ) ) Wlth these definitions,
we get

XYY w

TEP Wi €R
wi(a)=m
~ ~ ~

A,
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where Ay = (Aq,, ;- -, Aa,, ). Therefore, the coefficients A can be expressed by

A=Y Y e =Y Y mAua) =Y Y mlda?

i aER i a€ER i a€ER
pi(a)=m i (a)=m wi(a)=m

=A, n¢

As the roots of m;(z) are all non-zero by assumption, it is 7¢ # 0. There-
fore, A, # 0 iff A% # 0. O

The proof shows why a precondition is necessary for the correctness of the
pre-computation step. Otherwise, it could happen that for some 7 it is A; # 0

but A% =0 (or vice versa). In this cases, the corresponding minimal polyno-
mials could be different (see appendix D).

4 Improvements

In this section, we show how algorithm A can be improved. Let min(F') denote
the (unique) minimal polynomial found by algorithm A. Until now, we made no
use of the knowledge of the minimal polynomials mq(z),...,m(z). The idea
is to compute min(F') and/or the parameter T more or less directly from the
known minimal polynomials and F'. For this purpose, we cite some statements
about minimal polynomials.

Definition 2. Consider two co-prime polynomials f(z) = [[i_,(z — a;) and
g(x) = H;"Zl(x — B;) with no multiple roots. Then we define

f@) @ g@) = [, f@@f@):= [] @-aay)-f@).

i 1<i<j<n

Theorem 5. ([16], Th. 6.57 + 6.67) Let 2, = (zt(l)),...,ZH = (zt(ﬁ)) be se-
quences with pairwise co-prime min(Z;). Then

min(Zy + ...+ Z;) =min(2y) - ...-min(Z)
min(Z; - Z;) = min(Z;) @ min(Z2;), Yi#j

where 21 + ... + 2, = (Zt(l) +... —i—z,fﬁ)) and Z; - Zj := (zfz) . zfj)),

Theorem 6. (Key [1/], Th. 1) Let Z = (z;) be a sequence and l:=deg(min(2)).
If d is an integer with 1 < d < l, then the sequence (z; - z¢1+4) has the minimal
polynomial min(Z) @ min(Z) of degree 1([-25-1) .

Before we proceed further, we will take a closer look on the complexities of the
operators " and "®".

Theorem 7. (Schoenhage [21]) Let two polynomials f(x) resp. g(x) of Fa[z] be
given of degrees < m. Then, the product f(x) - g(x) can be computed with an
effort of O(mlogmloglogm).
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Theorem 8. (Bostan, Flajolet, Salvy, Schost [3], Theorem 1) Let f(x) resp.
g(x) be two co-prime polynomials of degree n resp. m with no multiple roots.
Then the polynomial f(x) ® g(x) can be computed directly within

O(nmlog®(nm/2)loglog(nm/2) + nmlog(nm)log log(nm))
~ ~~ -
=:7 (nm)

operations in Fy without knowing the roots of f(x) or g(z).

This implies a kind of divide-and-conquer approach for computing the mini-
mal polynomial from F. The trick is to split the function F' into two or more func-
tions Fi,..., F} such that the corresponding minimal polynomials min(F;) are
pairwise co-prime. Then by theorem 5 it holds min(F') = min(Fy)-...-min(F}).
In some cases, such a partition can be hard to find or may not even exist.
If the minimal polynomials min(F;) are not pairwise co-prime the product
p(z) == min(Fy) - ... - min(F}) is a characteristic polynomial of each possible
sequence Z, i.e. the coefficients of p(z) fulfill equation (3) also. Therefore, using
p(x) makes a fast algebraic attack possible though it may require more known
key stream bits than really necessary.

We compare the effort of this approach to that of algorithm A. For simplicity
we assume [ = 2, i.e. min(F) = min(Fy) - min(Fy). Let Ty := deg(min(F)) <
deg(min(Fy)) =: To. Then deg(min(F')) = T1 + T». As said before, algorithm A
needs about

O(TE +T5 +2(Th + Tp) |K| + 2T T2))

basic operations. Instead of using algorithm A, we can do the following: First
compute min(Fy) and min(Fs). In general, this can be done with algorithm A or
in some cases by using the ®-product (see details later). If we use algorithm A,
the complexity of these operations are O(T2+2T}) resp. O(T#+2T3). Notice that
both operations can be performed in parallel. Having computed min(Fy) and
min(Fy), the second and final step consists of computing the product min(Fy) -
min(Fy) = min(F). By theorem 7, this has an effort of O(T5logTsloglogT?)
which implies an overall effort of

O(T2 + T2 + 2(Ty + Tb)|K| + To log Tz log log T%)

In general, it is log7T5loglogT> < 2T}. Thus, our new approach has a lower
runtime than algorithm A. The advantage increases if F' can be divided in more
than two parts.

In some cases, the precomputation step can be improved even a bit further.
Assume that at least one of the F; mentioned above can be written as a prod-
uct F; = G7 - Gy such that min(G1) and min(Gz) are co-prime. This is for
example almost always the case when F; is a monomial. Then, by theorem 5 it
holds min(F;) = min(G1) ® min(G2) which implies a similar strategy. Let again
be T} := deg(min(G;)) < deg(min(Gs)) =: Ty. Using algorithm A would need
about

O(T{T3 + 2Th T2 |K|)
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operations. Instead, we can we compute min(G1) and min(G2) with algorithm A
in a first step. This takes O(T¢ + T3 + 2(Ty + T2)|K|) operations. If min(Gy)
and/or min(Gs) are already known, than this step can be omitted. This is for
example the case if F; is the product of the output of two or several distinct
LFSRs (see the Ey example in appendix C). In the second step, we use the algo-
rithm described in [3] to compute min(G1) @ min(Gz). The effort is O(7 (1113))
which is in O(Ty T log?(T1T») loglog(TiT5)). Altogether, this approach needs

O(Ty Ty log*(TyT») loglog(TiTy) + T2 + T2 + 2(Ty + T»)|K))

operations. This shows the improvement. If we perform the operations of the
first step in parallel, the time needed to get the result can be decreased further.
In the following, we summarize our approaches by proposing the following new
algorithm B:

Algorithm B

Given: Pairwise co-prime primitive polynomials mq(z), ..., mg(z), an
arbitrary boolean function F' as described in section 2 and a partition
F = Fy + ...+ F; such that the minimal polynomials min(F;) are
pairwise co-prime
Task: Find min(F)
Algorithm:
— Compute the minimal polynomials min(F;) by using algo-
rithm A. This can be done in parallel.
If F; = G1 - G with co-prime min(G1) and min(Gs) (e.g., F; is
a monomial), then the ®-product algorithm described in [3] can
be used.
— Compute min(F) = min(Fy) - ... - min(F;) using the algorithm
in [21].

5 Application to the Ey Key Stream Generator

In this section, we demonstrate the efficiency of algorithm B on the Ey key
stream generator which is part of the Bluetooth standard for wireless communi-
cation [2]. It uses four different LFSRs with pairwise co-prime primitive minimal
polynomials mq, mo, ms, my of degrees Th = 25, 15 = 31, T3 = 33 and Ty = 39.
The sequences produced by the LFSRs have the periods 27t —1,...,27* —1. As
the values 273 — 1 and 27* — 1 share the common factor 7, the assumption made
in [8] is not satisfied.

In [1], a boolean function F was developed fulfilling equation (1). F' can
be divided as shown in (2) into F' + G with deg(F') = 4 > 3 = deg(G). The
function F' is

Fa 30 A0, 4 000

1<i<j<4
1<k<I<4
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Table 1. Fastest previous attacks against Fo

Attack Data Memory Pre-computation Attack Complexity
[l} 224 248 268
€] 924 937 946 949
new (sequential) 22*  2%7 213 219
new (parallel) 22 237 212 249

where Z; = (z,gz)) is the sequence produced by LFSR i. Let R; be the set of roots
of m;. Inspired by the definition in theorem 2, we define

P i={aiajopo] as € Rs,1 <i<j<4,1<k<l<4}U{agasasas|o; € R;}.

We have checked with Maple that for all pairs 7,79 € P the pair of vectors
71 and 75 factorize uniquely over the union Ry U Ry U R3 U Ry4. Hence, the
weaker assumptions from theorem 2 are fulfilled here and a unique minimal
polynomial min(F) exists. Furtheron, it can be showed that F can be written
as F' = Fy + ...+ Fi; such that the minimal polynomials min(F;) are pairwise
co-prime (see appendix C). By theorem 5, min(F) can be expressed by

11
min(F) = H min(F;) (5)

The degree of min(F') and thus the parameter T is upper bounded by

Ty(T; + 1)T(T; + 1 T+ Ty + T — 1
> ( )4J(J ) 4 > T 'y T LT TT,

1<i<j<4 1<i<j<k<4

In [2], the degrees Ty, Ty, T5, Ty are defined as 25, 31, 33, 39 respectively. Thus,
the degree of min(F) is < 8.822.188 a2 223-07. The computation of min(F) using
algorithm A would need most about 2%6-1° basic operations.

Equation (5) implies the usage of algorithm B. In the first step we apply
algorithm A to compute the minimal polynomials min(F;), i = 1,...,11. This
takes an overall number of basic operations of ~ 243-37, Exploiting parallelism,
we have only to wait the time needed to perform ~ 241%! basic operations.’

The second step is the computation of the product of these minimal poly-
nomials. Here, this takes altogether about ~ 2282 basic operations. Performed
in sequential, algorithm B needs about 24337 basic operations which is almost
8 times faster than algorithm A. If we exploit the parallelism mentioned above,
the number of basic operations we have to wait is about 24! which is more
than 16 times faster than in algorithm A. This improves the fastest known attack
against the Ey cipher. Table 1 sums up the fastest previous attacks known:

5 Of course, the number of operations remains unchanged.
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Table 2. Comparison of algorithm A and B on reduced versions of Ey

Ci Cy Cs Cy Algorithm A Algorithm B A/B
110 1100 10100 1000100 10 h 41 m 43 s 12m3s 53.32
101 1001 10010 1000001 11h2m49 s 12m7s 54.75
10 h50mO0s 11m 59s 54.30
10 h 52 m 59 s 11 m 55 s  54.86
10 h53m3ls 11 m 58 s 54.65
110 1100 10100 10100010100 78 h30m 16 s 1 h 43 m 25 s 45.55
101 10100 1100000 11100010000 18 d 18 h 26 m 0 s 13 h 50 m 7 s 32.56

An ad-hoc implementation in Maple (without using parallelism and the algo-
rithm of [3]), applied to reduced versions of Ey with shorter LFSRs, confirmed
the improved efficiency of our new algorithm. The results can be found in ta-
ble 2. In the first four columns, the coefficients of the four minimal polynomials
are given. The next two columns show the time consumptions of algorithm A
and B respectively which are compared in the last column. In all cases, our new
algorithm B was significantly faster than algorithm A, even without using par-
allelism. The speed-up factor was much higher than predicted theoretically and
depended on the chosen minimal polynomials and the initial states.

In all cases, the degree of min(F') was equal to the upper bound estimated
on page 75. Hence, we expect that the upper bound is tight for the real Ey key
stream generator also.

6 Conclusion

In this paper, we discussed the fast algebraic attacks introduced by Courtois at
Crypto 2003. Using a very clever idea, ”traditional” algebraic attacks can be
improved significantly in many cases by performing an efficient precomputation
step. For this purpose, an algorithm A was proposed. Unfortunately, neither
a correctness proof was given, nor was the correctness obvious.

In this paper, we gave the missing proof based on a cryptographically rea-
sonable assumptions. To do so, it was necessary to prove some non-trivial state-
ments about minimal polynomials of linear recurring sequences. To the best of
our knowledge, these have not been published elsewhere in open literature.

In addition, we showed that the knowledge of the minimal polynomials of the
LFSRs used in the cipher can help to improve fast algebraic attacks. For this
reason, we developed an algorithm B which is based on a deeper understanding
of minimal polynomials of linear recurring sequences.

Finally, we demonstrated the higher efficiency of algorithm B by applying
it to the Ey key stream generator used in the Bluetooth standard for wireless
communication. In this case, theoretical analysis yielded that algorithm B runs
almost 8 times faster than algorithm A. This improves the fastest known attack
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against Fy. An ad-hoc implementation applied to reduced versions of Ey con-
firmed the advantage of our new algorithm for the test cases considered, even
without using parallelism.
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Motivation

In this section, we give a motivation for the somewhat technical definition 1. For
this purpose we discuss some kind of ”abstract example”. Let A = (a;) resp. B =
(bt) be two sequences produced by the co-prime minimal polynomials m,(z) =
[I(x — a;) and my(z) = [[(x — B;). Then by theorem 3, a; resp. by can be
expressed by

ay = aniaﬁ, by = Zcmﬂf
i i
Consequently, the shifted sequences can be expressed by

Gttd, = E caiaf+d°' = E caia?"aﬁ =: E 5maf

_ t+dy dy ot __. ~ t

bitd, = E cg. B = E s, 0" B; =: E s, 3
i i i

Furtheron, we define the sequences

z=ap-ap +by = 224j CauCa, 0G0 + 37, 08, 8) = 3 Cam!
Zt = Qiyd, * Qt+d, T bitd, = Cam!
where 7 € P = {a;-a;} U {f;}. If we assume that all roots a; and §; are

non-zero® this holds for the elements in P too. The goal is to find a necessary

5 This is for example true if m,(z) and mp(z) are irreducible and have a degree > 1.
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precondition which guarantees that min(z;)= min(Z;) (regardless of the values
of d, and dp). By theorem 4 we know that such a precondition is

er £ 0 £0 (6)

How can we be sure that this is true in our case? We show what can go wrong
on an example. Let 7 € P fixed. We distinguish now between two different cases:

1. 7 has the following two different representations in P: m = oy - g = a3
2. 7 has the following two different representations in P: m = ay - as = a3 - (1
with 6; #1

In the first case, we can express ¢, and ¢, by

(Cay " Cany + Cas)

(Cay * Cas + Cay)

= (Cay - 0% - ¢4, - S 4 cq, -ag”)

= (Cas * Caz * (@12 02)™ + aq - (23)™)
~ N

=m =

Cr
Cr

= (Coy * Can + Cas) - e
e

As we said before m € P is non-zero. Hence, it is ¢z # 0 & ¢ # 0 and
condition 6 is fulfilled. Therefore, we can be sure that min(Z) is the same for
all choices of d, and dp.

Now let us have a look at the second case. W.l.o.g., we assume d, < dp. Then

(ca1 “Cay Tt Cay Cﬁl)

Cr = (50¢1 “Cay T 6043 '551)
(Cal “Coy Wda + Caz " Cpy Wda ! ﬂijb_da)
(

dyp—dg d
ca1~ca2—|—ca3-051-ﬁ1b a)'ﬂ-a

In this case (depending on ca,, Cays Cas, €81, 1, do and dp) it could happen
that ¢ # 0 but ¢, = 0 (or vice versa).

The motivation for definition 1 was to avoid cases like case 2. To match
the case considered here on definition 1, we set Ry := {oy|i = ...} (the roots
of ma()), Ry :={Bj|lj=...} and R =Ry U Ry. Let V = (v1,...,v,) € R" and
W = (wi,...,wy) € R™. Definition 1 was that ¥V and W factorize uniquely
over Ry, Ry if

V9 e Uy =W e Wy = H V; - H w;lzland H V; - H w;lzl

v;€R1 w; ERy v; €Ra w; €R2

Now we check if the definitions are fulfilled for case 1 and 2 for the represen-
tations of 7
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Case 1: It is V = (v1,v2) = (1, 0) € Ry X Ry and W = (w1) = (a3) € Ry.
As all of them are elements of R; we only have to check

1

U1 - V2 - Wy =r-r =1

Case 2: Tt is V = (v1,v2) = (a1,a2) € Ry x Ry and W = (wy,wy) =
(a3, B1) € R1 x Ro. We have to check if vy - vg ~w1_1 =1 and wz_l = 1. But this
is not true as by assumption wy = 31 # 1.

In the proof of theorem 2 it is shown that cases like the second one can be
avoided if we require that the vectors 7@ with 7 € P do all factorize uniquely
over Ry, Rs.

B On the Practical Relevance of Theorem 2

In this section we show that theorem 2 applies to a large class of LFSR-based
ciphers automatically. Let mq(x),...,m.(z) € Fa[z] be the primitive minimal
polynomials of the used LFSRs such that the roots are all pairwise distinct and
non-zero. For the following classes of ciphers, the assumptions of theorem 2 are
always satisfied:

1. The cipher is a filter generator, i.e. k = 1.
2. The degrees of the minimal polynomials are pairwise co-prime.

Set R:= Ry U...U R,. We define by P := {a;-...-an|a; € R,n € N} the set of

all possible multiple products of elements in R. We show now that in both cases,

all pairs of vectors @, ﬁ with «, f € P factorize uniquely over Ry, ..., R,. As P

is a superset for all possible sets {u(a)|...} this proves that the conditions of

theorem 2 are satisfied. Let from now on @ = (a4, ..., a,) and ﬁ =(f1,--+,0m)

denote two vectors such that o -...-«ap and By - ... Gy, are elements in P.
Let us start with the first case. Here, we have

a1~...~an:51~...~ﬂm<:>Hai~Hﬁj71:1<:> H ;- H /6;1:1

a;€R Bi€R,

This concludes the first case.

For the second case we remember the fact that IFon C Fom iff n divides m.
In particular, For NFom = Fae with ¢ := ged(n, m). We denote by T; the degree
of the minimal polynomial m;(x). Then the elements o, ',a € R;, and all
multiple products are elements of Fyr;. Let [ be arbitrary with 1 <[ < k and

set ;=T -...-T1—1-Tj41-...-Tg. Then g - ... -y = B1 - ... - By, implies
e Lo T a7 = T o IT 57
a; ERy BiER a; ZRy Bi ¢ Ry
- ~~ - - ~ -~
S €F,s,

Therefore, v; € Fyr, N IFys,. By assumption the values T; are pairwise co-prime.
Hence, it is ged(T},S;) = 1 and 7; € Fo1 = Fo. As the roots are all non-zero, v,
equals to 1 for each choice of [. This concludes the second case.
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C The Ey Key Stream Generator

In this section, we show that theorem 2 and algorithm B are applicable to the Ey
cipher together with the following boolean function:

3 j k l 1 2 3 4
Fo Y 002020, + o000 @)

1<i<j<4
1<k<1<4

Let from now on denote i, j, k, [ integers from the set {1,2,3,4}. We define the
following three sets of indices

I :={(i,7) | i < j}

I3 :={(,j,k) | i <j <k}

Ly o= A{(i, 55k, 1) | i < g,k <1 {i,j} U{k, 1} = {1,2,3,4}}

Then, F' can be rewritten as

F= Z ft(l)zt(fglzt(])zgr)i (8)
el ~
(4,5)€12 =F.
k) _(k N (G i) G
+ > (fij'zt( )Zf+)1+f¢k~2t(J)Z§i)1+fjk'2§)2t(+)1> 9)
(3,5,k) €13~ ~ -
=i 4.k)
D () (k) _{ 1) _(2) _(3) _(4
+ Z zt(z)z,gi)lz,f )zt(+)1+zt( )zf )zt( )zt() (10)
(4,5;k,0) €14
~ ~ %
F

where f;; = z,gi)zt(i)l + zt(j)zt(i)l. Let R; be the set of roots of m;, the minimal
polynomial of the ith LFSR, and R? := {ad/|a,a’ € R;,a # o/}. We define the

sets :

R(ivj) = {aiaj | (l,j) € I27 Qs € Rs U Ri}
R(ivjvk) = {OéZOZJOZk | (Lj? k) 6 I37 Oés 6 Rs U RE}
R = {asajare | (i,§:k,1) € I, aq € Ry}

The first thing we observe is that the sets defined above are all pairwise disjunct.
Furthermore, it is easy to see that the roots of min(F(; ;) are a subset of Ry; ;)
and so on. Thus, the minimal polynomials are pairwise co-prime and we can
write by theorem 5 min(F) as the product of 11 different minimal polynomials:

min(F) = H min(Fg ) - H min(F(i7j7k))~mm(f7‘)
(i,5)€l2 (i,5, k)€l

Actually, even more can be said. Using theorem 5 and the fact that the polyno-
mials m; are pairwise co-prime, we have min(F; ;)) = (m; ® m;) ® (m; ® m;)
of degree T;(T; + 1)/2 - T;(T; 4 1)/2. Before we can estimate min(F(; ;) and

min(F'), we need the following theorem:
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Theorem 9. ([16], Th. 6.55) Given sequences Z1,..., 2, the minimal polyno-
mial min(Zy + ...+ Z) dwvides lem(min(Z2y),...,min(Zy)).

First, we consider min(F; ;)). By theorem 5, it can be easy seen that

min(={"2{0,) =

and by theorem 6, that min(z t( )zf+)1) = my @ my. By theorem 9, the minimal
polynomial min(Fy; ;) divides the least common multiple of the polynomials
(m; ® mi) @ (my; @ my), (m; @ m;) @ (mi @my) and (my @ my) @ (m; ® my;).
Notice that all three polynomials share the common factor m; @ m; ®my.” Thus,
the degree of min(F\; ;) is upper bounded by

(7)) ) =

min(z;" 2,0 ) = m; @ my,

T(T; — 1 Ti(T; — 1 To(Th — 1
TTiTy + ( 9 )Tka-i- i J2 )TiTk+ i ]; )TiTj
T, +T; +T,—1

The minimal polynomial mm(ﬁ‘ ) can be found exactly. We observe that

mm(zt( )zt(i)lzt(k)zf_zl) mz’n(zt(l)z,gz)zt(3)z,§4)) =m; @ ma @Mz @my =:m
Thus, mm(F) divides m. As mq,...,my4 are irreducible, this holds for m too.
Therefore, mm(ﬁ‘) is equal to 1 or equal to m. But the first case would imply
that the expression in (10) is the all-zero sequence which is obviously wrong.
Ergo, min(F) is equal to m of degree T1ToT3Ty. Summing up, for the degree T
of min(F) it holds

T—I—l (T + 1) T+ T+ T — 1
T= Z + ‘ Z TiTka ! / 9 + TV T5T5T),
(i,7)€l2 (i,5,k)€l3

D Why Preconditions are Necessary

In this section, we show that algorithm A (and B) do not work properly without
some preconditions. To do so we give an example. We consider the case of two
LFSRs L, and £, with the primitive minimal polynomials m,(z) = 1 + x + 22
and my(z) = 1 + = + 2*. Notice that the polynomials are co-prime but the
corresponding periods are not. Let a; resp. b; denote the outputs of LFSR A
and B and define the sequence Z := (z;) by

2t = agby + ay + by + agagy1 + bbyyy.

Let K, = (a1,a2) be the initial state of LFSR £, and K = (b1, ba, b3, bs) be
the initial state of LFSR L. For the correctness of the pre-computation step,
min(Z) should be the same for all non-zero choices of I, and Cp. This is not the
case. For K, = (1,0) and K, = (1,1,1,0) it is min(2) = 1+22+2® + 25+ 27+ 2.
But for K, = (0,1) and K, = (1,1,1,1) it is min(Z) = 1 + 21°.

" The reason is that f divides f ® f and that (f-g)®@h = (f®h)- (g h).
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Abstract. We develop several tools to derive linear independent multi-
variate equations from algebraic S-boxes. By applying them to maximally
nonlinear power functions with the inverse exponents, Gold exponents,
or Kasami exponents, we estimate their resistance against algebraic at-
tacks. As a result, we show that S-boxes with Gold exponents have very
weak resistance and S-boxes with Kasami exponents have slightly better
resistance against algebraic attacks than those with the inverse expo-
nents.

Keywords: Algebraic Attack, S-boxes, Boolean Functions, Nonlinear-
ity, Differential Uniformity

1 Introduction

Recently, Courtois and Pieprzyk proposed an algebraic attack for block ci-
phers [4]. Their attack on AES [11] exploits algebraic properties of S-boxes:
If we can obtain many equations of small number of monomials from S-boxes,
a block cipher with the S-boxes can be represented by many equations of small
number of variables. By solving these multivariate equations by so called the
XSL algorithm, we may find the key of the block cipher.

In the AES case, they introduce another viewpoint of the S-box as a quadratic
equation xy = 1 in  and y rather than as a higher degree equation y = 1/ in z,
and obtain additional quadratic equations by multiplying appropriate monomi-
als. More precisely, they obtain 23 quadratic equations with a total of 81 distinct
terms from the S-box of AES and show that the equations are linearly indepen-
dent by simulation.

In this paper, we give a theoretical approach to obtain linearly independent
multivariate equations from algebraic S-boxes. Multivariate equations are said
to be linearly independent if they are linearly independent when every distinct
monomial is considered as a new variable. We develop three tools to prove linear
independence. The first tool is that if a vector Boolean function is nonlinear, their
component functions should be linearly independent as multivariate equations.
We apply this to n x n S-boxes 22 +1 and n x 2n S-boxes (22" 1, 22" +1) over
Fan which are known to be nonlinear when ged(n,2k) = 1 and |k — n/2| > 1,
respectively [5]. The second one is that if for a vector Boolean function F'(x,y) :

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 83-94, 2004.
© International Association for Cryptologic Research 2004
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Fon X Fon — Fom and g : Fon — Fan, F(x,g(x)) has m linearly independent
component functions, so has F(z,y). The third one is that linear independence
of multivariate functions is invariant under affine transformation of inputs and
linear transformation of outputs.

By applying these tools, we can prove that 5n equations obtained from the
inverse function zy = 1 in Fon (or its affine transformation) are linearly in-
dependent for any positive integer n. Further we apply them to estimate the
resistance of power functions with well-known Gold exponents and Kasami expo-
nents against algebraic attacks [7, 8]. Those S-boxes are the only power functions
which are known to be maximally nonlinear (MN) and almost perfect nonlinear
(APN) [6]. Note that ‘MN’ and ‘APN’ imply the best resistance against linear
cryptanalysis and differential cryptanalysis, respectively [1, 2, 9]. Our analysis
shows that the S-boxes with Gold exponents have very weak resistance and the
S-boxes with Kasami exponents have better resistance against algebraic attacks
while all of them have similar resistance against differential and linear cryptanal-
ysis. It would be an interesting problem to apply algebraic attacks to the ciphers
using Gold power functions as S-boxes such as MISTY [10] which is selected as
standard block algorithms in NESSIE [12].

In Section 2, we introduce some preliminaries on nonlinearity, APN, and resis-
tance against algebraic attacks. In Section 3, we propose some auxiliary lemmas
used to show the linear independence of multivariate equations. In Section 4,
we deal with the resistance of the above three families of S-boxes and compare
them. We conclude in Section 5.

2 Preliminaries

In this section, we introduce the definitions of nonlinearity, APN, and resistance
against algebraic attacks, and remind some useful results for algebraic S-boxes.

Definition 1. A function F : Fon — Fan is called a almost perfect nonlinear
(APN) if each equation

Flx+a)—F(x)=0b fora€F5., becFaon
has at most two solutions x € Fon.

Note that APN functions have the best resistance against differential crypt-
analysis. When n is odd, we have many classes of APN power functions. But
when n is even, we have only two classes of APN power functions, that is, Gold
exponents and Kasami exponents [7, 8, 6].

The Hamming distance between two Boolean functions f : Fon — Fy and
g : Fon — Ty is the weight of f + ¢g. The minimal distance between f and
any affine function from Fon into Fy is the nonlinearity of f. Given a wector
Boolean function F = (f1,..., fm) : Fan — Fam, b- F denotes the Boolean
function by fi + bafa + - -+ + by frn for each b = (by1,ba, -+ ,by,) € Fam. Then the
nonlinearity of F' is defined as minimal nonlinearity of component functions as
follows:
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Definition 2. The nonlinearity of F, N(F), is defined as

N(F)= min N(b-F) = b;é%}(ibréAwt(b “F+9)

bEF,,
where A is the set of all affine functions over Fon.

It is known that AV(F) < 2"=1 —2"2" If n is odd, N(F) can be maximal,
we call such functions mazimally nonlinear (MN) functions. For even n, it is
an open question to determine the maximal value. It is known that if n is odd
and F is maximally nonlinear then F is almost perfect nonlinear [6].

Now we define the resistance against algebraic attacks as in [4].

Definition 3. Given r equations of t monomials in FY, we define I' = ((t —
7)/n)[¢=)/"1 a5 the resistance of algebraic attacks (RAA).

This quantity was introduced by Courtois and Pieprzyk [1]. They showed that
the S-box of AES and the S-boxes of Serpent have I' = 222° and I ~ 289,
respectively. They claimed it can be a serious weakness of these ciphers and I’
should be greater than 232 for secure ciphers.

Note that this measure is not an exact measure of XSL algorithm and an im-
provement of algorithm on solving multivariate equations may result in different
measures. However, it is true that this quantity reflects a difficulty of solving
multivariate equations in some sense. Thus we will use this quantity to measure
the resistance of algebraic attacks in this paper.

3 Auxiliary Lemmas

Definition 4. Given Boolean functions fi,..., fm from F3 to Fa, they are said
to be linearly independent over Fy if they are linearly independent as multivariate
polynomials, or equivalently if Y i~ a; fi(z) = 0 for all x € FY with as, ..., ay, €
Fy implies a1 = -+ = a, = 0.

Lemma 1. Consider two vector Boolean functions F(x,y) : Fan X Fon — Fom
and g : Fon — Fon. If F(x,g(z)) has m linearly independent component func-
tions, so does F(x,y) in Falr1, ..., Tn, Y1, -, Yn]-

Proof. Suppose that F(z,y) = (fi(z,y),..., fm(x,y)) has m linearly depen-
dent component functions, i.e. there are not-all-zero ai,...,a,, € Fy such
that >, a; fi(x,y) = 0. Then we have > ", a;fi(z,g(z)) = 0, which implies
that fi(z,g(z))’s are linearly dependent. It contradicts that F(z,g(x)) has m
linearly independent components. Therefore F'(x,y) should have m linearly in-
dependent component functions.

Lemma 2. Any permutation F : Fon — Fon has n linearly independent compo-
nent functions.
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Proof. Suppose that there exist not-all-zero aq,...,a, € Fo such that
Soijaifi(x) = 0 for F = (f1,..., fn). Then the image of F is a subset of
the hyperplane given by Y . a;f;(z) = 0. Since the hyperplane has dimension
less than n, F' can not be a permutation. Therefore if F' is a permutation, its n
component functions should be linearly independent.

Lemma 3. Consider a vector Boolean function F : Fon — Fom. If the nonlin-
earity of F is non-zero, F has m linearly independent component functions.

Proof. Suppose that there exist not-all-zero aq,...,a,, € TFs such that
Sitiaifi(z) = 0 for F = (f1,..., fm). If we take b = (a1,...,a,,), we can
see that b- F' is a zero function and so has zero nonlinearity. Thus the nonlinear-
ity of F', the minimum of nonlinearity of the component functions, is also zero.
Therefore any nonlinear function should have m linearly independent component
functions.

For the nonlinearity of S-boxes, we have the following results [5]:
N(kaJrl) > anl B 2n,+gcd2(n,2k) 1 (1)
N, a5, - gty > ot k.23, (2)

By applying these results to Lemma 3, we obtain the following corollary:

Corollary 1. Let k be a positive integer.

(1) If n does not divide 2k, 22+ has n linearly independent component func-
tions.

(2) If k <27/271 F = (23,2% -+ [ a? 1) . Fon — Forn have kn linearly inde-
pendent component functions.

3.1 Invariants under Transformations

Now we show that linear independence is invariant under invertible transforma-
tions of inputs and invertible linear transformations of outputs.

Lemma 4. Let T : Fy — F3 be an invertible transformation and S : F§* — F5*
an invertible linear transformation. A vector Boolean function F : F§ — F3?
has m linearly independent component functions over Fo if and only if so does
SoFol.

Proof. Since we consider invertible transformations 7' and S, we are enough to
show that F' has m linearly independent component functions when either F oT
or S o F does.

Let F(z) = (f1(x),..., fm(x)) for z € F4. Assume a1, ..., a, € Fo satisfies
Yot aifi(z) = 0for all z € F%. Since T is invertible, we have /" | a; f;(Ty) =0
for all y € FJ'. Since F' o T has m linearly independent component functions,
we have a1 = -+ = a,;, = 0, which implies the independence of m component
functions of F.
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If we let S™ = (p;;) for p;j’s € Fo and So F = (g1,...,gm), we have f; =
>je1 pijgj- If there are not-all-zero ai, . . ., an, € Fa satisfying 3" | a;f;(x) =0,

we have
m m m m
SO apigi@)} => D> apitg(x) =0. (3)
i=1 j=1 j=1 i=1
Since g1,...,9m are linearly independent, > 1", a;p;; = 0 for all j. We can
see a1 = -+ = a,, = 0 from the invertibility of S=! = (p;;). Hence m component

functions of F' should be linearly independent.

Remark that if S is an affine transformation, Lemma 4 does not hold. For
example, F : F%2 — F3 : (z1,22) — (21 + 1,22 + 1,21 + 22 + 1) has 3 linearly
independent components, but after the affine transformation S : F3 — F3 :
(,y,2) — (z+ 1,y+ 1,2+ 1) is taken to F, So F = (x1,x2,x1 + 2) is not
linearly independent anymore. However, if we consider a constant term as one
of variables, we can have this invariant property. That is, if 1, f1,..., f,, are
linearly independent, S(fi,..., fm) are linearly independent. Also if all of f;’s
do not have constant terms, independence property is preserved under an affine
transformation S.

4 Independent Equations

From now on, we consider a polynomial over a finite field. If we fix a basis, this
polynomial can be regarded as multivariate equations. Unless confused, we will
consider a polynomial as multivariate equations without specifying a basis.

Because equations of higher degree than two do not help in the point of
algebraic attacks to S-box, our purpose is to get linearly independent equa-
tions whose degree are at most two as many as possible. When we are given m
quadratic equations from F(z) = 0, we can consider the following methods to
get more quadratic equations:

1. Multiplication by linear or quadratic equations.
2. Composition with quadratic equations.

Note that composition of a monomial with affine equations gives only depen-
dent equations and composition with equations of higher degree usually gives
equations of higher degree.

The first case is restricted by the following lemma.

Lemma 5. Suppose that n > 2 and k > 1. Assume that the Hamming weight
of d is at most 2. The product x™ of two monomials 22"+
quadratic only in the following cases:

and z¢ is linear or

4 if k=1, (Linear)
2F +2 if k # 1. (Quadratic)
2. If d = 2%, then m = 1 + 281, (Quadratic)

1. Ifd=1, thenm:{
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23 if k=2, (Linear)

2k 22 if k # 2. (Quadratic)
4. If d = 2F + 1, then m = 21 + 2. (Quadratic)

5. Ifd =21 428 then m = 2542 4 1. (Quadratic)

3. If d =3, then m =

Proof. Tt is sufficient to check the Hamming weight of m = 2¥ +1+d mod (2" —
1), since 22" ~1 = 1. Assume that w(d) = 1, i.e d = 2! for some I < n. Then m
becomes 1 + 2% + 2! < (2" — 1). Unless two of {0, k,1} are equal, 2™ is cubic.
This covers first two cases of the lemma.

Assume that w(d) = 2, i.e d = 2! + 2° for some | < s < n. Then m becomes
1+2F 20425 < (27 — 1). If all of {0, k, 1, s} are distinct, then 2™ is quartic.
Hence at least two of them are equal, especially [ = 0 or [ = k since 0 < k. If
I = 0 then s should be 1 or k (Case 3 and 4). If [ = k then s should be k + 1
(Case 5). This completes the proof.

4.1 Inverse Exponents

First we count the number of linearly independent equations from xy — 1 = 0.
A composition of xy — 1 = 0 with any quadratic equation gives a equation of
degree larger than two. In order to get another quadratic equations, we must
multiply linear or quadratic equations:

. The original equation: F(z,y) = zy — 1
. Multiplied by z: Go(z,y) = 2%y — x

. Multiplied by y: Ho(z,y) = zy® —y

. Multiplied by z3: Gy (x,y) = oty — 23

. Multiplied by y*: Hy(x,y) = zy* — 9°

T W N~

First, we must show that each of equations has n linearly independent com-
ponent functions. Using Lemma 1 and Lemma 2, we can easily see that F(z,y)
has n linearly independent component functions since F(z,y) = xy—1 is permu-
tation for any nonzero y. Each component of Gy and Hj has a unique variable x;
and y; respectively, hence they are linearly independent. Both G; and H; have n
linearly independent components by Lemma 1, Lemma 4, and Corollary 1 using
the following equations:

Gy (z,a2”" ~%) = (a — 1)z
Hi(ay* 2 y) = (a— 1)y’

since any non-zero (a — 1) is an invertible linear transformation.

In order to show that all components produced by the above polynomials are
linearly independent, it is better to look at the matrix form. Each row corre-
sponds to the equations from G = (Go, G1), H = (Hy, Hy), and F.

My 0 My 0\ (¥
0 My M, 0 Yidi | = o,

0 0 Ms Mg xilyj
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Table 1. The type and the number of distinct monomials

Eq. Type #

F riyj, 1 n?+1
Go TiYj, Ti n?+n
Hy TiYj, Yi n’+n

3n(n+1
Gr wiyy, mwy, "G

Hy wiyy, yiyg, yi Y

where each M; represents a nonzero matrix and each monomial in the column
vector represents all monomials of similar forms (For example, x;x; represents
all z;z; for 1 <1i,7 <n.).

It is sufficient to show that the rank of the coefficient matrix is 5n. If we
consider the coefficient matrix as a 3 x 3 block matrix, we can see that the
rank is the sum of the ranks of My, Ms, and (M5 Ms). Since F has n linearly
independent components, we know that the rank of (M Mg) is n.

Lemma 6. Fach of the ranks of My and M3 is 2n.

Proof. We refine the monomials z;z; for 1 <+4,7 <mn as x; and z;xy, for 1 <i <
k < n. Then M, (x;x;) is expressed as the following:

My (z3;) = </cl‘ lB?> (;;k) '

Since (A B) represents the term x in Go, A is the identity matrix of size n
and B = 0. Since (C D) represents the term —? in Gy, we can write —a =
C(z;) + D(x;xr). Since C(z;) is a linear function over F%, the nonlinearity of
D(z;x1) is equal to that of #3. Therefore D(w;x;) has n linearly independent
components by Lemma 3, hence the rank of D is n. This implies that the rank
of Mj is 2n.

We can show that the rank of Mj is also 2n by the similar argument.

Now we are ready to measure the resistance of S-boxes with inverse exponents
by I" value. The type and the number of distinct monomials in the equations
from F, G, and H is as the following table.

From Table 1, we have the following theorem.

Theorem 1. Consider xy =1 in Fon. Let t be the number of monomials and r
the number of linearly independent equations. Then we can have the following
parameters (r,t,I") for zy = 1:
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2
—n41
[n nn -‘

1. [n,n?+1, ("Q*n"“) for F
n2—n41
2. [ 2n,n?>+n+1, ("z_n""‘l) R for F and {Gy or Ho}
n2—n41
3n,n%+2n+1, ("z_n""‘l)[ o for F, Gy, and Hy

(3n2 —3n+2
2n

>

Bn+2)(n+1) ([ 3n2—3n+2
4n, 2 ’< 2n * )

1
) for F, Go, Hy and {Gy or Hy}

"2n2—4n+1

5. [ 5n,2n% +n+1, (2"2_4"+1> " > for all 5 polynomials

n

“o
R Y Y Y

4.2 Gold Exponents

When ged(k,n) = 1, 241 is called a Gold exponent [7]. Note that any quadratic
monomial can be changed into a monomial with a Gold exponent by an affine
transformation. By multiplying monomials, we obtain
1. The original equation: Fi(z,y) = 22 +1 —y
2. Multiplied by linear equations: Fh(z,y) = 222 zy and Fs(z,y) =
ok+14q ok
x —z*y
. Multiplied by x4 y92: Fy(z,y) = 2y — xy? only for k =1
4. Composition with z?: F5(z,y) = 2 — y* only for k = 1.

w

Since the original equation consists of 22"+1 and 1y, we should multiply mono-
mials of type 2 or % y?2. In the first case, ¢ should be linear so that we have
d =1 or d =2* by Lemma 5. In the second case, 2 +1+d1 yd2 gdi and yl+ds
should be linear so that (dq,d2) = (1,1).

For composition case, if d is 2%, the product produces only dependent equa-
tions on the original equations. Thus the Hamming weight of d should be two.
Then m = (28 + 1)(1 +2!) = 14+ 2! + 2% + 28+, Only when | = k = 1, 2™ can
be quadratic.

F1 has n independent component functions since each component contains
distinct y;. We can see that Fy(z,az? ™) = (1 — a)2? 2 and Fy(z,az? 1) =
(1 —a)z®"" 1. When k = 1, Fy(z,a2?+1) = (1 — a)2* and Fi(z,a2? 1) =
(1 — a)z® are permutations unless n # 2,4. Also each of Fy(z,ax3) = (1 —
a)z” and Fs(z,a'/?2%) = (1 — a)z® has n linearly independent components if
ged(n,3) = 1 and n # 2,4 respectively. Thus Fy and F5 have by Lemma 1.

We show that all components produced by the above equations are linearly in-
dependent by the matrix argument similar to the inverse exponents case. At first,
assume that k = 1. Each row corresponds to the equations from Fy, Fy, F3, Fy
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and F5.
M1 M2 M3 0 0 T
M4 0 0 0 M5 Yi
M@ 0 M7 0 Mg T;Xf =0.
0 0 0 0 M YiYk
Mg Myy Mg Myz 0 TiYj

Each of My, My, My, My, and M3 represents —y, z*, z°, 2y — 2y?, and >,
respectively. Since all of them has n linearly independent component functions,
each of the matrices has rank n. Further, if we consider the coefficient matrix by
a b x b block matrix, we can easily convert it to a upper triangular matrix with
diagonal My, My, M7, My, and M3 by elementary row operations. Thus it has
rank 5n and all components of the equations are linearly independent.

Next, assume that k& > 1. Each row corresponds to the equations from Fy, Fs,
and F3.

My My Ms 0 i
My 0 Ms M | | % | =0
M; 0 Mg M ek

7 8 9 Tyj

Since My represents —y, it is invertible. Thus we are enough to show that
all components of Fy and F3 are linearly independent. Let F(x,y) = (Fa(z,y),
F3(z,y)). We have F(z,az2 1) = ((1 — a)22"*2,(1 — a)2?"""+1). By Corol-
lary 1 we can see (22" 1 22" +1) and (22" "'+, 22" 7" +1) are nonlinear
if Kk < n/2—1and k > n/2+ 1, respectively. Note that both of them are
affine transformations of F(x,aaszH). Thus unless |k —n/2| < 1, F(z,y) has
2n linearly independent component functions.

Theorem 2. Consider y = z2"+1 with ged(k,n) =1 inFan. Let t be the number
of monomials and r the number of linearly independent equations. Then we can
have the following parameters (r,t,I"):

(1) If k =1, we can obtain 5 linearly independent polynomials. Thus we get the
followings:

n1
1 (m n(n2+3)7(n+1)( 3 1) for Fy

n(3n+1) 23 [371’_5—‘
2. <3n, ) ,( ”{5) 2 ) for Fy, Fs, and Fy if n # 2,4 and ged(n, 3) =1
3n—5
(3”2*5)r 2 W) for Fy, Fy, F3, and Fy if n # 2,4 and
ged(n,3) =1
4. <5n,n(2n—|—1),(2n—4)[2n74]) for all polynomials if n # 2,4 and
ged(n,3) = 1.

(2) Otherwise, we can obtain 3 linearly independent polynomials. Thus we get
the followings:

n+1
1. <n7 n(n2+3)7 (n;l)" 2 ]) fOT’ F1

3n—3
2. <3n, 3n(721+1), (3”2’3)[ 2 W) for Fy, Fy, and F5 if |k —n/2| < 1.
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Table 2. Comparison of RAA for Almost Perfect Nonlinear Functions

Exponent Alg. Deg. # of # of Monomials RAAT When n =8
Eqns
) "nz—’nﬁ—l-‘
Inverse n—1 3n n®+2n+1 (” _n”"'l) " I = 9227
) "2n2—4+1-|
Sno2nfnl () p g
n(n+3) PR R 10.8
Gold 2 n 5 (”2 ) 2 =2
(k=1) 3n n(3721+1) (377,275) [3n-57 = 9325
in 3n(7;+1) (37-9) 3 I — 9325
[2n—4] _ 543.0
5n n(2n + 1) (2n —4) =2
nt1
Gold (k‘ >1) 2 n n(n2+3) (n;Ll)( 51 I — 9108
3n—3
|k o n/2\ >1 In 3n(g+1) (3n2—3)f 5 1 I — 9373
Kasami E+1 n n?+n n" I =2%

4.3 Kasami Exponents

When ged(n, k) = 1 and k > 1, 22% — 2F + 1 is called a Kasami exponent [3].
A Kasami exponent has the Hamming weight k+ 1, but by applying composition
by 2% + 1, we obtain a quadratic equation Fj : y2 +1 — 22" +1,

By multiplying z%y% to Fj, we have gdi+1+2" ydz _ gdigda+14+2"  fopce
all g1, ydo 142" 4nq ¢d2+142" ghould be linear monomials. It contra-
dicts Lemma 5. Thus F} is the only quadratic equation we can obtain. F; has
monomials of the type x;x; and y;y;. The number of monomials is n? +n.

Theorem 3.' Consider y = 22" ~2" 1 with ged(k,n) = 1 in Fan. We can ob-
tain n linearly independent equations in n? +n variables. Then RAA is I' = n".

4.4 Comparison

Table 1 shows the comparison of the resistance of algebraic attacks. Surprisingly,
more equations give larger RAA in each exponent. It is because RAA increases
as t —r increases and additional equations requires new variables more than new

k
! By substituting = 2% !, we can obtain two independent quadratic equations z =

22"+ and y = 22"+ with n(n+5)/2 variables, which reduces its RAA significantly.
It will be introduced in the full version of this paper [3].
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equations. From the table, we can see that the power functions with Kasami ex-
ponents have slightly better resistance against algebraic attacks, and the power
functions with Gold exponents have very weak resistant against algebraic at-
tacks.

5 Conclusion

In this paper, we developed several tools to prove linear independence of multi-
variate equations from algebraic S-boxes. By applying these tools to APN power
functions, we learned that a power function with a Gold exponent is very weak
against algebraic attacks and a power function with a Kasami exponent has
slightly stronger resistance against algebraic attacks. An open problem is to find
S-boxes with I' > 232 as indicated in [4]. Also, it is an interesting topic to apply
algebraic attacks to block ciphers using a power function with a Gold exponent
such as MISTY which is selected as standard block algorithms in NESSIE [12].
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Abstract. In this paper, we analyze the security of the stream cipher
Helix, recently proposed at FSE’03. Helix is a high-speed asynchronous
stream cipher, with a built-in MAC functionality. We analyze the differ-
ential properties of its keystream generator and describe two new attacks.
The first attack requires 2% basic operations and processes only 2'?
words of chosen plaintext in order to recover the secret key for any length
up to 256 bits. However, it assumes the attacker can force nonces to
be used twice. Our second attack relies on weaker assumptions. It is
a distinguishing attack that detects internal state collisions after 2%
words of chosen plaintext.

1 Introduction

A stream cipher is a secret key cryptosystem that transforms a short random
secret key K into a long pseudo-random sequence also called keystream, which
is XORed to the plaintext to produce the ciphertext. Although it is possible
to obtain a similar primitive with a block cipher in a “pseudo-random number
generator” mode (like OFB or CEFB [(]), it is generally not considered to offer
optimal speed performances. To respond efficiency considerations, fast stream
ciphers reveal useful in real-life applications, especially those using live data
transmission. Many recent stream ciphers proposals have been made in that
direction including SEAL [16], SNOW [2], Scream [10] or Sober-t32 [11].

However, the security of stream ciphers is still an issue (see [I, 3, 7]), espe-
cially when compared to the level of confidence in block ciphers security. For
instance, all stream ciphers candidates for the NESSIE project [14] revealed
various degrees of weakness allowing at least distinguishing attacks faster than
exhaustive search, while no second round block cipher was successfully attacked.
As a consequence, NESSIE did not select any stream cipher in its final portfolio.
Thus the actual challenge is to design fast stream ciphers and provide a bet-
ter confidence in their security level. Several new ciphers aim at reaching these
expectations.

Helix was recently proposed at FSE’03 [5]. It is an asynchronous stream ci-
pher based on a fast keystream generator. Its advantage over other new ciphers
is to offer both confidentiality and integrity. Indeed, after encryption, Helix can

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 94-108, 2004.
© International Association for Cryptologic Research 2004
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produce a tag that guarantees the integrity of the message for very little ad-
ditional computation and without requiring a second pass. This functionality
is very useful in many applications where encryption and authentication must
function together on streaming data. Recently, several block cipher modes of
operation also providing integrity “almost for free” (see [9, 12, 15]) have been
proposed, but some of them appear to be patented, which is supposedly not the
case of Helix.

Moreover, the analysis of Helix is an interesting topic since new mechanisms
that will be included in the new 802.11i standard for wireless networks are
apparently fairly close to Helix [4, 18]. The new standard will have to repair
some cryptologic flaws from the previous 802.11b standard, which resulted from
weaknesses in RC4 key scheduling and from an improper use of initialization
vectors [8].

In this paper, we analyze the security of Helix against chosen plaintext and
chosen nonce attacks. We present two attacks which are both faster than ex-
haustive search. Our first attack recovers the secret key (for any length up to
256 bits) with time complexity of 2%% basic operations and using 2'? words of
chosen plaintext. It assumes an attacker could force encryption of several mes-
sages using the same pair (key,nonce). Our second attack is based on internal
state collisions and distinguishes Helix from random with data complexity of 2114
blocks. This attack uses chosen nonces and chosen plaintext but never re-uses
a pair (key,nonce). Our paper is organized as follows : first, we briefly describe
Helix. Then, in Section 3, we show two weaknesses of the cipher which are fur-
ther developed in Section 4. In Section 5, we describe two attacks based on the
previous observations.

2 Description of Helix

Helix offers two main features : encryption of a plain message and production
of a Message Authentication Code (MAC) to ensure integrity. Several modes of
operation for Helix are proposed by its authors - encryption only, MAC only,
PRNG, ...Here, we describe briefly the mechanisms of Helix that are important
in our attacks. More details about this design can be obtained in [5].

We mostly handle 32 bits values that we denote as words. Besides, & denotes
bitwise addition on these values and + addition modulo 232, ROT L, (z) is the
circular rotation of the word = by n bits to the left. We also use the notations
LSB and MSB to refer to the least and most significant bit of a word.

2.1 General Structure of the Cipher

Helix is an asynchronous stream cipher, based on an iterated block function
applied to an internal state of 160 bits. The input consists in a secret key K of
varying length, up to 256 bits, and a nonce N of 128 bits. The internal state
before encryption of the i-th word of plaintext is represented as 5 words

(z"..... 2,")
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K N
160 bits |
160 bits
P X . C
- >

Fig. 1. The general structure of Helix

which are initialized for ¢ = 0 using K and N. Details of this initialization
mechanism are irrelevant here. The general structure of the encryption algorithm
is described in Figure 1. It basically uses a block function F' to update the internal
state in function of the plaintext P, the key K and the nonce INV.

More precisely, during the i-th round, the internal state is updated with F,
using the i-th word of plaintext P; and two words derived from K, N and ¢,
denoted as X; o and X; ;. We refer to them as the “round key words”. Hence,

(Z(gi+1)7 R ZziH_l)) = F(ZSL)a LR} ii)v -Piin,Oin,l)

The i-th keystream word, also denoted as 5;, is equal to Z(gi). It is added
to P; to produce the i-th ciphertext word C;. Thus,

S; = 23
C;,=85®P

This process is repeated until all words of the plaintext have been encrypted.
Finally, a last step (described in [5]) can generate a tag of 128 bits that consti-
tutes the MAC. More details on this general framework are given in the following
sections.

2.2 The Block Function

The round function F' of Helix mixes three types of basic operations on words:
bitwise addition represented as @, addition modulo 232 represented as H, and
cyclic shifts represented as <<<. F relies on two consecutive applications of
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INPUT
0 1 2 3 4

o
R
N
w
NG

OUTPUT

Fig. 2. The half-round “helix” function G

a single “helix” function, which constitutes half of the round function. This
“helix” function is denoted as G and is represented in Figure 2.

G uses two auxiliary inputs (A, B). In the first half of the round function,
(A,B) = (0,X;0) and in the second half, (4, B) = (P;, X;1). Thus, the block
function can be described by the following relations

v, vy =6z, 70,0, X, 0)
(z§ Lz = qv @, v P X )

where (Yo(i), e ,Y4(i)) is the internal state in the middle of the computation.

2.3 Role of K and N

To protect the cipher against related-key attacks, a first step is applied that
computes a working key K from the actual secret key U. Independently of its
length [(U), K is always 256 bits long and is used in all subsequent operations
instead of U. The derivation of K is based on 8 rounds of a Feistel network. The
result is also represented as 8 words: Ko, ..., K.

Besides, Helix uses a nonce N to obtain different keystream sequences with
the same secret key. N is always 128 bits long and is generally represented as 4
words: Ny, ..., N3. An expansion phase turns it into a 256 bits value by creating 4



98 Frédéric Muller

additional words Ny, ..., N7 defined as
Nk+4 = (k mod 4) — Nk

for k =0,...,3. During the i-th round of encryption, the round key words X; o
and X;; are computed as

Xi0:=Kj mod 8
Xi1 = K(i44) mod 8+ Ni mod 8 + X] +i+8

|(i+8)/2%!] if imod 4 =3
X} =441U) if imod4 =1
0 otherwise

These values depend only on i, K and ;. Besides, it is straightforward to
reconstruct the secret key from these values for 4 consecutive rounds when the
nonce is known.

3 Some Weaknesses of Helix

In this section, we describe two weaknesses of the block function. They respec-
tively concern the role of the plaintext words and the nonce words at each round.

3.1 Influence of Each Plaintext Word

Since Helix requires a plaintext-dependent keystream, it is reasonable to analyze
the round function assuming an attacker can control the plaintext introduced.
In general, an attacker should not be able to recover any information about
the secret key or the internal state of the cipher, by observing the keystream
corresponding to chosen plaintext.

Using the notations of Section 2, P; denotes the i-th word of plaintext. It is
introduced inside Helix internal state at the i-th advance. Then, at the beginning
of the (i + 1)-th advance, a new keystream word S;;1 is produced. From the
description of Helix, one sees that P; is introduced only in the second half of the
block function (as the input A of Figure 2). It is XORed to Y:,,(Z), then added

to YO(Z). The result is then modified only once before the end of the round -
excepting cyclic shifts - through a XOR with some intermediate value (referred
to as a). However, it is easy to verify that a is actually independent of P.
Thus S;+1 can be computed as

Sit1 = Z{HY = ROT Lag(a @ ROT Lo (Y + Y\ & P))))

If the plaintext word P/ = P; & A was introduced instead of P;, then the next
keystream word would be Sj, ;, such that
6= Sit1® Sy
= ROTLy((z+(y® 7)) ®(x+ (yo o A)))
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where x and y respectively denote the intermediate words Yo(i) and Y3(i). Suppose
that P; = 0, then for any difference A on the plaintext,

A" = ROTL3(0) = (x+y)® (x+ (y® AQ)) (1)

is the corresponding difference on the keystream. In Section 4, we will discuss
how an attacker can take advantage of this differential property.

3.2 Influence of Each Nonce Word

Similar differential properties hold regarding each nonce word. Indeed, the nonce
N serves two purposes in Helix :

— Fill the initial 160 bits of internal state.
— Derive two words X; o and Xj; ; introduced at round 4.

Concerning this second task, it appears from Section 2.3 that the two “key
words” introduced at each round do not depend on the full nonce. Actually, the
round key words at round i depend only on N; 1,04 4. Therefore, if we consider
two distinct nonces N and N’ where only one word changes, the round function
will essentially apply the same mapping on the internal state, for 3 rounds out
of 4. This property has consequences on the propagation of state collisions.

Moreover, if only one nonce word N; is modified to N; + A then, for rounds j
such that j mod 4 # i, both round key words remain unchanged. For other
positions, X 1 is changed to (X, 1 + A) while X ¢ is unchanged. Since X1 is
introduced at the very end of the block function, we have a differential property,
like in Section 3.1. When all other inputs are unchanged, the difference on the
keystream words resulting from this difference A on the nonce word N; is

A=a @(atA) (2)

for some unknown internal value a (see Figure 2).

4 Differential Properties of Addition Modulo 232

We have seen that differential patterns on the plaintext or the nonce propagate
to simple differential patterns on the keystream. More precisely, the differential
property on the plaintext is related to a general problem concerning linear ap-
proximations of addition modulo 232 that can be summarized by relation (1). In
this section, we will describe various ways to take advantage of this observation.

4.1 Related Problems

A well known problem (see [13]) is, given two fixed words x and y, to find a pair
(A, A") such that

A=(z+y o@+ysea) 3)
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and that is observed with high probability. This problem has been studied from
a theoretical point of view in [17]. However, in the present situation, we are
looking things the other way around since x and y are unknown to us but we
might be able to choose A and observe A’. More precisely, we want to

1. find statistical properties that can be easily detected in order to distinguish
Helix from a random source.

2. recover some secret information about the internal state of Helix (the values
of x and y for instance).

4.2 A “Dummy” Distinguisher

Suppose an attacker encrypts two messages that begin similarly, but, at some
point, differ on one word by

A = 0x80000000

Then, the difference on the next keystream word (called A”) is such that A" = A,
since there is no propagation from MSBs to LSBs during an addition. Using this
relation, the block function of Helix can be distinguished from a random source
with two chosen messages, but this requires to use twice the same key and the
same nonce. This attack scenario is discussed in Section 5. In the next section,
we go further by trying to actually recover the two internal values z and y using
relation (3).

4.3 Recovering x and y

In this section, we are interested in recovering the two intermediate values x
and y involved in relation (3). Thus, we have to consider the following problem

Problem 1. Let x and y be two given constants of 32 bits. For any
A,

A=@+y)o(@+(yo Q) (4)

is given. How many (z, y) are possible solutions ? Give an efficient
algorithm to recover these solutions.

First, it is easy to see that the solution is not always unique. Indeed, if x = 0,
then A’ does not depend on y. However, in average, the number of candidates
is small. In this section, we propose an efficient algorithm to recover the two
unknown values x and y with a limited number of observations. The following
notations are used : w; denotes the j-th bit of a word w. Besides, let ¢; denote
the carry bit at position j in the addition of x and y @& A. For all j, 0 < j < 31,

(z+yed);=z0y;04;&¢

and initially ¢y = 0. We also suppose that = # 0.
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Claim. Let t, 0 <t < 30, denote the position of the least signif-
icant bit "1’ of x. Then, there are exactly 2!73 valid pairs (z,y),
solutions of the previous problem. Recovering these solutions can
be done by testing at most 93 chosen values of A.

We use the following induction

— Assume all bits of z and y are known up to position (i — 1).
— If any z; = 1 with 0 < j < ¢, then
e By choosing an appropriate value of Ay for j < k < 4, it is possible to
obtain any value of ¢; (0 or 1), since everything is known up to position .
e In both cases, pick both values of A; (0 and 1) and set all other bits of
A to 0. The resulting value of Aj,; depends only on the carry bit ¢; 1.
e Recover x; and y; by comparing the different distributions (see Table 1)
— Otherwise
e Necessarily, ¢; =0
e Using Table 1, it is still possible to recover x;.
e No information on y; is obtained.

Therefore, by induction, all bits of x can be recovered from position 0 to
30 (it is impossible to recover x3; because no observation can be made about
position 32 of A’). Similarly, all bits of y from position (¢ + 1) to 30 can be
recovered. The other ¢t 4+ 3 bits of x and y need to be guessed. When x = 0, our
analysis remains valid by taking ¢ = 30.

In fact, 3 queries are enough to distinguish the distributions in Table 1. Thus,
at most 3x31 = 93 queries are sufficient to recover a valid solution (x, ). Besides,
it is easy to verify that flipping the bit y; will imply to flip all bits z; and y; for
t < j < 31 in order to obtain an other valid solution, since all carry bits also
get flipped. Therefore all solutions of the system can be expressed directly from
a single solution, without any extra query.

We performed some experiments using various values of x and y and always
identified with success the expected number of 2¢*3 solutions.

Table 1. Distribution of Aj,; depending on z; and y;

T A VR4 VI R VT A VA VI
1 1 0 0 1) 0 1 0 0 6
1 1 0 1 01 0 1 0 1 1)
1 1 1 0 1) 0 1 1 0 0d1
1 1 1 1 1) 0 1 1 1 1)
1 0 O 0 6 0 0 O 0 6
1 0 O 1 01 0 0 O 1 1)
1 0 1 0 01 0 0 1 0 1)
1 0 1 1 6D 1 0 0 1 1 0d1
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5 Attacks against Helix

In this section, two attacks against Helix are developed. The first one is a dis-
tinguishing attack using chosen plaintext, which is extended to a key recovery
attack requiring 288 basic operations and about 2'? block encryptions. A sec-
ond attack takes advantage of choosing similar nonces to detect internal state
collisions.

5.1 A Distinguishing Attack

In Section 3.1, we have shown that the introduction of a chosen difference on
the plaintext from a fixed internal state results in predictable patterns on the
keystream. However, to turn these observations into an attack, it is necessary to
consider the following scenario

— The attacker requests encryption of some random message P = (Pi,..., P,)
under some pair (key,nonce) = (K, N). The resulting ciphertext is C' =
(Cry...,Ch).

— He requests encryption with (K, N) of an other message where P,,_; is re-
placed by P)_; = P,,_1 ® A. This yields the ciphertext C' = (C1{,...,C}).

— The attacker observes A" = C,, & C/,.

In this case, we have seen that a real Helix output can be distinguished from
a random output, by picking A = 0x80000000 (then, necessarily, A’ = A).

5.2 A Simple Key Recovery Attack

Now, we wish to extend the observations of Section 4.3. This technique allowed
an attacker to retrieve up to 64 bits of intermediate values by observing the
keystream corresponding to well chosen plaintexts. Actually, this information
leakage is an important weakness, since it reduces the entropy of the internal
state. Using an appropriate guessing technique, one may hope to turn it into a key
recovery attack. Such an attack is generally called a guess-then-determine attack,
since an attacker will first guess some internal state bits and then determine the
correct guess using available information.

First, let us consider the round number ¢ of Helix encryption. We suppose an

attacker has access to the keystream word Z(()i) and to a few candidates for Yo(i)

and Yg(i) as described in Section 4.3. These two intermediate words depend on

the internal state at input of round ¢ : (Zéz), . .,Ziz)) and on the first round
key word X; . This is represented in Figure 3 where each box is a 32 bits value
and dashed boxes represent known values. An attacker may hope to use these
conditions to reduce the number of possible internal states to

2128 % 232 % 2764 _ 296

Actually, this number can be reached by guessing Zéi), éi) and X o. Then
the attacker can retrieve Z{Z) and Ziz) by looking precisely at the function G
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Internal state

round key
word G

Intermediate state

Fig. 3. The framework of the simple attack

(see Figure 2). Thus, the attacker can indeed find 2°¢ candidates for the internal
state at the beginning of round 4. To tell which candidate is correct, some of the
previous rounds (say 7 = 5 rounds) need to be inverted. This can be done without
increasing the number of candidates, provided YO(%J ) and Yg(kj ) are known, for
0 < j < 7. For this purpose, the recovery technique of Section 4.3 needs to be
applied 7 times here. As long as it returns few solutions, an appropriate round
inversion reduces the number of candidates - roughly by a factor 232. Thus, for
7 = 5 we eventually obtain a unique candidate, and enough “round key words”
to directly retrieve the complete secret key.

To summarize, this simple attack requires to guess 96 bits of internal state
and to apply 7 times the technique described in Section 4.3 to recover interme-
diate values. However, this technique does not provide a unique solution, which
increases the time complexity of the attack. Actually, only the round 7 is in the
critical path and with probability %, the number of solutions here is only 8. In
this “good” case, the complexity of the attack is 2°¢ x 8 = 29 basic instructions.
In “bad” cases, there are more than 8 solutions at position 7, but the attacker
may easily find another position i’ where there are only 8 solutions.

The data complexity corresponds to the encryption of 7 x93 pairs of messages
of length at most 7 = 5 words. Thus, the number of plaintext blocks encrypted
is

2 x5 x5 x93 ~2"

5.3 An Improved Attack

A more subtle guessing technique can be applied using bitwise analysis Qf the
block function. The “subtle” attack consists in guessing only 2 words, Zgz) and
(ZfL) —l—ZiL)), plus 17 LSBs of Z;Z). Then, like in the “simple” attack, the attacker

can obtain the 17 LSBs of ROTL25(ZY)) and thus the 17 LSBs of ROTL25(ZY)).
Looking at the block function of round i — 1, the attacker knows two output
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words, and has partial knowledge of the three other output words. Two relations
can be written, involving one unknown intermediate word a

7z = ROT Ly (Z\7) + a
VU™ = ROT Lys(2\") @ ROT Loy (287)
BROT Lys(Z{") & ROT Lo (a)

From the first relation, one sees that guessing the 4 LSBs of a will give the
attacker a candidate for the 21 LSBs of a (using partial knowledge of Zf)). Then,
using the second relation, a condition on bit number 13 of Y3(i71) is obtained.
This condition eliminates half of the candidates. Then, each additional guessed
bit of Zéi) provides one extra condition, that is immediately used to discard half
of the guesses. This "early abort” technique results in a guessing complexity of

232 % 232 % 217 % 24 — 285

The backtracking can be performed here exactly as before to complete the attack.
The resulting time complexity is reduced to 8 x 285 = 2% guesses (each requiring
a few boolean operations on 32 bit words). Furthermore, the existence of even
better guessing techniques should be investigated.

5.4 Practical Impact

Previously, we have proposed a differential attack on Helix, using chosen plain-
text. It requires to obtain twice the same internal state as input of the block
function. Thus, the attacker needs to encrypt twice with the same key and the
same nonce, and to introduce a difference in the plaintext at some point. How-
ever in [5], it is specified that ”the sender must ensure that each (K, N) is used
at most once to encrypt a message”, otherwise Helix ”loses its security prop-
erties”. According to the authors, this requirement is not restrictive since it is
underlying many similar situations in cryptography. For instance, when using
a synchronous stream cipher, if secret key and nonce are unchanged, the same
pseudo-random sequence is generated twice, which breaks the confidentiality.
Similar problems may also be encountered when using a block cipher in OFB
mode for instance. In general, a distinguishing attack is always possible when
nonces are re-used. We believe the situation is more preoccupying in the case of
Helix since we obtain key recovery attacks and not only distinguishing attacks.
On the one hand, there are situations where the previous scenario is not real-
istic. Indeed, the secret key may be used to communicate only in one direction.
In this case, it is straightforward for the sender never to re-use the same nonce
(he can use counters for instance). Apparently, this is true for wireless networks,
where each pair of users have two separate secret keys, one for each direction.
A differential attack cannot be applied there, unless the attacker gains physically
access to the encryption machine and can force nonce repetition. This may be
possible in some particular occasions, but in general it is a strong assumption.
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On the other hand, in most situations, our differential attack scenario seems
realistic. For instance, several users often need to share a secret key. Even if
they split properly the nonce space, what happens if the same message is sent to
multiple receivers ? An attacker can sit in the middle, and modify the ciphertext
on one of the communication channels. Then, by comparing a “faulty” decryption
with a correct decryption, he may obtain the kind of differential information he
needs.

To conclude, we think the security impact of our attacks will highly depend
on the context, but in general, one should expect the block function of Helix to
resist better against differential attacks. Overall, the secrecy of the key cannot
reasonably rely on the absence of nonce repetition.

5.5 A Chosen Nonce Attack

A weakness regarding the influence of each nonce word has been identified in
Section 3.2. Here, we propose an extension to a distinguishing attack against
Helix. Its complexity is much bigger than the previous attack. However it has
the advantage of being based on weaker assumptions. Indeed, in this case, the at-
tacker does not need to encrypt several messages with the same pair (key,nonce).
Instead, we suppose that the same plaintext P is encrypted twice with the same
secret key, but two distinct nonces N and N’ such that

N = (N07N17N27N3)
N/ = (NOaNlaNQaNii +A)

Then, as argued in 3.2, the block function is essentially the same for any round ¢
such that ¢ mod 4 # 3. If a state collision occurs on the input of such a round,
it will also propagate to a state collision for the input of the next round. Thus
state collisions on inputs of rounds 7 such that ¢ mod 4 = 0 imply collisions on 4
consecutive blocks of keystream. Moreover, the difference on the 5-th block can
be predicted exactly (by picking A = 10...0, for instance). Thus, we obtain
a detectable condition on 160 bits of keystream. This is sufficient to detect state
collisions with good probability.

Therefore, contrarily to what is claimed in [5], state collisions in Helix can be
detected. However, the length of messages is not allowed to exceed 2% blocks,
so collisions are unlikely to be observed for practice purpose.

5.6 Forcing the Collisions

In this section, we show that the previous attack can be extended into a dis-
tinguisher against Helix with only 2!''* encrypted blocks. This is an important
result, since it constitutes a break of the cipher, according to the definition given
by the authors [5].

The general idea is to work on a large set of nonces that will preserve collisions
during a few rounds. Then these collisions can be detected by observing the
corresponding keystream blocks. More precisely, we build a message P of the
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maximal authorized length 262 words by repeating 2°2 times the same word Py.
Then, P is encrypted under a fixed unknown secret key K using different nonces

of the form
NOA) = (Ny 40, N1 4 6, Ny + 6, N3 + A)

with four fixed constants (Np, ..., N3). 0 is of the form 8 x x where x spans all
values from 0 to 22° and A spans all 232 possible words. Therefore the number
of blocks encrypted is

962 o 932y 920 _ 9114

As before, we consider any state collisions that occurs between two different
nonces N(01:41) and N(02:42) at two different positions in the encryption, re-
spectively i1 and 75. We would like this state collision to be preserved for several
rounds, in order to detect some properties on the keystream, as in the previous
Section. We are sure that the plaintext word introduced is always Py, by con-
struction. Furthermore we would like to have the same round key words for both
encryptions. Hence, these positions should satisfy

71 mod 8 =i, mod 8 =0
in order to have X;, 10 = Xj,4j,0 for all j. Besides, if
81 + i1 = 0o + ip mod 232 (5)

then X, 41 = Xi,451 when jmod 4 # 3. In this case, the state collision is
preserved during at least 3 rounds. Concerning rounds i; + 3 and iy + 3, we
would like to also preserve the collision, thus we need X; 131 = Xj,43,1 or

Ay +i1+ X g = As +is + X/, 5 mod 2% (6)

With these three assumptions, the state collision is preserved at least until the
rounds i1 + 7 and 49 + 7 which results in collisions on 8 consecutive words of
keystream.

To mount an attack, we first store sequences of 8 consecutive keystream
words, for each message and for each position ¢ such that ¢ mod 8 = 0. Then,
we look for a collision among the 2% — 9111 ongries in this table. This can be
achieved by sorting the table, with complexity of 21 x 111 ~ 2% basic instruc-
tions. Then, since we consider objects of 256 bits, the number of “fortuitous”
collisions in the table is

911l 4 9lll
9 x 27256 ~

Besides, when a “true” state collision occurs, a collision is also observed on the
entries of the table, provided the additional assumptions (5) and (6) hold. (5)
holds with probability 2729, since all terms are multiples of 8, and (6) holds with
probability 2732, Therefore, the number of “true” collision observed in the table
is in average

2t >2< 2t w9160 o 929 9-32 _
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Thus we have considered enough encrypted data to detect some particular state
collisions that are preserved during a few rounds. We achieve it by observing
patterns of 8 consecutive words of keystream. For a true Helix output we expect
to find a collision in the previous table, while it will not be the case for a random
output. Actually this distinguishing attack can be slightly improved if we take
into account the case ¢ mod 8 = 4.

To conclude, we have proposed a distinguishing attack against Helix requiring
the encryption of 2''* words of plaintext under chosen nonces. This attack is
faster than exhaustive search, processes less than 222 blocks of plaintext and
respects the security requirements proposed in [5], since no pair (key,nonce) is
ever re-used to encrypt different messages. Therefore, this attack constitutes
a theoretical break of Helix.

6 Conclusion

This paper describes two attacks against the new stream cipher Helix. The first
one recovers the secret key with a reasonably low complexity in time and data,
so we think it should be considered as an important threat. The assumptions we
use are quite usual (chosen plaintext, chosen nonce), but they are outside the
security model proposed by the authors of the cipher.

However, we also propose a second attack, less efficient but which relies on
weaker assumptions. This distinguishing attack constitutes a break of Helix ac-
cording to the definition given by the authors. Both attacks result from weak
differential properties of the encryption function regarding the plaintext and the
nonce. In general, our attack illustrates the fact that one should be careful to
protect new stream ciphers against differential-like attacks.
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Improved Linear Consistency Attack
on Irregular Clocked Keystream Generators

Havard Molland
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Abstract. In this paper we propose a new attack on a general model
for irregular clocked keystream generators. The model consists of two
feedback shift registers of lengths [1 and l2, where the first shift regis-
ter produces a clock control sequence for the second. This model can be
used to describe among others the shrinking generator, the step-1/step-2
generator and the stop and go generator. We prove that the maximum
complexity for attacking such a model is only O(2"1).

Keywords: Stream ciphers, irregular clocked generators, linear consis-
tency test

1 Introduction

The goal in stream ciphers is to expand a short key into a long keystream z
that is difficult to distinguish from a truly random bit stream. It should not be
possible to reconstruct the short key from z. The message is then encrypted by
mod-2 additions with the keystream.

In this paper we analyze additive stream ciphers where the keystream is
produced by an irregular clocked linear feedback shift register (LFSR). This
model produces bit streams with high linear complexity, which is a important
criteria for pseudo random sequences.

The cipher model we attack is composed of two LFSRs, LF SRy of length g
and LFSR, of length [,,. LF'SRg produces a bit stream s and LF SR, produces
a bit stream u. The bit stream s is sent through a function D(). Finally D()
outputs the clock control sequence of integers, ¢, which is used to clock LFSR,,.
See Fig. 1 for an illustration, and Sec. 2.1 for a full description of the model.
The effect of the irregular clocking is that u is irregularly decimated. The result
from the decimation is the keystream z. Thus, the positions of the bits in the
original stream u are altered and the linearity of the stream are destroyed. This
gives the keystream z high linear complexity.

There have been several previous attacks on this scheme. One popular method
is to use the constrained Levenshtein distance (CLD) (also called edit distance),

* This work was supported by the Norwegian Research Council under Grant
146874/420.

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 109-126, 2004.
© International Association for Cryptologic Research 2004
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[ LFSR, s 5

SN

| LFSR, — Z

Fig.1. The general model for irregular clocked keystream generators

which is the number of deletions, insertions, or substitutions required to trans-
form one sequence into another. In [10, 9] they find the optimal edit distance
and present efficient algorithms for its computation.

Another technique is to use the linear consistency test (LCT), see Handbook
of Cryptography (HAC) [1] and [3]. Here the s clock control initialization bits
are guessed and used to restore the positions the keystream bits had in u. This
gives the guess u* = (.., %, 2, ..., Zj, .., ooy 2k, oy %, ...), Where 2, 25, 21, are some
keystream bits and the stars are the deleted bits. They now perform the LCT on
u*, using the Gaussian algorithm on an equation set with [, unknowns derived
from LFSR, and u*. If the equation set is consistent the guess is outputted as
the correct initialization bits for LF'SRs. The Gaussian algorithm will use about
313 calculations and the total complexity for the attack is O(2% - 13).

In [7, 8] and the recent paper [11] they guess only a few of the clock control
bits before they reject/accept the guess, using the Gaussian algorithm. If the
guessed bits pass the test, they do a exhaustive search on the remaining key
space.

It is hard to estimate the running time for the attacks in [7, 8, 9, 10]. The
attack in [11] is estimated to have a upper bound complexity O(L? - 25%), where
A =logA/(1+1logA), L =11+ 13 and A is the number of different clocking
numbers from the D() function.

Most of the previous LCT attacks have in common that they try to find
the initialization bits for both LF SR, and LFSR, at once. We have a much
more simple and algorithmic approach to the problem. The resulting algorithm
is deterministic and has a lower and easily estimated running time which is
independent from the number of clock control behaviors A, and the length [,, of
LFSR,. We will show that our attack has lower computational complexity than
the previous LCT attacks.

We also do a test similar to the LCT, but our test is much more efficient since
we are not using the Gaussian algorithm to reject or accept the initialization bits
for LFSRs. Our rejection test has constant complexity O(K), where K is only
2 parity check operations in average. Thus, the total complexity for the attack
becomes O(2%).

The basic idea for the test is simple. From the generator polynomial g, (x) for
LF SR, we derive a low weight cyclic equation that will hold for all bitstreams
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generated by LFSR,. In Appendix C.3 we describe a modified version of Wagn-
ers General birthday algorithm [4] that finds the low weight cyclic equation. For
each guess of ¢ we generate the guess u* for u. Then we try the cyclic equation
at a given number of entries in the u* stream. If the equation hold every time,
we can conclude that the bits are generated by LF SR, and it is most likely that
we have the correct guess for c. If the guess is wrong we have to test the equation
at in average 2 entries before the guess is rejected. A naive implementation of
this algorithm will, as shown in Section 3.2, have complexity O(2% - N) where N
is the length of the guess u*. The reason for this is that we have to calculate
a new u* for each guess for c.

The real advantage in this paper is the new algorithm we present in Sec-
tion 3.4. The algorithm is iterative and except for the first iteration it calculates
each guess u* using just a few operations. The idea is to go through the guesses
for ¢ cyclically. This way we can reuse most of u* from one guess to another.
In worst case our attack needs 2% iterations to succeed, and we have the com-
plexity O(2%). Thus, by using the cyclic properties of feedback shift registers,
we have got rid of the I3 factor they have in the LCT attacks in [I, 3, 7, 8, 11].
In Section 4 we present some simulations of the algorithm.

2 A General Model for Irregular Clocked Generators

2.1 Description

We will first give a general description of irregular clocked generators.

Let gu(z) be the feedback polynomial for the shift register LFSR, of
length 1,,, and let gs(x) be the feedback polynomial for a shift register LF'S R
of length 5. LF'SR, is called the data generator, and LF SRy is called the clock
control generator.

From gs(x) we can calculate a clock control sequence ¢ in the following way.
Let ¢; = D(Sp, Svt1s s Svtia—1) € {a1,0a2,...;a4},a; > 0 be a function where
the input (S, Sp41, - Svti,—1) is the inner state of LF'S Ry after v feedback shifts
and A is the number of values that c¢; can take. Let p; be the probability p; =
Prob(c; = a;). The way LFSR; is clocked is defined by the specific generator.
Often LF'SRg and ¢; are synchronized, which means that v = .

LF SR, produces the stream u = (ug, u1, ...) The clock ¢; decides how many
times LE'S R, is clocked before the output bit from LF SR, is taken as keystream
bit z;. Thus the keystream z; is produced by 2z; = ), where k(t) is the total
sum of the clock at time ¢, that is k(t) < k(t — 1) + ¢;.

Let u = (ug,u1,...,un—1) be the bit stream produced by the shift register
LFSR,. The resulting sequence will then be z; = wuy), 1 <t < M. This gives
the following definition for the clocking of LF'SR,,.

Definition 1. Given bit stream u and clock control sequence c, let z = Q(c,u)
be the function that generates z of length M by

Qc, ) @ zp = uppy, 0 <t < M
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where k(t) = Z§'=0 ¢; — S, 5€{0,1}

The parameter S only is for synchronization, and most often S = 1. Finally we
let s' = (sg,51,...,5,-1) and u' = (ug, uy,...,us,_1) be the initialization states
for LESR, and LFSR,. Together, s' and u' defines the secret key for the given
cipher system.

Ifa; > 1, 1 <j <A, the function Q(c,u) can be looked on as a deletion
channel with input u and output z. The deletion rate is

1

Pa=1—-_, .
Zj:l bja;

(1)

Thus, given a stream z of length M, the expected length N of the stream u is

A
E(N) = (1 iwpd) = M;pjaj- (2)

2.2 Some Examples for Clock Control Generators

The Step-1/Step-2 Generator. The clocking function is defined by Q(c,u) :

2t < Up),0 <t < M, and D(sy) = 14 s;. We see that the number of outputs

is A = 2, with probabilities p; = 1/2, 1 < j < 2. This gives Py =1 — 1_:21 = é,
2 2

and E(N) = ;’M . Since this generator is simple, we will use it in the examples

in this paper.

Ezxample 1. Assume we have a irregular clock control stream cipher as defined
in Section 2.1, with gs(z) = 2> + 22 + 1. We let s' = (sq, s1,52) = (1,0,1) and
we get ¢ by ¢; = D(s):

c=1(2,1,2,1,1,2,2,2,1,2,1,1,2,2,2,1,2,1,1,2, ...).

) ) ) ) ) ) ) ) ) ) ) ) ) ) ) )

Let gu(z) = 2* + 2% + 1 and LFSR, be initialized with u' = (1,1,0,0). We get
the following bit stream

u-=(1,1,0,0,1,0,0,0,1,1,1,1,0,1,0,1,1,0,0,1,0,0,0,1,1,1,1,0,1).  (3)
Using ¢ on u, the bits are discarded in this way,

u*: (*71707*7170707*,17*,17*70,1,*, (4)
1’ 170’ *7 1’ *70’ *7 1’ 17*’ 1’0’ 1)

Finally the output bit from the cipher will be

z=Q(c,u) = (1,0,1,0,0,1,1,0,1,1,1,0,1,0,1,1,1,0,1). (5)
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The LILI-128 Clock Control Generator. The clock control generator which
is one of the building blocks in the LILI-128 cipher [12] is similar to the step-
1/step-2 generator but ¢ has a larger range. The generator is defined by Q(c, u) :
2+ Uy, 0 <t < M, and ¢; = D(St44,, 5¢4i,) = 1 + St.l,_zl + 28444, This gives
A=4,p; = i,1§j§4,ande:1— L= ,andthelengthofuls

Zj:l 17
expected to be N = gM

The Shrinking Generator. In the shrinking generator, the output bit uy from
LF SR, is outputted as keystream bit z; if the output s; from LFSRg equals
one. If s, = 0 then uy is discarded.

To be able to attack the generator with our algorithm we must have the clock
control sequence c. The clock control sequence for the shrinking generator can be
generated as follows. Let y — 1 be the number of consecutive zeros from s, = 1,
that is (Sy, Sug1y ey Svpl—1) = (1 0 O *,...,%). Then the clocking function

M
is defined as D(Sy, Sy41; ey Sytic—1) = y. It follows from the definition of the
shrinking generator that LF'S Ry and LF SR, are synchronized, so LF'S Rs must
be clocked ¢; times before the next bit is outputted. Thus the clock control
sequence is ¢; = D(Sp(t), Sk(t)+1s -+ Sk(t)+1.—1),Where k(t) « k(t — 1) 4 ¢; for
each iteration. Q(c,u) is the same as for the generators above. If we analyze
the clock control sequence, ¢, € {1,2,...,...,ls — 1}, where p; = 1/2 when [ is

a large number (Is > 10). This gives A = l -1, Pi=1- s R 0.5 and
Jj=1 23

E(N) = 2M, as intuitively expected.

3 A New Attack on Irregular Clocked Generators

The idea behind the attack is to guess the clock control sequence ¢, and recon-
struct the original positions the key stream bits in z had in u using the reversed
function Q*(c, z) defined below. From this we get a sequence u looking similar to
(4). When this is done, we test if 1 is a sequence that could have be generated by
LF SR, using some linear equations we know hold over any sequences generated
by LFSR,. If the test holds, we assume we have made the correct guess for c.
Knowing the correct ¢, we can use the Gaussian algorithm as described in [3] to
find the initialization bits for u.

3.1 The Basics
First we state a definition.

Definition 2. Given the clock control sequence ¢ and keystream z, let the func-
tion u* = Q*(c,z) be the (not complete) reverse of Q, defined as

Q*(c,z) : uz(t) — 2, 0<t < M,

where k(t) = 22:0 ¢; — S, and uj,=* for the entries k in u* where u}, is deleted.
When this occurs we say that uj, is not defined.
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The length of u* will be N* = Zjﬂial c¢j. Note that the only difference between
this definition and Definition 1, is that u and z have changed sides. Thus Q*(c, z)
is a reverse of the Q(c,u). But since some bits are deleted, the reverse is not
complete and we get the stream u*. As seen in Example 1 we can reverse the
keystream (5) back to (4) but not completely back to the original stream (3),
since the deleted bits are not known.

The probability for a bit u} being defined is Prob(u;}) = 1— P4. This happens
when k = k(t) holds for for some ¢, 0 < ¢t < M. It follows that the sum 6 =
up + ujpyj, + . tugy;  wil be defined if and only if all of the bits in the sum
are defined. Thus the sum § will be defined for given k£ in u* with probability

- \ } 1 “
Pies = Prob(uk, Upgjy s oo uk+jw71) = (1 — Pd)“ = ( ) ) . (6)
21 Pia;

3.2 Naive Attack

Using definition 2, we first present a naive high complexity attack. In the next
section we present a more advanced and low complexity version of the attack.

Let s! be the initial state for LFSRs, and let L¥(s') be the inner state after v
feedback shifts. Without loss of generality we assume S = 1 and that LF SRy is
clocked once for each output ¢;. Thus, v = ¢ and ¢; = D(L(s!)) is the output
from the clock generator after ¢ feedback shifts.

We are given a keystream z of length M which is generated with z = Q(c, u).
Assume we have found an equation uy +ug44, + ... +Ug4j,_, = 0 that holds over
u. First we guess the initial state LF'SRs and generates the corresponding guess
¢ for ¢ using the D() function. Using definition 2 we can calculate u* = Q*(¢, z).
Then we try to find m (typically m = ls+ 10, we add 10 to prevent false alarms)
entries in u* where the equation is defined. If the equation holds for every entry
it is defined, we assume we have found the correct guess for s'. If not, we make
a new guess and do the test again. The pseudo code for this algorithm is given
below.

Input The keystream z of length M

1. Preprocessing: Find an equation of low weight that holds over the stream u
of length N.

For all possible guesses 8! do the following:

Generate the clock control sequence € of length M by ¢, = D(L*(s!)).
Generate " of average length N = (1%,(1) using a* = Q*(¢, z).

Find m entries (kq, ka, ..., k) in the stream G* where the equation is defined.
If the equation holds for all the m entries over i*, then stop the search and
output the guess §' as the key for LFSR.

S ot N

The problem with this algorithm is that for each guess for §!, we have to generate
a new clock control stream of length M and generate 4* = Q*(¢, z) of length N.
In larger examples, N and M will be large numbers, say around 106. Since the
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complexity is O(N - 2%), the run time for this algorithm will in many cases be
worse than the algorithm in [3]. In the next session we present an idea that fixes
this problem.

3.3 Final Idea

The problem in the previous section was that we had to generate M bits of the
clock control stream for each guess for s!. This can be avoided if we go through
the guesses in a more natural way. We start by a initial guess 8! = (0,0, ..., 1),
and let the i’th guess be the internal state of the LIS Ry after i feedback shifts.

Let ¢! = (ci,cl,...,ch; ;) be the i’th guess for the clock control sequence
defined by ¢! = D(L*%(1,0,...,0)), 0 < t < M. Let u* = Q*(c?,z) be the
corresponding guess for u* of length N; = >-M;*ci. We can now give a iterative
method for generating u’t! from u’.

Lemma 1. We can transform u® into w'tt = Q*(c'*t!,z) using the following
il

method: Delete the first ci entries (x,...,*,zy) in u’, append the s, = iy
entries (x,...,%,zpn) al the end, and replace z; with z—1 for 1 <t < M.
Proof. See Appendix B.

Lemma 1 gives us a fast method for generating all possible guesses for u given
a keystream z. See Table 1 for an intuitive example of how the lemma works.
Next we prove a theorem that allows us to reuse the equation set defined for u’.

Theorem 1. If the sum

Buik = Uk + Ukky oo+ Utk 1 = 2t + Ztgy T oo+ 2t 1 = Vart
is defined over u’, then the sum
ﬁqu’]Fc% =21+ Zt4j1—1 F oo T 2ty —1 = Va,t—1
is defined over u't!.
Proof. See Appendix B.

The main result from this theorem is that the equation set that is defined over u’
will still be defined over u‘*! if we shift the equations ¢, entries to the left over
u't!. This means that we can just shift the equations 1 entry to the left over
z, and we will have an sum that is defined for the guess 8! = D(L**1(1,0,...,0).
Thus, the theorem indicates that we can go around a lot of computations if we
let the i'th guess for the inner state of LESR; be L(1,0,...,0).
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Table 1. Example of a walk through of the key. The bits in bold font show how the
pattern of defined bits in u’ shifts to the left, while the actual key bits stay relatively
put. Also notice how the entries z; in the patterns are replaced with z;_1 after one
iteration. For example the sub stream z7,zs, 29, *, 210 — 26, 27, 28, *, 29. This means
that if the sum z7 + 25 + 29 + 210 is defined for ci, then zg + 27 + 28 + 29 will be defined
for ¢'*?

Guessed clock sequence ¢’ Resulting *known’ bits of u’ = Q*(c', z).
(2,1,1,2,2,2,1,2,1,1,2
(1,1,2,2,2,1,2,1,1,2,
(1,2,2,2,1,2,1,1,2,2,
(2,2,2,1,2,1,1,2,2,2,
(2,2,1,2,1,1,2,2,2,1,

) (*a 20, 21,22, %, 23, %, 24, %, 25, 26, %, 27, 2Zg, Zg, *,Zlo)
) (207 21, %, 22, %, 23, %, 24, 25, *7Z67Z77Z87 *, Zg, *, ZIO)
) (zUa ¥, 21, %22, %, 23, 24, %, 25, Zg, Z7, *, Z8, *, 29, *, 2«'10)
) (*a 20, %, 21, %22, 23, %, 24, Zg, Zg, *, L7, *, 28, *, 29, 210)
) (*7 20, %21, 22, *, 23,72,,75, *,Ze, *, 27, %, 28, 29, *, ZlO)

3.4 The Complete Attack

We will now present a new algorithm that make use of the observations above.
We start by analyzing LF SR, (See Appendix C.3) to find an equation A

A up + Uktjy T+ oo + Uktjy_y = 0

that holds over all u generated by LF SR, for any k£ > 0. Let the first guess
for the initialization state for s be 8! = (1,0,0,...,0), generate c® by ¢ =
D(L(1,0,..0)), t < M, and u’ = Q*(c,z). Next we try to find m places
(k1, k2, ..., km) in u® where the equation \ is defined. From this we get the equa-
tion set

0 0 0 _
u/gl +u1061+j1 +"'+u§1+jw71 =0
Uy, + Ukot +o Tt kot juy—r = 0

0 0 0 _
U, + Wy T T U g, =0
Since every uy, 4 in this equation set is defined in u’, we can replace uj 4
Y Uky+jy q ) P =ty
with the corresponding bit z; in the keystream z. Thus, u® is a sequence of
pointers to z and we can write the equations over z as the equation set {2 :

Ztl,l + Ztl,z + ...+ Ztl,w = 0
Zt2,1 + th,z + ...+ th,w = 0

Pty T Ztypp T oo T 240, =0

We are now finished with the precomputation.

Next, we test the equation set to see if all the equations hold. If not, we
iterate using the algorithm below which outputs the correct s'. Knowing s' it is
easy to calculate u! = (ug,uy,...,u;, 1) using the Gaussian algorithm once on
an equation set derived from s' and LFSR,,.
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Input The keystream z of length M, the equation )\, the equation set {2, the
pointer sequence u’, the states L°(1,0,...0) and LM (1,0...,0), Set i « 0

1. Calculate ¢ = D(L(1,0,...,0)), and c4t' | = ¢4, = D(LM*+(1,0,...,0)).

2. Use lemma 1 to generate u’t! = Q*(c'™!,z) and lower all indexes in the
equation set {2 by one. Theorem 1 guarantees that the equations are defined
over u't!,

3. If the first equation in {2 gets a negative index, then remove the equation
from £2. Find a new index at the end of u'*! where \ is defined, and add
the new equation over z to 2.

4. If the current equation set {2 holds, stop the algorithm and output s' =
L**1(1,0,...,0) as the initialization state for LFSRx.

5. If 6 does not hold, we set i < i+ 1 and go to step 1.

Note 1. To reach the desired complexity (2) a few details on the implementa-
tion of the algorithm are needed. These details are given in Appendix A.

All changes during the iterations are done on u’ and the equation set 2. Thus,
each guess L'(1,0,...,0) for s' result in an unique equation set £2. The z stream
is never altered.

Ezxample 2. We continue on the generator in Example 1. We have found the
equation uy + ugte + ug+s = 0, which corresponds to the multiple h(x) =
1+ 2% 4 28, We have z of length 19, and want to find s'. The length of u’ will be
N ~ ‘;’19 = 28.5. We set the first guess to s = (1,0,0). From this we generate
the clock control sequence using the function ¢! = D(L!(1,0,0)), 0 <t < M —1,
and we get

& =(2,1,1,2,2,2,1,2,1,1,2,2,2,1,2,1,1,2,2,2).

Then we spread out the z stream corresponding to c, that is u’ = Q*(c%,z).
From this we get the sequence

0
u = (*, 20, %1, %2, %, 23, %, 24, *, 25, 26, *, 27, 28, 29, *, 210,
*, 211, %, 212, 213, *, 214, 215, 216, *, 217, *, 218)'
We search through u® to find 4 entries where the equation wuy, 4+ Upy6+Ukts =0

is defined. Since all the defined entries in u® points to bits in the z stream, we
get the following set of equations {2 over z:

20+ 24+ 25 =0
26+ 210+ 211 =0
27+ 211 +212 =0
213+ 217+ 218 =0
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We test the equations to see if all the equations hold. If the set does not hold, we
continue as follows. We shift the LF'SR; once, and it will have s} = L(1,0,0) =
(0,0,1) as inner state. We calculate ¢}, |, = 3, = D(L(1,0,0)). Then we use
Lemma 1 to calculate u! from u®. That is, we delete the ¢) = 2 entries (*, ),
append the (clg = 2) entries (x, 219) at the end, and at last replace the pointer z;
with z;_1 for 1 <t < M. We get this guess for u:

1
u = (ZOa 21, %, 22, %, 23, %, 24, Z5, %, 26, 27, 28, *, 29,

*, 2105 %, 211, 212, %, 213, 214, 215, *, 216, *, 217, *, le)-

If an equation is defined for the entry ¢ in z for the guess s}, it will now be
defined for the entry ¢ — 1 in z for the guess s! as guaranteed by Theorem 1.

From this {2 becomes:

Z1+4+23+24=0
25+ 29 +210=0
26 + 210 + 211 =0
z12 + 216 + 217 =0

We remove the first equation from {2 since it has a negative index, and find a new
index at the end of u! where X is defined. We find the equation z13+ 217+ 218 = 0
and add it to £2. We test the equations to see if all the equations hold. If the set
does not hold, we continue the algorithm.

3.5 Complexity and Properties

Precomputation. If the generator polynomial g, (z) for LFSR, has sufficient
low weight, say < 10, we can use it directly in our algorithm with w = weight(g,)
and h(z) = gu(z). In such a case we do not need much precomputation. The
only precomputation is to generate u® of length N, where the length of NV is
calculated below.

If g, (z) has too high weight we use a modified version of Wagners algorithm
for the generalized birthday problem [4] to find a multiple h(z)=a(z)g(z) of
weight w = 2" and degree l;,. The multiple h(z) gives a new recursion of low
weight. The fast search algorithm is described in Appendix C.3. See Table 2 for
some multiples found by the algorithm.

When we have found a polynomial h(x) = 1+t +...+ 27wt with j, 1 = Iy,
the corresponding equation A over u is ug + Up4j, + ... + Ukyj,_, = 0. We want
to find m places in the stream u where X is defined. From equation (6) we
have that an equation of weight w is defined at an random entry in u with
a probability Pger = (1 — Pyq)". Thus we must test around m/(1 — P4)" entries
to find m equations over z. To be able to do this u must have length

N>lh+(1_Pd)w. (8)



Improved Linear Consistency Attack 119

Table 2. The table shows some weight 4 multiples of different polynomials found
using the algorithm in Appendix C.3. The algorithm used 1 hour and 15 minutes to
find the multiple of the degree 80 polynomial, mostly due to heavy use of hard disc
memory. The search for the multiple of the degree 60 polynomial took 14 seconds

9(x) h(z) = a(z)g(x)
240 4 438 4 .35 L .82 28 4 26, ,22 4,20 4 1T , 16, 224275 | 6116
P14 4 518 4 11 410 4,9 L8 L6 5y o B L1752 4
260 4 58 | ;56 4 .52 .51 4 50 | 49 , 48 | 4T | 46 , 44, L2464041 1550016
A1 40 | 439 4 036 4 20 4 28 2T L 26 .25, .23 | 21, T 181400 %)

m20+m19+w15+m15+m11+w10+m9+w4+w2+m+1

280 4 47O 4 078 L 476 4 075 | 09 4 568 | 057 4 056 | 055 4 o544 052 4 o9, 510578783 | 309946371
246 4 45 4 44 4 42 3T | 36 | 35 4 32 . 31, .30 | 28 | 27 , 26, | 210261448 | |
224 4 23 4 021 4 .20 L 19 | 13 4 12 4 10 4 L8 4,6 4 4 | 3 4

To avoid false keys, we choose m > l,. From the expectation (2) of N we have
EM)=N1-Py)=(1—-Pyg)ln+ (1—PT)“’—1 , and we have proved the following
proposition:

Proposition 1. Let an equation over u be defined by h(xz) of weight w and
degree ly,. To get a equation set £2 of m > ls equations over z, the length of the
z stream must be

m

M 1-P, .
> ( a)ln + (1 Pywt

9)
where m = ls + 10.

We see that the keystream length M is dependent of the degree I, of h(z)
of weight w = 2". The degree [, is then again highly dependent on the search
algorithm we use to find h(x). When we use the search algorithm in Appendix C.3
with the proposed parameters we show in the appendix that [}, will be in order

of Iy ~ Tem(lu, ) = 2741.

Decoding. If this algorithm is implemented properly (Appendix A) it will have
worst case complexity O(2%) with a very little constant factor. In average the
number of iterations will be in the order of 2l+~1.

At each iteration ¢ we shift the sliding window ¢}, to the right over u’. Then
we shift the equation set 1 to the left over z, and test it. If we have the wrong
guess for s!, each equation in the set will hold with a probability % When we
reach an equation that does not hold we know that the guess for s' is wrong

and we break off the test. Thus the average number of equations we have to
o limg e SO 20 /27 . e -
evaluate per guess is 22,{:” 7 _ limy, oo Do iry 4/2° = 2. This gives

an average constant factor of 2 parity check tests for each of the 2 guesses.
Thus the complexity is O(2 - 2k) = O(2k)



120 Havard Molland

Table 3. The attacks are done in C code on a 2.2 GHz Pentium IV running under
Linux. Note how the running time is exactly the same for [, = 40 and [, = 60. We
have set the number of equations to m = 35. The polynomials g(z) and h(x) are from
Table 2

Degree s Degree I, Degree [, of Number Decoding Length
of gs(z) of gu(x) h(zx) of Iterations time M of z

25 40 24275 225 9 sec. 10000
26 40 24275 226 18 sec 10000
25 60 2464041 225 9 sec 1000000
26 60 2464041 226 18 sec 1000000

Each time an equation gets a negative index, we must delete it and search
for a new equation at the end of u’. We expect to search through 1/(1 — pq)®*~*

M—ly(1—pg) - L
T(n Pa) iteration in

entries in u’ to find a new equation. This is done every
average, and will have little impact on the decoding complexity.

When we after i iterations have found the initialization bits for LF'S R, we
use the Gaussian algorithm on the linear equation set derived from LF' SR, and
u’to find the initialization bits for LF'SR,. This has complexity O(I3) and will

have little effect on the everall complexity of the algorithm.

4 Simulations

We have done the attack on 4 small cipher systems, defined with clock control
generator polynomials of degree 25 and 26, and the data generator polynomials
of degree 40 and 60 from Table 2. The clock function D() is the LILI-clock
function as described in Section 2.2. Note that we only attack the irregular
clocking building block in LILI and not the complete LILI-128 cipher. In LILI-
128 the stream is filtered through a boolean function, and this is beyond the
scope of this paper.

We have used Proposition 1 and Equation 8 to calculate the length M of z
and length N of u (rounded up to nearest thousand and hundred thousand).
The number of parity check equations over z is set to m = 35 ~ 5 + 10. Recall
that the number of paritycheck equations does not effect the complexity. Table 3
shows how the running time of the attack is unchanged when the degree of g, (z)
gets larger. The impact from a larger [, is that we need longer keystream.

Normally we would stop the search when we have found the correct key. But
then the running time would be highly dependent on where the key is in the
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keyspace. To avoid this we have gone trough the whole key space to be able to
compare the different attacks in the table. In a real attack the average running
time would be half the running times in Table 3. To compare with previous LCT
attacks, the Gaussian factor ;,l?l would be around 72000 for /,, = 60, and around
21333 for Iy = 40. In our attack the constant factor is only 2 in average. Thus the
same attacks presented in Table 3 would take several hours or even days using
the previous LCT algorithm.

5 Conclusion

We have presented a new linear consistency attack with lower complexity than
previous on a general model for irregular clocked stream ciphers. We have tested
the attack in software and confirmed that the attack has a very low running
time that follows the expected complexity O(2%). Thus the run time complexity
is independent of the degree [, of LFSR,,.

Further on, if we modify the algorithm, it will work on systems where noise is
added on keystream z. Using much higher m and giving each guess s' a metric,
we can perform an correlation attack with complexity O(m-2%) on such systems.
Initial tests seem very promising and we will come back to this matter in future
work.
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Appendix
A TImplementation Details

To reach the desired complexity O(2%), the implementation of the algorithm
needs some tricky details:

1. In Lemma 1 we get u'™! by among other things deleting the ¢ first bits
of u*. This is done using the sliding window technique, which means that we
move the viewing to the right instead of shifting the whole sequence to the
left. This way the shifting can be done in just one operation. To avoid heavy
use of memory, we slide the window over an array of fixed length N, so that
the entries that become free at the beginning of the array are reused. Thus,
the left and right of the sliding window after 7 iterations will be

(left,right) = (imod N,i+ N; mod N),

where N;N;, for all i, 0 <14 < 2%

2. In lemma 1 every reference z;41 in u is replaced with z; for every 0 <t < M,
which would take M operations. If we skip the replacements we note that af-
ter ¢ iterations the entry z; in u will become z;,. It is also important to notice
that when we write u = (..., z0..., 2, ..., ZM, -..), the entries zg, ..., z¢, ..., 201
are pointers from u to z. They are not the actual key bits. Thus, in the im-
plementation we do not replace z; with z;_1. But when we after ¢ iterations
in the search for equations find an equation u% + u};ﬂ-l + o+ uil'i‘jm—l =0
that is defined, we replace the corresponding z¢, + 2¢, + ... + 2¢,, with 2, —; +
Zty—i + ... + 2, —i, tO compensate. ‘

3. We do not have to keep the whole clock control sequence ¢* in memory. We
only need the two clocks, ¢} and cé\j}il, since they are used by lemma 1 to
generate u't!.

B Proofs of Lemma 1 and Theorem 1

B.1 Proof of Lemma 1

Proof. Let ¢’ be the clocking integer sequence for a given i, 0 < i < 2&. We
see that ¢! = ¢i,;, 0 <t < M — 1, which means that pattern of the defined
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bits in u'™! are the same as the pattern in u’ shifted ¢ to the left. From this

we deduce the following for given 1 < ¢t < M and k = Yioe " — 1. If uk =z

for given k then u;jl , = z;—1. If we delete the first c(i) bits of u’ and get u’ we
0 .

will have that if uj = z; for given k, then ufjl =z for k = ZJ (1) ;H 1. If

we now replace every z; in u’ with z;_; for 0 < ¢t < M and get u” we see that
ufl = ul, 0 <k < N; —c. To finally transform u” into u’*! we just have to

append the cﬁil entries (x,...,zp—1) at the end of u’.

B.2 Proof of Theorem 1

Proof. Let
T
W= (o 20 5oy ¥y ey Bt gy Beggrs ooy ¥y eee s Bt oons M- 1)

~—~ S~~~ N N~ 7 N

ch—1 k k+ky ktkyw—1 N;—1
be the stream of length N; we get using u’ = Q*(c’,z). The notation means
that u = 20, up = 2, and uly, | = ZM 1. We see that the sum By,
ul + “k+k1 + ...+ uj,, , is defined over u’. The corresponding sum over z

will be Yot = 2t + Ze4jy + oo F Zgj_i- Then the clock control sequence we get
from ¢t = LF1H(1,0, ..., 0) will be

i+1

Y :(ng- CM 1vC§\J4r11) (06+1’ C?\jlrll)

The main observation here is the following: We transform u’ into u’*! by deleting
the first ¢ entries (x,...,20) in u’, appending (,...,*, z5s) at the end, and then
N~ 7 7
Cé (;3\}'1
replacing z; with z;_1 for 1 <t < M, as explained in lemma 1. From this we get
the sequence

i+1
u = (, 2O ey Ky ey B dy ey Bt g —L ey Ky e 5 Bt —1 ey EM—1 ) (10)
~—~ N~ N~ ~ 7 N N 7 N
citl—1 k—c k+ki—cf ktky—1—c} Nit1—1

We can easily see from (10) that the sum SByi+1 5 e = U—cj + Upypy —jy + oo
Chik,_,—c; 18 defined since every entry in the sum is defined. The correspondmg
sum over z is Vat—1 = Zt—1F Zt+j1—1 T -+ + Zt4jp_1—1-

C Searching for Parity Check Equations

C.1 The Generator Matrix

Let g(z) = 14+ gi1x + gi22® + .. + !~ + 2!, gi € Fo, g1 = go = 1 be
the primitive feedback polynomial of degree [ for a shift register that generates
the sequence u = (ug,u1,...,un—1). The corresponding recurrence is wu;1; =
J1Utr1—1 + goUyi—2 + ... + grug. Let a be defined by g(«) = 0. From this we get



124 Havard Molland

the reduction rule of = g1a!=" + gaa!™2 + ... + gj_1a + 1. Then we can define
the generator matrix for sequence u;,0 <t < N by the [ x N matrix

G = [a’ata? ..oV 7). (11)

For each i > [, using the reduction rule a’ can be written as o' = h{ /=t +
o+ hba? + hia + hi. We see that every column i > [ is a combination of the
first [ columns, and any column 7 in G can be represented by

gi = [hz)vhllv ceey f—l}T' (12)

Now the sequence u with length N and initialization state u' = (ug, w1, ..., u;_1),
can be generated by
u=uaG.

The shift register is now turned in to a (N, 1) block code.

C.2 Equations

Let u be a sequence generated by the generator polynomial ¢g(z) with degree .
It is well known that if we can find w > 2 columns in the generator matrix G,
that sum to zero,

(gjo + 85 +"'+gjm—1)T = (0,0,...,0), (13)

for I < jo, 71, - Jw—1 < N, we get an equation of the form

wjo + Uy, + .o+, =0. (14)

The equation (13) can be formulated as a?° + a9t + ... + aJw-1 = 0. Thus, if (13)
holds, the equation af(a’® +at + ...+ afw-1) = oot f ottt 4 4 ale-1Ft =
also holds for 0 <t < N — j,,—1. From this we can conclude that the equation is
cyclic and can be written as

Ut jo + Uty + oo + Utyj, , =0, (15)

for 0 <t < N — jy.

We can also use the indexes ji, j2,...jw to formulate the polynomial h(z) =
290 4 29t 4 . 4 gFw-1 If jo, j1... is found using the method above, we will have
the relationship h(z) = g(z)a(x), for a polynomial a(x). Thus h(x) is a multiple
of g(x).

C.3 Fast Method for Finding an Multiple Weight w = 27

A previous and naive search algorithm for finding multiple h(x) of weight w and
degree jn is as follows. It corresponds to searching for w columns in G that sum
to zero mod 2.

First sort the generator matrix G. Then for every choice of the columns
8jos 8j1s > 8jw_» i1 G search for the w’th column gj;,  that gives g;, , = g, +
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g, + ... + 8j,_,. This algorithm is not very effective and has the complexity
O(n*~!logn). By using hashing techniques we can get down to O(n*~1). We
can do better if we use the iterative method explained next. The algorithm is
a modification of the Generalized birthday algorithm in [4].

First we sort the n x [ generator matrix G; = G in respect to the | — By
lowest entries in the columns, for a proper By. The columns that are equal in
the lowest [ — B bits, will now be beside each other. If we sum them, the sum
will be zero in the lowest | — By bits. Next we go through the matrix and sum
all the columns that are equal in the [ — By lowest entries and store the sums in
a new matrix Gg. If we find m; sums, the matrix GG, will have size m X By, since
the m; sums we find will have 0 in the [ — By lowest entries. For each column 7
in G5 we also store the indexes of the two columns from G that where summed
to column i. Next we sort Go in respect to the By — Bs lowest bits, and do the
same procedure over again and get a new matrix G3 of size mso X Bs.

We repeat the procedure until we in round r set B, to be zero. After the r’'th
round we will hopefully have found 2" columns in G that sum to zero. According
to Section C.2 we will now have found an multiple of g(x). This algorithm is
much faster than the naive algorithm, but it “misses” a lot possible multiples
and needs bigger matrix G.

Now we will present some new properties for this algorithm. The first round
of the algorithm is similar to the well known search algorithm in [5] for finding
equations of the type coug +cru1 +...+cp—_1up—1 = u; +u;. From this paper we
have that the expected number of equations m is given by m; = n(n—1)/2!= 51,
When n is large we can approximate m; by

n2

E(m) = 9l—Bi+1"

(16)

Since the algorithm is iterative we can use (16) again for the next round and we
2
have E(msg) = 231T§2+1 = 22,,311[:52”. Generally for each round i we will have

2
my_q

E(mz) - 9Bi—1—Bi+1 (17)
for Bp =1 and mg = N.

The iterative search algorithm has complexity O(Z::_Ol mglogm,;) since we
have to sort the matrices G, Gs..., G,.. Thus, it is not the complexity that limits
the algorithm, but the memory. Given an polynomial g(z) of degree I, we will
now present a bound for needed memory for finding a multiple h(z) of weight
w=2".

Assume that we have a computer with Tie,, memory units and that one col-
umn in G; takes up one memory unit. Then it will be natural to use a column G
of the maximum size Tem X [. To use the memory most efficiently, we will try
find around m; = Tyem sums in each round 4, that is G; = Tiwem * B;—1. Thus
we can set N = my = ... = my—1 = Tem. We just need find one multiple,
so m, = 1. Setting these restriction we can now give an easy expression for how
much memory that is needed to find a multiple of weight w = 2" of g(z) of
degree [.
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Theorem 2. Given a primitive polynomial g(x) of degree I, and r + 1 divides
r + 1, the expected amount of memory needed to find a weight w = 2" multiple
h(zx) of g(x) using the iterative search algorithm is

rl

Tmem(lu,'r) = 2rt1, (18)

with By =i+1—it, 1<i<r—1, B, =0.

Proof. From equation (17) we have these formulas for mq, ..., m,:

’I’L2

M1 = g1-By+1
_omi
M2 = 9B,-By+1

We require that m; = ms = ... = my—1 = n = Them, and m, = 1. We solve
2 .
n=m1 = ,_'5 41, in respect to By and get

By =1+1—logn. (19)
We use equation (17) and solve n = ZBi_?jBﬁl in respect to B; and get
B; = B;_1+1—1logn. (20)
Using (20) together with By, we get this expression for B; :

B; =i+ 1 — ilogn. (21)

Next we solve m, = 1, that is BT_?fB,,,H = 1. Solving in respect to n and

2
putting in (21) for i = r — 1 and setting B, = 0, we get n = 2 1. The algorithm
require that all the B;’s are integers. This will only be the case then we can set
n = 2%, for some x. If we want the expression to be exact, we get the requirement
that x = ;_ﬁ must be an integer. Thus r 4+ 1 must divide r + [.

The theorem does not give a guarantee for finding a equations, it just say that
we are expected to find one equation. Thus, in practical searches we may use
around twice as many bits to assure success.
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Abstract. In 1985 Siegenthaler introduced the concept of correlation
attacks on LFSR based stream ciphers. A few years later Meier and
Staffelbach demonstrated a special technique, usually referred to as fast
correlation attacks, that is very effective if the feedback polynomial has
a special form, namely, if its weight is very low. Due to this seminal result,
it is a well known fact that one avoids low weight feedback polynomials
in the design of LFSR based stream ciphers.

This paper identifies a new class of such weak feedback polynomials,
polynomials of the form f(z) = g1(z) + ga(x)z™ + ... + ge(x)x™Mi-1,
where g1, 9g2,...,g: are all polynomials of low degree. For such feedback
polynomials, we identify an efficient correlation attack in the form of
a distinguishing attack.

1 Introduction

Stream cipher design and cryptanalysis are topics that have received lots of
attention recently, due to new interesting designs that are very fast in software,
see e.g. [3, 8, 20, 10, 13] and many others. One way to design a stream cipher is
to use a Linear Feedback Shift Register (LFSR) sequence as input to a nonlinear
function. The shift register is initialized using a short random string and the
output from the cipher is a much longer string that has many random like
properties. But the LFSR output is linear and in some way the linearity of the
sequence must be destroyed through some nonlinear process.

Different attacks can be used to attack the nonlinear part of a cipher. A pop-
ular topic lately has been algebraic attacks [5, 6]. These attacks can be mounted
if the nonlinear function gives rise to a large system of equations containing
equations of low degree. A different attack is to use the correlation between the
input and the output of the nonlinear function.

In 1985 Siegenthaler introduced the concept of correlation attacks on LFSR
based stream ciphers. His basic idea was to perform a divide-and-conquer attack
by exploring the correlation between the output sequence of the generator and
the output sequence of one individual LFSR (assuming a nonlinear combination
generator).

A few years later Meier and Staffelbach demonstrated a special technique,
usually referred to as fast correlation attacks [17]. This attack is very effective
if the feedback polynomial has a special form, namely, if its weight is very low.

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 127-142, 2004.
© International Association for Cryptologic Research 2004
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The ideas resemble a lot so-called iterative decoding of error correcting codes,
for example low density parity check codes. Since then, many ideas concerning
fast correlation attacks have been presented, see e.g. [1, 2, 14, 15, 19, 11]. Due to
this seminal result, it is a well known fact that one avoids low weight feedback
polynomials in the design of LFSR based stream ciphers.

This paper identifies a new class of such weak feedback polynomials, namely,
polynomials of the form

f@) = g1(@) + g2(x)a™ + ...+ ge(a)z™,

where g1, go, . .., g; are all polynomials of low degree. For such feedback polyno-
mials, we identify an efficient correlation attack in the form of a distinguishing
attack.

In a distinguishing attack the key is not recovered, instead one tries to dis-
tinguish an observed keystream from a truly random stream. This attack is not
as powerful as the key recovery attack, in which one finds the key that cor-
responds to the plaintext and the ciphertext. Whereas most previous work on
correlation attacks have been focused on key recovery attacks, more recent work
in cryptanalysis of stream ciphers have, to a large extent, been concerned with
distinguishing attacks, see e.g. [9, 4].

It should also be noted that a distinguishing attack can sometimes be turned
into a key recovery attack, in a similar way as for block ciphers.

The results of the paper are as follows. For the new class of such weak feed-
back polynomials, given above, we present an algorithm for launching an efficient
fast correlation attack. The applicability of the algorithm is twofold.

Firstly, if the feedback polynomial is of the above form with a moderate
number of polynomials ,g;, the new algorithm will be much more powerful than
applying any previously known (like Meier-Staffelbach) algorithm. This could
be interpreted as feedback polynomials of the above kind should be avoided in
designing new LFSR based stream ciphers.

Secondly, for an arbitrary feedback polynomial, a standard approach is to
search for low weight multiples of the feedback polynomial and then to apply
the Meier-Staffelbach approach to fast correlation attacks using a low weight
multiple. We can do the same and search for multiples of the feedback polynomial
that have the above form. It turns out that this approach is in general less
efficient than searching for low weight polynomial, but we can always find specific
instances of feedback polynomials where we do get an improvement.

The remaining parts of the paper are presented as follows. In Section 2 we
give the basic preliminaries for the attack. In Section 3 we discuss how a basic
distinguishing attack is mounted and in Section 4 we expand this attack by
using vectors with noise variables. In Section 5 we give the consequences when
tweaking the different parameters of the attack. Section 6 discusses the problem
of finding a multiple of the characteristic polynomial. In Section 7 we compare
our attack to the basic attack and in Section 8 we give our conclusions.
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LFSR BSC
1 —
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Sn P Zn
x > >
g(z) »
1 L_p ™

Fig. 1. Model for a correlation attack

2 Preliminaries

The model used for the attack is the standard model for a correlation attack,
illustrated in Figure 1. For a more detailed description of this model we refer to,
for example, [17]. The target stream cipher uses two different components, one
linear and one nonlinear. The linear part is a LFSR and the nonlinear part can
be modeled as a black box. One often illustrates the correlation attack scenario
through the class of nonlinear combining generators, although it is applicable to
the more general case described above. See for example [18].

It is common to view the problem of cryptanalysis as a decoding problem. The
nonlinear function can then, through a linear approximation, be seen as a binary
symmetric channel (BSC) with crossover probability p (correlation probability
1 —p) with p # 0.5.

The output bits from the LFSR are denoted s,, n = 1,2,..., and the
keystream bits are denoted z,, n = 1,2, .. .. From the BSC it follows immediately
that P(s, = z,) = 1—p # 0.5. Assuming a known plaintext attack, the problem
of ours is the following. Given the observed keystream sequence z = 21, 22 . .. 2z,
we want to distinguish the keystream from a truly random process. If P, is the
distribution induced by the cipher and P is the uniform distribution, we try to
determine if the underlying distribution D for the samples that we observe (z,,
n=1,2,...) is more likely to be Py or P.

Example: We will here give an example in which such distinguishing attacks
can be useful. Assume that the people in a small country are going to vote in a
referendum. Alice is going to send her vote as a ciphertext ¢ = m + z, where m
is the vote and z is the keystream. Now assume that there are two possible ways
to vote, either m = m® or m = m®, and that both of them include some
large amount of data (e.g they are both pictures).

The attacker Eve, who can listen to the channel, receives the ciphertext c.
He makes the guess that Alice voted m(?). Eve then adds m™ to the received
ciphertext and depending on whether he made the right or wrong guess he gets

72=c+m® = z correct guess
B T 1m® +m® +z wrong guess -
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If the guess was incorrect the result is a random sequence, assuming that m®) +
m® is random. Hence if we apply a distinguisher to the vector z, Eve can
determine how Alice voted.

2.1 Hypothesis Testing

In this section we give a brief introduction to binary hypothesis testing. The
task of a binary hypothesis test is to decide which of two hypotheses Hy or H;
is the explanation for an observed measurement. Statistics provides methods to
determine how many output symbols that are needed to make a correct decision
and also how to carry out the actual hypothesis test. These two parts will be
explained in the following.

Assume that we have a sequence of m independent and identically distributed
(i.i.d.) random variables X1, Xo,..., X,, over an alphabet X. Its distribution
is denoted D(z) = Pr(X; = z), 1 < i < m and the sample values obtained
in an experiment are denoted X = x1,Ta,...,T,. We have the two hypotheses
Hy: D =PFyand Hy : D = Py, where Py and P; are two different distributions.
To distinguish between the two hypotheses, one defines a decision function, ¢ :
™ — {0,1}. ¢(x) = 0 implies that Hy is accepted and ¢(x) = 1 implies that H;
is accepted.

Two probabilities of error are associated with the decision function,

a = P(¢(x) = 1|Hy is true) )
B = P(¢(x) = 0|H, is true).

Let Hg be the hypothesis that the distribution D is induced by the cipher and
let Hy be the hypothesis that D is uniform.

The overall probability of error, P., can be written as a weighted sum over
«a and (3, i.e., P. = mpa + m 8, where g and w1 are the a priori probabilities of
the two hypotheses. An important asymptotic result is the following,

P, a2 27 mC 0. 1) (2)

when m is large. The variable C(Py, P1) is the Chernoff information between
distributions Py and P;. The Chernoff information is obtained through

C(Po, P) = — min log, (Z(%(@)A(a(@)l”) . (3)

0<A<1
zeX

It can be difficult to determine the exact value of A but by picking just any value,
e.g. A = 0.5, it is possible to obtain a lower bound of the Chernoff information
and hence, an upper bound of P,. By using (2), the number of samples needed
to distinguish Py and P; can be calculated for any error probability.

We also need to know how to perform the hypothesis test. The Neyman-
Pearson lemma tells us how to carry out the actual test when we have a sequence
of samples.
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Lemma 1. (Neyman-Pearson lemma) Let X1, Xo, ..., X,, be drawn i.i.d. ac-
cording to mass function D. Consider the decision problem corresponding to the
hypotheses D = Py vs. D = Py. For T > 0 define a region

PO(.Tl,.TQ,...,ZL’m)
A (T) = T;.
( ) {Pl(.Tl,.TQ,--.,xm) - }

Let ap, = Py (AS(T)) and By = P"(Am(T)) be the error probabilities corre-
sponding to the decision region A,,. Let B,, be any other decision region with
associated error probabilities o and 3*. If a* < «, then 3* > 3.

This tells us that the region A, (T that is determined by ﬁggg > T, is the one

that jointly minimizes o and (. In the hypothesis test we want « and (3 to be
equal and hence T" = 1. With the assumption that all z,, are independent we
can rewrite the Newman-Pearson test using 2-logarithms. This gives us the test

Py(x1, 22, ..., Tm) - < PO(xn))
>1 = lo >0. 4
P1($171'27"~7xm) 7; g2 Pl(xn) ( )

The ratio in (4) is called a log-likelihood ratio, and the test is thus called a log-
likelihood test.

This was a very brief overview of some tools that will be useful for us. For
a more thorough treatment of hypothesis testing, we refer to any textbook on

7

the subject, e.g. [7].

3 A Basic Distinguishing Attack
from a Low Weight Feedback Polynomial

We start our investigation by simplifying the Meier-Staffelbach approach and
turn their original ideas into a distinguishing attack.

Referring to the assumed model (Figure 1), the observed keystream output
is considered as a noisy version of the sequence from the LFSR,

Zn = Sp + €n, (5)

where e,, n = 1,2,..., are variables representing the noise introduced by the
approximation. The noise has a biased distribution

Ple, =0)=p=1/2+¢,

where ¢ is usually rather small. The recursive computation of s,, is linear, and for
a LFSR the computation of s,, will depend on the characteristic polynomial of the
LFSR. The recurrence can be written as s,, = Zle ¢jSn—j where L is the LFSR
length and ¢j, j = 1,2,..., are some known constants. By introducing ¢y = 1
the recurrence above can be put into the form

L
chsn,j =0, n=>j.
§=0



132 Hakan Englund et al.

By adding the corresponding positions in z we can get all s, canceling out.
What remains is just a sum of independent noise variables. In more detail, let

us introduce
L
Ty = E CjZn—j-
=0

Then z,, = Zf:o CjZn—j = Zf:o CjSn—j + Zf:o Cj€n—j = Zf:o Cj€n—j. Since
the distribution of e, is nonuniform it is possible to distinguish the sample
sequence xn, n = 1,2,..., from a truly random sequence. If we assume the
binary case (all variables are binary), the sum of the noise will have a bias which
according to the piling-up lemma [16] can be expressed as follows,

L
P> cjenj=0)=1/242""e", (6)
j=0
where w is the weight of (co, c1,...,cr). We also know that the required number

of samples is in the order of 1/(2%~1e¥)2.

In this paper we choose to use, however, the Chernoff information as a mea-
sure of the distance between two distributions, as described in Section 2.1. If we
consider the binary case above, the expression for the Chernoff information in
equation (3) becomes

1 1 1 1
C(Py, P1) > —log, <\/<2 —1-2“’—16“’) 5 + \/<2 — 2w—1gw) 2) .

In Table 1 in appendix we give the number of samples needed for some different w
values. In the table we use ¢ = 0.1 and € = 0.01.

Note that the ideas behind this simple attack has appeared in many attack
scenarios before, even if it might not have been described exactly in this con-
text before. We see that the weight of the characteristic polynomial is directly
connected to the success of the attack.

4 A More General Distinguisher with Correlated Vectors

As we have seen in the previous section, low weight polynomials are easily at-
tacked, but when the weight grows so does the required length and complexity
(exponentially). At some point we argue that the attack is no longer realistic,
or it might require more than an exhaustive key search. In this section we now
describe a similar but more general approach that can be applied to another set
of characteristic polynomials.

Consider a length L LFSR with characteristic polynomial

f(@) = fo+ fiz+ for® + faxd + ... frat,
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where f; € Fy. We try to find a multiple, a(x), of the characteristic polynomial
so that this polynomial can be written as

a(z) = f(2)h(z) = g1(x) + M g2(2), (7)

where ¢1(x) and g2(x) are polynomials of some small degree < k. It is possible
that f(z) is already on the form (7), then h(z) = 1. In the sequel we assume
that such a polynomial a(z) of the above form is given.

This will correspond to a shift register for which the taps are concentrated
to two regions far away from each other. The linear recurrence relation can then
be written as the two sums

k k

> Snyiti+ Y Sniaryiaa; =0, (8)

=0 =0

where s, is the nth output bit from the LFSR and a;, i = 0,1,..., are the
coefficients in the characteristic polynomial a(z). We now consider the standard
model for a correlation attack where the output of the cipher is considered as
a noisy version of the LFSR sequence z, = s, + e,. The noise variables e,, is
introduced by the approximation of the nonlinear part of the cipher. Further-
more, the biased noise has distribution P(e, = 0) = 1/2 + ¢, and the variables
are pairwise independent, i.e., P(e;,e;) = P(e;)P(e;), Vi # j.
Let us introduce the notation @, to be the sum

k k k k
Qn =) ZntiCi+ Y ZnyMpiOM4i = Y €nyiGi+ D CnpMriarti-  (9)
i=0 =0 =0 i=0

This can also be written as

QO:e[o?k]'gl—i_e[M?M—i_k]'g%
Qr=c¢e[l,k+1]-g1+e[M+1,M+k+ 1] go,

On-1=€e[N=1,N+k—-1]-g1+e[M+ N -1, M+ N+k—1]ga,

if we introduce e[i,j] = (es,...,e;) for i < j and g1 = (91,0,91,15---,91,6) 7
where ¢1,;, 7 =0,1,...,k are the coefficients of the g;(z) polynomial. A corre-
sponding notation is assumed for go.

The noise variables (e, n = 1,2,...) are independent but ); values that are
close to each other will not be independent in general. This is because of the fact
that several @); will contain common noise variables. We can take advantage of
this fact by moving to a vector representing the noise as follows.

Introduce the vectorial noise vector E,, of length IV as

E, = (QN-TL?"'?QN(TH-l)—l)' (10)
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Alternatively, E,, can be expressed as

E, = (eNms s eNmt1)+k—1) - G1 + (eNny My -+ s Nt 1)+ Mk—1) - G2, (11)

where G and G2 are the (N + k) x N matrices

g1,0 92,0
g1,1 91,0 92,1 g2.0
Gl _ . . 91,0 and G2 _ . . 92’0
91,k 91,k—1 - -- 91,1 92,k 92,k—1 - - g2,1
91,k : 92,k :
91,k 92,k

The remaining pieces to complete the distinguishing attack for the assumed

polynomial are obvious. To prepare the attack, we derive the distribution of

the E, noise vector given in (11). This can be easily done for small polynomial

degrees, since we know the distribution of the noice. This calculation results in

a distribution which we denote by Py. Our aim is to distinguish this distribution

from the truly random case, so by P; we denote the uniform distribution.
When performing the attack, we collect a sample sequence

QOanaQQa"'vQB

by Q. = Z?:o Zn4iQ; + Zf:o Zn+M+i0M+i- This sample sequence is then trans-
formed into a vectorial sample sequence Ey, E1,...,Ep by E, = (Qnon,---
QN(n+1)-1)-

The final step is to use optimal (Neyman-Pearson) hypothesis testing to
decide whether Ey, E1,. .., Ep/ is most likely to come from distribution P, or P;.
This proposed algorithm is summarized in Figure 2.

The performance of the algorithm depends on the polynomials, g;, that are
used. Figure 4 shows an example of how the number of vectors required for
a successful attack depends on the vector length for a certain combination of

)

1. Find multiple.
2. Fort=0...B
Qu=3r_ ) ziyiai + X8 zepmrianiti
end for.
3.Forn=0...B
En = (QN”H ey QN(n+1)—l)
end for.

4. Calculate I = "7 <10g2 PO(E'H.>> ‘

n=0 Py (En)
If I > 0 then output cipher, else output random.

Fig.2. Summary of proposed algorithm
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20 I I I I I I
2 4 6 8 10 12 14

Fig. 3. The number of vectors needed as a function of the vector length N. In this
example g1(z) =1+ 2 +2° + 2% and g2(z) = 1+ + 27 + 2°

two polynomials. N = 1 corresponds to the basic approach and we see that
increasing the vector length will decrease the number of vectors needed. Note
that g1 (z) and go(z) are just two examples of what the polynomials might look
like, they do not represent a multiple of any specific primitive polynomial.

Finally, we note that we may generalize our reasoning with two groups to al-
low finding a multiple of arbitrarily many groups. Expression (7) for the multiple
then becomes

a(z) = h(z)f(z) = g1(2) + 2™ ga(2) + ... + 2™ 1 gy (2), (12)

where g¢;(z) is a polynomial of some small degree < k, and M; < My < ... <
M;_1. It is clear that when ¢ grows it is easier to find multiples of the charac-
teristic polynomial with the desired properties. But it is also clear that when ¢
grows, the attack becomes weaker.

This distinguishing attack that we propose may be mounted on ciphers using
a shift register where “good” multiples easily can be found. Ciphers using a poly-
nomial where many taps are close together might be attacked directly without
finding any multiple. This attack may be viewed as a new design criteria, one
should avoid LFSRs where multiples of the form (7) are easily found.

5 Tweaking the Parameters in the Attack

We have described the new attack in the previous section. We now discuss how
various algorithmic parameters effect the results.

5.1 How g;(x) Effects the Results

Since the vectors E, are correlated it is intuitive that the forms of g;(z) will
effect the strength of the attack. Some combinations of polynomials will turn
out to be much better than others.

We have tested a number of different polynomials g;(z) in order to find a set
of rules describing how the form of the polynomials effects the result. A definite
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rule to decide which polynomials are best suited for the attack is hard to find.
Some basic properties that characterizes a good polynomial can be found. The
parameters that determine how a polynomial will effect the distribution of the
noise vectors are the following.

— The weight of the polynomial. A small weight means that the we have a small
number of noise variables and hence, a large bias. And a large weight means
many noise variables and therefore a more uniform noise distribution.

— Arrangement of the terms in a polynomial. This is the same as the arrange-
ment of the taps in the LFSR. If there are many taps close together, the
corresponding noise variables will occur more frequently in the noise vector.
This will significantly effect the distribution of the noise vectors.

Since M; is typically large, all polynomials g;(x) can be considered indepen-
dent. Their properties will have the same influence on the total result. However,
the polynomials are combined to form the distribution. This combination is just
a variant of the piling-up lemma so it is obvious that the total distribution is
more uniform than the distribution of the individual polynomials. Depending on
the form of the individual polynomials, the resulting distribution becomes more
or less uniform. Some combinations are “better” than others. An example of this
can be found in Figure 4 in the appendix.

5.2 Vector Length

The length of the vectors, denoted N impacts the effectiveness of the algorithm.
The idea of using N larger than one is that we can get correlation between
the vectors. Every time we increase N by 1 we will also increase the Chernoff
information. Recalling (2), we see that increasing the Chernoff information means
that we will decrease the number of vectors needed for our hypothesis test. The
Chernoff information is however not a linear function of N. Depending on the
form of the polynomials the increase can be much higher for some N than for
others. The computational complexity is also higher when N gets higher since
each vector have 2V different values. The downside is that the complexity of the
calculations increase with increasing N. So there is trade off between the number
of samples needed and the complexity of the calculations. The largest gain in
Chernoff information is usually achieved when going from N =i to N =i+ 1
for small 7. This phenomenon can be seen in Figure 5 in the appendix.

5.3 Increase the Number of Groups

As we will show in Section 6.2, it is much easier to find a multiple if we allow
the multiple to have more groups than just two. The drawback is that the dis-
tribution will become more uniform if more groups are used. This is similar to
the binary case in which more taps in the multiple will cause a less biased dis-
tribution. The difference is that there is no equivalence to equation (6) for how
much more uniform the distribution will be when having many groups, since this
depends a lot on the polynomials used.
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6 Finding Multiples of the Characteristic Polynomial
of a Desired Form

We have many times assumed that a multiple of the feedback polynomial has
a certain form. Here we briefly look at the problem of finding multiples of a cer-
tain form.

6.1 Finding Low Weight Multiples

According to the piling up lemma (6), the distribution becomes more uniform if
the polynomial is of a high weight. Therefore, the first step in a correlation attack
is to find a multiple that has a low weight. The multiple will produce the same
sequence so the linear relation that describes the multiple will also satisfy the
original LFSR sequence. There exist easy and efficient ways of finding a multiple
of a given weight. The number of bits needed to actually start the attack depends
on the degree of the multiple, which in turn depends the weight of the same. If
we want to find a multiple of weight w of a polynomial that has degree L it can
be shown [12] that the degree M of the multiple will be approximately:

M > 2w5r, (13)

In Table 2 in the appendix the result of this equation is listed for a LFSR of
length 100 and a LFSR of length 1000.

6.2 Finding Multiples with Groups

Say that we want to find a multiple of the form

a(z) = h(z)f(z) = g1(x) + &M g2(2),

where f(z) is the characteristic polynomial of the cipher. The degree of f(x)
is L. This can be found by polynomial division. Assume that we have a go(x)
of degree smaller than k. We then multiply this polynomial with z’. The result
is divided by the original LFSR-polynomial. This gives us a quotient g(x) and
a remainder r(z).

2'ga(x) = f(x) - q(x) +r(2).
We have 2* different gs(x)-polynomials and i can be chosen in M different ways.
The remainder r(z) from the division is a polynomial with 0 < deg(r(z)) < L.
If r(z) has degree < k we have found an acceptable g(z). The probability of
finding a polynomial of maximum degree k is P(deg(g2(z)) < k) = 2F~L. If we
would like it to be probable that we find at least one such polynomial, we need
2k:

2’“.M.2L21 = M >2t72k (14)
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Examining the result in (14) we see that for modest values of k the length of the
multiple will become quite large. Therefore we extend our reasoning to the case
with arbitrarily many groups, then we have a multiple of the form

a(z) = h(2)f(z) = g1(2) + 2™ ga(2) + ... + 2™ gy (2).

If we use the same reasoning as above we receive a new expression

k

2 —t
M2 My 2 My 21 s MZ2 (1)

where it is assumed that My, Ms, ..., M; 1 < M. This gives us an upper bound
on all M;.

In (15) we see that by using larger values of ¢, i.e., more groups, we can lower
the length of the multiple. One has to bear in mind though that a larger ¢, as
stated in Section 5.3, will usually effect the Chernoff information in a negative
way (from a cryptanalyst point of view). In Table 3 in the appendix we list some
values on M needed to find a multiple, for some values of & and t.

7 Comparing the Proposed Attack
with a Basic Distinguishing Attack

The applicability of our algorithm is twofold. Firstly, if the characteristic poly-
nomial is of the form f(x) = g1(z) + ga(x)x™Mr + ... + g¢(z)zMe=1. Applying the
basic algorithm to those LFSRs without finding any multiple first will be equiv-
alent to applying our algorithm with IV = 1. Since our algorithm has the ability
to have vectors with noise variables (N > 1), it will be a significant improve-
ment over the basic algorithm. Using the basic algorithm without first finding
a multiple is naive, but if the length L of the LFSR is large the degree of the
low weight multiple will also be large, see (13). So if f(z) is of high degree then
our algorithm can be more effective.

Our algorithm can also be applied to arbitrary characteristic polynomials.
Then the approach is to first find a multiple of the polynomial that is of the
form f(z) = g1(x) + go(2)2™* + ...+ g¢(x)zM:=1 and then apply the algorithm.
By comparing the two equations (13) and (15) we see that it is not much harder
to find a polynomial of some weight w than it is to find a polynomial with the
same number of groups. Tables showing the corresponding M can be found in
the appendix. Although our algorithm takes advantage of the fact that the taps
are close together, it is still not enough to compensate for the larger amount
of noise variables. In this case the proposed attack will give improvements only
for certain specific instances of characteristic polynomials, e.g., those having
a surprisingly weak multiple of the form f(z) = g1(z) + g2(z)z™* but no low
weight multiples where the weight is surprisingly low.

8 Conclusion and Future Work

Through a new correlation attack, we have identified a new class of weak feedback
polynomials, namely, polynomials of the form f(x) = gi(x) + go(z)2™* + ... +
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gi(z)zMe=1 where g1, go, . . ., g¢ are all polynomials of low degree. The correlation
attack has been described in the form of a distinguishing attack. This was done
mainly for simplicity, since the theoretical performance is easily calculated and
we can compare with the basic attack based on low weight polynomials.

The next step in this direction would be to examine the possibility of turning
these ideas into a key recovery attack. This could be done in a similar manner
as the Meier Staffelbach approach. For example, we could try to derive many
different relations (multiples) and apply some iterative decoding approach in
vector form. The theoretical part of such an approach will probably be much
more complicated.

References

[1] A. Canteaut, M. Trabbia. Improved fast correlation attacks using parity-check
equations of weight 4 and 5. Advances in Cryptology-Eurocrypt’2000, volume 1807
of Lecture Notes in Computer Science, pages 573-588. Springer-Verlag, 2000. 128

[2] V. Chepyzhov, T. Johansson, B. Smeets. A simple algorithm for fast correlation
attacks on stream ciphers. Advances in Cryptology-FSE’2000, volume 1978 of Lec-
ture Notes in Computer Science, pages 181-195. Springer-Verlag, 2001. 128

[3] D. Coppersmith, S. Halevi and C. S. Jutla. SCREAM: a software efficient stream
cipher. In J. Daemen and V. Rijmen, editors, Advances in Cryptology-FSE’2002,
volume 2365 of Lecture Notes in Computer Science, pages 195-210. Springer-
Verlag, 2002. 127

[4] D. Coppersmith, S. Halevi and C.S. Jutla. Cryptanalysis of stream ciphers with
linear masking. In M. Young, editor. Advances in Cryptology-Crypto’2002, volume
2442 of Lecture Notes in Computer Science, pages 515-532. Springer-Verlag, 2002.
128

[5] N. Courtois and Josef Pieprzyk. Cryptanalysis of block ciphers with overdefined
systems of equations. Advances in Cryptology-Asiacrypt’2002, volume 2501 of Lec-
ture Notes in Computer Science, pages 267-287. Springer-Verlag, 2002. 127

[6] N. Courtois and W. Meier. Algebraic attacks on stream ciphers with linear feed-
back. Advances in Cryptology-Eurocrypt’2003, volume 2656 of Lecture Notes in
Computer Science, pages 345-359. Springer-Verlag, 2003. 127

[7] T. Cover and J.A. Thomas. Elements of information theory. Wiley series in
telecommunication. Wiley, 1991. 131

[8] P. Ekdahl and T. Johansson. A new version of the stream cipher SNOW. In K.
Nyberg and H. Heys, editors. Selected Areas in Cryptography-SAC 2002, volume
2595 of Lecture Notes in Computer Science, pages 47-61. Springer-Verlag, 2003.
127

[9] P. Ekdahl and T. Johansson. Distinguishing attack on SOBER-t16 and SOBER-
t32. In J. Daemen and V. Rijmen, editors. Advances in Cryptology-FSE’2002, vol-
ume 2365 of Lecture Notes in Computer Science, pages 210-224. Springer-Verlag,
2002. 128

[10] N. Ferguson, D. Whiting, B. Schneider, J. Kelsey, S. Lucks and T. Kohno. He-

lix: Fast Encryption and Authentication in a Single Cryptographic Primitive. In
T. Johansson, editor, Advances in Cryptology-FSE’2003, volume 2887 of Lecture
Notes in Computer Science, pages 330-346. Springer-Verlag, 2003. 127



140 Hakan Englund et al.

[11] J.D. Goli¢. Intrinsic statistical weakness of keystream generators. Advances in
Cryptology-Asiacrypt’94, volume 917 of Lecture Notes in Computer Science, pages
91-103. Springer-Verlag, 1995. 128

[12] J.D. Goli¢. Computation of low-weight parity-check polynomials. Electronic Let-
ters, 32(21):1981-1982, October 1996. 137

[13] P. Hawkes and G. Rose. Primitive specification and supporting documentation
for SOBER-t32 submission to NESSIE. In Proceedings of First Open NESSIE
Workshop, 2000. 127

[14] T. Johansson, F. Jonsson. Improved fast correlation attacks on stream ciphers via
convolutional codes. Advances in Cryptology-FEurocrypt’99, volume 1592 of Lecture
Notes in Computer Science, pages 347-362. Springer-Verlag, 1999. 128

[15] T. Johansson, F. Jonsson. Fast correlation attacks based on turbo code techniques.
Advances in Cryptology-Crypto’99, volume 1666 of Lecture Notes in Computer
Science, pages 181-197. Springer-Verlag, 1999. 128

[16] M. Matsui. Linear cryptanalysis method for DES cipher. In T. Helleseth, editor,
Advances in Cryptology-Eurocrypt’93, volume 765 of Lecture Notes in Computer
Science, pages 386-397. Springer-Verlag, 1994. 132

[17] W. Meier and O. Staffelbach. Fast correlation attacks on stream ciphers. Advances
in Cryptology-Eurocrypt’88,volume 330 of Journal of Cryptology,pages 310-314.
Springer-Verlag, 1988. 127, 129

[18] A. Menezes, P. van Oorschot and S. Vanstone. Handbook of Applied cryptography,
CRC Press, 1997. 129

[19] M. Mihaljevic, M. Fossorier and H. Imai. A low-complexity and high-performance
algorithm for the fast correlation attack. Advances in Cryptology-FSE’2000, vol-
ume 1978 of Lecture Notes in Computer Science, pages 196-212. Springer-Verlag,
2001. 128

[20] D. Watanabe, S. Furuya, H. Yoshida, K. Takaragi and B. Preneel. A new
keystream generator MUGI. In J. Daemen and V. Rijmen, editors, Fast Soft-
ware Encryption 2002, volume 2365 of Lecture Notes in Computer Science, pages
179-194. Springer-Verlag, 2002. 127

A Tables and Figures

The appendix contains some tables and figures that can be used to compare
some different parameters discussed in the paper. Table 1 shows the number of
samples needed to distinguish a sequence from random in the basic binary case.
The result is given for two different . Table 2 shows the expected degree of
the multiple of f(z) in the basic distinguishing attack, where w is the weight
of the polynomial to be found and L is the length of the LFSR. Table 3 shows
the corresponding values for our attack, where ¢ denotes the number of groups
and k the maximum number of taps allowed in each polynomial. The degree of
the multiple is the same as the amount of plaintext needed before the actual
attack can start.
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Table 1. Number of samples needed for some different w in the binary case for € = 0.1
and £ = 0.01. The number of vectors needed is calculated as o Pé P

3 4 5 6 7 8 9 10 11 12 13 14 15 16
ce=0.1 216.4 221 22547 230.3 235 23946 244.3 248.9 25346 258.2 262.8 26745 27241 276.8

c=0.01 2363 2476 25849 2702 2815 29248 2104 2115 2127 2138 2149 2160 2172 2183

Table 2. The degree M of the multiple as a function of L and w

2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

L =100 2100 250 233 220 220 217 214 2123 211 210 29 28 28 27 27
L = 1000 21000 2500 2333 2250 2200 2167 2143 2125 2111 2100 291 283 277 271 267

Table 3. The degree M of the multiple as a function of k and ¢ for L = 100
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Abstract. In this paper we study the minimum distance between the
set of bent functions and the set of 1-resilient Boolean functions and
present a lower bound on that. The bound is proved to be tight for
functions up to 10 input variables. As a consequence, we present a strat-
egy to modify the bent functions, by toggling some of its outputs, in
getting a large class of 1-resilient functions with very good nonlinear-
ity and autocorrelation. In particular, the technique is applied upto 12-
variable functions and we show that the construction provides a large
class of 1-resilient functions reaching currently best known nonlinearity
and achieving very low autocorrelation values which were not known
earlier. The technique is sound enough to theoretically solve some of the
mysteries of 8-variable, 1-resilient functions with maximum possible non-
linearity. However, the situation becomes complicated from 10 variables
and above, where we need to go for complicated combinatorial analysis
with trial and error using computational facility.

Keywords: Autocorrelation, Bent Function, Boolean Function, Non-
linearity, Resiliency

1 Introduction

Construction of resilient Boolean functions with very good parameters in terms
of nonlinearity, algebraic degree and other cryptographic parameters has received
lot of attention in literature [15, 16, 18, 19, 8, 21, 2, 3]. In [17, 7], it had been
shown how bent functions can be modified to construct highly nonlinear balanced
Boolean functions. A recent construction method [12] presents modification of
some output points of a bent function to construct highly nonlinear 1-resilient
function. A natural question that arises in this context is “at least how many bits
in the output of a bent function need to be changed to construct an 1-resilient
Boolean function”. The answer of this question gives the minimum distance
between the set of bent functions and the set of 1-resilient functions. We here
try to answer this question and show that the minimum distance for n-variable

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 143-160, 2004.
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functions is

dBR,(1) > 2271 42 [(T +1E =3, (7)) + X Z(T;)—‘,

n—r—1

where 7 is the integer such that > o (7) < 2271 +1 < Z:iol (") is satis-
fied. We also show that this result is tight for n < 10. The immediate corol-
lary is the construction of 1-resilient Boolean functions with nonlinearity >
2n=1—22-1 _dBR, (1) and maximum absolute value of autocorrelation spectra
< 4dBR,(1). Interestingly, it is possible to get 1-resilient functions with better
nonlinearity and autocorrelation than these bounds. In particular, we concen-
trate on construction of 1-resilient Boolean functions up to 12-variables with
best known nonlinearity and autocorrelation. Throughout the paper we consider
the number of input variables (n) is even.

The bent functions chosen in [12, Section 3] use the concept of perfect non-
linear functions and one example function each for 8,10 and 12 variables were
presented. However, it is not clear how a generalized construction of such bent
functions can be achieved in that manner. We here identify a large subclass of
Maiorana-McFarland type bent functions which can be modified to get 1-resilient
functions with currently best known parameters. Further our construction is su-
perior to [12] in terms of number of points that need to be toggled (we need less
in case of 10, 12 variables), the nonlinearity (we get better nonlinearity for 12
variables) and autocorrelation (we get 1-resilient functions with autocorrelation
values that were not known earlier for 10, 12 variables).

1.1 Preliminaries

A Boolean function on n variables may be viewed as a mapping from {0,1}"
into {0,1}. A Boolean function f(z1,...,zy) is also interpreted as the output
column of its truth table f, i.e., a binary string of length 2",
f=1f00,0,---,0), f(1,0,---,0), f(0,1,---,0),..., f(1,1,---,1)].

The Hamming distance between two binary strings Si,S2 is denoted by
d(Sy, S2), ie., d(S1,S52) = #(S1 # S2). Also the Hamming weight or simply
the weight of a binary string S is the number of ones in S. This is denoted by
wt(S). An n-variable function f is said to be balanced if its output column in
the truth table contains equal number of 0’s and 1’s (i.e., wt(f) = 2"~1).

Denote addition operator over GF(2) by @. An n-variable Boolean function
f(z1,...,x,) can be considered to be a multivariate polynomial over GF'(2). This
polynomial can be expressed as a sum of products representation of all distinct k-
th order products (0 < k < n) of the variables. More precisely, f(z1,...,z,) can
be written as

ag D @ a;T; D @ AijT;T; D ... B aA12. . nT1T2 ... Ty,
1<i<n 1<i<j<n

where the coefficients ag, aij,...,a12..» € {0,1}. This representation of f is
called the algebraic normal form (ANF) of f. The number of variables in the
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highest order product term with nonzero coefficient is called the algebraic degree,
or simply the degree of f and denoted by deg(f).

Functions of degree at most one are called affine functions. An affine function
with constant term equal to zero is called a linear function. The set of all n-
variable affine (respectively linear) functions is denoted by A(n) (respectively
L(n)). The nonlinearity of an n-variable function f is

nl = min d(f,g),
(= min d(f.9)
i.e., the distance from the set of all n-variable affine functions.
Let x = (z1,...,2,) and w = (w1, ...,wy) both belong to {0,1}"™ and

T wWw=2T1wW1 D... DT Wy,

Let f(x) be a Boolean function on n variables. Then the Walsh transform of
f(z) is a real valued function over {0,1}™ which is defined as

Wiw) = Y (-

ze{0,1}™
In terms of Walsh spectra, the nonlinearity of f is given by

1
__on—1 _
nl(f) =2 9 LB (W (w)l.

For n-even, the maximum nonlinearity of a Boolean function can be 27~ —22 1
and the functions possessing this nonlinearity are called bent functions [14].
Further, for a bent function f on n variables, Wy (w) = +22 for all w.

In [9], an important characterization of correlation immune and resilient
functions has been presented, which we use as the definition here. A function
f(z1,...,x,) is m-resilient (respectively m-th order correlation immune) iff its
Walsh transform satisfies

Wi(w) =0, for 0 < wt(w) < m (respectively Wy(w) =0, for 1 < wt(w) < m).

As the notation used in [15, 16], by an (n,m,d, o) function we denote an n-
variable, m-resilient function with degree d and nonlinearity o.

We will now define restricted Walsh transform which will be frequently used
in this text. The restricted Walsh transform of f(x) on a subset S of {0,1}™ is
a real valued function over {0, 1}" which is defined as

Wi (w)|s = Z(_]_)f(z)@zw.
€S
Now we present the following technical result.

Proposition 1. Let S C {0,1}™ and b(zx), f(z) be two n-variable Boolean func-
tions such that f(z) = 1 ® b(z) when x € S and f(z) = b(x) otherwise.
Then Wi (w) = Wy(w) — 2Wp(w)|s.
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Proof. Take w € {0,1}". Now

Wi(w) = Eaeqoay- (=18
= Yacqoayr-s(-D T L 50 (-1 @B
reforpnos (=1 = g(=1)HRI0we
(since f,b are same for the inputs ¢ S
and complement when the inputs € S)

_ er{ml}"_S(_l)b(z)eawm 4 ers(_l)b(z)Eme -9 ers(_l)b(z)Eme

= er{o’l}"(—l)b(a:)@w.x _9 ers(—l)b(””)@“"m
= Wy(w) — 2Wy(w)]s.

O

Propagation Characteristics (PC) and Strict Avalanche Criteria (SAC) [13]
are important properties of Boolean functions to be used in S-boxes. Further,
Zhang and Zheng [22] identified related cryptographic measures called Global
Avalanche Characteristics (GAC).

Let a € {0,1}"™ and f be an n-variable Boolean function. Define the auto-
correlation value of f with respect to the vector « as

Afl) = Y (-pf@eieee),

ze{0,1}™
and the absolute indicator

Ay el |Ar(a)l.

A function is said to satisfy PC(k), if Af(e) = 0 for 1 < wt(a) < k. Note that,
for a bent function f on n variables, A¢(a) = 0 for all nonzero a, i.e., Ay = 0.

Analysis of autocorrelation properties of correlation immune and resilient
Boolean functions has gained substantial interest recently as evident from [20),
23, 11, 4]. In [11, 4], it has been identified that some well known construction of
resilient Boolean functions are not good in terms of autocorrelation properties.
Since the present construction is modification of bent functions which possess
the best possible autocorrelation properties, we get very good autocorrelation
properties of the 1-resilient functions. We present a bound on the Ay value of
the 1-resilient functions and further achieve best known autocorrelation values
for the cases n = 8,10, 12.

2 The Distance

Initially we start with a simple technical result.
Proposition 2. dBR, (1) > 221,
Proof. For a bent function b on n variables, Wj,(w) = £22. Hence the minimum

distance from a bent function to balanced functions equals 22 ~!. The 1-resilient
functions are balanced by definition and hence the result. a
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Now we present a restricted result. Let b(z) be an n-variable bent function
with Wp(w) = +22 for wt(w) < 1. We denote by Mj(n, 1) the minimum number
of bits to be modified in the output column of b(z) to construct an n variable 1-
resilient function from b(z).

Theorem 1. Let b(z) be an n-variable bent function with Wy(w) = 22 for 0 <
wt(w) < 1. Then
n 12zt =" (" i
Mb(n,1)222_1+2[(r+ )22 ZZ:O(’)HZ‘:”(’)W,
n—r—1
where 1 is the integer such that >\ (7) <2271 4+1< Z:iol () is satisfied.

7

Proof. Let S C {0,1}"™ and f(z) be an n-variable Boolean function obtained by
modifying the b(x) values for € S and keeping the other bits unchanged. Then
from Proposition 1, Wy (w) = Wy(w)—2Wp(w)|s Vw, and in particular, Wy(w) =
23 — 2Wy(w)|s for 0 < wt(w) < 1.

It is known that, f is l-resilient iff Wy(w) = 0 for 0 < wt(w) < 1, ie,
iff Wy(w)|s = 2271 for 0 < wt(w) < 1. Thus, our problem is to find a lower
bound on |S| = k with the constraint Wj(w)|s = 22~ for 0 < wt(w) < 1.

Given S = {z%1, 2% ... 2%} C {0,1}", consider the matrices

Skxm — (g gi2 o a™)T ) B(S)R*Y = (b(z™), b(z™), ..., b(z™* )T,

and (S @ b(S))kX" = (w“ D b(ac“),aci2 &) b(w“), LN b(x“‘))T

By AT we mean transpose of a matrix A. Also by abuse of notation, 2% @ b(z%)
means the GF(2) addition (XOR) of the bit b(z%) with each of the bits of z% .

Now Wy(w)|s = 227! for 0 < wt(w) < 1 implies that there are exactly
¥ — 2272 many 1’s in b(S) and in each column of S & b(S). Since all the rows
of S are distinct and further b(S) contains ¥ +22~2 many 0s, S & b(S) should
contain at least g + 2272 distinct rows.

Consider that one such matrix S @ b(S) is formed. The number of 1’s in
the matrix is exactly n x (]2€ —2272) as each column contains exactly g —23:72
many 1’s and there are n columns. We know that there must be at least ’5 +2272
many distinct rows. Thus the total number of 1’s in these distinct rows must be
< nx (5 —2272). Note that the minimum number of 1’s in ¥ + 222 many
distinct rows is at least

s T
(n k n_o n
Z() Fern( 2 Y ())
=1 i=0
(all the rows upto weight r and some of the rows with weight r + 1). Hence,

i=1 i=0
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This gives,

kEQ{(n—I-r—i—l) 22y i(h) - (7"‘1‘1)2:0(?)]

n—r—1

Now we discuss how to choose this r. For this we need a easier lower bound
on k which does not depend on r itself.

From Proposition 2, k& > 22~!. We now show that & > 22~! 4 2. This is
because, to construct an 1l-resilient function form bent function, the number
of 1’s in each column must be > 1 (it cannot be 0 since then we will not be
able to get distinct rows). As number of 1’s in each column is g — 2272 we get
g —2272>1, and hence k > 221 4+ 2.

Since, g + 2272 number of distinct rows has to be filled, we need to find
the 7 such that >0 (7) <hi2i72<¢ ZTH (). Putting the minimum value

of k,ie., 2271 +2 Wegetrsuchthatzz 0()<22’1+1<Zr+1(,). 0

As example, for n = 8, take r = 1 and 9 = Z;ZO (7;) < (the = of < is
satisfied here) 22 "1 4+1=9 < ZTH () is satisfied. For n = 10, take 7 = 1 and

11 =37 (") < (the < of < is satisfied here) 2271 +1 = 17 < S (") is
satisfied.

Theorem 2. Let b(x) be any n-variable bent function. Then

dBR,(1) > 2571 42 W 1@ _nz_:?l(?) + 3 i(?)],

where 1 is the integer such that >._, ( ) <2:7l41< ZTH (Z) is satisfied.

Proof. Without loss of generality, assume that Wj(w) = +22 for wt(w) = 0.
Let G = {wwt(w) = 1,Wy(w) = +22} and Gy = {w|wt(w) = 1,W,(w) =
—22}. Let S C {0,1}"™ and f(x) be an n-variable Boolean function obtained by
modifying the b(x) values for € S and keeping the other bits unchanged. Then
from Proposition 1, Wy (w) = Wy(w)—2Wp(w)|s Vw, and in particular, Wy(w) =
22 —2W,(w)|s for wt(w) = 0,w € G1 and Wy (w) = =22 —2W,,(w)|s for w € Ga.

Given f is 1-resilient, we need to find a lower bound on |S| = k with the
constraints Wy(w)|s = 227! for wt(w) = 0 and w € G; and Wy(w)|s = —22 !
for w € Gs.

Let |G1| = A. Using the same argument as in the proof of Theorem 1, our
problem is to find a k x n binary matrix S @ b(S) with minimum number of
rows k such that there are A columns with exactly g — 2272 many 1’s in each
column and exactly g +2272 many 1’s in each of the remaining n — A columns.
Further, there are at least k + 2272 distinct rows.

Let MF*A (respectlvely ka(n My
(respectively % 422 ~2) many 1’s in each column. Let J be the k x (n— ) matrix
with all elements 1. Then the problem of “finding a binary matrix (M; : Ma)
with minimum number of rows k such that there are at least ’5 + 2272 distinct

be a binary matrix with exactly & —2% =2
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rows” is equivalent to “finding a binary matrix (M; : J — Ms) with minimum
number of rows k such that there are at least g +22 72 distinct rows”. Note that
each column of (M : J — Ms) contains exactly g — 2272 many 1’s. Thus, the
proof follows with the similar argument presented in Theorem 1. a

For 8 < n < 16, it can be checked that 37, (H)<2:7'+1< it () is
satisfied. In these cases, the lower bound on k is attained for r = 1 itself. Thus
we have the following result.

Corollary 1. For evenn, 8 <n <16, dBR, (1) > 2271 42 [23 ”2—‘ .

n—2

Assume that one can construct a bent function b on n variables such that
dBR, (1) bits at the output column of b are changed to get an n-variable 1-
resilient function f. It is clear that toggling of a single bit can reduce the non-
linearity at most by 1 and increase the maximum absolute value of the autocor-
relation spectra (absolute indicator) by at most 4. Thus we have the following
result.

Theorem 3. nl(f) >2""1—227"1 —dBR,(1) and Ay < 4dBR,(1).

Proof. This follows from nl(f) > ni(b) — dBR, (1) and Ay < Ay +4dBR,(1),
where b is a bent function. O

However, for the actual constructions of functions on 8, 10 and 12 variables,
we will show that we get better nonlinearity and autocorrelation values than
these bounds. For n = 4,6, we refer the readers to Appendix A.

3 The 8-Variable 1-Resilient Functions

In the previous section we have presented a lower bound of the minimum distance
between the bent and 1-resilient functions. However, it has not been discussed
in Section 2 how exactly a construction is possible. Further to achieve the cur-
rently best known parameters (or even better than that, if possible) we may need
to consider some other issues. In this section we consider the construction of an
(8,1,6,116) function. Construction of this function was an important open ques-
tion and the function has been first reported in [10] by interlinking combinatorial
technique and computer search. Later this function has also been found by meta
heuristic search (simulated annealing) in [5]. Further the function found in [5]
has Ay = 24, which is currently the best known value. We here follow the similar
kind of technique used in [12]. In the course of discussion it will be clear that
how our technique is an improvement over [12]. We present a generalized con-
struction method of (8,1,6,116) functions by modifying Maiorana-McFarland
type bent functions and in specific cases, these functions have the Ay value as
low as 24, the best known one [7].

Construction 1. Take a bent function b(x) on 8 variables with the following
properties : (1) b(x) = 0 for wt(z) < 1 and b(x) =1 for wt(x) =8, (2) W(w) =
16 for wt(w) < 1 and Wy(w) = =16 for wt(w) = 8. Define a set S = {z €
{0,1}8|wt(z) = 0,1,8}. Construct a function f(z) as :
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flz)y=1@b(z),ifxe S
= b(x), otherwise.

From Corollary 1, we get that dBRs(1) > 10 and we here choose exactly 10
positions and modify them. It is important to point out that we here start with
bent functions with some specific properties. The reason for choosing such bent
functions is to get an actual construction of 1-resilient function with very high
nonlinearity.

Before presenting the theorem regarding the properties of f, let us enumerate
the issues we improve here over the work presented in [12].

1. There is a gap in the proof of [12, Theorem 3]. Note the conditions imposed
on the bent function b above. In the statement of [12, Theorem 3], only the
conditions of item 1 has been considered and the conditions of the item 2
has not been considered as given in Construction 1. The conditions of item
2 has been implicitly assumed in the proof of [12, Theorem 3]. Fortunately,
the bent function considered in [12, Section 3] satisfies the conditions of item
2. However, it should be noted that there exist bent functions which satisfy
the conditions of item 1 and not all the conditions of item 2 and in that case
the proof of [12, Theorem 3] does not go through.

2. The bent function chosen in [12, Section 3] uses the concept of perfect non-
linear functions and they presented one example function which satisfies
the conditions of item 1 (and also conditions of item 2). However, it is not
clear how a generalized construction of such bent functions can be achieved
in that manner. It should also be noted that the example functions pre-
sented in [12] are basically Maiorana-McFarland type, even though they
are designed in a different manner by using the concept of perfect non-
linear functions. We here identify a subclass of Maiorana-McFarland type
bent functions which satisfy the conditions of both item 1 and 2. This gives
a large class of (8,1,6,116) functions. In fact we show that there are more
than 246-297 many distinct (upto complementation) (8,1,6,116) functions f
with Ay <40.

3. The proof of Theorem 4 below is much simpler than the proof of [12, Theorem
3] and it presents a clear picture of the Walsh spectra of the function f with
respect to the spectra of the function b.

Theorem 4. The function f(x) as described in Construction 1 is an
(8,1,6,116) function.
Proof. Take w € {0,1}® with wt(w) = i. Now

W) = Xsegoaa(~DF@5% ~ 23 _((~1)"#199% (from Proposition 1)

= Wp(w) — 2 ( 8 — 2wt(w) + 2(wt(w) mod 2) ).

Now we explain how the last step is deduced. Note that b(z) = 0 when wt(x) = 0
and b(z) = 1, when wt(x) = 8. Thus,
b(@)Sww — () when wt(w) is even,
= 2, when wt(w) is odd.

Zx€{0,1}8|wt(x):0,8(_1)
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Table 1. Relationship between Walsh spectra of f, g as described in Construction 1

wt(w) 0 1 23456738
Wi (w) = Wiy(w)+ -16 -16 -8 -8 0 0 8 8 16

Moreover, Zze{0,1}8|wt(x):1(—1)b(”’)@“"“’ =8 — 2wt(w), as

(i) b(x) =0 when wt(z) =1 and
(ii) w-2 =1 at wt(w) input points when wt(z) = 1.

Since ZxES(_l)b(x)EBw.x = er{o,l}s\wt(a:):O,S(_l)b(z)Eme
+ er{o,l}g\wt(x)zl(_1)1)(36)@“}%7 we get,

Wi(w) =Wy(w) — 2 ( 8 — 2wt(w) + 2(wt(w) mod 2) ).

When wt(w) < 1, Wy(w) = Wy(w) — 16 = 16 — 16 = 0. Thus the function
is 1-resilient.

Further, if wt(w) =8, Wi (w) = Wi(w) + 16 = —16 + 16 = 0. For any other
choice, i.e., for 2 < wt(w) < 7, we have |8 — 2wt(w) + 2(wt(w) mod 2)| < 4 and
hence, |Wy(w)| < [Wy(w)| 4+ 8 = 16 + 8 = 24. Hence, nl(f) =25"1 — %' =116.

Since the function attains the maximum possible nonlinearity, the algebraic
degree [1, 3] of the function must be 8 — 2 = 6. O

Based on Table 1 and the previous discussion, we get related results with
respect to (i) nonexistence of some 8-variable bent functions and (ii) some re-
lationship between 8-variable bent functions and balanced Boolean functions
with nonlinearity 118 (whose existence is not known till date). These results are
placed in Appendix B.

3.1 A Subclass of Maiorana-McFarland Bent Functions

The original Maiorana-McFarland class of bent function is as follows [6]. Con-
sider n-variable Boolean functions on (X,Y), where X,Y € {0,1}2 of the form
f(X,Y) =X -7(Y)+ g(Y) where 7 is a permutation on {0,1}2 and g is any
Boolean function on 7 variables. The function f can be seen as concatenation
of 22 distinct (upto complementation) affine function on % variables.

Once again we write what kind of bent function b(z) on 8 variables we require.

1. b(z) =0 for wt(z) <1 and b(z) =1 for wt(z) = 8§,
2. Wy(w) = 16 for wt(w) < 1 and Wy(w) = —16 for wi(w) = 8.

In this case, n = 8, i.e., § = 4. We have to decide what permutations 7 on {0, 134

and what kind of functions g on {0,1}* we can take such that the conditions
on b are satisfied. We present a set of conditions below, which taken all together,
provides sufficient condition for construction of such functions. Before going
into the conditions, let us fix the notation and ordering of input variables as x =
(.131,.132,.133,$4,$5,$6,$7,$8), X = (Xl,XQ,Xg,X4), and Y = (Yi,YQ,Yg,Y4).
Further we identify X1 = x1, Xo = 29, X3 = 23, X4y = x4, Y1 = 25,Y0 = x4, Y3 =
7, Yy = x3.



152 Soumen Maity and Subhamoy Maitra

1. First of all, the function b has the value 0 at the points (0,0,0,0,0,0,0,0),
(1,0,0,0,0,0,0,0), (0,1,0,0,0,0,0,0), (0,0,1,0,0,0,0,0),
(0,0,0,1,0,0,0,0) and this condition is satisfied if we choose 7(0,0,0,0) =
(0,0,0,0) and ¢(0,0,0,0) = 0.

2. Next we need function b should have value 0 at points (0,0,0,0,1,0,0,0),
(0,0,0,0,0,1,0,0), (0,0,0,0,0,0,1,0), (0,0,0,0,0,0,0,1), and this condition
is satisfied if we choose g(Y) = 0 for wt(Y) = 1.

3. We need b to be 1 when the input is (1,1,1,1,1,1,1,1). Thus if #(1,1,1,1) is
a vector of odd weight then ¢(1,1,1,1) need to be 0. otherwise if 7(1,1,1,1)
is a vector of even weight then g(l, 1,1,1) has to be 1.

4. Since we have already decided that 7(0,0,0,0) = (0,0,0,0) and ¢(0,0,0,0) =
0, the Wy (w) values for w € {(0,0,0,0, 1,0,0,0), (0,0,0,0,0,1,0,0),
(0,0,0,0,0,0,1,0), (0,0,0,0,0,0,0,1)} becomes +22 = 16.

5. Further if #(Y") € {(1,0,0,0),(0,1,0,0),(0,0,1,0),(0,0,0,1)}, then we take
g(Y) = 0. This guarantees that Wy(w) values for w € {(1,0,0,0,0,0,0,0),
(0,1,0,0,0,0,0,0), (0,0,1,0,0,0,0,0), (0,0,0,1,0,0,0,0)} becomes +25 =
16.

6. Lastly, if m7(Y) = (1,1,1,1), we have to fix g( ) = (wt(Y') + 1) mod 2. This
guarantees that Wf( ,1,1,1,1,1,1,1) = =22 = —16.

Given a bent function from the Maiorana-McFarland class f(X,Y) = X -
7(Y) + g(Y), the dual of such function f is Y - 77 }(X) + g(7~1(X)). Tt is
interesting to check whether the above points can be replaced by more precise
arguments using this idea.

Theorem 5. Letn =8, x € {0,1}" and X,Y € {0,1}2. Let b(x) be a
Maiorana-McFarland type bent function b(z) = b(X,Y) = X -w(Y)+g(Y) where
7 is a permutation on {0,1}2 and g is a Boolean function on 5 wariables with
the following conditions.

(1) if Y = (0,0,0,0), 7(Y) = Y;

(2) if wt(m(Y)) <1, orwt(Y) <1, then g(Y) =0;
B3)ifYy =(1,1,1 1) g(Y) = (wt(n(Y")) + 1) mod 2;
(4) if wt(m(Y)) =4, g(Y) = (wt(Y) + 1) mod 2.

Then (1) b(x) = 0 for wt(z) <1 and b(x) = 1 for wt(z) =8, (2) Wy(w) = 16
for wt(w) <1 and Wy(w) = —16 for wt(w) = 8.

Further there are > 246297 many distinct b’s (upto complementation) sat-
isfying these conditions and in turn there are > 246297 many distinct (upto
complementation) (8,1,6,116) functions.

Proof. The proof of the properties of b is discussed above in detail. The count of
such functions is arrived as follows. Note that there are 22 = 16 places for the
permutation .

Let there are ¢ many Y’s, 0 < i < 4 such that wt(m(Y)) = 1 for wt(Y) = 1.
There are 4 elements of weight 1 and 10 elements of weight 2 or 3. Thus the
m(Y)’s for wt(Y) = 1 may be chosen in (f) (41—01') ways. Note that m(Y) can not
be (1,1,1,1) for wt(Y) = 1. Now there are two cases.
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1. Consider that m(1,1,1,1) = (1,1,1,1). Then the number of options is (?) .
(4131.) -41-10! - 267, This is because the 4 elements where wt(Y) = 1 can be
permuted in 4! ways. The 4 elements where wt(Y") = 2,3 can be permuted in
10! ways. The function g(Y) is fixed when Y is (0, 0,0, 0) (1 place, g(Y') = 0)
or wt(Y) =1 (4 places, g(Y) =0) or wt(n(Y)) =1 (4 — i places, g(Y) =0)
or wt(Y) = wt(n(Y)) =4 (1 place, g(Y) = 1). Thus ¢g(Y') is fixed in 10 — i
places and we can put any choice from {0, 1} for 16 — (10 —4) = 6 44 places.

2. Consider that 7(1,1,1,1) # (1,1,1,1). Then the number of options is (;1) .
(417()) -10-4!-10!- 2577, Choose one element of wt(Y) # 4 as 7(1,1,1,1). This

can be done in 10 ways. The 4 elements where wt(Y") = 1 can be permuted in

4! ways. The 4 elements where wt(Y) = 2, 3 can be permuted in 10! ways. The

function g(Y) is fixed when Y is (0,0,0,0) (1 place, g(Y) =0) or wt(Y) =1

(4 places, g(Y) = 0) or wt(w(Y)) =1 (4 —i places, g(Y) =0) or wt(Y) =4

(1 place, g(Y) =1if wt(m(Y)) =0, else g(Y) = 1) or wt(n(Y')) = 4 (1 place,

g(Y) = (wt(Y) + 1) mod 2). Thus ¢g(Y) is fixed in 11 — 4 places and we can

put any choice from {0,1} for 16 — (11 — ¢) = 5 4 ¢ places.

So the total number of options is 6 Z?:o (f) . (4191.) -41.10!- 26+t = 6. 41. 10! -
BTy () (%) 2 w2 ;
Remark 1. Following Theorem 3, it is clear that for the function f as discussed
in Theorem 4, Ay < 40. Now we present the following specific case.

Consider 7(Y) = Y for all Y € {0,1}*, g(Y) = 0 for all Y € {0,1}*\
{(1,1,1,)}and g(Y) =1 for Y = (1,1,1,1). Let b(z) = b(X,Y) =X -7n(YV) +
g(Y) and f(x) is as given in Construction 1. Then f is an (8,1,6,116) function
with Af = 24.

Note that we get an (8,1,6,116) function f with A; = 24 in this method
which has earlier been found by simulated annealing and linear transformation
in [5].

4 The 10-Variable 1-Resilient Functions

We here start with 10-variable bent functions. Theorem 1 and Theorem 2 do
not directly provide the idea how the exact construction of an 1-resilient func-
tion from a bent function is possible. Let us now describe a method where we
will be able to identify a subclass of 10-variable Maiorana-McFarland type bent
functions for this purpose.

As described in Section 2, we need to modify at least k = 22 points (see
Corollary 1). Now following Theorem 1 and Theorem 2, it is clear that we first
need to select g + 2272 = 19 distinct points. Note that we can have 1 point of
weight 0 and 10 points of weight 1. Thus we need to find out 8 more points from
weight 2. Once these 19 points are selected, further there are 3 more points to
be chosen.
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Tip T9 Tg Ty Tg Ty T4 T3 T2 1
0 o 0o 0 0 0 O 0 0 O
0 o o 0 0 o o o0 0 1
0 o 0o 0 0 0 O 0 1 O
0 o o 0 0 0 o0 1 0 O
0 o 0o 0 0 0 1 0 0 O
0 o 0o 0 0 1 0 0 0 O
0 o 0o 0 1 0 O 0 0 O
0 o 0 1 0 O O O 0 O
0 o 1 0 0 0O O 0O 0 O
0 1 0 0 0 O 0o 0 0 O
S®b(S) = 1 o 0o 0 0 0 O 0 0 O
0 o 0o 0 0 0 o0 1 1 0
0 o 0o 0 0 1 1 0 0 O
0 o o 0 0 1 0 0 0 1
0 o 0o 1 1 0 O 0O 0 O
0 o 1 1 0 0 O 0O 0 O
0 11 0 0 O O O 0 O
1 1 0 0 0 O 0O 0 0 O
1 o 0o 0 1 0 O 0O 0 O
0 o 0o 0 0 0 O o0 0 O
0 o 0o 0 0 o o o0 1 1
0 o 0o 0 0 o0 1 1 0 O

Now we refer to the S@b(S) matrix given here. We present the first 19 points
and after the horizontal line we show the next 3 points. Note that the choice
of the all zero point and the points of weight 1 are clear from the discussion
in Theorem 1. However, it is still to be sorted out how exactly the 8 points of
weight 2 are chosen. We here do that by observation and choose the 8 points
of weight 2 out of total (120) = 45 weight 2 points. The rest 3 points (one of
weight 0 and other two of weight 2) are chosen properly to satisfy that weight
of each column should be ’5 — 2272 = 3. Now we need a bent function b on 10
variables with the property that b(z) = 0 when z is any of the first 19 points
and b(x) = 1 when z is complement of any of the last 3 points. This means that
the last three rows need to be complemented when they will be considered as
input points in the function. Thus, we construct two sets S1,.S2 as follows and
then denote S = S; U Ss.

S ={(0,0,0,0,0,0,0,0,0,0), (0,0,0,0,0,0,0,0,0,1),(0,0,0,0,0,0,0,0,1,0),
(0,0,0,0,0,0,0,1,0,0),(0,0,0,0,0,0,1,0,0,0), (0,0,0,0,0,1,0,0,0,0),
(0,0,0,0,1,0,0,0,0,0),(0,0,0,1,0,0,0,0,0,0), (0,0, 1,0,0,0,0,0,0,0),
(0,1,0,0,0,0,0,0,0,0),(1,0,0,0,0,0,0,0,0,0), (0,0,0,0,0,0,0, 1, 1, 0),
(0,0,0,0,0,1,1,0,0,0),(0,0,0,0,0,1,0,0,0,1), (0,0,0,1,1,0,0,0,0,0),
(0,0,1,1,0,0,0,0,0,0),(0,1,1,0,0,0,0,0,0,0), (1,1,0,0,0,0,0,0,0,0),
(1,0,0,0,1,0,0,0,0,0)} and

S, ={(1,1,1,1,1,1,1,1,1,1),(1,1,1,1,1,1,1,1,0,0),(1,1,1,1,1,1,0,0,1, 1) }.
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Also consider

S1 =1(0,0,0,0,0,0,0,0,0,0),(0,0,0,0,0,0,0,0,0, 1), (0,0,0,0,0,0,0,0,1,0),
(0,0,0,0,0,0,0,1,0,0),(0,0,0,0,0,0,1,0,0,0), (0,0,0,0,0,1,0,0,0,0),
(0,0,0,0,1,0,0,0,0,0),(0,0,0,1,0,0,0,0,0,0), (0,0, 1,0,0,0,0,0,0,0),
(0,1,0,0,0,0,0,0,0,0),(1,0,0,0,0,0,0,0,0,0), (0,0,0,0,0,0,0, 1,1, 0),
(0,0,0,0,0,1,1,0,0,0),(0,0,0,0,0,1,0,0,0,1)},
Ss ={(0,0,0,0,0,0,0,1,0,1),(0,0,0,0,0,0,0,1,1,1),(0,0,0,0,0,0,1,0,0, 1),
(0,0,0,0,0,0,1,0,1,0),(0,0,0,0,0,0,1,1,1,0),(0,0,0,0,0,1,0,0,1, 1),
(0,0,0,0,1,1,1,0,0,1),(0,0,0,0,0,1,1,1,0,0),(0,0,0,0,0,1,1,1,1,1)} and
S4+=1{(0,0,1,1,1,0,0,0,0,0),(0,1,1,1,0,0,0,0,0,0),(1,0,0,1,1,0,0,0,0,0),
(0,0,0,0,0,1,1,0,0,0),(1,1,0,0,1,0,0,0,0,0),(1,1,1,0,0,0,0,0,0,0),
(1,1,1,1,1,0,0,0,0,0)}. We will talk about these sets S7,S3 and Sy little later.
We now write the exact construction.

Construction 2. We need a 10-variable bent function b(x) with the following
properties:

1. b(xz) =0 when x € S1 and b(z) = 1 when = € Ss,
2. Wy(w) = +32 when w € S7US3U Sy.

The function f(x) is as follows.
fl@y=1@bx), ifxe s

= b(x), otherwise.

From Theorem 1, it is clear that the function f(x) is 1-resilient. Now we need
to calculate the nonlinearity of f. In fact, we will prove that nl(f) = 488, the
currently best known nonlinearity for 10-variable 1-resilient functions. By Propo-
sition 1, Wy (w) = Wy (w) —2Wp,(w)|s. Thus, it is important to analyse the values
of Wy (w)|s for all w € {0, 1}!°. However, this can not be done in a nice way as it
has been done in the 8-variable case in Theorem 4. So we use a computer program
to calculate Wi, (w)|s for all w € {0,1}'°. Note that when |W,(w)|s| < 8, then at
those points |[Wy(w)| < 48. Thus, we have no restriction on the Walsh spectra of
the bent function b at these points to get the nonlinearity 488 for f. However,
we need to concentrate on the cases when |Wy(w)|g| > 12. We have checked that
this happens when w € S} U S5 U Sy and all these values are either +12 or +16.
Thus as given in Construction 2, the Walsh spectra of the function b should
be +32 at these points. Hence Construction 2 provides 10-variable 1-resilient
functions having nonlinearity 488. Using similar technique as in Theorem 5, it
is possible to get the count of such functions.

Note that we have not yet discussed the algebraic degree and autocorrela-
tion properties of the functions. We now consider a specific case and check the
algebraic degree and autocorrelation property.

Take © = (x1,2, 23,24, T5, X6, T7, T8, Tg, T10), X = (X1, X2, X3, X4, X5),
and Y = (Y1,Y2,Y3,Y,,Ys). Further we identify X7 = 21, Xo = 20, X3 =
3, X4 =24, X5 = 25, Y1 = 26, Y2 = 27, Y3 = 23, Ys = 29, Y5 = 310.

Consider a 10-variable Maiorana-McFarland type bent function

b(z) =b(X,Y) = X -7(Y) +g(Y),
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where 7 is a permutation on {0,1}° with 7(Y) =Y and g is a Boolean function
on 5 variables which is a constant 0 function. It can be checked that this bent
function satisfies the conditions required in Construction 2. Then we prepare f
as given in Construction 2. We checked that nonlinearity of f is 488, algebraic
degree is 8 and Ay = 48. Now it is important to note the following two points.

1. The construction in [12, Theorem 4] required 26 points to be modified to
get 1-resilient function from a bent function. We here need only 22 points
to modify. Further, we have checked that the Ay value of the function con-
structed in [12] is 64. The function we construct here has Ay = 48 and this
is the best known value which is achieved for the first time here.

2. The (10,1, 8,488) function was first constructed in [10] and we have checked
that Ay value is 320 for that function. Thus our construction provides better
parameter.

5 The 12-Variable Case

From Corollary 1, we find that dBR13(1) > 42. However, it seems that it is
not possible to construct an 1-resilient function by toggling 42 bits of a bent
function. Instead we succeeded to construct a (12,1,10,2000) function f, with
Ay =120 by toggling 44 points of a bent function. Thus taking k = 44, we have
to first find g + 2272 = 38 distinct points. We select the all zero input point
and the twelve input points each of weight one. Now there are (122) = 66 input
points of weight two. Out of them we choose 38 — 13 = 25 points by trial and
error. These points are 2560, 2304, 2176, 2112, 1280, 1152, 1088, 640, 576, 320,
1536, 384, 40, 36, 34, 33, 20, 18, 17, 10, 9, 5, 24, 6, 2080 when written as decimal
integers corresponding to 12-bit binary numbers. We need a bent function such
that it will have output zero at these 38 input points. Next we take the six
input points 4095, 3055, 3575, 3835, 3965, 4030. We need a bent function which
provides output one at these six points. Now we present the bent function.

Take © = (x1, x2, x3, T4, Ts5, Te, L7, Tg, Tg, T10, T11, T12),

X = (X1, X9, X3, X4, X5, Xg), and Y = (Y1, Yo, Y3,Yy, Y5, Ys). Further we iden-
tify Xy = 21, Xo = 29, X3 = 23, Xy = x4, X5 = w5, X¢ = x4, Y1 = x7,Y2 =
r8,Y3 = x9,Ys = x10,Y5 = x11,Ys = x12. Consider a 12-variable Maiorana-
McFarland type bent function b(z) = b(X,Y) = X - 7n(Y) + g(Y) where 7 is
a permutation on {0,1}% with 7(Y) = Y, except the cases 7(1,1,1,1,1,0) =
(1,1,1,1,1,1) and #(1,1,1,1,1,1) = (1,1,1,1,1,0). Here g is a Boolean func-
tion on 6 variables which is a constant 0 function.

The construction presented in [12] requires 54 points to be toggled and they
could achieve a nonlinearity 1996. Thus our construction is clearly better. Fur-
ther we get Ay = 120 for the (12, 1,10,2000) function that we construct here.
This is the best known autocorrelation parameter which was not known earlier.
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6 Conclusion

In this paper we present a lower bound on the minimum distance dBR,, (1)
between bent and 1-resilient functions on n variables, where n is even. We have
also shown that it is possible to get 1-resilient functions by modifying exactly
dBR, (1) many bits for n = 4, 6,8, 10 which shows that the minimum distance is
tight in these cases. For the case n = 12, we could not prove the bound is tight
as we need to toggle at least 44 points of a bent function to get an 1-resilient
function. The tightness of the bound for n > 12 remains an open question and to
the best of our understanding, the bound is really not tight. The case for n = 8
could be nicely handled, but it starts to become complicated from n = 10 and
requires some computer simulation.

A lot of open questions are still to be solved. First of all, a relatively hard
question is to find out the minimum distance between bent and m-resilient func-
tions on n variables, which we may denote as dBR,,(m). It seems natural that
dBR,(n —2) > dBR,(n —3) > ... > dBR,(1), though it needs a proof. Note
that (n — 2)-resilient functions on n variables are basically the affine functions,
which are known to be at maximum distance from the bent function [14].

The functions we provide here possess currently best known parameters. The
upper bound on nonlinearity of 1-resilient functions is 2"~' — 22~1 — 4 for n
even as described in [16]. The tightness of this bound [16] has been shown upto
n = 8. For n > 10, there is no evidence of an 1-resilient function attaining that
bound [16]. Our construction modifies dBR,,(1) > 22 ~! many bits and it seems
unlikely that modifying these many bits will result in a fall of nonlinearity only
4 for n > 10.
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Appendix A

We are not interested in the case n = 2, since there is no nonlinear 2-variable 1-
resilient functions.

We now consider the cases for n = 4,6. Note that » = 0 for these two
cases and then we arrive at dBR4(1) > 4 and dBRg(1) > 6. We have also
checked that this bound is tight since we can construct 4-variable (respectively 6-
variable) 1-resilient function by changing 4 (respectively 6) output points of 4-
variable (respectively 6-variable) bent function.

For the 4-variable case, we have to take the rows of S @ b(S) as
{0001, 0010, 0100, 1000} due to the constraint that the number of 1’s in each
column has to be 1 and there are at least 3 distinct rows. Thus, take a bent
function with truth table 0000011001010011 and toggle the function at the inputs

{(0,0,0,1),(0,0,1,0),(1,0,0,0), (1,0,1,1)}.

Then we get a (4, 1,2,4) function with the truth table 0110011011000011.
For the 6-variable case, take a bent function with truth table

0000000001011010001111000110011001101001001100110101010100001111 and

toggle the outputs at the input points {(0,0,0,0,0,1),(0,0,0,0,1,0),

(0,0,0,1,0,0), (0,0,1,0,0,0), (1,0,0,0,0,0), (1,0,1,1,1,1)}.

Then we get a (6, 1,4,24) function with the truth table

0110100011011010001111000110011011101001001100100101010100001111.

Appendix B

Note that, in the Walsh spectra of a bent function on 8 variables, there are 120
values of +16 and 136 values of -16 or vice versa. It is known that even if that
condition is satisfied for some Walsh spectra, the inverse Walsh transform may
not produce a Boolean function. We here discuss that issue.
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Lemma 1. Consider a function b(xz) on 8 variables with the properties :

1. b(xz) =0 for wt(xr) <1 and b(x) =1 for wt(z) =8,
2. Wy(w) = 16 for wt(w) < 3 and Wy(w) = —16 for wt(w) > 6.

This function can not be bent.

Proof. If such a function b is bent, then Table 1, we will get an 1-resilient function
with nonlinearity 120. This is a contradiction. o

Corollary 2. Consider a function b(x) on 8 variables with the properties :

1. b(z) =0 for wt(x) <3 and b(x) =1 for wt(z) > 6,
2. Wy(w) = 16 for wt(w) <1 and Wy(w) = —16 for wt(w) = 8.

Proof. The result follows from Lemma 1 and the duality property of bent func-
tions. o

Next we present an important result related to the existence of balanced
8-variable function with nonlinearity 118.

Theorem 6. Take a bent function h(x) on 8 variables with the following prop-
erties :

1. h(z) =0 for wt(x) <1 and h(zx) =1 for wt(z) =8,
2. Wh(w) =16 for wt(w) <2 and Wy(w) = —16 for wt(w) > 6.

Define a set T = {z € {0,1}8|wt(x) = 1}. Construct a function g(x) as :

f@y=1®h(zx),ifxeT
= h(z), otherwise.

Then g is a balanced 8-variable function with nonlinearity 118.
Proof. The proof is similar to the proof of Theorem 4. a0

We have tried some heuristic search to find a bent function as mentioned in
Theorem 6, but could not get any. Getting such a bent function or proving its
nonexistence is an interesting open question.
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Abstract. Recent research shows that the class of Rotation Symmetric
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1 Introduction

A variety of criteria for choosing Boolean functions with cryptographic applica-
tions (for secret key cryptosystems) have been identified. These are balanced-
ness, nonlinearity, autocorrelation, correlation immunity, algebraic degree etc.
The trade-offs among these criteria have received a lot of attention in Boolean
function literature for a long time (see [7] and the references in this paper). The
more criteria that have to be taken into account, the more difficult the problem
is to obtain a Boolean function satisfying these properties.

It has been found recently that the class of RSBFs is extremely rich in terms
of cryptographically significant Boolean functions. These functions have been
analyzed in [4], where the authors studied the nonlinearity of these Boolean
functions up to 9 variables and found encouraging results. This study has been
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extended in [15, 16] and important properties (further to [4]) of these functions
up to 8 variables have been demonstrated. Also, the enumeration of RSBFs of
specific degree has been discussed in [15, 16]. On the other hand, in [11], Pieprzyk
and Qu studied these functions as components in the rounds of a hashing algo-
rithm and research in this direction was later continued in [3].

The space of RSBF's is of size approximately 2% for n-variable, which is of
size n-th root of the total space 22" . Thus any kind of search becomes compar-
atively easier and it has been shown in [15] that it is easy to get a 7-variable,
2-resilient RSBF with nonlinearity 56, which has earlier been considered as a
function that is not easy to search for [10]. Moreover, these functions also pos-
sess the best known autocorrelation spectra. Thus it is important to present tools
that can be used to efficiently search the space of RSBFs. We present important
data structures, the matrices ,,. A and ,, 53, that make this search and the study
of bent functions more efficient.

Using these data structures, for the first time we could find 8-variable, 1-
resilient, algebraic degree 6, nonlinearity 116, PC(1) functions with maximum
absolute value in the autocorrelation spectra 32. Functions with such parame-
ters have not been reported earlier. Moreover, interesting results are obtained
for 9-variable correlation immune functions. The space for these functions in the
Rotation Symmetric class is too large to execute exhaustive search. Hence we ex-
ploited simulated annealing technique to find these functions. The results found
by simulated annealing are as follows. We could find 9-variable, 2-resilient, al-
gebraic degree 6 and nonlinearity 240 functions and unbalanced 9-variable, 3rd
order correlation immune, algebraic degree 5 and nonlinearity 240 functions.
These functions have been posed as important open questions in [13, 14]. Note
that the details of simulated annealing is not included in this paper and that
has been published in [2].

In this paper, we also try to analyze the RSBFs class using combinatorial
techniques in Section 3. We present enumerative results (based on constructive
techniques) on balanced and correlation immune RSBFs. Further, we show that
it is possible to transform a class of RSBFs to correlation immune functions
depending on full rank of binary circulant matrices over Zs. In [15], it was
observed that there is no homogeneous rots bent functions of degree > 3 up to
10 variables. We here theoretically show the nonexistence of homogeneous rots
bent functions of degree > 3 on a single cycle for any (even) number of input
variables > 6.

2 Preliminaries

A Boolean function on n variables may be viewed as a mapping from V,, =
{0,1}™ into {0,1}. A Boolean function f(z1,...,x,) is also interpreted as the
output column of its truth table f, i.e., a binary string of length 2", f =
[f(0,0,---,0), f(1,0,---,0), f(0,1,---,0),..., f(1,1,---,1)].

The Hamming distance between S, Sy is denoted by d(S7,.52) = #(S1 # S2).
Also the Hamming weight or simply the weight of a binary string .S is the number
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of ones in S. This is denoted by wt(S). An n-variable function f is said to be
balanced if its output column in the truth table contains equal number of 0’s and
I's (i.e., wt(f) =2"71).

Addition operator over GF(2) is denoted by @. An n-variable Boolean func-
tion f(z1,...,x,) can be considered to be a multivariate polynomial over GF(2).
This polynomial can be expressed as a sum of products representation of all
distinct k-th order products (0 < k < n) of the variables. More precisely,
f(x1,...,x,) can be written as

ag D @ a;T; D @ AijT;T; S ... DB aA12. . nT1T2 ... Ty,
1<i<n 1<i<j<n

where the coefficients ag, a;j,...,a12..» € {0,1}. This representation of f is
called the algebraic normal form (ANF) of f. The number of variables in the
highest order product term with nonzero coefficient is called the algebraic degree,
or simply the degree of f and denoted by deg(f).

Take 0 < b < n. An n-variable function is called nondegenerate on b variables
if its ANF contains exactly b distinct input variables. A Boolean function is said
to be homogeneous if its ANF contains terms of the same degree only.

Functions of degree at most one are called affine functions. An affine function
with constant term equal to zero is called a linear function. The set of all n-
variable affine (respectively linear) functions is denoted by A(n) (respectively
L(n)). The nonlinearity of an n-variable function f is

nl(f) = mingeA(n) (d(f?g))?

i.e., the distance from the set of all n-variable affine functions.

Let z = (x1,...,2y) and w = (w1,...,wy) both belonging to {0,1}" and
Tw=2x1w1 D...DTwy. Let f(z) be a Boolean function on n variables. Then
the Walsh transform of f(z) is a real valued function over {0, 1}" which is defined

as
W)= 3 (e,
ze{0,1}™

In terms of Walsh spectra, the nonlinearity of f is given by

1
__on—1 __
nl(f) =2 9 LI (W (w)l.

In [5], an important characterization of correlation immune functions has
been presented, which we use as the definition here. A function f(z1,...,z,)
is m-th order correlation immune (respectively m-resilient) iff its Walsh trans-
form satisfies

Wi(w) =0, for 1 < wt(w) < m (respectively 0 < wt(w) < m).

As the notation used in [13, 14], by an (n,m,d, o) function we denote an n-
variable, m-resilient function with degree d and nonlinearity o. Further by an
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[n, m,d, o] function we denote an unbalanced n-variable, mth order correlation
immune function with degree d and nonlinearity o.

Propagation Characteristics (PC) and Strict Avalanche Criteria (SAC) [12]
are important properties of Boolean functions to be used in S-boxes. Further,
Zhang and Zheng [18] identified related cryptographic measures called Global
Avalanche Characteristics (GAC).

Let a € {0,1}™ and f be an n-variable Boolean function. Let us denote the
autocorrelation value of the Boolean function f with respect to the vector a as

Aple) = 32 (mpfesese,
z€{0,1}m
and the absolute indicator

Ay = max  |Ap(a)l.
aef{0,1}",a#£0

A function is said to satisfy PC(k), if

Ap(a) =0 for 1 < wt(a) < k.

2.1 Rotation Symmetric Boolean Functions
Let a; € {0,1} for 1 <i < n. For 1 <k < n, we define

p'IrCL(xZ) = Titk, ifi+k < n, and
= Zitk-n,ifi+k>n.

Let (z1,29,...,2n_1,%,) € V,,. We can extend the definition of p¥ on tu-
ples and monomials as pk(z1,22,...,2,) = (pF(21),pF(22),...,pF(2,)) and
plfL('Til Lig * - ) = p’;:L(xil )p’;(xiz) T
Definition 1. A Boolean function f is called Rotation Symmetric if for each
input (w1,...,1,) € {0,1}", f(pk(z1,...,20)) = f(@1,...,2) for 1 <k <m.

Following [15], let us denote
Gulw1,. . x0) = {pf(21,. .., 2p), for 1 <k <n}.

Note that G, (z1,...,2,) generates a partition in the set V. Let g, be the num-
ber of such partitions. Using Burnside’s lemma, it can be shown (see also [15])
that the number of n-variable RSBF's is

1 n
29" where g,, = " g o(k) 2k,
n

¢ being Euler’s phi—function. Further the following result has been proved re-
garding n-variable RSBF's of some specific degree. The number of

(i) degree w homogeneous functions is 29»w — 1,
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w—1

(ii) the number of degree w functions is (29w — 1)22i=0 i

and

(iii) the number of functions with degree at most w is 227‘:0 It where g
is defined as follows (see also [L5]).

Consider G, (21, ..., xy), where wt(z1,...,x,) is exactly w, and define gy
as the number of partitions over the n bit binary strings of weight w (total
number (Z)), determined by G,,. Further, denote by h, ,, the number of distinct
sets Gp(21,...,xy), where wt(z1,...,2,) = w and |Gy (21,...,2,)| = n, that
is, the number of long cycles of weight w. It is easy to see that hp . < gnw-
Write k|m, if k (1 < k < m) is a proper divisor of m. The following results were
obtained in [15].

(Z)’ if gcd(n,w) =1L AISO, In,0 = Gn,n = 1.

k|ged(n,w) k|ged(n,w)

(1) In,w =

(i) gnw =

S = 3 =

Filiol and Fontaine [4] discussed the set of idempotent Boolean functions in
an experimental setting. Let B = (b1, ..., by,) be a basis of I} (which is identified
with Fyn). An idempotent f is a Boolean function on Fy» that satisfies f2 = f.
Define the Mattson-Solomon (MS) polynomial by

on_o on_1

MS¢(Z) = Z A; 7% 7971 where Aj = Z fa@)a®,
=0 i=0

where « is a primitive element of F5.». Using the representation

f=> floy
geFY,

(in the multiplicative algebra F5[Fsn, X]), one gets that f is an idempotent iff
f(g) = f(g%), Vg; the coefficients of the MS polynomial belong to Fh; A; = Ay
for all k in the 2-cyclotomic class of j ({4,27,...,2" 15}); the ANF of f 4(using
anormal basis (7,72, ... ,’yzn_l) remains invariant under circular shift. This gives
that the corpus of idempotents is the same as the class of Rotation Symmetric
Boolean functions. For n = 5,7, they found idempotents of highest nonlinearity
(12, respectively 56) of degrees 2, 3 (for n = 5), and degrees 2,3,4,5,6 (for
n = 7). For n = 6,8 they found all idempotents of highest nonlinearity (28,
respectively 120), of degrees 2, 3, respectively, 2, 3, 4. They were not able to find
all idempotent functions for n = 8, though. Finally, for n = 9, they found
1142395 functions (up to equivalence) with nonlinearity 240, some of which are
balanced, of degrees 2,3,4,5,6,7.

3 Study on RSBFs

Motivated by [4, 15], in this section we will investigate the richness of the RSBF's
class in terms of cryptographic properties and present some important data
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structures. The data structures will help in running the search algorithms very
fast. In this direction we start with a few technical results. In the preliminaries,
we have defined G, (21, ...,7,) = {pk(21,...,2,), for 1 <k < n}. As example,
for n = 4 we get the following partition of {0, 1}":

G4(0707070) = {(0,0,0,0)},

G4(0,0,0,1) = {(0,0,0,1),(0,0,1,0), (0,1,0,0), (1,0,0,0)};
G4(0,0,1,1) = {(0,0,1,1),(0,1,1,0),(1,0,0,1),(1,1,0,0)};
G4(0,1,0,1) = {(0,1,0,1), (1,0,1,0)};

G4(07 17 17 1) = {(07 1, 17 1)’ (17 0, 17 1)’ (17 1,07 1)’ (17 1’ 1’0)}a
Ga(1,1,1,1) = {(1,1,1,1)}.

Note that there are g, such partitions, and the lexicographically first element
of each part is considered as the representative element. We denote these rep-
resentative elements by A, ; where i varies from 0 to g, — 1 and representative
elements are again arranged lexicographically. That is, in the above example,
A0 = (0,0,0,0), 441 = (1,0,0,0), As2 = (1,1,0,0), A4 3 = (1,0,1,0), Ay 4 =
(1,1,1,0), Ag5 = (1,1,1,1).

By RSTT (rotation symmetric truth table) we mean the g,-bit long binary
string

[f(An,O)a f(An,l)a sy f(An,g,,Lfl)L

which gives the complete information of the function f when it is rots.

Lemma 1. Let u,v € {0,1}" and u # v with u € Gy, (v). Let f be an n-variable
RSBF. Then Wy(u) = Wy (v), which implies that the Walsh spectra of f can be
at most g, valued.

Proof. First we show that for a € {0,1},

Z (_1)a€Bz~u _ Z (_1)0,@35-11'
2€Gn(An i) 2€Gy, (An,i)

Since u € Gy (v), u = pk(v) for some k. Now DG (A, i)(—l)aeﬂ'“

k ok .
= ZIEG"(/LLJ)(_1)a®p"(x) P, (1) = ZyEGn(An,i)(_l)a@y v (take Y= pﬁ(gj)) =
ZIEG"(A" _)(—1)a€9x~v.
. z)Bx-u n—1 z2)Dz-u
Wf(u) = er{0,1}n(_1)f( YOz — ?:O ercnmnyi)(_l)ﬂ )®
= ( using the above result ) fial Zzeanmw)(—1)f(x)69x~v = W¢(v). O

Note that, Lemma 1 helps to run any heuristic in a much smaller space. Now
we define an important matrix called , A with respect to the set of n-variable

RSBF's as:
wAig = Y (1)
2E€Gn(An.i)

See the following example corresponding to 6-variable case.
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1 0 1 2 3 4 ) 6
Ag ; 000000 000001 000011 000101 000111 001001 001011
1 7 8 9 10 11 12 13
Ag,; 001101 001111 010101 010111 011011 011111 111111

111 1 1 1 1 1 1 111 1 1]
6 4 2 2 0 2 0 0-2 0-2-2-4-6
6 2 2-2 2-2-2-2 2-6-2-2 2 6
6 2-2 2-2-2-2-2-2 6 2-2 2 6
6 0 2-2 0-6 0 0-2 0 2 6 0-—6
3 1-1-1-3 3 1 1-1-3-1 3 1 3
4_|60-2-202-44 20 2-2 0-6
Y716 0-2-2 0 2 4-4 2 0 2-2 0-6
6-2 2-2-2-2 2 2 2 6-2-2-2 6
2 0-2 2 0-2 0 0 2 0-2 2 0-2
6-2-2 2 2-2 2 2-2-6 2-2-2 6
3-1-1-1 3 3-1-1-1 3-1 3-1 3
6-4 2 2 0 2 0 0-2 0-2-2 4-6
1-1 1 1-1 1-1-1 1-1 1 1-1 1|
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This matrix is of size g, X g,. Now for an n-variable RSBF f, we have Wy (w) =

er{o 1}n(_1)f(x)®x-w _

=30 (-1
S0y (-1

Proposition 1. Wy (A, ;) =

zg;al ZxEGn(An,i)(_1)f(z)®z.w
DI ) 37 e (DT w € Gr(Ay ;). Thus, Wi(Ay, ;) =

1)fAni) A, j- To summarize, we have the following result.

n—1 o
Zg (= 1)f(A””)nAi,j

In terms of Proposition 1, we can list the following.

Lemma 2. Let f be an n-variable RSBF.

1. nl(f)=2""1— J maxa, , 0<j<gn

gn—1
=0

(=1)f (i) A

il

2. f is balanced iff

gn—1

S

i=0

)f(A"’i) n-Ai,O =0.

3. f is m-th order CI (respectively m-resilient) iff

9n—

1
YA A5 =0, for 1 (respectively 0) < wt(A,,

S

i=0

4. f is bent iff

gn—1
D (=) A = 425 for 0<j < go— 1.
=0

4) < m.
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Theorem 1. The number of balanced RSBFs is exactly 2m,, where m, is the
number of partitions of the space V,, as V,, = A, U B,,, where A, and B, have
the same cardinal, and both include complete cycles of any length. Further, if

n =p is an odd prime, then the number of balanced RSBFs is 2 - (égifﬂé?p);

if n = p* (a > 1) and p is an odd prime, then the number of balanced RS-

BFSiSQ‘Wn>With7TnZ(m)'H(%»’wher@wi:Q 2

d
z/2 x;/2 7 ; an
i=1 p

a a
r=p*° 2pa—|—z¢(pj)~2pk] —in—Q.
j=1 i=1

Proof. Using item 2 of Lemma 2, to determine balanced RSBFs, it suffices to find
the RSBFs satisfying Zf;gl(—l)f(/l"“i)nAi,o = 0. According to the definition
nAio = f;al(—l)z'/l"ﬂ = #G,(A,.;). Since the values of (—1)7(4n.i) are either
+1, and f is constant on G,,(v) for any v, we get the first claim.

If n = p is prime, the number of long cycles is h, = 2~2 and the number
of short cycles is 2 (the trivial ones) (see Subsection 2.1). Therefore, to parti-
tion V,, = A, U B,, (with A,,, B,, having the same number of elements), we need
to place a short cycle in each of A,,, B,,, and the rest of p - h, elements must be
placed half in A,, and half in B,, (keeping together cycles). That can be done in

( (éfiff)l/)’;p) ways. The second claim is proved.

If n = p® (a > 1), the number of short cycles of length p* (for any i =
1,...,a—1)isz; = (2¢' —2°"")/p' (see Subsection 2.1). For each i, we can put
half of the cycles in A,,, and half in B,. The same can be done with the long
cycles. Since the number of long cycles is x, the result is proved. O

For example, consider the case for 4-variable balanced RSBFs. We have
Vi = Ga(As,0) UGa(Ag1) UGa(Ag2) UGa(Aa3) UGa(Asa) UGya(Ass).

Now consider
Wy = G4(/1470) U G4(/1473) U G4(/1475).

Hence
Vi=W,yU G4(/14’1) U G4(/14,2) U G4(/14’4).

Therefore, a balanced RSBF must be 1 at the output corresponding to any
two of Wiy, G4(A41), Ga(Asa2), Ga(As4). Hence my = 3 and there are 6 balanced
RSBFs on 4-variables. The reason we do not exhaust all possibilities in the
second part of the previous theorem is because we can get a different partition
of V,,, satisfying the requirements, by placing more short cycles in A,, (or B,,)
as long as one ends up with the same number of elements in A,,, B,,.

Note that we have defined pk(z;, zi, --+) = pk(z;,)pk(z,) - in Subsec-
tion 2.1. By abuse of notation let us denote

Golxi iy .. xi) = {pF(xi, x4y ... 3y,), for 1 <k <n}.
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We select the representative element of Gy (zi, i, ... 25, ) as the lexicographi-
cally first element. As example, the representative element of {z1zox3, Tox32y,
T3T4T1, T4T1T2} I8 T1x223. Note that it is also clear that the term x7 will always
exist in the lexicographically first element (the representative element).

We now define the short algebraic normal form (SANF) of an RSBF. An
RSBF f(z1,...,zy,) can be written as

ag + arxr1 + E A1;T1T5 + ...+ A12..nT1T2 - . - Ty,

where the coefficients ag, a1,a1j,...,a12..» € {0,1}, and the existence of a rep-
resentative term xjx;, ...x; implies the existence of all the terms from the
set Gy (2124, ... x;) in the ANF. This representation of f is called the short
algebraic normal form (SANF) of f. Note that the number of terms in each
summation () corresponding to same degree terms depends on the number of
short and long cycles.

As example consider the ANF of a 4-variable RSBF z1 + zo + 23 + x4 +
T1Xox3 + Xox3T4 + T3T4x1 + Tax12T2. Its SANF is x1 + z12023.

We can easily identify a monomial x;, z;, - - - x;, as a binary string of length n
where the positions i1, 49, - - -, i contain ‘1’ and the rest of the positions contain
‘0’. By abuse of notation we associate the n-bit patterns with monomials. It is
clear that all the monomials in G,, (A, ;) will either be present in the ANF or
all of them will be absent if the Boolean function is rotation symmetric. Let us
define another matrix ,, 5 as

nBi,j = @ €

e€Gn(An, ;)

Api

That is, we take an RSBF (say h) with all the monomials coming from a single
Rotation Symmetric group (say represented by A, ;). Then we check what is the
value of h at the representative input points A, ; and put that in the location
nBi,; which contains either 0 or 1. Given ,B; ; and the SANF of an RSBF, one
can directly get the RSTT of the RSBF. The example for g5 is as follows.

[100000000000007
11000000000000
10100000000000
10010000000000
11011000000000
10000100000000
11110110000000
11110101000000
10100111100000
11010000010000
10011111011000
10000000000100
11001011010110

[10000100000101 |

6B =
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Note that the matrices ,,.A, B help to perform the search much faster than the
naive Boolean function implementation.

3.1 Correlation Immune (CI) and Resilient RSBFs

We start our discussion with construction of 1st order CI RSBFs. Note that
the second column of the matrix ,.4 is instrumental in the analysis of first
order CI functions. From item 3 of Lemma 2 we get that f is 1st order CI if
Zf;al(—l)f(/l"“i) nAi; =0 for wt(A, ;) =1, 1e., when j=1,1ie., A, ; = Ap 1.
Note that ,.A4;1 = (n_zwz(/‘"’"’)) for cycles of length 7, where k(1 < k < n)
is a divisor of n. See the second column of A4 as example. Thus we have the
following result.

Theorem 2. An n-variable Rotation Symmetric Boolean function f is 1st order

CrLiff Zflal(_l)f(/lnﬂ;) (n—2uz]:i(/ln,7‘,)) =0, where |Gy (A 4)| = IZ )

Based on this we present the following enumerative result when n is prime.

1

Corollary 1. There are at least QH;il i (g’”]’€*“’)2 many 1st order CI RS-

()

BF's on n variables, where n is an odd prime. In this case, gn o =

Proof. For n prime we know that g, = 2ﬂ;2 + 2. There are 2ﬂ;2 full cycles
and two trivial short cycles (all zero and all one). Thus it is clear that ,.A;1 =
n —2wt(Ay,;) for 1 <i < g, —2 and nAp1 = 1, n Ay, —1,1 = —1. Note that,
nAi; 1 = —nAi, 1, when wt(A, ;) =n —wt(A, 4, ). Now consider an assignment
of 0 or 1 value at output corresponding to the g, ., classes where wt(4A,, ;,) = w.
We have to put the same number of 0’s and 1’s corresponding to the g, n—w
classes where wt(A,;,) = n —w. The two trivial cycles should also have the
same value at the output, either both zero or both 1. This satisfies the condition
that Zf;gl(—l)f(/l"hi)nAi,l =0, i.e,, Wy(A,1) = 0, ie., f is 1lst order CL

n—1
Hence the number of possible options is 2 x [Tz, (> 7=y (%) - (93)). O

Note that similar strategy can be exploited for higher order correlation im-
mune or resilient RSBFs. However, in those cases, the analysis will be more
involved.

3.2 A Large Subclass of RSBFs that Are Transformable
to 1st Order CI Functions

We first investigate the independence of the vectors of a full cycle, i.e., the vectors
in Gp(Ap,;) when |Gy (A,:)] = n.

Lemma 3. Consider the elements of G,,(Ay,;) for some i, where |Gy (A, )| = n.
Let A, ; = (a1,a2,...,a,) of weight w and the positions of 1’s in A, ; be s1 =
1,82,...,8w. The vectors in Gyn(Ay;) are linearly dependent (over Zs) iff there
is an n-th root of unity u such that 14+ p®* -+ p*» =0, over Zs.
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Proof. The set {(a1,as2,...,a,),(an,a1,...,an_1),...} is linear dependent over
Z5 if and only if the matrix

a1 a2 az ... ap

an a1 a4 ... 0anpn—1
circ(ay,ag, ..., a,) = | 9n=10n a1 ... Gn-2

az az a4 ... Qi

has zero determinant over Zs. We observe that the matrix is circular and it is
known that the determinant of a circular matrix is given by

det(circ(ar, ag, ..., an)) = H (a1 + asp 4 asp® + - - + anunfl) ,
m

where the product runs over all the n number of n-th roots of unity. Since a;’s
are 1 in the positions described by s;’s and 0 elsewhere, we get that

det(circ(aq, ag, ..., an)) = H(l FUT ),
o

which is zero if and only if one of the factors is zero, that is, iff there exists
an n-th root of unity such that 1+ p® - 4 p®» =0 (over Zs). O

Corollary 2. Take n arbitrary. If wt(A, ;) is even, then the full cycle generated
by A, is dependent.

Proof. We have det(circ(A,,;)) = [[, (1 +p™ + -+ p™) =0, since 1 + p* +
<-4 p® =0 (in Zy), for p =1 (which is an n-th root of unity, for any n). O

Now we present some examples. Take the cycle generated by (1,1,0,0) in Vj.
The circular determinant is det(circ(1,1,0,0)) =[], (1 +p) = 0, since p = —1
is one of the 4-roots of unity. Another example is the cycle generated over Vg
by (1,1,1,0,1,0). We have det(circ(1,1,1,0,1,0)) = [T, (14 p + p® + p*) =0,
since ¢ = 1 (a 6-root of unity) satisfies 1+ 4 %+ u* = 0 over Zs. On the other
hand, the full cycle generated in Vs by (1,1,0,0, 1,0) is linearly independent.

Corollary 3. Let n be a positive integer, and p be the least odd prime occurring
in the factorization of n. Take A, ; (a generator of a full cycle), of odd weight w
and sy < p— 2. Then the full cycle generated by Ay, ; is independent.

Proof. As before, under the above conditions, if we have dependence, then there
is an n-th root of unity u, such that P(u) = 0, where P(z) = 2% +-- -+ %2 + 1.
Since w is odd, p # £1. There exists k | n such that p is a primitive k-th root of
unity. Therefore, the cyclotomic polynomial @, (x) divides P(z) over Zs (see [6],
Ch. 2 & 3). If k < p, then it must be that k is a power of 2, say 2! (since k is
a divisor of n, and p is the least odd prime dividing n). But that is impossible,

since then @y (x) will divide 22 — 1, s0 (over Zs) 1 = 12 = p. Therefore, k > p.
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Assume k = 2!p{t - p2r If r > 1, then p; > p, so ¢(k) > ¢(pi) =pi—1>p—1.
But the degree of P(x) is at most p—2 and that of @y (z) is greater than or equal
to p — 1. That is a contradiction. If 7 = 0, then k = 2! > p, and the previous
case’s argument applies. |

Corollary 3 is the best we can get in that direction, as we see taking the cycles
in V14 generated by (1,1,1,1,1,0,0,0,...) and (1,1,1,1,1,1,1,0,...). Now, the
prime 7 is the least odd prime dividing n = 14. The weight w and s,, of the first
generator is 5 and the cycle is independent; the weight w and s,, of the second
generator is 7 and the cycle is dependent.

With the background of Lemma 3, Corollary 2 and Corollary 3 we present
the following result.

Theorem 3. Let f be an n-variable RSBF with W;(A,, ;) =0 for some j such
that Gy, (A, ;) contains n independent vectors. Then the function f can be trans-
formed to a 1st order correlation immune function g which may or may not be
RSBF. Further if f is balanced, i.e., W;(0) = 0, then g is I-resilient.

Proof. Given the set of n independent vectors, at which the values of the Walsh
spectra are 0, it is possible to apply linear transformation on the function f to
get a function g which is 1st order correlation immune (using the methods of [8]).
Note that, after the linear transformation, the Rotation Symmetric property of g
is not guaranteed. O

Theorem 3 presents a simple method to get 1st order CI or 1-resilient func-
tions easily from RSBFs satisfying some conditions. Moreover, the combinato-
rially interesting point is that the conditions are related to full rank of binary
circulant matrices over Zg and n-th roots of unity as described in Lemma 3.

3.3 Search for Important Functions

Recall the notation gy, ,, in Subsection 2.1. It is clear that for an RSBF, the (Z)
many monomials of degree w are partitioned into g,,., many groups and the
monomials of each group are either present or absent together. Now the search

technique works as follows.

1. Choose a candidate RSBF (say f) represented by its SANF.
2. Use ,,B to get the RSTT of f from the SANF.
3. Use ,A and the RSTT of f to analyze the Walsh Spectra of f.

Let us now consider the (8, 1, 6, 116) functions. These functions are of lot
of interest as evident from [7, 1, 9]. Note that so far there was no evidence of
(8,1,6,116) functions with PC(1) property. We here show that there are such
functions in the RSBFs class. We consider f(0) = 0, and there can not be any
term of degree 7, 8 in the ANF. Thus we need to take any combination from

Z?:1 gs,; groups and at least one group from gg ¢ groups. This search space is

of size 2231:198";(298»6 — 1). Note that gs1 =1, gs2 = gs6 = 4, gs,3 = gs,5 =
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7,9s.4 = 10. Thus we need to search a space of size 229(2* — 1) ~ 233 and the
search needed little more than a day on a Pentium 1.6 GHz computer with 256
MB RAM using Linux 7.2 operating system. We searched the complete space and
found 10272 such functions. The Ay (autocorrelation values) of the functions are
32 (2176 many), 40 (1024 many), 48 (128 many), 64 (6688 many) and 128 (256
many). Next we searched the set of these 10272 functions for the propagation
property. There are 2672 such functions. The Ay (autocorrelation values) of the
functions are 32 (384 many), 40 (256 many), 64 (1936 many) and 128 (96 many).
Thus we have the following theorem.

Theorem 4. There are 10272 many (8,1,6,116) RSBFs [ with f(0) = 0.
Among them we have 2672 many (8,1,6,116) RSBFs which are also PC(1) and
out of them 384 many functions have Ay value as low as 32.

The following one is the truth table (in Hex) of an (8,1,6,116), PC(1) RSBF
with Ay = 32.

0055 6267 7d59 2d7a 3be6 32c3 4da2 3bcc
0f8b fd3c 5a49 b05a 31f6 c94c 5e9a e4al

Next we concentrate on 9-variable functions. As we discuss, it will be clear
that even if the search space is reduced, it is not possible to go for an exhaustive
search. Thus we attempted heuristic search using simulated annealing. Note that
the details of simulated annealing is not included in this paper and that has been
published in [2].

Let us consider the (9, 2, 6, 240) functions with f(0) = 0. There can not be
any term of degree 7, 8, 9. Thus we need to take any combination from Z?Zl 99.i
groups and at least one group from gg ¢ groups. Now gg1 =1, gg2 = 4, g9,3 =

5

99,6 = 10, gga = gg,5 = 14. Thus the search space is of size 227‘,:199”'(299’5 -
1) = 243(210 — 1) ~ 2%3. With the current computational facility this search
would be extremely time consuming. Hence we attempted heuristic search in
this case and succeeded to get such functions. Note that this function was posed
as an important open question in [13, 14]. The best possible functions that have
been achieved earlier [13] are (9,2,6,232) and (9,2, 5,240), i.e., the first one has
smaller nonlinearity (than the upper bound 240) when the algebraic degree was
maximum and the second one has smaller algebraic degree (maximum upper
bound 6) when the nonlinearity was maximum.

Next we consider the (9, 3, 5, 240) functions with f(0) = 0. There can not
be any term of degree 6, 7, 8, 9. Thus we need to take any combination from
Z?Zl go,; groups and at least one group from gy 5 groups. Thus the search space

is of size 22?=1gg'i(299»5 —1) = 229(2" — 1) &~ 23, Though this search space
is not extremely large, with our current implementation it is expected to take
almost 3 years to complete the search on a single Pentium 1.6 GHz computer with
256 MB RAM using Linux 7.2 operating system. Hence we attempted heuristic
search, but could not succeed. Instead we could achieve unbalanced [9, 3, 5, 240]
functions, which were also not known earlier.
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4 Rotation Symmetric Bent Functions

Let us now discuss a sieving strategy for rots bent functions. Given the matrix
nA, a rots bent function needs to satisfy item 5 of Lemma 2. Thus the idea is
to get the RSTT of the function which can be seen as a column of g, elements.
Now one needs to calculate > 9" Y(=1)f(An0) nAij and check whether this is
equal to £22 for 0 < j < g,, — 1. The first time it fails for some j, we terminate
checking that function and go for the next. This gives a very good performance
for search strategies.

At the time of the search we can consider that b(0) = 0 and the function
is free from linear terms. Moreover, for a bent function, the maximum possible
algebraic degree is . Here the matrix ,,3 comes into play. We need to consider
only those columns of ,8 where 2 < wt(A,, ;) < g Then we choose all the linear
combinations of those columns and then search for the bent functions. Thus the

algorithm needs to check 92 2,9 _ 1 combinations as we ignore the all zero
combination. Note that in this case once we get any Zfial(—l)f(/lm) nAi j not
equal to £22 for 0 < j < gn — 1, then we need not check the function further
for bentness and check the next function. Thus the process of sieving is much
faster.

Filiol and Fontaine [4] counted all the bent functions b on 8-variables where
b(0) = 0 and b is free from linear terms. There are 3776 such functions and in
total 3776 x 4 = 15104 many. With the matrices g.A,5 B, and using our sieving
method we need just one minute on a Pentium 1.6 GHz computer with 256 MB
RAM 4using Linux 7.2 operating system. The number of functions to be checked
is 22i=2 gni 1 =22 —1 forn =8.

Note that, gio = 108 and gn2 = 5, gn3 = 12, gna = 22, gn 5 = 26. Thus
the search required is 2°° — 1 and with the current computational facility, it is
not possible to exhaust this set easily. That is the reason some kind of heuristic
search is required in this case and we found enough number of bent functions in
each attempt using simulated annealing. We can also increase the speed of the
algorithm by noting that there can not be any single cycle rots bent function
of degree > 3. In [15] it has been observed that up to 10-variables, there is no
rotation symmetric homogeneous bent function with degree > 2 and it has been
conjectured that it is true for any even n. Our result on single cycle rots bent
functions provides a partial answer to that.

We have already denoted V,, = {0, 1}". For a Boolean function f : V5, — V4,
let k; (¢ =1,...,4) be the number of input bits 1 (i.e.,  with f(z) = 1) in each
of the quarters of f. If S is a bit string, by (5), or S, we shall mean the string
obtained by concatenation of u copies of S. The concatenation of two strings
u,v will be denoted by uv or u|v. Further, h is the complement of h, and for
fixed integer d, h is equal to h (bit string in Vi) with the last 25~ bits of its
truth table complemented. Let A =0,0,1,1; B=0,1,0,1; C =0,1,1,0; D =
0,0,0,0; U =1,0,0,0; V. =0,0,0,1; X =0,1,0,0; Y =0,0,1,0. The following
result was a central proposition in [17].
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Proposition 2. Let [ : Vo, — Vi be a bent Boolean function (not necessarily
homogeneous) and the corresponding k; (i =1,2,3,4). Then (i) three of k;’s are
equal and one is different, and (ii) min(ky, ko, k3, kq) > 22773 — 211,

The following lemma (Lemma 11 of [3]) turns out to be quite useful. It gives the
truth table of every monomial of arbitrary degree.

Lemma 4 ([3]). The truth table of any monomial x;, -- - x;, of degree s is

(D2n4172 ce (D2n—is—2D2nfi572)
if 1< < <ig<n-—2
(Dan-ir—2 -+ (Dgn-ioy-2Mynois1-2) 5, iy 51) iy 15 (1)
where M = A or Bif is =n—1, respectively is_1 <n—1and iy = n,
(D2n—i1_2 LI (D2n—is,2—2vw,—i572—2)21'5_2,1'5_3,1)21.171 ,

if is.1=n—1and is =n.

2is*is—171>2i171 )

Theorem 5. There are no homogeneous RSBFs with a single full cycle of degree
d>3onV, (n>6 even) that are bent.

Proof. Any full one-cycle RSBF is affinely equivalent to an RSBF f generated
by ziz9...24. We show now that the first quarter in the truth table of f has
weight strictly less than 2273 — 27~! thus contradicting Proposition 2. There-
fore, f it is not bent.

An immediate application of Lemma 4 gives that, for i < n—d—2, the truth
table of LiTi41 - Lidd = (l)ani—Z "'(l)2n—i—d—21§2n—i—d—2))2i_1’
Tn—d* " Tpn-12Tpn—-1 — (D2d—2 ce (DA))2’H,—d—1, and
Tn—dt1 " Tp-1Tn = (Dga-s -+ (DV))gn-a, therefore the first quarter of the
truth table of f is given by the first quarter of

n—d—2
j{: (l)zn—i—2 "'(l)2n—i—d—2Ij2n—i—d—2))2i_1 +’(l)2d—1_1/4)2n—d—1
i=1
+(D2d72_1v)2n7d

n—d—2
= Z (D2n—i7172n—i7d72Dani—d72>2i71+(D2d—271VDQd—271Y)2n_d_1(2)

i=1

To see that it is so, observe that the only terms missing are 12, q42 - - Tp_1Tn+
---. But all these contain zi---x,_12,. Therefore, in all the missing terms,
i1 = 1,is_1 = n — 1,is = n, so the last case of Lemma 4 implies that they all
have 0 in the first quarter of their truth table, so all these terms do not contribute
anything to the weight of the first quarter of f.

For easy writing, denote the first quarter in the truth table of f (on V},)
by h372. Let n = d+4 2 and consider hﬁll. Since the first quarter of the truth table
of f (on V,), that is hd, is obtained by taking the last two variables z441 =
Tqra = 0, and since the degree is d, it follows easily that h¢ is nonzero only
for z1 = x9 = --- = x4 = 1, that is, hg = Dga—>_1 V. Inductively on s, by using
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the displayed relation (2), we obtain the recurrence hj = hfl_lﬁz_l (write the

displayed relation (2) for s — 1 and s, and look at how the first quarter of that
expression for s changes from the expression for s — 1; this is why we needed
the definition for h, to explain that change). As example, let d = 3, and f be
the RSBF generated by xjx2x3. Write fq(f) for the first quarter of f. If n =5,

then the RSTT of fq(f) = 00000001 = DV; if n = 6, then fq(f) = DV(E‘\/) =

DVDY;ifn="7,then fq(f)= DVDY(D@Y) = DV DY DVDY.

When d is fixed we shall write k5 as h®. Using the recurrence and Maple (a
trademark of Waterloo Maple) we obtained easily that the sequence of weights
of h™ for the first few values of n, say d <n < d+ 10 is

n dd+1d+2d+3d+4d+5d+6d+7d+8d+9d+10 3)
wt(hl) 1 2 6 14 32 72 156 336 712 1496 3120

Fixing d, and using the recurrence h® = h*~1h*~1, we get
he = hs—lhs—2hs—3ﬁs—4ﬁs_4 and Bs — hs—lhs—2ﬁs—3hs—4ﬁs—4-

Therefore, denoting by w® the weight of h®, and by w® the weight of h, we
arrive at the identities @° = 2w ™' +2w* 2 —w* +2°72, and w® = w1+ w51
We deduce (s > 6)

wt(h®) =2 (wt(h*~?) + wt(h*~3)) +2°7°. (4)

Next we want to prove that wt(h§) < wt(h§) < 257! — 2l s > 5,d > 3.
From these inequalities we derive the theorem. The first inequality on weights
follows easily from the recursive definition of hj. The second inequality will be
proved by induction. If s = 5, then wt(h3) = 6 < 2* — 23 = 8; if s = 6, then
wt(hG) = 14 < 25 — 2% = 16; if s = 7, then wt(h]) = 32 < 26 — 2% = 48.
They are certainly true. Assume the inequality true for all values from 5 to
n — 1. Now, for dimension n, wt(h}~?) = 2 (wt(h"~*) + wt(h"=5)) + 275 <

2 (2”*5 — 2l pogn—6 2L"53J> +2n75 = gn3 gl gl <
273 _9l3) since 21727 IH1 4ol Il 5 ol O
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A Weakness of the Linear Part
of Stream Cipher MUGI
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Abstract. The linearly updated component of the stream cipher MUGI,
called the buffer, is analyzed theoretically by using the generating func-
tion method. In particular, it is proven that the intrinsic response of the
buffer, without the feedback from the nonlinearly updated component,
consists of binary linear recurring sequences with small linear complex-
ity 32 and with extremely small period 48. It is then shown how this
weakness can in principle be used to facilitate the linear cryptanalysis
of MUGI with two main objectives: to reconstruct the secret key and to
find linear statistical distinguishers.

Keywords: Stream ciphers, combiners with memory, linear finite-state
machines, linear cryptanalysis

1 Introduction

MUGTI is a specific keystream generator for stream cipher applications proposed
in [8]. Due to its design rationale, it is suitable for software implementations.
Efficient hardware implementations in terms of speed are also possible, but are
more complex with respect to the gate count than the usual designs based on
linear feedback shift registers (LFSRs), nonlinear combining functions, and irreg-
ular clocking. MUGI has been evaluated within the CRYPTREC project of the
Information-technology Promotion Agency for possible electronic government
applications in Japan.

It is interesting to note that in mathematical terms, the structure of MUGI
as well as of PANAMA, which is a stream cipher of a similar type previously
proposed in [1], is essentially one of a combiner with memory, which is a well-
known type of keystream generators (see [5]). Specific features are the following:

— the nonlinear combining function has a large internal memory size and is
based on a round function of the block cipher AES [2]

— the driving linear finite-state machine (LFSM) providing input to the com-
bining function is not an LFSR with a primitive connection polynomial

— the LFSM receives feedback from a part of the internal memory of the com-
bining function

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 178-192, 2004.
© International Association for Cryptologic Research 2004
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— the output at a given time is a binary word taken from the internal memory
of the combining function and then bitwise added to the plaintext word to
produce the ciphertext word.

A security analysis of MUGI is presented in [9] and [10]. The main claims are
essentially that MUGI is not vulnerable to common attacks on block ciphers and
also to some attacks on stream ciphers. In particular, the linear cryptanalysis
method for block ciphers [7] is adapted to deal with MUGI and to show that
particular linear approximations cannot be effective for MUGI. However, some
general methods for analyzing stream ciphers based on combiners with memory,
most notably the so-called linear cryptanalysis of stream ciphers [3], [4], [5],
and [6], are not addressed. Since MUGI can essentially be regarded as a combiner
with memory, such methods are in principle also applicable to MUGI. Also, the
underlying LFSM of MUGI, the so-called buffer, is not analyzed in [9] and [10].

Recall that linear cryptanalysis of product block ciphers composed of an iter-
ated round function is based on the fact that the input and output to the block
cipher are known, in the known plaintext scenario, and that all the intermediate
outputs are unknown. Linear cryptanalysis of stream ciphers is essentially dif-
ferent from the linear cryptanalysis of block ciphers because of the underlying
iterative structure in which the initial state is unknown and the output sequence
produced from a sequence of internal states is known, in the known plaintext
scenario. It essentially consists in finding linear relations among the unknown
internal variables, possibly conditioned on the known output sequence, that hold
with probabilities different from one half. It has two main objectives:

— to reconstruct the initial state of the keystream generator as well as the
secret key

— to derive a linear statistical distinguisher which can distinguish the output
sequence from a purely random sequence, defined as a sequence of mutually
independent uniformly distributed random variables.

The main objective of this paper is to show that the linear part of MUGI, that
is, the buffer is analyzable and that it is surprisingly weak. The second objective
is to investigate how this weakness can in principle be used to facilitate the
cryptanalysis of MUGI, especially the linear cryptanalysis.

The paper is organized as follows. Section 2 contains a brief description of
MUGI. Analysis of the LFSM of MUGI is presented in Section 3, with some
elements shown in the Appendix, a related transformation that eliminates the
LFSM from the underlying system of nonlinear recurrences is given in Section 4,
and the framework for the linear cryptanalysis of MUGI is outlined in Section 5.
Section 6 contains a summary of the established weaknesses of MUGI and prob-
lems for future investigation.

2 Description of MUGI

A concise description of MUGI is specified here in as much detail as needed for
the analysis. More details can be found in [8].
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The keystream generator is essentially a combiner with memory, with spe-
cific properties described in Section 1. It is a finite-state machine (FSM) whose
internal state has two components:

— a linearly updated component, called buffer, b = byb; - - - b15 , where each b;
is a 64-bit word; the size of this component is 1024 bits

— a nonlinearly updated component, called state, a = agajas , where each a;
is a 64-bit word; the size of this component is 192 bits.

The next-state or update function is invertible and has two components, ¢ =
(p, A\) , where p updates a and X updates b, that is, (a(t+1) p(+1)) = (p(a(®),b®)),
Aa® b)),

The p component is a nonlinear function defined in terms of an invertible
(64 x 64)—bit function F' by a kind of Feistel structure. More precisely:

a(()t+1) o (t)

o+ = (t)@F( © ¢4 @ ¢y
) = o & Pl 0 <) @ 0, )

The p function is invertible for any given bff) and <17b§t0). Here, for a 64-bit
word x, <*z and >’z denote the rotations of & by 4 bits to the left and right,
respectively. The function F' is derived from the round function of AES and is
a composition of (G,G) and a permutation of 8 bytes, where a (32 x 32)—bit
function G is a composition of a parallel combination of 4 (8 x 8)—bit S-boxes
and a linear (32 x 32)—bit function, MixColumn, of AES (see [2]). The byte-
permutation is (4,5,2,3,0,1,6,7) and C; and Cy are 64-bit constants.
The A component is a linear function defined by the following equations:

B =\ i £0,4,10
B — 30 g o0
b(t‘H) b(t) a b(t)

b(t+1) b(t) a <32b(t) (2)

The A function is invertible for any given aét).

The 64-bit output of the keystream generator at time ¢ is defined as agt).

The initial internal state of the keystream generator is produced from a 128-
bit secret key K and a 128-bit initialization vector IV in three stages, by using
the keystream generator itself. In the first two stages only p is used and in the
third stage both p and A are used. At the beginning of the third stage, the
initial value of a, a(?), depends on both K and IV, but the initial value of the
buffer b, b(*)| depends on K only. The third stage consists of iterating ¢ (i.e., both
p and A) 15 times, without producing the output (agt))%io, and the keystream
generation starts from the 16-th iteration on.
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s

Iy

Fig.1. The buffer as LFSM

3 Analysis of Buffer

In this section, the buffer is analyzed as a non-autonomous LFSM with one
input sequence, namely, ag = (aét))toio. The input sequence and all the internal
sequences in the buffer are 64-bit sequences. Our objective is to derive expressions
for the internal sequences in the buffer in terms of the input sequence ag and
the initial state of the buffer, b(® = b(()o)bgo) e bgg).

In view of the A update function, the 16 internal sequences in the buffer can
be divided in three groups, in each group the sequences being phase shifts of
each other (see Fig. 1, where R; denotes the rotation by j bits to the left, which
is a linear transformation of a 64-bit word).

3.1 Linear Recurrences

From the A\ update function, we directly obtain the following linear recurrences,
all holding for ¢t > 1:
b(t) _ b(t*4) ® b(()t*4)
—4 -6
blO — b(t ) b(t )
) = g Vg b0, (3)

In vectorial notation where vectors are represented as one-column matrices, R3o
is represented as a matrix. The initial state of the buffer can now be represented

as (bg))?:_3(by))?2_5(b(t))t__5 Then, by eliminating by, we obtain

b(t) _ bit—4) ® b(t—lO) @ (1&—5)7 t>5

Bl = b7 @ RypblL > 1 (4)
This is a system of two 64-bit linear recurrences (that is, 128 binary linear

recurrences) in terms of 64-bit sequences by and byg, where ag is regarded as
a given 64-bit sequence.
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3.2 Generating Functions

The system can be solved by using the generating function technique dealing with
the z-transforms of 64-bit sequences. In vectorial notation, the z-transforms or
generating functions of by, b1g, and ag are defined as formal power series

(o) (o) (o)
By = Z bff)zt, By = Z b%)zt, Ap = Z a(()t)zt, (5)
t=0 t=0 t=0

respectively. It is shown in the Appendix how to convert the system (4) of linear
recurrences from the time domain into the generating function domain. Namely,
letting I denote the 64 x 64 identity matrix, we thus obtain the representation

(1® z4)B4 @ 21%Big = 2°400 Ay (6)
2By @ (I @ 2*R3p)Bro = Ay (7)
where
3 9
P T SIS 3 eI
=1 t=5
5 3
Ay = Y b @) @ Ry >0l (9)
=1 =1

are 64-dimensional vectors (64 x 1 matrices) whose elements are polynomials
in z defined by the initial state of the buffer and whose degrees are at most 9
and 5, respectively. Essentially, we obtain a system of 128 linear equations with
coefficients being polynomials in z and with unknowns being 128 generating
functions of 64 binary sequences in by and 64 binary sequences in byg.

3.3 Solution

The system has a unique solution which can be found in the following way. First,
by elimination we obtain

F(2)By = 2°(I © 2'R32) A0 ® (I © 2*R32) A1 @ 214, (10)
F(Z)Blo = leAO @ ZGAl EB (1 EB 24)A2 (11)

where
F(z) = T® 21 @ Rsp) @ 2°Rap @ 261 (12)

denotes a 64 x 64 matrix whose coefficients are polynomials in z of degree at
most 16.
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When regarded over a field of rational functions in z, F'(z) is invertible as is
seen from the following equation:

F(2)F(2) = (I ®2*(I ® R32) © 2°Rap @ 2'°7)?
=1® 281 R3,) ®2'°R3, @ 2321
=12l e Te*l = 1020 2H)'°T (13)

because of R2, = I. Thus we get that F'(z)/f(z) is the inverse of F(z), where

128

fiz) =102%02%2 = Qo206 = 1@ 216"

(14)

Accordingly, we obtain the solution for the generating functions B4 and Bjg
in the form of

1
B, = 2°G(2) A @ A’
1 g P A A
= o (16 2'%)G(2) A0 ® | @ 248 (1@ 2'6)A) (15)
BlO = 1 leF(Z)AO D 1 A/
f(2) fz)72
= e 248211(1 © 2 F(2)A @ L 418 (1@ 2'9)A, (16)

where
Gz) = FR)I®2'R) = 1@2022®2°®2Y)* T ® 2*°Ra (17)

denotes a 64 x 64 matrix whose coefficients are polynomials in z of degree at
most 20, and

Al = G(2)A @ 2'°F(2) A, (18)

Al = F(2) (54 & (1@ 24 Ay) (19)

are 64-dimensional vectors (64 x 1 matrices) whose elements are polynomials in z
defined by the initial state of the buffer and whose degrees are at most 31.

3.4 Discussion

Both by and b1g have two components, one being a linear transform of the input
sequence ag to the buffer and the other being a linear transform of the initial
conditions contained in A; and As. For both by and byg, the other, intrinsic
component consists of 64 binary linear recurring subsequences each produced by
an LFSR with the feedback polynomial f(z), or alternatively, by a cycling LFSR,
with the feedback polynomial 1 & z*8. The following properties should then be
considered as serious weaknesses of the buffer design.
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— The exponent (period) of f(z) is only 48; the period of each of the intrinsic
binary subsequences is thus equal to 48 or divides 48.

— The degree of f(z) is only 32, and with an appropriate design it could have
been as large as 1024, which is the bit-size of the internal state of the buffer.

— Due to their extremely small period, the statistical properties of the intrinsic
binary subsequences are very bad.

— In common designs of keystream generators, the linear component, with the
feedback from the nonlinear component disconnected, ensures a large period
of the corresponding internal state sequence which itself very likely provides
a lower bound on the period of the keystream sequence as well as good
statistical properties. Consequently, the design of MUGI does not satisfy
this criterion.

— The polynomial f(z) defines a linear sequential transform of any buffer se-
quence, in particular by or big, that is equal to a linear sequential transform
of the input sequence, which is produced by the nonlinear component. Its
low degree, 32, small number of nonzero coefficients, 3, and small period, 48,
facilitate the initial state reconstruction and finding statistical distinguishers
for the keystream sequence (see Sections 4 and 5).

— The intrinsic binary subsequences do not depend on the initialization vector,

but only on the secret key. Namely, for each 1 < j < 64, the j-th binary
(0))15 (b(O) )15
4,3 /1=0"4,(j4+32) moa 64/1=0"

that is, on the j-th and the (j 4+ 32)moq s4-th binary subsequences of b(%),
which are defined by 32 secret key bits only. This is because the mixing
between different binary subsequences in the buffer, provided by the linear
transform Rgse, is not good. Divide-and-conquer secret key reconstruction
attacks may be facilitated by this property.

subsequence of both by and by solely depends on (b

4 Elimination of Buffer

The obtained expressions (15) and (16) for the generating functions of the 64-
bit buffer sequences by and b1g, respectively, can be transformed into the time
domain and then appropriately substituted in the recurrences (1) for the update
function p. In this way, we can derive the recurrences involving only the state
sequences a; and as, where the output sequence as is assumed to be known,
in the known plaintext scenario, except for the first 16 outputs (a(;))%io, which
are discarded. Namely, from (1) we first eliminate ap and use the fact that F' is
invertible to get for ¢ > 0

agt) ® by) _ Ffl(a§t+1) @ aét) & Cy) (20)
9 6 < = Pl 6 ot 6 @

where F~! is the inverse of F and formally ol = ago). Then, by converting (15)
and (16) into the time domain we get the following linear recurrences holding
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for ¢ > 48:

bff) S by—48) _ a(()t—5) @agt—9) @agt—l?)) @agt—ﬂ) @a(()t—%) @a(()t—29)

® a(()t733) @ agpg?) ® <32a(()t—25) ® <32a(()t—41) (22)
b%) ® b%fzxs) _ a(()tfll) ® a(()t715) @ agtf?)l) ® a(()t—43) ® <32a(()t—15)
@ <32aét719) ® <32a(()t731) ® <32aét735). (23)

Finally, by combining (20) with (22) and (21) with (23), we get the following
recurrences involving a; and as only, which hold for ¢ > 48:

o @l o F 1 g o @) o F ™ e a P e 0y) =

agtfa) & a(ltflo) @ a§t714) @ agt718) & a(1t726) & a(1t730) @ a§t734) & a(1t738)

® <32a§t_26) ® <32a§t_42) (24)

o @™ ¢ F1(a) @ ol & Cy) @ F (0™ @ a7 @ Cy) =

<17a§t—12) ® <17a§t—16) ® <17a§t—32) ® <17a§t—44) ® <49a§t—16)

@ <49a§t720) ® <49a§t732) ® <49agt736)_ (25)

The recurrences are nonlinear because of nonlinear F~!. As the first 16 outputs
are not known, it is interesting to consider (24) and (25) only for ¢ > 64.

One can also obtain different recurrences by using the polynomial f(z) of
degree 32 instead of the polynomial 1@ z*8. They will hold for ¢ > 32, but each
will involve F~! three times which makes them less useful. In principle, there
are at least two general ways of using the recurrences (24) and (25).

— One way is to try to eliminate a1, possibly with certain approximation prob-
abilities, thus yielding a recurrence in as holding with a certain probability
which will represent a statistical distinguisher between the keystream se-
quence and a purely random sequence (see Section 5).

— The other way is to assume that as is known, in the known plaintext scenario,
and try to solve the corresponding nonlinear equations for a;, possibly by
an algebraic approach or a probabilistic approach using approximations to
the nonlinear equations.
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5 Linear Cryptanalysis of MUGI

A general way of conducting the linear cryptanalysis of stream ciphers is to lin-
earize the (vectorial) next-state function and the output function, with certain
approximation probabilities, and to analyze the LESM resulting from these lin-
ear approximations (see [3], [1], [5], and [6]). In particular, this method is also
applicable if only one bit of the internal state is known at a time. This is es-
sentially different from the linear cryptanalysis of iterated block ciphers where
one concatenates mutually correlated linear functions of the input and output
to the round function. The obtained LFSM is in fact an LFSM approximation
to the keystream generator, which itself is a nonlinear autonomous FSM. Our
objective here is to present a framework for conducting the linear cryptanalysis
of MUGI by using the results from Sections 3 and 4.

Linearizing the next-state function of MUGI reduces to linearizing the non-
linear function F or its inverse F'~1. More precisely, we linearize equations (20)
and (21), where, for convenience, t — 1 is substituted for ¢, and the sequences by
and byg are determined by (15) and (16), respectively. In turn, linearizing F~*
reduces to linearizing the S-boxes of AES. The effectiveness of the linear crypt-
analysis depends on the underlying linear approximations and the corresponding
approximation probabilities.

A linear approximation to an S-box is a pair of input, a;, and output, 3, linear
functions with a nonzero correlation coefficient ¢(a, §) = Pr(a = ) —Pr(a # 3).
Tt is well known that the maximal correlation coefficient magnitude is 1/8. This
value is relatively small, but allows a lot of freedom when choosing the linear
approximations. In particular, for any given «, there are 5 values of 8 with
cla, B) = 1/8, 16 values of 8 with ¢(a, ) = 7/64, and 36 values of  with
cla, ) = 6/64.

A linear approximation to F'~! consists of linear approximations to the 64
component Boolean functions and each of the 64 correlation coefficients is deter-
mined by the corresponding active S-box. More generally, one can also consider
linear approximations to any 64 linearly independent linear combinations of the
64 component Boolean functions of F~!. In this case more than just one S-box
can be active for each linear combination considered, so that the resulting corre-
lation coefficient is the product of the involved correlation coefficients of active
S-boxes. In the more general scenario, let Lo define a set of 64 linear approxima-
tions to 64 linearly independent linear combinations of the component Boolean
functions of F~! defined by L;F~'. More precisely, an invertible matrix L, is
first applied to both (20) and (21) and then a matrix Ly is substituted for L F~!
on the right-hand sides of the equations. We thus get

Llagt_l) D leit_l) = Lgagt) D Lgaét_l) @b L2C1 @b egt) (26)
Liai ™V @ LY = Loal' ™ @ Loay) @ LrCo @ e (27)

where e; and ey are the 64-bit approximation-error sequences whose binary com-
ponent subsequences are expressed as nonbalanced Boolean functions of the cor-
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responding inputs to F~!. The greater the imbalance, the better the underlying
linear approximations.

Equations (26) and (27) in fact define an LFSM with input sequences e;
and eo. The LFSM can be solved for a; and ag by using the generating function
method. Let Ay, Az, Eq, E5, and Ag = zA; @aéo) denote the generating functions
of ay, as, e1, es, and ag, respectively. Then after some algebraic manipulations,
by using the expressions (15) and (16) for By and Bjg, in terms of 1 @ 28,
respectively, we get

Fi(2)A;1 = 2(1©2%) LA 0 (10 2*®)E; @ A @ (1@ 2*)0 (28)

Fy(2)A; = (102840 (102 Ey e Ao (1@ 2%%)C) (29)

where C1 = C1/(1@® z) and C) = C2/(1 @ z) denote the generating functions of
the constant sequences, of period equal to 1, corresponding to the constants C
and Cjy, respectively, and

Fi(2) = (1@ 2% (L1 @ L) © 2" (1 © 2'%)L1G(2) (30)
Fry(z)==z ((1 @ 248)(L1 @ zL2) ® 221 216)L1R17F(z)) (31)
A = (1@ 2'9) (201 A, @ 25L,G(2)a”) @ (1 @ %) Lyal”) (32)

A =2(1® 2" LiRi7 AL @ 2 (2" (1@ 2') L1 Ri7 F(2) @ (1@ 2*%)Ly) ago)

@ (1@ 2*)Lyal”. (33)

Note that A} and A} are 64-dimensional vectors whose elements are polyno-
mials in z defined by the initial state of the whole keystream generator (b(®)
and aéo)ago)aéo)) and whose degrees are at most 49. Here E; and F5 are generat-
ing functions of unknown, but nonbalanced sequences, so that (28) and (29) in
fact constitute a system of binary linear recurrences each holding with a proba-
bility different from one half.

To eliminate the unknown A; from the system, assume for simplicity that
Fy(z) is invertible, where Fy(z)~! = Fy(2)*/ det F1(2), Fi(2)* being the adjunct
matrix of F1(z). (As Ly is invertible, it is likely that Fy(z) or F»(z) are invertible.)
We then obtain a correlation equation

Fy(2)Fy(2)* A & det Fy (2)Af

1248 = (F2(2)F1(2)"Ey © det Fi(2) Ey)

® (2F2(2)Fi(2)" @ det Fy(2)I) LoAs @ (Fa(2)Fi(2)*C & det F1(2)C%) . (34)
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In the time domain, the left-hand side of (34) is a 64-bit sequence, z , in
the generating function domain denoted as X, which depends on the initial
conditions, and the last two terms on the right-hand side of (34) are linear se-
quential transforms of the (known) sequence as and of the constant sequences
corresponding to Cy and Cj , respectively. The first term on the right-hand side
of (34), E = Fy(z)F1(z)*E1 @ det Fy(z)Es, is the noise term depending on the
performed linear approximations. Consequently, (34) means that the linear recur-
ring sequence x depending on the initial conditions which is ultimately periodic
with period of only 48 (or smaller) is termwise correlated to a linear sequen-
tial transform of as and of the constant sequences corresponding to C and Cs.
Equivalently, this is the case for each of the 64 constituent binary subsequences.

5.1 Initial State Reconstruction

If ¢ = 0 is taken as the initial time, then the first 16 elements of the output
sequence, (agt))%io, are unknown, and the initial state of the buffer, b9 | rep-
resented through A; and As, depends on the secret key only. Alternatively, if
t = 16 is taken as the initial time, then the output sequence is known, but the

initial state of the buffer, 5(*9), depends on the initialization vector as well. Note
that the initial state of MUGI, b(®) and ago)ago)ago), can be obtained from any
internal state of MUGI (e.g., b1%) and aélﬁ)aglﬁ)aélﬁ)) by reversing the next-state

function. Furthermore, the 128-bit secret key can be obtained from bgo)bgo) by
reversing the update function p.

The effectiveness of the correlation equation (34) is determined by how much
the probabilities for the 64 underlying binary noise subsequences of the resulting
noise sequence e deviate from one half. Let ¢; = 1 — 2p; denote the (positive
or negative) correlation coefficient of the i-th binary noise subsequence of e,
where p; is the probability that the noise bit is equal to 1. The correlation
coefficients of the involved approximation-error sequences e; and e; depend on
the linearization of S-boxes and their magnitudes are equal to 273 or are close
to this value if only one S-box is active per each linear approximation involved.
If we assume that these subsequences are mutually independent sequences of
mutually independent and identically distributed binary random variables, then
the correlation coefficient magnitude is given as |¢;| = 273" where m; is the
total number of binary terms from e; and e; present in this subsequence, that
is, the total number of nonzero binary coefficients of the polynomials in the i-th
row of Fy(2)F1(2)* and in det Fy(z). Here we used a well-known fact that the
correlation coefficient of a binary sum of mutually independent binary random
variables is equal to the product of their individual correlation coefficients (see
also the piling-up lemma from [7]).

Accordingly, the periodic part of the 64-bit linear recurring sequence z, that
is, any corresponding segment composed of 48 consecutive 64-bit words can in
principle be statistically reconstructed by a sort of repetition attack based on
the fact that any bit of the periodic part of = is repeated with period 48. If ¢
denotes the underlying correlation coefficient for a considered bit of x, then the
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bit can be reconstructed by the mojority count from the given output segment
of length O(48¢~2) with complexity O(c™2). It is easy to see that the periodic

part of x depends (linearly) only on b(© and aéo) and not on ago)' Namely, this
is due to

(1@ 21%)Fy(2) F) (2)* (leA’l ® Z6L1G(z)ag°>)

X fr—
1@248

det Fy(2)(1 @ 219) <ZL1R17A’2 ) 212L1R17F(z)aéo))

& 1@248

© Fa(2)Fi(2) Loal” @ det Fi (2) (2Laal” ® Loaf” ) (35)

where A} and A depend only on b(®). Accordingly, the initial time of the 48-
word segment of x to be reconstructed should on one hand be sufficiently large
so as to render the terms depending on ago) and aéo) in (35) vanish and, on the
other, should be at least 16 so that the involved terms of the output sequence as
in (34) are all known.

The recovered 48 64-bit words of the periodic part of x define a system of
48 - 64 binary linear equations in the unknown 17 - 64 initial state bits, b(®)

and a(()o), which can then be obtained by solving the system. The 128-bit secret

key can be obtained from b(()o)bgo) by reversing the update function p.

Alternatively, if the objective is to recover the initial state of MUGI, regard-
less of the initialization algorithm and the secret key, but taking into account the

fact that the first 16 elements of the output sequence, (a(;))%io, are unknown,

then ¢t = 16 should be taken as the initial time, b('%) and agw) should be recon-

structed by the repetition attack described above, and the 64 bits of a(116) can be

reconstructed by the exhaustive search in view of the fact that a(216) is known.

Finally, the initial state, b(®) and aéo)ago)aéo), is then obtained from the internal

state b(*6) and agw)agw)agw) by reversing the next-state function.

The feasibility of the attack can be estimated by computing the noise cor-
relation coefficients, as described above, for different vectorial linear transfor-
mations L; and Ls. Assuming for simplicity that the underlying correlation
coefficient |c| = 273™ is the same for all the bits of 2 to be reconstructed, the
attack would in theory be effective if it is faster than the exhaustive search over
the initial states. Note that the exhaustive search requires 18 64-bit output val-
ues to be produced for each guessed initial state or, more precisely, for each
guessed internal state at time ¢ = 16. Roughly speaking, the attack is effective if
48 . 26m < 21864 "that is, if m < 191, where the underlying complexity units are
assumed to be the same. Of course, it has to be noted that the required output
sequence length would be of the same order of magnitude as the complexity.
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5.2 Linear Statistical Weakness

The equation (34) can also be put into the form

1 e 248 .
L(2)As = Y (Fo(2)F1(2)"Cy @ det Fy(2)Cs)

© (F(2)Fi(2)* A @ det Fi(2)A)) @ (1@ 2¥)E (36)

where the matrix L(z) = (1 ® 2%®)(2F(2)Fi(2)* @ det F1(2)I) defines a linear
sequential transform of the output sequence as. This equation specifies a lin-
ear statistical distinguisher between the output sequence and a purely random
sequence.

Namely, all the terms except the noise term on the right-hand side of (36)
are polynomials in z and as such vanish in the time domain after a sufficiently
large t depending on the degrees of the involved polynomials. So, (36) means that
a linear sequential transform of the output sequence is termwise correlated to
the all-zero 64-bit sequence where the approximation/correlation noise is defined
by (1 @ 2*8)E. Equivalently, the 64 constituent binary subsequences, obtained
as linear sequential transforms of the output sequence, are bitwise correlated to
the all-zero binary sequence, where the corresponding correlation coefficients can
be approximated as squares of the correlation coefficients of the corresponding
binary noise subsequences of e. If ¢ is such a correlation coefficient, then the
output sequence length required for detecting the weakness in the corresponding
binary subsequence is O(c~%). The output sequence length required to detect
the weakness by using all the 64 subsequences is then O(c™*/64).

The feasibility of the attack can be estimated by computing the noise cor-
relation coefficients for different vectorial linear transformations L1 and Lo. As-
suming for simplicity that the underlying correlation coefficient |¢| = 273 is
the same for all the bits of = to be reconstructed, the attack would in theory be
effective if the total required output sequence length, proportional to the com-
plexity, is smaller than the expected period for the size of the internal state, that
is, if 212 /64 < 21864 that is, if m < 96.

6 Conclusions

Our main finding is that the linearly updated component of MUGI, the so-
called buffer, is not designed properly. It is proven that if the feedback from the
nonlinearly updated component is disconnected, then the binary subsequences of
the buffer, comprising its intrinsic response, are linear recurring sequences with
the linear complexity of only 32 and with the period of only 48. Accordingly,
the buffer neither provides a large lower bound on the period nor ensures good
statistics of the output sequences of MUGI, unlike the usual designs of keystream
generators. Furthermore, as each such subsequence depends on only 32 bits of
the initial state of the buffer, the mixing between the 1024 bits of the initial state
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of the buffer is not good. In addition, it is pointed out that the 128-bit secret
key can directly be recovered from the reconstructed internal state of MUGI at
any time, which is not desirable.

As a consequence of this small period, it is shown that the buffer sequence
can be eliminated from the update equations for the nonlinearly updated compo-
nent of MUGI, the so-called state, thus yielding nonlinear recurrences involving
only the output sequence and a part of the state sequence. It is then pointed out
how the weakness of the buffer can be used to facilitate the linear cryptanalysis
of MUGI. This is achieved by developing a framework for the linear cryptanal-
ysis with two main objectives: to reconstruct the initial state or the secret key
and to find linear statistical distinguishers for MUGI. This framework can be
used for future experiments to investigate if the proposed attacks are feasible.
More precisely, the feasibility depends on the magnitude of the corresponding
correlation coefficients which can be estimated by examining the corresponding
matrices with polynomial elements that result from the chosen linearizations of
the S-boxes.

Appendix: Generating Function Representation

Firstly, by virtue of (5), the system of linear recurrences (4) results in

Z bit)zt _ 4 Z bz(lt—4)zt74 @ 210 Z b%—lo)ztflo @® 25 Z a(()t—B)ths (37)
t=0 t=5 t=5 t=5

Z b2t =203 b T O @ 2 Ry Y b Pt (38)
t=1 t=1

Then, we get

(1®2YBy1®2'%Byg = Z5A0@th) t@z4b(0 @Zb(t 10) ¢
=0

4 9
=S o162 e Z Yabi Nt e bl

t=1 t=>5

3
=254, &b @z4b0)@z I @ bl z@Zb” 00 (39)
t=1 t=5

5 3
(I (&) Z4R32)Blo (&) Z6B4 = Z bin)Zt @D bg%) ® R3o Z b(li)iél)zt. (40)

t=1 t=1

By using the simplified notation (8) and (9), we then directly obtain (6) and (7).
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Abstract. We present a realization of an LFSM that utilizes an LFSR.
This is based on a well-known fact from linear algebra. This structure is
used to show that a previous attempt at using a CA in place of an LFSR
in constructing a stream cipher did not necessarily increase its security.
We also give a general method for checking whether or not a nonlinear
filter generator based on an LFSM allows reduction to one that is based
on an LFSR and which is vulnerable to Anderson information leakage.

Keywords: Stream cipher, nonlinear filter model, LFSR, CA, Anderson
information leakage

1 Introduction

Linear feedback shift registers (LFSR) are one of the most useful building blocks
for constructing stream ciphers. There are classical models of memoryless syn-
chronous stream ciphers that utilize LESR’s : the nonlinear filter model (NF)
and the nonlinear combiner model (NC).

For the NF model, building on previous works[9, 3], Anderson[!] showed that
much information about the state of the LFSR may be obtained from the output
key stream, if the distribution of possible states of LFSR’s in relation to output
stream blocks is not uniform. And for a random NF model, this is usually quite
irregular.

In the paper [10], presented at CRYPTO 2002, a model that combines the
NF and NC models was introduced. This model utilized a cellular automaton
(CA) instead of an LFSR to eliminate the above mentioned information leakage
of NF models. In the paper, it is claimed that this non-uniform distribution
stems from the fact that a particular state bit of an LFSR affects the output key
stream several times. This would be unavoidable in an NF generator based on
an LFSR. It is also claimed that this property can be avoided through the use
of a CA, thus removing Anderson information leakage. In this paper, we show
this claim to be incorrect.

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 193-209, 2004.
© International Association for Cryptologic Research 2004
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CA is a special case of linear finite state machines (LFSM) and can be viewed
as a one-dimensional array of cells. The cells change state at each clock tick, and
the new state of a cell is completely determined by its present state and those
of its left and right neighbors. CA’s have been applied to various fields such as
biological system, fault-tolerant computation, VLSI design, and cryptography.
(See [12] for a survey on the general theory of CA.) In the cryptographical field,
CA’s have been used in designing hash functions and stream ciphers[8, 13]. It
was believed that from the security perspective, a CA would give properties
better than those of an LFSR. However, we shall show that the use of a CA in
place of an LFSR does not necessarily increase security.

Recalling a well-known fact from linear algebra, we give a way to realize an
LFSM, utilizing an LFSR. In short, the realization is done by attaching a linear
map to an LFSR. We understand that, due to its simplicity, this could have been
known to experts of this field. But we could not find any references, and it seems
that this fact was not looked at from the security perspective.

The realization could be of interest in its own. For example, it gives a natural
way of running a CA in the reverse direction, something which was thought
to be a complex procedure. But as will be shown through the examination of
arguments in [10], this realization also has grave consequences in the use of
LFSM’s as cryptographic building blocks.

The paper is organized as follows. Section 2 shall present the simple mathe-
matical fact that is the starting point of this paper. This is used in Section 3 in
realizing an LFSM using an LFSR and a linear map. In Section 4, we review the
notion of Anderson information leakage and examine the system given in [10].
Using the realization of a CA which utilizes an LFSR, we shall argue that the
system did not achieve its design goal. The section that follows presents an ex-
plicit example confirming these arguments. Next, in Section 6 we give a general
method for checking whether or not a given NF generator based on an LFSM
admits a reduction to a NF generator based on an LFSR that is vulnerable to
Anderson information leakage. The last section closes the paper with some con-
cluding remarks. Some readers might want to read Appendix E, which contains
remarks on what further developments the basic idea of this paper might bring.

2 Basic Facts and Definitions

In this section we shall recall some elementary facts from linear algebra and
introduce two classes of linear finite state machines, CA and LFSR.
2.1 Linear Algebra

Let us denote by I the n x n identity matrix. The characteristic polynomial of
a matrix M with entries in the binary field Fs is defined to be the polynomial

char(M) = det(xI — M) € Flx]. (1)
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We define the companion matriz of a monic polynomial

p(x) =ao+ a1z + -+ an_12" " + 2" € Fala] (2)
to be the matrix
0100 0 0
0010 0 0
0001 0 0
(3)
00 0
000 - --- 0 1
ag ap az -+ - Gp—2 Qn—1

We shall accept the following statement as a fact.

Fact 1 Let p(x) be the characteristic polynomial of a square matriz M. Denote
by L, the companion matriz of the monic polynomial p(x). If p(z) is irreducible,
then there exists an invertible (basis transition) matriz T satisfying

TMT = L.

This is the only fact from linear algebra we shall need in this paper. Readers
familiar with linear algebra can look up Appendix A to see justification for this
fact.

Remark 1. The matrix T appearing in this fact is not unique. If the size of the
square matrix M is n, there can be up to 2" — 1 of them.
2.2 Linear Finite State Machine

An n-bit linear finite state machine (LFSM), denoted by M, is a pair (F4, M),
where M is an n X n matrix. The internal state of M is described by an n-bit

vector v = (vp,...,v,—1) € F§. The evolution of M over discrete time ¢ > 0 is
described by a sequence of n-bit vectors v(9, v . satisfying
vt — prv®), (4)

Here, v(0) is the initial state. For t > 0, we shall write

vt = (v(()t), vgt), e ,1)521).
It is well known that if the characteristic polynomial of M is primitive over Fo,
then each of the sequences
vi = ()0 (5)
has period 2" — 1 [7]. This is the maximum possible period obtainable for the
state sequence of an LFSM. The most popular subclasses of the LFSM’s are
CA’s and LFSR’s.
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2.3 Cellular Automaton

A cellular automaton (CA) is an LFSM with a defining matrix M which is tri-
diagonal. If the upper and lower subdiagonal entries of M are all equal to 1,
then it is called a 90/150 CA. Visually, the general matrix defining a 90/150 CA
will be of the form

ol 00--- -~ 0

ey 104+ <o 0

01 1 0

: I (6)
1 0

0 -+ 1 ¢ o 1

0 0 1 ¢

where each ¢; is either 0 or 1. We shall only consider 90/150 CA’s in this paper.
The sequences obtained from such a CA satisfies the following relation. For each
0<i<n—1andt>0,

o = o9, @ o B0l

where we take vg = vslt) =0.

2.4 Linear Feedback Shift Register

A linear feedback shift register (LFSR) corresponding to a monic polynomial
p(z) given by (2) is an LFSM with the defining matrix set to the companion
matrix of p(z) given by (3). So if we write the internal state of the LESR at time

t>0asv® = ({0 . 0l?)), we have

o = o,

for each 0 <7 <n —2, and

’L)Sltjll) = ao’U(()t) D alvgt) DD anflﬂ,gtll.
Hence, register contents will be shifted to the left by one cell during the evolution
process.

3 Reducing an LFSM to an LFSR

In this section, we shall see how the contents of the previous section relate to
each other. We give a way to realize an LFSM, utilizing an LFSR and a linear
map. It seems that the method we are going to give is known to the experts
of this field. But we could not find any references, so it is explained here for
completeness.
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Let us be given an LEFSM M defined by a matrix M. Denote the characteristic
polynomial of M by p(x) and the companion matrix of p(z) by L. Notice that
the matrix L defines an LFSR. We say that this LFSR is associated with the
LFSM M.

Suppose that p(x) is irreducible. Then we know from Fact 1 that there exists
some invertible matrix T such that

TMT ' = L. (7)

Now, recalling that the evolution of LESM internal state is given by (4), if the
initial state of the LFSM M was v, the state v() of the LFSM at time ¢ > 0
will be given by

v = Mty
Here, M*? denotes M multiplied ¢ times and not the transpose of M. Similarly,
if the initial state of the LFSR defined by the matrix L was w, the state w(*) of
the LFSR at time ¢t > 0 will be given by

w(t) = Ltw.

Now, if we had w = T'v, using (7), we can easily check the following sequence
of equalities.

v = M'v =(T'LT)'v =T 'L'Tv =T 'L'w = T"'w(. (8)

This shows that an LFSM is intimately related to the LFSR defined by its
characteristic polynomial.

Proposition 1. The current internal state v.©¥ of an LFSM which starts at the
initial state v(©) may be calculated using the internal state w™®) of the associated
LFSR through the simple linear equation

vt = 71w 9)
by initializing the LESR with w©) = Tv(0),

So, even though an LFSM seems much more complicated than an LFSR, the
two are only apart by a simple linear transformation.

The only hypothesis on the LFSM we have used in this section is that its
characteristic polynomial be irreducible. In most cryptographic applications of
an LFSM, the characteristic polynomial will be taken to be primitive, in order
to achieve maximal period, so this is not a very restricting assumption. Hence
any cryptographic system that bases its safety on the complexity of an LFSM,
compared to an LFSR, may not be as safe as it seems at first sight. Since CA’s
are just a special type of LFSM’s the same can be said of systems using CA’s.

4 Security of Nonlinear Filter Models Utilizing a CA

In this section, we shall present a system which has tried to use a CA in place
of an LFSR in order to remove some unwanted property of a stream cipher. We
shall apply the theory of Section 3 to show that the attempt did not succeed in
achieving its goal.
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4.1 The NF-CA Model

In the paper [10], a memoryless synchronous stream cipher called the filter-
combiner (FC) model was introduced. We shall not present the whole FC model
in this paper, but use only a small part of the model in explaining one of the
main arguments of that work. The referenced paper contains more than what is
presented here.

Let M = (F3, M) be a CA. We assume that the characteristic polynomial
p(zx) of the CA is primitive. It is known that each of the n sequences given by (5)
are all exactly the same periodic sequence with only the starting points different.
Hence they are relative shifts of each other.

We apply a nonlinear filter f with good properties, for example, high re-
siliency and nonlinearity, on the cells of the CA to obtain a stream cipher. The
system is to satisfy the following loosely stated constraints. We refer the reader
to the original paper [10] for exact statements.

1. The number r of cells used as inputs to f is small relative to the size n of
the CA. (r <log,n)

2. The starting points of the sequences obtained from the cells used as inputs
to f is (almost) evenly distributed within the common periodic sequence.

3. The number of bits encrypted using the system does not come close to 2" /r.

We shall call this reduced model by the name NF-CA, a nonlinear filter model
utilizing a CA. The paper claims that under these constraints the NF-CA is
resistant to Anderson information leakage [1].

Anderson information leakage is an observation on the nonlinear filter model
(a stream cipher that applies a nonlinear filter on an LFSR) that allows one to
gather information on the initial state of the LFSR from the key stream. More
explanation is given in the next subsection.

The author of [10] believed that Anderson information leakage was funda-
mentally due to using the same bit more than once as input to the nonlinear
filter in obtaining the key stream. This reasoning was also somewhat vaguely
stated in the paper [1]. Hence the main objective behind the above constrains
was to remove the possibility of any part of the periodic sequence being used
more than once.

4.2 Anderson Information Leakage

Consider the filter model of stream ciphers. This is a stream cipher that uses
cell states of an LFSR as inputs to a nonlinear filter in obtaining a key stream.
We shall write this model as NF-LFSR for short.

Suppose we use k consecutive cells of the LFSR as inputs to the nonlinear
filter f. Let us take the convention, as given in Section 2.4, that the contents of
the register are being shifted to the left at each step. If we fix the contents of k
cells used as inputs to f, we can calculate one bit of output from the NF-LFSR.
Similarly, if we fix contents of the k cells and also (k — 1) more cells that lie
immediately to their right, we can calculate k output bits from the NF-LFSR.
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Now, suppose we classify all possible (2k — 1)-bit states according to the k-
bit output key stream it will give. In the ideal case, each class will contain
exactly 271 elements. That this distribution usually is not uniform was inves-
tigated by Anderson [1] to show that much information about the state of the
LFSR may be obtained from the output key stream.

He gives an explicit example using a 2-resilient nonlinear filter that uses 5
variables. The above mentioned table is constructed to show that it is indeed
irregular. To show that actually useful information may be found, he lists all
possible 9-bit initial states that can give the 5-bit output stream 11010.

001010101 001110010 100110010 101110001 110110001
001110001 100110001 101001011 101110010 110110010

If we look closely at these values, we see that there is only a single 0 among
all the 5th bits, and a single 1 among both 6th and 7th. In other words, if the
key stream we obtain is 11010, then at the starting point of this key stream,
the state of the 5th cell of the LFSR would have been 1 with probability 0.9.
Likewise, state of the 6th and 7th bit would have been 0 with probability 0.9.

Irregularity in the distribution of initial states classified according to output
stream blocks contains potential for the NF-LFSR giving out information on the
initial LFSR state.

We remark that some further developments of Anderson’s idea appear in [6,
2, 4].

4.3 Information Leakage of the NF-CA

Let the initial state of the NF-CA, or equivalently, that of the CA M = (F§, M)
be denoted by v(?). We shall add dummy variables to the nonlinear filter f and
view it as defined on the whole CA. Then the t-th output key stream bit ¢; of
the NF-CA will be given by

e = f(v). (10)
We may follow through the arguments of Section 3 in constructing an associated

LFSR and finding a linear transformation 7" satisfying (7). And by applying (9)
to the above equation, we may write

¢ = foT ' (wh), (1)

where we have taken the initial state of the associated LFSR to be w(®) = Tv(0),
Notice that since T~! is a simple linear map, we may view the map g = fo 7!
as just another normal nonlinear filter. That is, we have

cr = g(w"). (12)
We see that the right hand side is now the output of a normal NF-LFSR.

Proposition 2. The NF-CA which uses nonlinear filter f on a CA initialized
to v(%) may be realized as an NF-LFSR. This is done by applying the nonlinear
filter g = f o T~ to the associated LFSR and initializing it to w®) = Tv(®).
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Now, we do not yet have any criterion for measuring an NF-LFSR/’s resistance
to Anderson information leakage. And, as stated in Anderson’s paper [1], random
NF-LFSR’s tend to leak a lot of information. Hence there is a non-dismissible
chance of (12) and hence (10) representing a stream cipher which is not resistant
to Anderson information leakage.

Remark 2. Anderson information leakage does not seem to be applicable to the
nonlinear combiner model. Hence Anderson information leakage is probably not
applicable to the FC model of [10]. But, once again, this is due to the use
of combiner part of the FC model rather than from the three constraints of
Section 4.1.

5 Explicit Example of Leaking NF-CA

We have constructed a small but concrete example to verify that it is possible
for an NF-CA to satisfy all three of the constraints introduced in Section 4.1
and still show Anderson information leakage.

5.1 CA and Its Relation to an LFSR

Consider the 90/150 CA represented by a matrix M of the form (6) with the
diagonal entries given by

(co,c1,...,c22) = (1,1,1,0,0,1,0,0,1,1,1,1,1,0,0,1,1,1,0,0,1,0,0).

For clarity, we have written down the explicit matrix M in Appendix B. Char-
acteristic polynomial p(x) of M is

1+$2+.’E4+.’E7+£L'9+£L'1O+.’E11+.’E13+£L'14+.’E15+.’E17+ZL'19+(E20+(£22+£L'23.

This is a primitive polynomial so that each of the 23 cells of the CA gives
a sequence of period (22% — 1). Let L be the companion matrix of p(x). To
define T', we let 77 = (1,0,0,...,0) be its top row and recursively fix the i-th
row T; by setting

T, =MT; 1 forl<i<23. (13)

The actual matrix 7" may be found in Appendix C.
Checking
TMT '=1L (14)

is easy. We remark that the such a T is not unique. Any invertible matrix ob-
tained through the process (13) starting with an arbitrary nonzero vector will
satisfy (14). For the above T, its inverse, T, is given in Appendix D.



Vulnerability of Nonlinear Filter Generators 201

5.2 Shifts between CA Cells and the Nonlinear Filter

Let mgt) be the sequences generated by the i-th cell of the CA for 1 < i < 23.
(t) (
1

Then the relative shifts between m;’ and mit) are

0 1988170 8388605 5964510 4125305 3763873 6190462 6778815 ---.

These have been calculated using a program implementing [11]. From this, one
can check that the relative shifts between the four sequences obtained from the
2nd, 3rd, 5th, and 7th cells are quite close to 22! or 222,

221.03

220.92 220.98
221.98 222.00
221AO7
. t t) .
For example, the shift between mé) and mg) is

1988170 — 8388605 = —6400435
= 1988172 (mod (22% — 1))

L 920.92301-
Hence, if we apply the nonlinear filter given by
f=ma®ms® (ms-my) (15)

on the CA, Rule 2 of Section 4.1 is satisfied. It is easily checked that f is a 1-
resilient function, so we are not using a very bad filter.
That Rule 1 is also satisfied is easily checked by calculating

logy 23 = 4.52356 - - - > 4.

To satisfy Rule 3, we just need to use less than 22! bits from the NF-CA we
shall create. This should not be a problem since we shall be using less than 20
key stream bits.

5.3 Equivalent NF-LFSR

We may recall from equations (10) and (11) that
FE) = (foT H(w™).



202 Jin Hong et al.

Table 1. The number of possible input states for each 7-bit output

Output 00 01 02 03 04 05 06 07 Output 40 41 42 43 44 45 46 47
# 38 51 61 73 51 75 73 89 7# 51 83 65 89 43 55 65 61
Output 08 09 0A 0B 0C 0D OE OF Output 48 49 4A 4B 4C 4D 4E 4F
# 6529 67 63 69 69 87 63 7# 77 53 87 71 53 33 71 67
Output 10 11 12 13 14 15 16 17 Output 50 51 52 53 54 55 56 57
# 79 63 45 37 87 67 77 57 7# 87 59 85 57 75 59 41 49
Output 18 19 1A 1B 1C 1D 1E 1F Output 58 59 5A 5B 5C 5D 5E 5F
# 49 73 43 59 73 85 59 71 7# 65 101 59 63 61 69 39 55
Output 20 21 22 23 24 25 26 27 Output 60 61 62 63 64 65 66 67
# 73 93 51 71 61 69 39 55 7# 61 61 47 55 69 89 47 83
Output 28 29 2A 2B 2C 2D 2E 2F Output 68 69 6A 6B 6C 6D 6E 6F
# 79 83 77 49 75 43 57 49 7# 67 59 57 41 91 79 73 45
Output 30 31 32 33 34 35 36 37 Output 70 71 72 73 74 75 76 77
# 65 49 99 75 57 45 67 55 7# 57 53 59 55 69 53 103 63
Output 38 39 3A 3B 3C 3D 3E 3F Output 78 79 7TA 7B 7C 7D 7E TF
# 63 71 69 85 39 59 53 73 7# 47 43 53 81 51 75 73 89

And in terms of the state (I1,ls,...,l23) of the LFSR, the nonlinear filter f
translates into the nonlinear filter

g=(foT H=lLobelk)®(olel) (Lelal3dlsdly).

We have used the 2nd, 3rd, 5th, and 7th rows of the explicitly calculated 7'—!
given in Appendix D. Notice that the 7th bit from the LFSR is the rightmost
bit used to find states of the 4 CA cells we have chosen to use for the NF-CA.

5.4 Information Leakage

Since the 7th bit of LFSR remains in effect until we obtain 7 bits of the output
stream, we trace the 7-bit output stream by running the obtained NF-LFSR on
all possible 13-bit states of the leftmost part of the LESR. Input count for each
output is given in Table 1.

The 7-bit output stream is represented in hexadecimal notation and # de-
notes the corresponding possible input state count. Leftmost bit of the 7 bits in
hexadecimal notation(exclude the leading 0 from the 8 bits) is the first output
bit.

In the ideal case, all the counts should be equal to (or, at least near) 25 = 64.
But as we see in Table 1, this is not the case. It is quite irregular. Number as
big as 103 appears and number as small as 29 also appears. So this shows the
potential of this structure leaking information.

For example, let us look at the following list of all 13-bit input states that
give the 7-bit output stream 0x09 = 0001001. As given by the table, there are
29 such states.
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1101000000100 0011000000110 0110101110001 0110010001011
0011000000100 1011000000110 0110101110101 1110010001011
1011000000100 0111000000110 0110100011101 0110100101011
0111000000100 0110101110110 0110101110011 0110101110111
0110101110100 0110100011110 1101000001011 0110100011111
0110100011100 0000011111110 0011000001011
0110100101010 0000011100001 1011000001011
1101000000110 0000000110001 0111000001011

We find that, with probability 28/29, only one of the bits 4, 5, and 6 is equal
to 1. In particular, sum of the three bits is equal to 1 with probability 28/29.
Anderson information leakage theory is applicable to this structure. Therefore,
applying a nonlinear filter having good cryptographic properties to a CA and us-
ing cells of large relative shifts, as suggested in [10], does not necessarily prevent
Anderson information leakage.

6 Checking the Vulnerability of a Given NF-LFSM

In this section, we shall give a general method for checking whether or not a given
NF-LFSM allows reduction to a vulnerable NF-LFSR. Since CA and LFSR are
subclasses of LFSM, our method applies even to NF-LFSR. That is, we can
check whether the nonlinear filter to an NF-LFSR may be rewritten in a form
that shows information leakage.

Let us be given an NF-LFSM defined by a matrix M of size n and a nonlinear
filter f. Denote by L the companion matrix of M and write

Z(L)={Z e GL(n) | ZL = LZ}

for the centralizer of L.

For a given companion matrix L, it is easy to write down Z (L) more explicitly.
The following lemma may be proved through a straightforward application of
ZL=LZ.

Lemma 1. For the companion matriz L given by (3), the centralizer Z(L) con-

sists of elements 7 = (Zi,j)?,;:lo € GL(n) satisfying

Zi+1,0 = @0%in—1,
Zi+1,1 = 1Zin—1 D 24,0,

Zi+1,2 = @2Z2in—1 D 241,

Zitlm—1 = Ap-1Zin—1 D Zin—2

forall0<i<n-—1.
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The important implication of this lemma is that every entry of a Z € Z(L) may
be written as a linear sum of the terms belonging to its first row in a uniform
way. For example,

010 T Y z
Z( 001 ): az x @bz y®Dcz € GL(3)
a b c ayDacz az®by Dbcz x Dbz @ cydcz

Now, fix any matrix T satisfying TMT~' = L. It is an easy exercise in
linear algebra to show that the set of all T satisfying (7) is given by Z(L)T :=
{ZT | Z € Z(L)}. And since Z € Z(L) if and only if Z~! € Z(L), we have the
following proposition.

Proposition 3. The set of all T~ satisfying (7) is given by
T'Z2(L):={T"'Z| Z € 2(L)}.

We are now ready to give a general method for checking whether or not
a given NF-LFSM allows reduction to a vulnerable NF-LFSR. If a nonlinear
filter applied to an LFSR uses a small number of variables and if those variables
correspond to LFSR cells that are close to each other, then such an NF-LFSR is
vulnerable to Anderson information leakage. Otherwise, the NF-LFSR is highly
immune to information leakage. Hence, for a given NF-LFSM, it suffices to check
the possibility of finding a T, for which the filter ¢ = f o T~! given by Proposi-
tion 2 uses variables from a small clustered set.

Decide on a (small) number s < n. If it is possible to choose T so that
all variables used by g¢ falls within some s consecutive LFSR cells, we shall
conclude that there is a high probability that the NF-LFSM yields to Anderson
information leakage. Otherwise we shall presume that the NF-LFSM does not
leak information.

Procedure for Checking Vulnerability.

1. From the matrix M of size n, defining the LFSM, calculate its characteristic
polynomial and the associated LFSR, L.

2. Fix any matrix 7T satisfying TMT~! = L. Using the idea of (13) is one way
to do this.

3. Write Z(L) in the form given by Lemma 1, so that all entries of lower rows
are expressed as linear combinations of the first row terms. We shall denote
the first row terms by zg,...,Zn_1.

4. Recalling Proposition 3, multiply 7! to the general element of Z(L) ob-
tained in the previous step to express the general T—!. All entries of the
general T~! will again be linear combinations of z;.

*. Let 7 be the number of rows used by f. Note that from the general expression
of T, which is an n x n array of linear sums over z;, only the r rows that
that correspond to variables used by the nonlinear filter f will have any
significance.
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5. Remove all rows not corresponding to variables used by f.

*. Now, suppose that for some explicit nontrivial values of the variables x;,
all the remaining entries evaluate to zero, except for those contained in the
first s columns. Then g = f o T~! would used only s variables for the T—!
evaluated at the explicit values.

6. Temporarily remove the first s columns from the remaining array of 7!
entries.

7. Check whether setting all remaining entries to zero yields a nontrivial solu-
tion.

8. If a nontrivial solution is found, conclude that the NF-LFSM allows reduction
to a vulnerable NF-LFSR.

9. Otherwise, bring back the array of linear sums obtained after Step 5.

10. Unless we’ve tried all possible consecutive s columns, (temporarily) remove
the next set of s consecutive columns and go back to Step 7.

11. If no nontrivial solution is found, conclude that the NF-LFSM resists An-
derson information leakage.

Notice that at Step 7, we have a set of 7 x (n— s) equations in n variables. For
most interesting values of r and s, the number of equations would be larger than
the number of variables. But our (small number of) testings show that nontrivial
solutions do occur from time to time.

We close this section by adding that the complexity of this process can easily
be seen to be of polynomial order in n.

7 Conclusion

We have seen that an LFSM (or a CA) is intimately connected to an LFSR
by the simple relation (9). This structure allows one to realize an LFSM using
an LFSR and a linear transformation. Since an LFSR is much simpler than an
LFSM, this will have implications on the security of any system that (iteratively)
uses an LFSM as one of its building blocks, and has used it assuming that it is
more complex than an LFSR.

An example of such an attempt has been examined in this paper. Using a CA
in place of an LFSR in an attempt to remove Anderson information leakage from
a nonlinear filter model has failed.

We have also given a general method for checking whether or not a given
NF-LFSM allows reduction to an NF-LFSR which is vulnerable to information
leakage.
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Explanation for Fact 1

us denote by F, a vector space over a field K. We have gathered some well-

known facts from linear algebra in the following theorem. Basic definitions and
proofs may be found in standard textbooks (for example, [5]).

Theorem 1. Let ¢ : E — E be a linear transformation. Then the following
statements hold.

1.

2.

There exists monic polynomials of positive degree p1,...,pr € K[z] and ¢-
cyclic subspaces Ey, ..., Ey of E such that E = E1®---@Ey and p1|p2| - - - |pt.
The sequence pi,...,p; is uniquely determined by E and ¢. (This is called
the invariant factors of ¢.)

If E is a ¢-cyclic space and ¢ has minimal polynomial p(x) of degree r, then
dimg E = r and there exists an ordered basis of E relative to which the
matriz of ¢ is the companion matrix of p(x).

The characteristic polynomial of ¢ is the product of its invariant factors.

From these statements, we may easily obtain the following corollary, stated

in terms of matrices.
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Corollary 1. Let A be an n X n matrix with entries in the field K. If the char-
acteristic polynomial of A is irreducible, then the matriz A is similar to the
companion matriz of the characteristic polynomial.

To make it easier for those without a mathematical background and to make
everything explicit, we shall explain this corollary, giving out some basic defini-
tions.

The companion matrix of a monic polynomial p(x) = a9 + a1z + -+ +
an—12"" 1 + 2™ € Klz] is usually defined to be the matrix

000 ---0 —ag
100 —ay
01 0 -0 —as

o

D 0 :
00--- 0 1—an_1

We can see that the form given by (3) is the transpose of this one, if we take
into consideration the fact that we were dealing with the binary field there.

Now, let p(x) be the characteristic polynomial of a square matrix A and let B
be the companion matrix of p(z). Corollary 1 states that if p(x) is irreducible,
then there exists some invertible matrix C' satisfying

CAC™'=B.
Notice that we may take the transpose of both sides to obtain
(CT)—lATcT — BT.

It is clear that the characteristic polynomial of A is equal to that of A”. Hence,
Fact 1 follows.

B Matrix M Defining the CA

[eNeoNeoNoNoNoNoNeo oo oo NooNooRoNoNoNo ol o
[eNeoNeoNoNoNoNoNeo oo oo NoRoNo oo NoNoNe Nl o
[eNeoNeoNoNoNoNoNeo oo oo NoRoNo oo NoNo Nl e}
[eNeoNeoNoNoNoNoNoNoNoNoNoNoRoNoNoRoNol ol o o}
[eNeoNeoNoNoNoNoNoNoNoNoNoNoRoNoNoRol ol oo ol
[eNeoNeoNeoNoNoNoNoNoNoNoNoNoRoNeo ol o NoNo Nol
[eNeoNeoNoNoNoNoNoNoNoNoNoNoRoNo i Nl S oNoNoNoNol
[eNeoNeoNoNoNoNoNeo oo oo ool ol oo NoNoNoNo)
[eNeoNeoNoNoNoNoNeNoNo oo Nol gl e Neo No Yo NoNeo No)
[eNeoNeoNoNeoNoNoNe oo ool il o No No NoNe NoNeo No)
[eNeoNeoNoNeoNoNoNeNoNo ol il e NoNoNoNoNe NoNeo No)
[eNeoNeoNeoNoNeoNoNeo RNl Neo e NoNoNoNoNo NoNo Nol
[eNeoNeoNeoNoNeoNoNe Rl e NoNeo oo NoNoNo oo Nol
[eNeoNeoNeoNoNoNoNeo ol NoNoRoNo oo NoNoNoNoNoNol
[eNeoNeoNeoNoNeoNol ol oo NoRoNo oo NoNoNoNoNoNol
[eNeoNeoNoNoNol gl e oo JeRo o o No o NoNe NoNeo o)
OCO0OO0O0OOFHrHRFPOOOOOOOODOOOOOOO
OCOO0OORFHPRHFHROOOODOOOOODOOOOOOO
[eNeoNeol el e NeNoNeo oo oo o oo NoNoNeoNoNo o)
[eNel e NeNoNoNoNo oo NoRoNo oo NoNoNoNoNoNol
el N eleNoNo oo oo NoRoNo oo NoNoNoNoNo Nol
[Eel N eoNoNoNoNo oo oo NoRoNo oo NoNoNoNoNoNo)
el NeloNoNoNoNooNo oo NooNo oo oo No oo No)



Jin Hong et al.

208

C Matrix T

[eloNoNoNoNoNoooNoooooNooo oo NoRoNoit o)
[elololeololoNoeojojojoojeojolooloooRoRol RN
CO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OOO0OOOOHAHO
[elololeololoNoeojojojojojeololooloo ol Reoo o)
[eloNoloNoloNoooNoolooloNoRoNo ok Nl ol RS
[eloNoNoNoloNoooNooooloNoRoNoh NoNok R Ne)
[eloNoloNoloNoooNoolooRoRoRoR oo R s ha bRl o)
[eloNoloNoloNoooNooooRoRNo R _Noh NoNoNoNe R
CO0OO0OO0OO0OO0O0OO0O0OO0O0O0OO0OAHOO A
CO0OO0OO0OO0OO0O0OO0O0OO0O0O0OO0OHAHOOHAAAH O
OCO0OO0OO0OO0OO0OO0OO0OO0O0O0O0OHHOHOHOOOHO
OO0 0O0OO0O0O00O0O0OHOOOOHHHA—HOOH
0CO0OO00000O0O0O0OH " HHOOOHOHOO
CO0O00O0O0O0O0O0O-HOHOHOOOOOOOHO
OO0 O0O0OO0O0OO0OHHOOOOOOOHOHAAHO
CO0O00O0O0O0OHOOOHOHOOHAHHOOOO
OCO0OO00O0O0O—HOA—"HO—"1O0O0OA—1O0OO O
OCO0O00O0O—10O0A"100O0 A A A A —1O0 A0
OO0 O0OHHAdAH1OHOO0OOO A A" A —+OO
OCO0OO0OHHO A HAH1OO0OO0OOHOOOOH O
OO H—TOOO—HOHO-TOOH—TOOOHOO
OHOHOOHOOHHAHAHAHAHOHOHO O
HH OO A H—"O0O0O0OHO—"O-"1OOH—HOOO

D Matrix T!

[eleoRoloNoloNoNooooooloNooNooNoNoRo Nk o)
COO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OOOOO
CO0OO0OO0OO0OO0OO0OO0O0OO0OO0OO0OO0OO0OO0OO0OO0OOOO
CO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0OO0O0OO0O—HOOO
[eleoRoRoolooNooooooloNoRoNoRo R Nok Noi S
[eloNoNoNoooooNoooooNo ook NoNok_ No o)
[eleoNololololoooooNoloRoNoRol ool R ahaba iyl
OCO0OO0OO0OO0OO0OO0OO0O0OO0O0OO0OO0O0OO0OHOHOOHO
OCO0OO0OO0OO0OO0OO0O0O0O000O0O0O A 1O —A—A—A—O
CO0OO0OO0OO0OO0O0OO0O0OO0O0O0OO0OHTOOOOOOOH
OO0 O0OO0OO0O0OO0OO0O0O0OHHATHOOOOO A
OO0 O0O0O0O0OO0O0O0O0OHOOOO—HOOOH—AH
CO0O000000O0O0OHHAHOOHAHOAOOO
CO0O00O0O0O0O0O0O-HOHOH—HO—HOOOHOH
CO0O0000O0OO0OH—TOHOH—HO—AHOAHOH
CO0O00O0O0O0OHOOOHOHHOOOO-HOOO
OCO0O00O0O0OHOHOHA—HO A" HOO—HOHOH
CO0OO0O0O0O-TOO0OHOOOOHOOAHA-HOOHOO
CO0OHHAHAHAHAHOOHAO A —1O0OO A= —O
COO0OHHHOOHOAA—HO—HOHHHOH—HO
OO HOOHAHHOOHOOOOOH—HOO
OHOHHAHAHOOHAHHOOOHO H O
AHOHO A A A A O A O HAO A HOHO

E Remarks on Further Developments

Here, we have gathered some remarks on what other implications the basic idea

of this paper might have.

field. An LFSM which uses cells representing elements of any finite field can be

Remark 3. The arguments of this paper need not be constrained to the binary
realized using an LFSR over the same finite field.

Remark 4. One can deduce from Fact 1 that any two square matrices with a com-

mon irreducible characteristic polynomial are related by an invertible matrix.

So even though we have focused on the relationship between an LFSM and an
LFSR, the arguments of this paper can be applied in realizing an LFSM using

a different (and maybe simpler) LFSM.
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Remark 5. Those familiar with linear algebra will know that it is easy to extend
the idea of this paper to the case when the characteristic polynomial of an LESM
is not irreducible. In such a case, the resulting realization will use several LFSR’s
whose sizes add up to the size of the original LFSM.

Remark 6. One can view the idea of this paper from a different direction and
use it in realizing an LFSR with an LFSM. In this case, we can exploit our
freedom over the choice of transition matrixes. So, for example, applying it to
an NF-LFSR, one can turn any nonlinear filter of high resiliency into a filter
having correlation of degree one.

Remark 7. In a way, Anderson information leakage is fundamentally due to the
fact that inputs to different variables of the filter is supplied by sequences that
are just small shifts of each other. This paper shows that as long as LFSM’s
are used, this is unavoidable. So it might be a good idea to look at nonlinear
feedback shift registers now.
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Abstract. A simple one-way function along with its proposed applica-
tion in symmetric cryptography is described. The function is computable
with three elementary operations on permutations per byte. Inverting
the function, using the most efficient method known to the author, is
estimated to require an average computational effort of about 2260 oper-
ations. The proposed stream cipher based on the function was designed
to be efficient in software implementations and, in particular, to elimi-
nate the known weaknesses of the alleged RC4 keystream generator while
retaining most of its speed and simplicity.

Keywords: one-way function; stream cipher; cryptanalysis; RC4; lower
bound

1 Introduction

A simple transformation of permutations appearing to be hard to invert is de-
scribed together with its proposed practical application in a software-efficient
symmetric encryption algorithm.

The transformation, here termed “VMPC” function as an abbreviation of
“Variably Modified Permutation Composition”, is a combination of elementary
operations on permutations and integers. The simplest variant of the function
can be coded with three basic “MOV” instructions from the Intel 80x86 pro-
cessor instruction set per byte. When applied on 256-element permutations (a
comfortable size in practical cryptographic applications), the function requires
an estimated average of 2250 computational operations to be inverted using the
most efficient method known to the author.

The very low computational cost required to obtain practical one-way prop-
erty makes the function a plausible candidate for cryptographic applications.
The simplicity of the function could also raise a question whether it might be
possible to prove a lower bound on the complexity of inverting it. This currently
is an open problem and a possible subject of future research.

A proposition of an encryption algorithm constructed as a stream cipher
based on the VMPC function is described in sections 8-14. The cipher was de-
signed to be both efficient in software implementations and to resist the known
attacks against this kind of algorithms (like the alleged RC4 keystream genera-
tor) — in particular against attacks distinguishing the keystream from a truly ran-
dom source and attacks against the cipher’s Key Scheduling Algorithm (KSA).

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 210-225, 2004.
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2 Definition of the VMPC Function

Notation:

n,P,Q : P,Q : n-element permutations. For simplicity of further references P
and @ are assumed to be one-to-one mappings A — A; A ={0,1,...,n—1}

k : Level of the function; k <n

+ : addition modulo n

Definition 1. A k-level VMPC function, referred to as VMPCy, is such trans-
formation of P into Q, where

Qlz] = PIPy[Pyal... [P [Pla]]].. ]]],

z€{0,1,...,n—1},

P, is an n-element permutation such that P;lx] = f;(P[z]), where f; is any func-
tion such that P;|x] # Plx] # Pjlz] forie {1,2,..,k},j € {1,2,... .k}, i # j.
For simplicity of further references f; is assumed to be fi(x) =z +1

Ezample: Q@ = VMPC4(P) : Q[z] = P[P[P[z]] + 1]

3 Difficulty of Inverting the VMPC Function

n-element permutation P has to be recovered from the n-element permutation @,
where Q = VMPCy(P).

By definition each element of @ is formed by k + 2, usually different, ele-
ments of P. One element of @) can be formed by many possible configurations
of elements of P (e.g. for @ = VMPC,(P) : Q[X] = Y can be formed by
P[X] =a,Pla] = b, P[b+ 1] =Y for any reasonable combination of values of a
and b).

All possible configurations are equally likely to be correct. If any of them is
chosen, it needs to be verified with all of those elements of () which use any of
the elements of P included in the picked configuration.

Each element of P is usually used to form k + 2 different elements of Q) thus
(k+2) x (k+1) new elements of @ usually need to be inverted (all k+2 elements
of P used to form each of these elements of @ need to be revealed) to verify the
elements of P from the picked configuration.

Because the cycle structure of P is corrupted by the addition operation(s)
it is usually impossible to find two different elements of @), which share at least
k + 1 elements of P.

Instead only such element of @ can usually be found, name it Q[z], which
shares only one of the k + 2 elements of P with another element of ). This
forces k elements of P used to form Q[z] to be guessed to invert Qz].

However at each new guessed element of P there usually occur k + 1 new
elements of @ which use this element of P and which need to be inverted to
verify the guess.

The algorithm falls into a loop, where at every step usually k new elements
of P need to be guessed to enable continuation of verification of the previously
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Table 1. Assembler implementation of 1-level VMPC function

Instruction Description

MOV AL, [Pm] + EAX Store (EAX=AL)-th element of Pm in AL
MOV AL, [Pm] + EAX Store (EAX=AL)-th element of Pm in AL
MOV AL, [Pm] + EAX+1 Store ((EAX=AL)+1)-th element of Pm in AL

guessed elements. In consequence the k42 elements of P picked at the beginning
of the process indirectly depend on all n elements of Q.

The described scenario is the case usually. In some circumstances the ver-
ification process can be simplified by benefiting from coincidences (where for
example it is possible to find two elements of @, which share more than one
element of P (e.g. for @ = VMPC,(P) : Q[2] =3 : P[2] =4,P[4] =8,P[9] =3
and Q[1] =8 : P[1] =9, P[9] = 3, P[4] = 8)).

A proposed algorithm for inverting the VMPC function (Section 6) was opti-
mized to benefit from the possible coincidences. The average number of elements
of P which need to be guessed for n = 256 was reduced to about 34 for 1-level
VMPC function, to about 57 for 2-level VMPC, to about 77 for 3-level VMPC
and to about 92 for 4-level VMPC function.

Searching through half of the possible states of these elements of P requires
on average about 2260 steps for 1-level VMPC function, about 242 for 2-level
VMPC, about 2°°° for 3-level VMPC and about 20 steps for 4-level VMPC
function.

4 A 3-instruction Implementation of the VMPC Function

Implementation of 1-level VMPC function, where Q[z] = P[P[P[x]] + 1], for
256-element permutations P and @ in assembly language is described.
Assume that:

— Pm is a 257-byte array indexed by numbers from 0 to 256. The P permuta-
tion is stored in the Pm array at indexes from 0 to 255 (Pm]0...255] = P)
and Pm[256] = Pm]0]

— the EAX 32-bit register specifies which element of the ) permutation to com-
pute (“AL” always denotes 8 least significant bits of EAX, here EAX=AL)

The 3 MOV instructions in Table 1 store the EAX-th element of permuta-
tion @, where Q=VMPC;(P), in the AL (and EAX) register.

5 Example Values of the VMPC Function

Values of 1,2,3 and 4-level VMPC function of an example 10-element permuta-
tion P are given in Table 2:
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Table 2. Example values of the VMPC function

index
P

Qi1=VMPC; (P)
Q2=VMPCsy(P)
Q3=VMPC;3(P)
Q4=VMPCy4(P)
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U © W O =
W O N O = N
= Ut Ot oY W W
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6 Proposed Algorithm for Inverting the VMPC Function

The algorithm outputs an n-element permutation P satisfying @QQ = VMPCy(P).

Notation:

P : n-element table the searched permutation will be stored in

X,Y : temporary variables

Argument, Value, Base, Parameter of an element of P:

For an element P[z] =y : x is termed the Argument; x can be either the Base
or the Parameter. y is termed the Value; y is the Parameter or the Base
respectively.

Ezample: For an element P[3] = 5: If Argument 3 is the Parameter, Value 5
is the Base.

1.1) Reveal one element of P by assuming P[X] =Y, where
X and Y are any values from {0,1,....,n— 1}

1.2) Choose at random whether X is the Base and Y the Parameter
or Y the Base and X the Parameter of the element P[X] =Y.
Denote P[X] =Y as the Current element of P.

2) Reveal all possible elements of P by running the Deducing Process

(see Sect. 6.1)
3) If n elements of P are revealed with no contradiction:
Terminate the algorithm and output P
4) If fewer than n elements of P are revealed with no contradiction:
4.1) Reveal a new element of P by running the Selecting Process
(see Sect. 6.2).
Denote the revealed element as the Current element of P.
4.2) Save the Parameter of the Current element of P
4.3) Go to step 2
5) If a contradiction occurred in step 2:
5.1) Remove all elements of P revealed in step 2 when
the Current element of P had been revealed
5.2) Increment modulo n the Parameter of the Current element of P
5.3) If the Parameter of the Current element of P returned
to the value saved in step 4.2:
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5.3.1) Remove the Current element of P
5.3.2) Denote the element, which had been the Current element of P
directly before the element removed in step 5.3.1 became
the Current one, as the Current element of P
5.3.3) Go to step 5.1
6) Go to step 2

6.1 The Deducing Process

The Deducing Process reveals all possible elements of P given () and given the
already revealed elements of P.

Notation as in Section 6, with:

C, A : temporary variables

Statement y : A sequence of k + 2 elements of P used to compute Q[y]

Word x of Statement y : The z-th element of the sequence of k + 2 elements
of P used to compute Q[y]

Ezample: For (Q = VMPCq(P) : Q[x] = P[P[P[P[z]] + 1] + 2]:

Assume that P[2] = 3, P[3] =5, P[6] = 2, P[4] = 7, which forms Q[2] = 7.

The elements P[2] = 3, P[3] = 5, P[6] = 2, P[4] = 7 form Statement 2.

The element P[2] = 3 is Word 1 of Statement 2; P[3] = 5 is Word 2 of
Statement 2, etc.

1.1) Set C to 0
1.2) Set Ato 0
2) If the element P[A] is revealed:
2.1) If the element P[A] and k other revealed elements of P fit
a general pattern of k + 1 Words of any Statement:
Deduce the remaining Word of that Statement (see Ezample 6.1.1)
2.2) If the deduced Word is not a revealed element of P:
2.2.1) Reveal the deduced Word as an element of P
2.2.2) Set C' to 1
2.3) If the deduced Word contradicts any already revealed element of P
(see Example 6.1.2):
Output a contradiction and terminate the Deducing Process
3.1) Increment A
3.2) If A is lower than n: Go to step 2
3.3) If C' is equal 1: Go to step 1.1

Ezample 6.1.1. For Q@ = VMPCy(P) : Q[z] = P[P[P[P[z]] + 1] + 2]:
Assume that Q[0] = 9 and that the following elements of P are revealed:

P[0} =1, P[1] =3, P[8] = 9.
Word 3 of Statement 0 can be deduced as P'[4] =6 (P'[3+1] =8—2)
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Ezample 6.1.2. For Q = VMPCy(P) : Q[z] = P[P[P[P[z]] + 1] + 2]:

Assume that Q[7] = 2 and that the following elements of P are revealed:
P[1] =8, P[9] =3, P[5] = 2 and PI[6] = 1.

Word 1 of Statement 7, deduced as P'[7] =1,

contradicts the already revealed element P[6] = 1

6.2 The Selecting Process (for k not higher than 4)

The Selecting Process selects such new element of P to be revealed which is
expected to maximize the number of elements of P possible to deduce in further
steps of the inverting algorithm. The Selecting Process outputs a selected Base
and a randomly chosen Parameter of a new element of P.

Notation as in Section 6.1, with:

B, R : temporary variables

Ta, Tv : temporary tables

Weight : table of numbers: Weight[0; 1;2; 3;4] = (0;2;5;9; 14).
Ezample: Weight[3] =9

1.1) Set T'a and Tv to 0

1.2) Set B to 0

1.3) Set R to 1

2) Count the number of revealed elements of P which fit a general pattern
of Words of a Statement in which an unrevealed element of P with
Argument B would be Word R. Increment T'a[B] by Weight of this number
(see Example 6.2.1)

3) Count the number of revealed elements of P which fit a general pattern
of Words of a Statement in which an unrevealed element of P with
Value B would be Word R. Increment Tv[B] by Weight of this number

4.1) Increment R

4.2) If R is lower than k + 3: Go to step 2

4.3) Increment B

4.4) If B is lower than n: Go to step 1.3

5.1) Pick any index of T'a or T'v for which the number stored in tables

Ta and Tv is maximal
5.2) If the index picked in step 5.1 is an index of T'a:

5.2.1) Store this index in variable X

5.2.2) Generate a random number Y € {0,1,...,n — 1},

such that an element of P with Value Y is not revealed

5.2.3) Output P'[X] =Y, where X is the Base and Y is the Parameter
5.3) If the index picked in step 5.1 is an index of T'v:

5.3.1) Store this index in variable Y’

5.3.2) Generate a random number X € {0,1,...,n — 1},
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such that an element of P with Argument X is not revealed
5.3.3) Output P'[X] =Y, where Y is the Base and X is the Parameter

Example 6.2.1. For Q = VMPCy(P) : Q[z] = P[P[P[P[z]] + 1] + 2]:

Assume that B = 8, R = 2, Q[6] = 9 and that P[6] = 8 and P[2] = 9 are
revealed.
There are two revealed elements of P which fit a general pattern of Words of
a Statement in which P[8] would be Word 2: P[6] = 8 and P[2] =9:

Word 1 Word 2 Word 3 Word 4

P6]=8 P[8l=y Ply+1=0 P[2]=9

(Ta[8] = Ta[8] + Weight[2] = Ta[8] + 5)

7 Example Complexities
of Inverting the VMPC Function

Complexity of inverting the VMPC function (Table 3) was approximated as an
average number of times the Deducing Process (step 2) needs to be run by the
inverting algorithm described in Section 6 until permutation P satisfies Q) =
VMPCy(P).

Average numbers of elements of P which need to be assumed are given in
Table 3 in brackets.

Complexities of inverting the VMPC function of the following levels were
approximated:

Q = VMPC,(P) : Q[«] = P[P[P[a]] + 1]

Q = VMPCy(P) : Q[z] = P[P[P[Plz]] + 1] + 2]

Q = VMPC5(P) : Q[z] = P[P[P[P[P[z]] + 1] + 2] + 3]

Q = VMPC,(P) : Qlz] = P[P|P[P[P[P[z]] + 1] + 2] + 3] + 4]

Example: For 1-level VMPC function applied on 256-element permutations: on
average about 34 elements of P need to be assumed. Searching through half of
the possible states of these elements requires about 2259 calls to the Deducing
Process.

8 Design Objectives for the VMPC Stream Cipher
and its KSA

The Cipher should require no initial outputs to be discarded directly after run-
ning the KSA.

Probability that the Cipher’s output will enter a short cycle should be neg-
ligibly low.

Output generated by the Cipher should be free from statistical biases.



VMPC One-Way Function and Stream Cipher 217

Effort required to recover the internal state from the Cipher’s output should
be higher than a brute-force search of all possible 512-bit keys.

The KSA should resist related-key attacks and attacks against the scheme of
using the Initialization Vector (IV).

The KSA should provide random-looking diffusion of changes of one byte of
the key of size up to 512 bits onto the generated permutation and onto output
generated by the Cipher.

9 Description of the VMPC Stream Cipher

The algorithm generates a stream of 8-bit values.

Variables:

P : 256-byte table storing a permutation initialized by the VMPC KSA
s : 8-bit variable initialized by the VMPC KSA

n : 8-bit variable

L : desired length of the keystream in bytes

10 Description of the VMPC Key Scheduling Algorithm

The VMPC Key Scheduling Algorithm (KSA) transforms a cryptographic key
and (optionally) an Initialization Vector into a 256-element permutation P and
initializes variable s.

Variables as in Section 9, with:

¢ : fixed length of the cryptographic key in bytes, 16 < ¢ < 64
K : c-element table storing the cryptographic key

z : fixed length of the Initialization Vector in bytes, 16 < z < 64
V . z-element table storing the Initialization Vector

m : 16-bit variable

Table 3. Example complexities of inverting the VMPC function

Function VMPC; VMPCs VMPCs VMPCy

n

6 281 (2,3) 255 (3,1) 251 (3,3) 2%° (3,8)
8 255 (2,7) 275 (3,4) 288 (4,0) 2%% (4,4)
10 271 (3,0) 2°7 (4,0) 2'M° (4,7) 230 (5,2)
16 2115 (3.8) 2166 (5,4) 229 (6,6) 223 (7,5)
32 224 (6,0) 237 (9,1) 2% (11,5) 2°* (13,4)

) )
64 258 (10,2) 2%* (16,2) 2'%% (21,0) 227 (24,
128 2117 (18) 219 (30) 22%5 (40) 2792 (47)
256 2°90 (34) 2% (57) 2%°0 (77) 2% (92)
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Table 4. VMPC Stream Cipher
1.n=0

2. Repeat steps 3-6 L times:
3. s = P[(s + P[n]) modulo 256 ]
4. Output P[(P[P][s]] + 1) modulo 256 ]
5. Temp = PIn|
P[n] = PJs]
P[s] = Temp
6. n = (n+ 1) modulo 256

Table 5. VMPC Key Scheduling Algorithm

1.s=0
2. for n from 0 to 255: P[n] =n

3. for m from 0 to 767: execute steps 4-6:
4. n = m modulo 256
5. s = P[(s + P[n] + K[m modulo ¢]) modulo 256 ]
6. Temp = P[n]
P[n] = Pl[s]
P[s] = Temp

7. If Initialization Vector is used: execute step 8:

8. for m from 0 to 767: execute steps 9-11:
9. n = m modulo 256
10. s = P[(s + P[n] + V[m modulo z]) modulo 256 |
11. Temp = PIn]
P[n] = P]s]
P[s] = Temp

11 VMPC Stream Cipher Test Vectors

Table 6 gives 16 test output-bytes generated by the VMPC Stream Cipher for
a given 16-byte key (K) and a given 16-byte Initialization Vector (V):

12 Performance of the VMPC Stream Cipher

Performance of a moderately optimized 32-bit assembler implementation of the
VMPC Stream Cipher and its KSA, measured on an Intel Pentium 4, 2.66 GHz
processor, is given in tables 7 and 8.
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Table 6. Test-output of the VMPC Stream Cipher

K; ¢ =16 [hex] 96, 61, 41, 0A, B7, 97, D8, A9, EB, 76, 7C, 21, 17, 2D, F6, C7
V; 2z =16 [hex] 4B, 5C, 2F, 00, 3E, 67, F3, 95, 57, A8, D2, 6F, 3D, A2, B1, 55
Output-byte position [dec] 0 1 2 3 252 253 254 255
Output-byte value [hex] A8 24 79 F5 BS FC 66 A4
Output-byte position [dec] 1020 1021 1022 1023 102396 102397 102398 102399
Output-byte value [hex] EO0O 56 40 A5 81 CA 49 9A

Table 7. Perfomance of the VMPC Stream Cipher

MBytes/s MBits/s cycles/byte
210 1680 12.7

13 Analysis of the VMPC Stream Cipher

13.1 Theoretical Probability of Equal Consecutive Outputs

Probability of two consecutive outputs being equal appears to be an important
parameter for a cipher based, as VMPC is, on an internal permutation (P).
A sole permutation is obviously distinguishable from a truly random stream
as its values never repeat. The construction of a cipher based on an internal
permutation should corrupt the regular structure of the permutation in such
way as to force the outputs to repeat with a random-looking probability.

This section explains theoretically why the probability of consecutive outputs
generated by the VMPC Stream Cipher being equal is the same as we would
expect from a random oracle, i.e. that Prob(out[z] = out[x+1]) = 27V, where N
is the word-size of the Cipher in bits; the standard value of N is 8.

To compute the probability, two scenarios need to be considered: (1) - there
is no swap in step 5 (Table 4) and (2) - there is a swap in step 5.

In (1): Prob(no-swap)=Prob(s[z] = n[z]) =2~V

As a result of (1) permutation P will have the same arrangement of elements
in steps « and x4+ 1. This implies a distinction into two sub-scenarios - (1a) where
s[z] = s[z 4+ 1] and (1b) where s[z] # s[z + 1], which directly affects whether
out[x] = out[x + 1] or out[z] # out[x + 1].

Table 8. Perfomance of the VMPC KSA for 128-, 256- and 512-bit keys

keys/s  milliseconds/key
310 000 0.0032
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In (1a): Prob(s[z] = s[z +1]) =27V
and (1aR): Prob(out[z] =

In (1b): Prob(s[z] # slz +1]) =1—-2"V
and (1bR): Prob(out[z] = out[x +1]) =0

In (2): Prob(swap)=Prob(s[z] # n[z]) =1 -2
and (2R): Prob(out[x] = out[x + 1]) =277,
regardless of the relation between s[x] and s[z+1] because P (and VMPC4(P)) in
steps x and =+ 1 are different permutations. This probability was also confirmed
experimentally.

By combining the probabilities in scenarios (1)(1a)(1aR), (1)(1b)(1bR) and
(2)(2R) we get:

Prob(out|z] = out[z + 1]) =
=27V x2 VN x 1427V x(1-2"M)x0+(1-2"N)x27 N =2V

which ends the proof.

13.2 Recovering the Cipher’s Internal State

A method analogous to the Forward Tracking Algorithm proposed by Mister
and Tavares in [3] was applied to break the VMPC Stream Cipher. Following
this approach an average of over 2°°° computational operations is estimated to
be required to recover the Cipher’s internal state from its output.

13.3 Digraph and Trigraph Probabilities

Frequencies of occurrence of each of the possible 216 pairs of consecutive output
values (out[x], out[z +1]) were measured in a stream of 2401 output bytes. None
of the measured frequencies showed a statistically significant deviation from its
expected value of 1 / 65536.

Frequencies of occurrence of each of the possible 224 triplets of two consec-
utive output values and the n variable (out[z], out[z + 1], n) were measured
in a stream of 24185 output bytes. None of the measured frequencies showed
a statistically significant deviation from its expected value of 1 / 16777216.

Frequencies of occurrence of each of the possible 224 trigraphs of consecutive
output values (out[z], out[x + 1], out[z + 2]) were measured in a stream of 241:6
output bytes. None of the measured frequencies showed a statistically significant
deviation from its expected value of 1 / 16777216.

13.4 Single-Output Probabilities

Frequencies of occurrence of each of the possible 28 output values (out[x]) were
measured in a stream of 24135 output bytes. None of the measured frequencies
showed a statistically significant deviation from its expected value of 1 / 256.
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Table 9. VMPC Stream Cipher cycle lengths

M Cycle lengths

200, 88, 40, 36, 12, 8

1 860, 640, 295, 110, 45, 25, 20, 5

15 510, 5 580, 2 508, 936, 516, 510, 252, 90, 12, 6

215 089, 23 821, 3 990, 2 485, 1 015, 392, 70, 56, 28, 14

2 401 728, 79 504, 53 512, 42 120, 2 136, 1 032, 288, 96, 24,

16 (2 different cycles of length 16 possible), 8

9 20 355 471, 2 908 098, 2 728 890, 1 359 855, 949 725, 609 174, 299 592,
125 091, 27 306, 13 068, 6 219, 5 067, 2 853, 2 538, 180, 90,
18 (3 different cycles of length 18 possible), 9

10 113 748 840, 99 425 590, 75 813 290, 37 178 940, 20 169 740, 9 955 030,
3 239 140, 2 349 150, 572 500, 363 830, 45 520, 8 730, 7 520, 700, 390,
370, 40 (17 different cycles of length 40 possible), 20,
10 (2 different cycles of length 10 possible)

00~ O Ut

Frequencies of occurrence of each of the possible 2'6 configurations of an

output value and the n variable (out[z], n) were measured in a stream of 239-4
output bytes. None of the measured frequencies showed a statistically significant
deviation from its expected value of 1 / 65536.

13.5 First-Outputs Probabilities

Frequencies of occurrence of each of the possible 28 values on each of the first 256
byte-positions of the keystream generated directly after running the KSA were
measured in a sample of 240-3 bytes of the Cipher’s output for 232-3 different keys.
None of the measured frequencies showed a statistically significant deviation from
its expected value of 1 / 256. [In [6] Mantin and Shamir show that the second
output of RC4 takes on value 0 with probability 1 / 128 rather than 1 / 256.]

13.6 Short Cycles

Probability of Entering a Cycle Not Longer than X. Following Knuth’s
[1], probability of entering a cycle not longer than X for an n-element random
permutation is X/n.

To compare cycle lengths in the output of the VMPC Stream Cipher to cycle
lengths in a random permutation, the Cipher was scaled down to use M-element
permutations for M € {4,5,...,10}.

The total number of M! x M? possible internal states of the Cipher is deter-
mined by all possible configurations of permutation P and variables s and n.

The observed cycle lengths, listed in the Appendix, do not show an appre-
ciable difference from a model of cycles in a random (M! x M?)-element permu-
tation.

Probability of entering a cycle not longer than X by the VMPC Stream Cipher
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is conjectured from this to be approximately X /(256! x 2562) = X/21790 An
example estimate is that probability that the Cipher’s output will enter a cycle
not longer than 2850 is about 1 / 2859,

Finney States. In [10] Finney defined a theoretical class of internal states of
RC4 which produce a short cycle of length 65280 by swapping P[n] = 1 in each
step (the KSA of RC4 prevents the cipher’s internal state from entering this
class). The class is diagnosed by n +1 = s and P[n + 1] = 1.

Such phenomenon is possible because step s = s 4+ P[n] of the state-

transformation function of RC4 retains the linear structure of P[n] in variable s
(P[n], after the increment of n, is always equal 1).
The VMPC Stream Cipher uses an additional table-lookup (s = P[s + P[n]]),
which, assuming that P was properly initialized, corrupts a possible linear struc-
ture of Pln] (or s) and prevents situations analogous to Finney states from
occurring.

13.7 Binary Derivatives of Bit Output Sequences

This family of tests was inspired by Golic’s [8], where the author describes a
statistical bias in the second binary derivative of the least significant bit output
sequence of RC4. The author finds that the bias allows the attacker to distinguish
RC4 output from a truly random source using about 64V /225 outputs, where N
is the cipher’s word-size in bits (e.g. for N = 8 the required length is about
240)1'

Output generated by the VMPC Stream Cipher showed no bias in this family
of tests. The following objectives were taken in testing VMPC here:

N = 7 word-size was chosen to make the tested algorithm as close to the real
8-bit one as possible while significantly decreasing the output-sequence length
required to reveal the bias for RC4 (for 7-bit RC4 - about 2342 outputs according
to the original estimates in [8]). First, second and third binary derivatives of all
7 bits output sequences were tested (21 frequencies of (outy[z] + outr[z+ A]=1)
were measured for k € {0,1,...,6}, A € {1,2,3}, where outy[z] denotes k-th bit
of z-th output word).

In a sequence of 2*% (about 10'35) VMPC outputs tested according to
this approach none of the measured frequencies showed a statistically significant
deviation from its expected value of 0.5.

13.8 Equal Neighboring Outputs Probabilities

Frequencies of occurrence of situations where there occurs a given number (0,
1, 2, 3, 4, 5 and over 5) of direct (generated consecutively) and indirect (sepa-
rated by one output byte) equal neighboring outputs in the consecutive 256-byte

! Authors of [5] consider this estimate somewhat optimistic and suggest that the
required keystream length for N = 8 is about 247,
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sub-streams of the Cipher’s output and the average total number of direct and
indirect equal neighboring outputs — showed no statistically significant deviation
from their expected values in a sample of 2431 bytes of the Cipher’s output.

13.9 Statistical Tests on the Cipher’s Output

Keystreams generated by the VMPC Stream Cipher were tested by two popular
batteries of statistical tests — the DIEHARD battery [11] and the NIST statis-
tical tests suite [12]. No bias was found by any of the 15 tests included in the
DIEHARD battery or by any of the 16 tests from the NIST suite.

14 Analysis of the VMPC Key Scheduling Algorithm

The VMPC Key Scheduling Algorithm was tested for diffusion of changes of
the cryptographic key onto the generated permutation and onto the Cipher’s
output. A change of one byte of the cryptographic key of size 128, 256 and 512
bits appears to cause a random-looking change in the generated permutation
and in the Cipher’s output.

The KSA was designed to provide the diffusion without the use of the Initial-
ization Vector and the tests were run without the IV. The Initialization Vector
would obviously mix the generated permutation further, which would improve
the diffusion effect.

14.1 Given Numbers of Equal Permutation Elements Probabilities

Frequencies of occurrence of situations where in two permutations, generated
from keys differing in one byte, there occurs a given number (0, 1, 2, 3, 4,
5) of equal elements in the corresponding positions and the average number of
equal elements in the corresponding positions — showed no statistically significant
deviation from their expected values in samples of 2332 pairs of 128-, 256- and
512-bit keys.

14.2 Given Numbers of Equal Cipher’s Outputs Probabilities

Frequencies of occurrence of situations where in two 256-byte streams generated
by the VMPC Stream Cipher directly after running the KSA for keys differing
in one byte, there occurs a given number (0, 1, 2, 3, 4, 5) of equal values in
the corresponding byte-positions and the average number of equal values in the
corresponding byte-positions — showed no statistically significant deviation from
their expected values in samples of 2332 pairs of 128-, 256- and 512-bit keys.
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14.3 Equal Corresponding Permutation Elements Probabilities

Frequencies of occurrence of situations where the elements in the corresponding
positions of permutations generated from keys differing in one byte are equal
(for each of the 256 positions) — showed no statistically significant deviation
from their expected value in samples of 2332 pairs of 128-, 256- and 512-bit
keys.

15 Conclusions

A simple one-way function together with a description of the most efficient
method of inverting it found have been presented. An open problem is whether
the simplicity of the function helps make a hypothetical attempt to prove a lower
bound on the complexity of inverting it worth undertaking.

A proposed stream cipher which employs the function was given together
with some analysis of the cipher’s cryptographic strength, statistical properties
of the cipher’s output and statistical properties of the cipher’s Key Scheduling
Algorithm.

The analyses performed so far did not reveal any weakness in the design and
indicated that the cipher has a number of security advantages over the alleged
RC4 keystream generator while retaining most of its speed and simplicity.
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Appendix: Cycle Lengths Observed in the Output
of the VMPC Stream Cipher

The observed cycle lengths in the output of the scaled down variants of the
Cipher for M € {4,5,...,10} are listed in Table 9. M denotes the number of
elements in the P permutation. All addition operations performed by the Cipher
here are additions modulo M.
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Abstract. Stream cipher HC-256 is proposed in this paper. It generates
keystream from a 256-bit secret key and a 256-bit initialization vector.
HC-256 consists of two secret tables, each one with 1024 32-bit elements.
The two tables are used as S-Box alternatively. At each step one element
of a table is updated and one 32-bit output is generated. The encryption
speed of the C implementation of HC-256 is about 1.9 bit per clock cycle
(4.2 clock cycle per byte) on the Intel Pentium 4 processor.

1 Introduction

Stream ciphers are used for shared-key encryption. The modern software efficient
stream ciphers can run 4-to-5 times faster than block ciphers. However, very few
efficient and secure stream ciphers have been published. Even the most widely
used stream cipher RC4 [25] has several weaknesses [14, 16, 22, 9, 10, 17, 21].
In the recent NESSIE project all the six stream cipher submissions cannot meet
the stringent security requirements [23]. In this paper we aim to design a very
simple, secure, software-efficient and freely-available stream cipher.

HC-256 is the stream cipher we proposed in this paper. It consists of two
secret tables, each one with 1024 32-bit elements. At each step we update one
element of a table with non-linear feedback function. Every 2048 steps all the
elements of the two tables are updated. At each step, HC-256 generates one
32-bit output using the 32-bit-to-32-bit mapping similar to that being used in
Blowfish [28]. Then the linear masking is applied before the output is generated.

In the design of HC-256, we take into consideration the superscalar feature
of modern (and future) microprocessors. Without compromising the security, we
try to reduce the dependency between operations. The dependency between the
steps is reduced so that three consecutive steps can be computed in parallel.
At each step, three parallel additions are used in the feedback function and
three additions are used to combine the four table lookup outputs instead of the
addition-xor-addition being used in Blowfish (similar idea has been suggested by
Schneier and Whiting to use three xors to combine those four terms [29]).

With the high degree of parallelism, HC-256 runs very efficiently on the
modern processor. We implemented HC-256 in C and tested its performance on
the Pentium 4 processor. The encryption speed of HC-256 reaches 1.93 bit/cycle.

This paper is organized as follows. We introduce HC-256 in Section 2. The se-
curity of HC-256 is analyzed in Section 3. Section 4 discusses the implementation
and performance of HC-256. Section 5 concludes this paper.

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 226-244, 2004.
© International Association for Cryptologic Research 2004
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2 Stream Cipher HC-256

In this section, we describe the stream cipher HC-256. From a 256-bit key and
a 256-bit initialization vector, it generates keystream with length up to 2'2® bits.

2.1 Operations, Variables and Functions

The following operations are used in HC-256:

+
=

@
I

>
<<

: o +y means = +y mod 232, where 0 < 2 < 232 and 0 < y < 232
:xHy means z — y mod 1024

: bit-wise exclusive OR

: concatenation

: right shift operator.  >> n means x being right shifted n bits.
: left shift operator. << n means x being left shifted n bits.
>

right rotation operator. x >3 n means ((x >> n)® (v < (32—n))
where 0 <n < 32,0 < z < 232,

Two tables P and @ are used in HC-256. The key and the initialization vector of
HC-256 are denoted as K and I'V. We denote the keystream being generated as s.

P

Q

K
v
s

: a table with 1024 32-bit elements. Each element is denoted as P[]
with 0 <14 < 1023.

: a table with 1024 32-bit elements. Each element is denoted as Q[]
with 0 <17 <1023.

: the 256-bit key of HC-256.

: the 256-bit initialization vector of HC-256.

: the keystream being generated from HC-256. The 32-bit output
of the ith step is denoted as s;. Then s = sg||s1]|s2]| - - -

There are six functions being used in HC-256. f1(z) and fa(z) are the same as

the 03256} (z) and 0f256} (x) being used in the message schedule of SHA-256 [24].
For ¢g1(z) and hi(z), the table @ is used as S-box. For go(z) and ho(z), the
table P is used as S-box.

filx)=(x>=>>T7) & (z>>18) & (z > 3)
fo(z) = (x> 17) @ (z > 19) & (x > 10)
g1(z,y) = ((z == 10) & (y >=> 23)) + Q[(z © y) mod 1024]
g2(z,y) = ((z >>10) & (y >> 23)) + P[(z ¢ y) mod 1024]
hi(x) =

Qlzo] + Q[256 + 1] 4+ Q[512 + x2] + Q768 + 23]
h2(.13) = P[l‘o] + P[256 + .Tl} + P[512 + l‘z] + P[768 + .T3}

where = x3||z2||x1||z0, @ is a 32-bit word, xq, 1, x2 and x3 are four bytes. x3
and xg denote the most significant byte and the least significant byte of x,
respectively.
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2.2 Initialization Process (Key and IV Setup)

The initialization process of HC-256 consists of expanding the key and initializa-
tion vector into P and @ (similar to the message setup in SHA-256) and running
the cipher 4096 steps without generating output.

1. Let K = Kol||K1]| -+ ||K7 and IV = IV||[IV4]|---||IV%, where each K; and
1V; denotes a 32-bit number. The key and IV are expanded into an array W;
(0 < i < 2559) as:
K; 0<i<7
W; =< IV,_g 8§ <1 <15
Jo(Wi—a) + Wiz + fi(Wi—15) + Wi_16 + ¢ 16 <@ < 2559
2. Update the tables P and @ with the array W.

P[l] = Wi+512 for 0 S ) S 1023
Q[’L] = Wi+1536 for 0 S 1 S 1023

3. Run the cipher (the keystream generation algorithm in Subsection 2.3) 4096
steps without generating output.

The initialization process completes and the cipher is ready to generate key-
stream.

2.3 The Keystream Generation Algorithm

At each step, one element of a table is updated and one 32-bit output is gen-
erated. An S-box is used to generate only 1024 outputs, then it is updated in
the next 1024 steps. The keystream generation process of HC-256 is given below
(“B” denotes “—” modulo 1024, s; denotes the output of the i-th step).

1= 0;
repeat until enough keystream bits are generated.

{
j =i mod 1024;
if (i mod 2048) < 1024

P[j] = Plj] + P[j B 10] + g:(P[j B3], P[j B1023] );
: si = hi(P[jB12]) & P[j];

else

QI = Qi1 + QI B 10] + g2(Q[7 B 3], Q[j B 1023]);
: si = ha( QB 12]) @ Q[j];

end-if
1 =1+1;
}

end-repeat
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2.4 Encryption and Decryption

The keystream is XORed with the message for encryption. The decryption is to
XOR the keystream with the ciphertext.

3 Security Analysis of HC-256

We start with a brief review of the attakcs on stream ciphers. Many stream
ciphers are based on the linear feedback shift registers (LFSRs) and a number
of correlation attacks, such as [30, 31, 19, 11, 20, 4, 15], were developed to
analyze them. Later Goli¢ [12] devised the linear cryptanalysis of stream ciphers.
That technique could be applied to a wide range of stream ciphers. Recently
Coppersmith, Halevi and Jutla [6] developed the distinguishing attacks (the
linear attack and low diffusion attack) on stream ciphers with linear masking.

The correlation attacks cannot be applied to HC-256 because HC-256 uses
non-linear feedback functions to update the two tables P and ). The output
function of HC-256 uses the 32-bit-to-32-bit mapping similar to that being used
in Blowfish. The analysis on Blowfish shows that it is extremely difficult to
apply linear cryptanalysis [18] to the large secret S-box. The large secret S-box
of HC-256 is updated during the keystream generation process and it is almost
impossible to develop linear relations linking the input and output bits of the S-
box. Vaudenay has found some differential weakness of the randomly generated
large S-box [32]. But it is very difficult to launch differential cryptanalysis [2]
against HC-256 since it is a synchronous stream cipher for which the keystream
generation is independent of the message.

In this section, we will analyze the security of the secret key, the randomness
of the keystream, and the security of the initialization process.

3.1 Period

The 65547-bit state of HC-256 ensures that the period of the keystream is ex-
tremely large. But the exact period of HC-256 is difficult to predict. The average
period of the keystream is estimated to be about 26546 (if we assume that the
invertible next-state function of HC-256 is random). The large number of states
also completely eliminates the threat of time-memory tradeoff attack on stream
ciphers [1, 13].

3.2 The Security of the Key

We begin with the study of a modified version of HC-256 (with no linear mask-
ing). Our analysis shows that even for this weak version of HC-256, it is impossi-
ble to recover the secret key faster than exhaustive key search. The reason is that
the keystream is generated from a highly non-linear function (hq(z) or ha(z)),
so the keystream leaks very small amount of information at each step. Recover-
ing P and @ requires the partial information leaked from a lot of steps. Because
the tables are updated in a highly non-linear way, it is difficult to retrieve the
informtion of P and @ from those leaked information.
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HC-256 With No Linear Masking. For HC-256 with no linear masking, the
output at the ith step is generated as s; = h1 (P[iB12]) or s; = ho( Qi B 12]).
If two outputs generated from the same S-box are equal, then very likely those
two inputs to the S-box are equal. According to the analysis on the randomness
of the outputs of h1(x) and ha(z) given in Subsection 3.3, Sa0asxa+i = $2048x atj
(0 < i < j < 1024) with probability about 2731, If Sapssxati = S2048xa-tj, then
at the (2048 x o + j)-th step, P[i B 12] = P[j B 12] with probability about
0.5 (31-bit information of the table P is leaked). We note that for every 1024
steps in the range (2048 x a, 2048 x o + 1024), the same S-box is used in hy(z).
The probability that there are two equal outputs is (10224) x 2731 2712 T
average each output leaks 2711(?;431 ~ 277 bit information of the table P. To
recover P, we need to analyze at least 1022111x732 ~ 232 outputs. Recovering P from
those 232 outputs involves very complicated non-linear equations and solving
them is computationally infeasible. Recovering @ is as difficult as recovering P.
We note that the table @ is used as S-box to update P, and vice versa. P and @
interact in such a complicated way and recovering them from the keystream
cannot be faster than exhaustive key search.

HC-256. The analysis above shows that the secret key of HC-256 with no linear
masking is secure. With the linear masking, the information leakage is greatly
reduced and it would be even more difficult to recover the secret key from the
keystream. We thus conclude that the key of HC-256 cannot be recovered faster
than exhaustive key search.

3.3 Randomness of the Keystream

In this subsection, we investigate the randomness of the keystream of HC-256.
Because the large, secret and frequently updated S-boxes are used in the cipher,
the efficient attack is to analyze the randomness of the overall 32-bit words.
Under this guideline, we developed some attacks against HC-256 with no linear
masking. Then we show that the linear masking eliminates those threats.

3.3.1 Keystream of HC-256 with No Linear Masking

The attacks on HC-256 with no linear masking is to investigate the security
weaknesses in the output and feedback functions. We developed two attacks
against HC-256 with no linear masking.

Weakness of h;(x) and ha(x). For HC-256 with no linear masking, the out-
put is generated as s; = h1(P[i B 12]) or s; = ha(Q[i B 12]). Because there is no
difference between the analysis of hy(x) and ha(z), we use h(z) to refer hq(x)
and ha(x) here. Assume that h(z) is a 32-bit-to-32-bit S-box H(z) with ran-
domly generated secret elements and the inputs to H are randomly generated.
Because the elements of the H(x) are randomly generated, the output of H(x)
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is not uniformly distributed. If a lot of outputs are generated from H (z), some
values in the range [0, 2%?) never appear and some appear with probability larger
than 2732, Then it is straightforward to distinguish the outputs from random
signal. However each H(z) in HC-256 is used to generate only 1024 outputs,
then it gets updated. The direct computation of the distribution of the outputs
of H(z) from those 1024 outputs cannot be successful. Instead, we consider the
collision between the outputs of H(z). The following theorem gives the collision
rate of the outputs of H(z).

Theorem 1. Let H be an m-bit-to-n-bit S-box and all those n-bit elements are
randomly generated, where m > n and n is a large integer. Let x1 and xo be
two m-bit random inputs to H. Then H(x1) = H(x2) with probability about 2"+
2-™m,

Proof. If 1 = 3, then H(x1) = H(x2). If 21 # 22, then H(x1) = H(x2) with
probability 27", x1 = xo with probability 27 and z1 # x2 with probability
1 — 27™. The probability that H(z1) = H(z2) is 27" + (1 —27™) x 27" =~
27427,

Attack 1. According to Theorem 1, for the 32-bit-to-32-bit S-box H, the collision
rate of the outputs is 2732 + 2732 = 2731 With 23° pairs of (H(z1), H(x2)), we
can distinguish the output from random signal with success rate 0.761. (The suc-
cess rate can be improved to 0.996 with 235 pairs.) Note that only 1024 outputs
are generated from the same S-box H, so 226 outputs are needed to distinguish
the keystream of HC-256 with no linear masking.

Ezperiment. To compute the collision rate of the outputs of HC-256 (with no
linear masking), we generated 239 outputs (28 pairs). The collision rate is 273! —
2740:09 The experiment confirms that the collision rate of the outputs of h(x)
is very close to 273!, and approximating h(x) with randomly generated S-box
has negligible effect on the attack.

Remark 1. The distinguishing attack above can be slightly improved if we con-
sider the differential attack on Blowfish. Vaudenay [32] has pointed out that the
collision in a randomly generated S-box in Blowfish can be applied to distin-
guish the outputs of Blowfish with reduced round number (8 rounds). The basic
idea of Vaudenay’s differential attack is that if Q[i] = Q[j] for 0 < 4,5 < 256,
i # j, then for ag @ a, = i ® j, hi(as|laz|la1]lao) = hi(as||az||ai||ay) with
probability 277, where each a; denotes an 8-bit number. We can detect the col-
lision in the S-box with success rate 0.5 since that S-box @ is used as inputs
to ha(z) to produce 1024 outputs. If Q[i] = Q[j] for 256 < 4, j < 256 + 256,
0<a<4,i#j,and z1 and z2 are two random inputs (note that we cannot
introduce or identify inputs with particular difference to h(z)), then the proba-
bility that hy(z1) = hi(z2) becomes 2731 4+ 2732, However the chance that there
256
is one useful collision in the S-box is only ( 223)2X4 = 2715 The average collision
rate becomes 2715 x (2731 +2732) - (1—-2715) x 2731 = 2731 4 2747 The increase
in collision rate is so small that the collision in the S-box has negligible effect on
this attack.
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Weakness of the Feedback Function. The table P is updated with the non-
linear feedback function P[i mod 1024] = P[i mod 1024] + P[i B 10] + ¢, ( P[i B
3], P[:E1023] ). The following attack is to distinguish the keystream by exploit-
ing this relation.

Attack 2. Assume that the h(z) is a one-to-one mapping function. Consider two
groups of outputs (s;, $;—3, 5i—10, Si—2047, Si—2048) and (8;, -3, §;-10, 5j—2047,
Sj_2048). If i # j and 1024 x o + 10 < 4,5 < 1024 x a + 1023, they are equal
with probability about 2728, The collision rate is 2719 if the outputs are truely
random. 27!2® is much larger than 27160, so the keystream can be distinguished
from random signal with about 2'2® pairs of such five-tuple groups of outputs.
Note that the S-box is updated every 1024 steps, 2! outputs are needed in the
attack.

The two attacks given above show that the HC-256 with no linear masking
does not generate secure keystream.

3.3.2 Keystream of HC-256

With the linear masking being applied, it is no longer possible to exploit those
two weaknesses separately and the attacks given above cannot be applied di-
rectly. We need to remove the linear masking first. We recall that at the ith
step, if (4 mod 2048) < 1024, the table P is updated as

P[i mod 1024] = P[i mod 1024] + P[i B10] + g, ( P[i B3], P[i B 1023])

We know that s; = hy (P[i:B12])® P[i mod 1024]. For 10 < (¢ mod 2048) < 1023,
this feedback function can be written alternatively as

S D hi1(z:) = (Si—2048 D M (2i—2048)) + (Si—10 ® h1(2zi—10)) +
G1(8i—3 ® h1(zi—3), Si—20a7 D M| (2i—2047) ) (1)

where hi(x) and h}(z) indicate two different functions since they are related to
different S-boxes; z; denotes the P[j H12] at the j-th step. The linear masking
is removed successfully in (1). However, it is very difficult to apply (1) directly
to distinguish the keystream. To simplify the analysis, we attack a weak version
of (1). We replace all the ‘+’ in the feedback function with ‘@’ and write (1) as

5i @ Si—2048 D 5i—10 D (Si—3 >> 10) & (sj—2047 >> 23)
= h1(zi) ® I (zi—20a8)) @ h1(zi—10)) ® (h1(zi—3) > 10) ®
D (hll (22;2047) >>> 23) D Q[’l"i}, (2)

where 7; = (si—3 @ h1(zi—3) D Si—2047 B I} (2i—2047)) mod 1024. Because of the
random nature of hi(z) and @, the right hand side of (2) is not uniformly
distributed. But each S-box is used in only 1024 steps, these 1024 outputs are
not sufficient to compute the distribution of s; @ s;_2048 B Si—10 D (8-3 >>
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10) @ (s;—2047 >>> 23). Instead we need to study the collision rate. The effective
way is to eliminate the term hq(z;) before analyzing the collision rate.
Replace the ¢ with ¢4 10. For 10 <4 mod 2048 < 1013, (2) can be written as

Si+10 D Si—2038 D S; D (82‘4_7 > 10) D (Si—2037 > 23)
= h1(zi410) ® hll (zi—2038)) @ h1(z:i) ® (h1(zix7) >=> 10) @

@ (B (zi—2037) > 23) © Q[ri10] (3)
)

For the left-hand sides of (2) and (3) to be equal, i.e., for the following equation

5i @ 5i—2048 D 5i—10 © (5i-3 >> 10) D (542047 >> 23) =
Si+10 D Si—2038 D s; D (si+7 > 10) D (82;2037 > 23) (4)

to hold, we require that (after eliminating the term hq(z;))

hi(zi—10) ® My (zi—2048) ® (h1(zi—3) > 10)
@ () (zi—2047) =3 23) @ Q[ry]
= h1(2i410) ® b} (zi—2038) @ (h1(zi47) >=> 10)
@ (M) (zi—2037) == 23) @ Q[ri+10) (5)

For 22 < i mod 2048 < 1013, we note that z;_10 = 2; ® 2;_204s8 D (2i_g >>
10)@(22‘,2047 > 23), and Zit+10 = Zi@zi72038@(2i+7 > 10)@(2’1;2037 > 23).
Approximate (5) as

H(x1) = H(xs) (6)

where H denotes a random secret 106-bit-to-32-bit S-box, 1 and x5 are two 106-
bit random inputs, x1 = z;—3||zi—2047||2i—2048||7s and 2 = zi17||zi—2037||2i—2038
[|7i+10. (The effect of z; is included in H.) According to Theorem 1, (6) holds
with probability 2732 4 27106, So (4) holds with probability 2732 + 27106 We
approximate the binomial distribution with the normal distribution. The mean
1 = Np and the standard deviation o = \/Np(l —p), where N is the total
number of equations (4), and p = 2732 4 27106, For random signal, p’ = 2732
the mean p/ = Np' and the standard deviation ¢/ = \/Np’(l —p). Ifju—u'| >
2(0 + 0'), i.e. N > 2184 the output of the cipher can be distinguished from
random signal with success rate 0.9772.

After verifying the validity of 2184 equations (4), we can successfully distin-
guish the keystream from random signal. We note that the S-box is updated
every 1024 steps, so only about 29 equations (4) can be obtained from 1024
steps in the range 1024 x o < i < 1024 x o+ 1024. To distinguish the keystream
from random signal, 2'8% outputs are needed in the attack.

The attack above can be improved by exploiting the relation r; = (s;_3 ®
hl(Zi_3)EBSZ‘_2047EBh/1(Zi_2047)) mod 1024. If (Si_3@81_2047) mod 1024 = (81‘4_7@
8i—2037) mod 1024, then (6) holds with probability 2732 + 279 and 2164 equa-
tions (4) are needed in the attack. Note that only about one equation (4) can
now be obtained from 1024 steps in the range 1024 x o <7 < 1024 x « + 1024.
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To distinguish the keystream from random signal, 2'7* outputs are needed in
the attack.

We note that the attack above can only be applied to HC-256 with all the ‘+’ in
the feedback function being replaced with ‘@’. To distinguish the keystream of
HC-256, more than 2'7* outputs are needed. So we conclude that it is impossible
to distinguish a 2'?8-bit keystream of HC-256 from random signal.

3.4 Security of the Initialization Process (Key/IV Setup)

The initialization process of the HC-256 consists of two stages, as given in Sub-
section 2.2. We expand the key and IV into P and . At this stage, every bit
of the key/IV affects all the bits of the two tables and any difference in the
related keys/IVs results in uncontrollable differences in P and @. Then we run
the cipher 4096 steps without generating output so that the P and @ become
more random. After the initialization process, we expect that any difference in
the keys/IVs would not result in biased keystream.

4 Implementation and Performance of HC-256

The direct C implementation of the encryption algorithm given in Subsection
2.3 runs at about 0.6 bit/cycle on the Pentium 4 processor. The program size
is very small but the speed is only about 1.5 times that of AES [7]. At each
step in the direct implementation, we need to compute (i mod 2048), i & 3,
1510 and ¢ H1023. And at each step there is a branch decision based on the
value of (i mod 2048). These operations affect greatly the encryption speed. The
optimization process is to reduce the amount of these operations.

4.1 The Optimized Implementation of HC-256

This subsection describes the optimized C implementation of HC-256 given in
Appendix B (“hc256.h”). In the optimized code, loop unrolling is used and only
one branch decision is made for every 16 steps. The experiment shows that the
branch decision in the optimized code affects the encryption speed by less than
one percent.

There are several fast implementations of the feedback functions of P and Q.
We use the implementation given in Appendix B because it achieves the best
consistency on different platforms. The details of that implementation are given
below. The feedback function of P is given as

P[i mod 1024] = P[i mod 1024] + P[i 810] + g1 ( P[i B3], P[i §1023])
A register X containing 16 elements is introduced for P. If (4 mod 2048) < 1024

and ¢ mod 16 = 0, then at the begining of the ith step, X[j] = P[(i — 16 +
j) mod 1024] for j =0, 1,--- 15, i.e. the X contains the values of P[iE16], P[iB
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15],--+, P[i & 1]. In the 16 steps starting from the ith step, the P and X are
updated as

Pli| = P[i] + X[6] + g1( X[13], P[i + 1] );
X[0] = P[il;

Pli+1] = P[i + 1] + X[7] + g:( X[14], P[i + 2] );
X[1] = Pli +1);

Pli+2] = P[i + 2] + X[8] + g1 ( X[15], P[i + 3] );
X[2] = P[i +2);

Pli+3] = Pli+ 3] + X[9] + g:( X[0], P[i + 4] );
X[3] = Pli + 3);

Pli +14] = P[i + 14] + X[4] + g1 ( X[11], P[i + 15] );

Note that at the ith step, two elements of P[iEH10] and P[iH 3] can be obtained
directly from X. Also for the output function s; = hq(P[iE12])® P[i mod 1024],
the P[i B12] can be obtained from X. In this implementation, there is no need
to compute i 53, iEH10 and : &H12.

A register Y with 16 elements is used in the implementation of the feedback
function of ) in the same way as that given above.

To reduce the memory requirement and the program size, the initialization
process implemented in Appendix B is not as straightforward as that given in
Subsection 2.2. To reduce the memory requirement, we do not implement the
array W in the program. Instead we implement the key and IV expansion on P
and @ directly. To reduce the program size, we implement the feedback functions
of those 4096 steps without involving X and Y.

4.2 Performance of HC-256

Encryption Speed. We use the C codes given in Appendix B and C to mea-
sure the encryption speed. The processor used in the test is Pentium 4 (2.4
GHz, 8 KB Level 1 data cache, 512 KB Level 2 cache, no hyper-threading). The
speed is measured by repeatedly encrypting the same 512-bit buffer for 22¢ times
(The buffer is defined as ‘static unsigned long DATA[16])” in Appendix C). The
encryption speed is given in Table 1.

The C implementation of HC-256 is faster than the C implementations of al-
most all the other stream ciphers. (However different designers may have made
different efforts to optimize their codes. And the encryption speed may be mea-
sured in different ways. So the speed comparison is not absolutely accurate.)
SEAL [20] is a software-efficient cipher and its C implementation runs at the
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Table 1. The speed of the C implementation of HC-256 on Pentium 4

Operating System Compiler Optimization Speed
option (bit/cycle)
Windows XP (SP1) Intel C++ Compiler 7.1 -03 1.93
Microsoft Visual C++4 6.0 -Release 1.81
Professional (SP5)
Red Hat Linux 9 Intel C4++ Compiler 7.1 -03 1.92
(Linux 2.4.20-8) gee 3.2.2 -03 1.83

speed of about 1.6 bit/cycle on Pentium IIT processor. Scream [5] runs at about
the same speed as SEAL. The C implementation of SNOW2.0 [8] runs at about
1.67 bit/cycle on Pentium 4 processor. TURING [27] runs at about 1.3 bit/cycle
on the Pentium IIT mobile processor. The C implementation of MUGI [33] runs
at about 0.45 bit/cycle on the Pentium III processor. The encryption speed of
Rabbit [3] is about 2.16 bit/cycle on Pentium IIT processor, but it is programmed
in assembly language inline in C.

Remark 2. In HC-256, there is dependency between the feedback and output
functions since the P[i mod 1024] (or Q[i mod 1024]) being updated at the ith
step is immediately used as linear masking. This dependency reduces the speed
of HC-256 by about 3%. We do not remove this dependency from the design
of HC-256 for security reason. Our analysis shows that each term being used
as linear masking should not have been used in an S-box in the previous steps,
otherwise the linear masking could be removed much easier. In our optimized
implementation, we do not deal with this dependency because its effect on the
encryption speed is very limited on the Pentium 4 processor.

Initialization Process. The key setup of HC-256 requires about 74,000 clock
cycles (measured by repeating the setup process 2'6 times on the Pentium 4
processor with Intel C++ compiler 7.1). This amount of computation is more
than that required by most of the other stream ciphers (for example, the ini-
tialization process of Scream takes 27,500 clock cycles). The reason is that two
large S-boxes are used in HC-256. To eliminate the threat of related key/IV
attack, the tables should be updated with the key and IV thoroughly and this
process requires a lot of computations. So it is undesirable to use HC-256 in the
applications where key (or IV) is updated frequently.

5 Conclusion

In this paper, we proposed a software-efficient stream cipher HC-256. Our anal-
ysis shows that HC-256 is very secure. However, the extensive security analysis
of any new cipher requires a lot of efforts from many researchers. We thus invite
and encourage the readers to analyze the security of HC-256.
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Finally we explicitly state that HC-256 is available royalty-free and HC-256

is not covered by any patent in the world.
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A Test Vectors of HC-256

Let K = Ko||Ki||---||K7 and IV = IV,||IVi||---||IV7. The first 512 bits of
keystream are given for different values of key and IV.

1. The key and IV are set as 0.

8589075b 0d4f3f6d8 2fc0cb542 5179b6ab6
3465f053 £2891f80 8b24744e 18480b72
ec2792cd bfddcfeb 7769bf8d faldaeed
Tb4c50e8 eaf3a9c8 £506016¢c 81697e32

2. The key is set as 0, the IV is set as 0 except that IV = 1.

bfa2e2af e9cel74f 8b05c2fe b18bbldl
ee42c05f 01312b71 ¢61£50dd 502a080b
edfec706 633d9241 a6dac448 af8561ff
5e04135a 9448c434 2de7e9f3 37520bdf

3. The IV is set as 0, the key is set as 0 except that Ko = 0x55.

fed4ad0lc edbfe24f d19a8f95 6fc036ae
3cbaab688 23e2abcO0 2f90b3ae a8d30e42
59f03a6c 6e39eb44 8f7579fb 70137abe
6d10b7d8 addO0f7cd 723423da f£575dde6

B The Optimized C Implementation of HC-256
(“hc256.h”)
#include <stdlib.h>

typedef unsigned long uint32;
typedef unsigned char uint8;

uint32 P[1024],Q[1024];
uint32 X[16],Y[16];
uint32 counter2048; // counter2048 = i mod 2048;

#ifndef _MSC_VER
#define rotr(x,n) ((x)>> @) | ((x)<<(32-(n))))

#else
#define rotr(x,n) _lrotr(x,n)
#endif
#define hil(x,y) { \

P

uint8 a,b,c,d;
a = (uint8) (x); \
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b = (uint8) ((x) >> 8); \
c = (uint8) ((x) >> 16); \
d = (uint8) ((x) >> 24); \
(y) = Q[al+Q[256+b]+Q[512+c]+Q[768+d]; \

3

#define h2(x,y) {
uint8 a,b,c,d;
a = (uint8) (x);
b = (uint8) ((x) >> 8); \
c = (uint8) ((x) >> 16); \

~

d = (uint8) ((x) >> 24); \
(y) = P[a]l+P[256+b]+P[512+c]+P[768+d]; \

3

#define step_A(u,v,a,b,c,d,m){ \
uint32 temO,teml,tem2,tem3; \
tem0 = rotr((v),23); \
teml = rotr((c),10); \
tem2 = ((v) ~ (c)) & Ox3ff; \
(u) += (b)+(temO0"tem1)+Q[tem2]; \
(a) = (w; \
h1((d),tem3); \
(m) ~= tem3 ~ (u) ; \

3

#define step_B(u,v,a,b,c,d,m){ \
uint32 temO,teml,tem2,tem3; \
tem0 = rotr((v),23); \
teml = rotr((c),10); \
tem2 = ((v) ~ (c)) & Ox3ff; \
(u) += (b)+(temO0"teml)+P[tem2]; \
(a) = (w; \
h2((d) ,tem3); \
(m) ~= tem3 ~ (u) ; \

3

void encrypt(uint32 datal[]) //each time it encrypts 512-bit data
{

uint32 cc,dd;

cc counter2048 & 0x3ff;

dd (cc+16)&0x3ff;

if (counter2048 < 1024)
{
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counter2048 = (counter2048 + 16) & Ox7ff;
step_A(P[cc+0], P[cc+1], X[0], X[6], X[13],X[4], data[0]);
step_A(P[cc+1], P[cc+2], X[1], X[7], X[14],X[5], datal[1l);
step_A(P[cc+2], P[cc+3], X[2], X[8], X[15],X[6], data[2]);
step_A(P[cc+3], P[cc+4], X[3], X[9], X[0], X[7], datal[3]);
step_A(P[cc+4], P[cc+5], X[4], X[10],X[1], X[8], datal4]);
step_A(P[cc+5], Plcc+6], X[5], X[11],X[2], X[9], data[5]);
step_A(P[cc+6], P[cc+7], X[6], X[12],X[3], X[10],datal6]);
step_A(P[cc+7], Plcc+8], X[7], X[13],X[4], X[11],datal7]);
step_A(P[cc+8], P[cc+9], X[8], X[14],X[5], X[12],datal8]);
step_A(P[cc+9], Plcc+10],X[9], X[15],X[6], X[13],datal9]);
step_A(P[cc+10],P[cc+11],X[10],X[0], X[7], X[14],datal[10]);
step_A(P[cc+11],P[cc+12],X[11],X[1], X[8], X[15],datal11]);
step_A(P[cc+12],P[cc+13],X[12],X[2], X[9], X[0], data[12]);
step_A(P[cc+13],P[cc+14],X[13],X[3], X[10],X[1], data[13]);
step_A(P[cc+14],P[cc+15],X[14],X[4], X[11],X[2], data[14]);
step_A(P[cc+15],P[dd+0], X[15],X[5], X[12],X[3], datal[15]);

}

else

{
counter2048 = (counter2048 + 16) & Ox7ff;
step_B(Q[cc+0], Qlcc+1], Y[O], Y[6], Y[13],Y[4], datal0]);
step_B(Q[cc+1], Qlcc+2], Y[1], Y[7]1, Y[14]1,Y[5], data[1]l);
step_B(Q[cc+2], Qlcc+3], Y[2], Y[8], Y[15],Y[6], datal[2]);
step_B(Qlcc+3], Qlcc+4], Y[3], Y[9], Y[0], Y[7], data[3]);
step_B(Qlcc+4], Qlcc+5], Y[4]1, Y[10],Y[1], Y[8], data[4]);
step_B(Qlcc+5], Qlcc+6], Y[51, Y[11]1,Y[2], Y[9], data[5]);
step_B(Q[cc+6], Qlcc+7], Y[6], Y[12],Y[3], Y[10],datal6]);
step_B(Q[cc+7], Qlcc+8], Y[7], Y[13],Y[4], Y[11],datal7]);
step_B(Qlcc+8], Qlcc+9], Y[8], Y[14],Y[5], Y[12],datal8]);
step_B(Qlcc+9], Qlcc+10]1,Y[9], Y[15],Y[6], Y[13],datal9]);
step_B(Q[cc+10],QLcc+11]1,Y[10],Y[0], Y[7], Y[14],datal[10]);
step_B(Q[cc+11],Q[cc+12],Y[11],Y[1], Y[8], Y[15],datal11]);
step_B(Q[cc+12]1,Q[cc+13]1,Y[12],Y[2], Y[9], Y[0], datal[12]);
step_B(Q[cc+13],Q[cc+14],Y[13],Y[3], Y[10],Y[1], datal[13]);
step_B(Q[cc+14],Qlcc+15],Y[14],Y[4], Y[11],Y[2], datal[14]);
step_B(Q[cc+15]1,Q[dd+0], Y[15],Y[5], Y[12],Y[3], datal[15]);

}
//The following defines the initialization functions
#define f1(x) (rotr((x),7) ~ rotr((x),18) =~ ((x) >> 3))

#define f2(x) (rotr((x),17) ~ rotr((x),19) -~ ((x) >> 10))
#define f(a,b,c,d) (£2((a)) + (b) + f1((c)) + (d))



242 Hongjun Wu

#define feedback_1(u,v,b,c) { \
uint32 tem0,teml,tem2; \
tem0 = rotr((v),23); teml = rotr((c),10); \
tem2 = ((v) ~ (c)) & Ox3ff; \
(u) += (b)+(temO0"teml)+Q[tem2]; \
}
#define feedback_2(u,v,b,c) { \
uint32 temO,teml,tem?2; \
tem0 = rotr((v),23); teml = rotr((c),10); \
tem2 = ((v) = (c)) & Ox3ff; \
(u) += (b)+(temO~teml)+P[tem2]; \
3

void initialization(uint32 key[], uint32 iv[])
{
uint32 i,j;

//expand the key and iv into P and Q
for (i = 0; i < 8; i++) P[i] = keyl[i];
for (i = 8; i < 16; i++) P[i] iv[i-8];

for (i = 16; i < 528; i++)
P[i] = £(P[i-2],P[i-7],P[i-15],P[i-16])+i;
for (i = 0; i < 16; i++)
P[i] = P[i+512];
for (i = 16; i < 1024; i++)
P[i] = f(P[i-2],P[i-7],P[i-15],P[i-16])+512+i;

for (i = 0; i < 16; i++)
Qli] = P[1024-16+i];
for (i = 16; i < 32; i++)
Qfi] = £(Q[i-2],Q[i-7]1,Q[i-15],Q[1-16])+1520+i;
for (i = 0; i < 16; i++)
Qlil = Qli+16];
for (i = 16; i < 1024;i++)
Qfi] = £(Q[i-2],Q[i-7]1,Q[i-15],Q[1-16])+1536+i;

//run the cipher 4096 steps without generating output
for (i = 0; i < 2; i++) {
for (j = 0; j < 10;  j++)
feedback_1(P[j1,P[j+1]1,P[(j-10)&0x3£f],P[(§-3)&0x3£ff]);
for (j = 10; j < 1023; j++)
feedback_1(P[j],P[j+1]1,P[j-10],P[j-31);
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feedback_1(P[1023],P[0],P[1013],P[1020]);
for (j = 0; j < 10;  j++)
feedback_2(Q[31,Q[j+11,Q[(j-10)&0x3££],Q[(j-3)&0x3££]) ;
for (j = 10; j < 1023; j++)
feedback_2(Q[j]1,Q[j+11,Q[j-101,Q[j-31);
feedback_2(Q[1023],Q[0],Q[1013],Q[1020]);
¥

//initialize counter2048, and tables X and Y
counter2048 = 0;

for (i = 0; i < 16; i++) X[i]
for (i = 0; i < 16; i++) Y[il

P[1008+i];
Q[1008+i];

C Test HC-256 (“test.c”)

//This program prints the first 512-bit keystream
//then measure the average encryption speed

#include "hc256.h"
#include <stdio.h>
#include <time.h>

int main()
{
uint32 key[8],iv[8];
static uint32 DATA[16]; // the DATA is encrypted

clock_t start, finish;
double duration, speed;
uint32 i;

//initializes the key and IV
for (i = 0; i < 8; i++) key[il=0;
for (i = 0; i < 8; i++) iv[i]=0;

//key and iv setup
initialization(key,iv);

//generate and print the first 512-bit keystream
for (i = 0; i < 16; i++) DATA[i]=0;

encrypt (DATA) ;

for (i = 0; i < 16; i++) printf(" %8x ", DATA[i]);

//measure the encryption speed by encrypting
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//DATA repeatedly for 0x4000000 times

start = clock();

for (i = 0; i < 0x4000000; i++) encrypt(DATA);
finish = clock();

duration = ((double) (finish - start))/ CLOCKS_PER_SEC;
speed = ((double)i)*32*16/duration;

printf ("\n The encryption takes %4.4f seconds.\n\
The encryption speed is %13.2f bit/second \n",\
duration,speed);

return (0);
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Abstract. The paper presents a new statistical bias in the distribu-
tion of the first two output bytes of the RC4 keystream generator. The
number of outputs required to reliably distinguish RC4 outputs from
random strings using this bias is only 22° bytes. Most importantly, the
bias does not disappear even if the initial 256 bytes are dropped. This
paper also proposes a new pseudorandom bit generator, named RC4A,
which is based on RC4’s exchange shuffle model. It is shown that the new
cipher offers increased resistance against most attacks that apply to RC4.
RC4A uses fewer operations per output byte and offers the prospect of
implementations that can exploit its inherent parallelism to improve its
performance further.

1 Introduction

RC4 is the most widely used software based stream cipher. The cipher has been
integrated into TLS/SSL and WEP implementations. The cipher was designed
by Ron Rivest in 1987 and kept as a trade secret until it was leaked out in 1994.
RC4 is extremely fast and its design is simple.

The RC4 stream cipher is based on a secret internal state of N = 256 bytes
and two index-pointers of size n = 8 bits. In this paper we present a bias in the
distribution of the first two output bytes. We observe that the first two output
words are equal with probability that is significantly less than expected. Based
on this bias we construct a distinguisher with non-negligible advantage that dis-
tinguishes RC4 outputs from random strings with only 22* pairs of output bytes
when N = 256. More significantly, the bias remains detectable even after dis-
carding the initial N output bytes. This fact helps us to create another practical
distinguisher with only 232 pairs of output bytes that works 256 rounds away
from the beginning when N = 256.

A second contribution of the paper is a modified RC4 keystream generator,
within the scope of the existing model of an exchange shuffle, in order to achieve

* This work was partially supported by the Concerted Research Action GOA-
MEFISTO-666 of the Flemish government.

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 245-259, 2004.
© International Association for Cryptologic Research 2004
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KSA (K, S) PRGA(S)

fori=0to N —1 =0

S[i] =i j=0

7=0 Output Generation loop
t=(i+1) mod N

fori=0to N —1 j = (3 + S[i]) mod N

j = (j+S[i]+ K[i mod I]) mod N Swap(S[i], S[j])

Swap(S[i], S[j]) Output=S[(S[i] + S[j]) mod N]

Fig.1. The Key Scheduling Algorithm (KSA) and the Pseudo-Random Generation
Algorithm (PRGA)

better security. The new cipher is given the name RC4A. We compare its security
to the original RC4. Most of the known attacks on RC4 are less effective on
RC4A. The new cipher needs fewer instructions per byte and it is possible to
exploit the inherent parallelism inherent to improve its performance.

1.1 Description of RC4

RC4 runs in two phases (description in Fig. 1). The first part is the key schedul-
ing algorithm KSA which takes an array S or S-box to derive a permutation of
{0,1,2,..., N — 1} using a variable size key K. The second part is the output
generation part PRGA which produces pseudo-random bytes using the permu-
tation derived from KSA. Each iteration or loop or ‘round’ produces one output
value. Plaintext bytes are bit-wise XORed with the output bytes to produce
ciphertext. In most of the applications RC4 is used with word length n = 8 bits
and N = 256. The symbol [ denotes the byte-length of the secret key.

1.2 Previous Attacks on RC4

RC4 came under intensive scrutiny after it was made public in 1994. Finney [1]
showed a class of internal states that RC4 never enters. The class contains all
the states for which j = i +1 and S[j] = 1. A fraction of N~2 of all possible
states fall under Finney’s forbidden states. It is simple to show that these states
are connected by a cycle of length N(N — 1). We know that RC4 states are
also connected in a cycle (because the next state function of RC4 is a bijective
mapping on a finite set) and the initial state, where i = 0 and j = 0, is not one
of Finney’s forbidden states.

Jenkins [6] detected a probabilistic correlation between the secret information
(S,7) and the public information (¢, output). Goli¢ [1] showed a positive corre-
lation between the second binary derivative of the least significant bit output
sequence and 1. Using this correlation RC4 outputs can be distinguished from
a perfectly random stream of bits by observing only 2447 output bytes. Fluhrer
and McGrew [3] observed stronger correlations between consecutive bytes. Their
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distinguisher works using 23°'% output bytes. Properties of the state transition

graph of RC4 were analyzed by Mister and Tavares [11]. Grosul and Wallach
demonstrated a related key attack that works better on very long keys [5]. An-
drew Roos also discovered classes of weak keys [15].

Knudsen et al. have attacked versions of RC4 with n < 8 by their backtrack-
ing algorithm in which the adversary guesses the internal state and checks if
an anomaly occurs in later stage [7]. In the case of contradiction the algorithm
backtracks through the internal states and re-guesses. So far this remains the
only efficient algorithm which attempts to discover the secret internal state of
this cipher.

The most serious weakness in RC4 was observed by Mantin and Shamir [9]
who noted that the probability of a zero output byte at the second round is
twice as large as expected. In broadcast applications a practical ciphertext only
attack can exploit this weakness.

Fluhrer et al. [2] have recently shown that if some portion of the secret key
is known then RC4 can be broken completely. This is of practical importance
because in the Wired Equivalence Privacy Protocol (WEP in short) a fixed secret
key is concatenated with IV modifiers to encrypt different messages. In [16] it is
shown that the attack is feasible.

Pudovkina [14] has attempted to detect a bias, only analytically, in the dis-
tribution of the first, second output values of RC4 and digraphs under certain
uniformity assumptions.

Mironov modeled RC4 as a Markov chain and recommended to dump the
initial 12 - N bytes of the output stream (at least 3 - N) in order to obtain
uniform distribution of the initial permutation of elements [10].

More recently Paul and Preneel [12] have formally proved that only a known
elements of the S-box along with two index-pointers cannot predict more than a
output bytes in the next N rounds. They have also designed an efficient algorithm
to deduce certain special RC4-states known as Non-fortuitous Predictive States.

1.3 Organization

The remainder of this paper is organized as follows. Section 2 introduces the
new statistical bias in RC4. Section 3 reflects on the design principles of RCA4.
Our new variant RC4A is introduced in Sect. 4 and its security is analyzed in
Sect. 5. Section 6 presents our concluding remarks.

2 The New Weakness

Our major observation is that the distribution of the first two output bytes of
RC4 is not uniform. We noted that the probability that the first two output bytes
are equal is 11, (1-— 1{,) This fact is, in a sense, counter-intuitive from the results
obtained by Fluhrer and McGrew [3] who showed that the first two outputs take
the value (0, 0) with probability significantly larger than 1/N2. Pudovkina [14]

analytically obtained, under certain assumptions, that the first two output bytes
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Fig. 2. (a) Just before the beginning of the output generation. (b) First output S1[X +
2] is produced. (c) Second output S2[Z + 2] is produced. S1[X + 2] # S2[Z + 2]

are equal with probability larger than 1/N. However, experiments revealed that
this result is incorrect. Our main objective is to find a reasonable explanation
for this particular bias.

Throughout the paper S.[l] and O, denote the Ith element of the S-box
after the swapping at round r and the output byte generated at that round
respectively. Similarly, 4, and j, should be understood. All arithmetic operations
are computed modulo N.

2.1 Motivational Observation

Theorem 1. If Sy[1] = 2 then the first two output bytes of RCY are always
different.

Proof. Fig. 2 shows the execution of the first two rounds of the output generation.
We note that, O; = Si[X + 2] and Oy = S2[Z + 2]. Clearly X + 2 and Z + 2
point to two different cells of the array. Therefore, the first two outputs are the
same if (X =0 and Z = 2) or if (X = 2 and Z = 0). But this is impossible
because X # Z # 2 as they are permutation elements. O

2.2 Quantifying the Bias in the First Two Outputs

Theorem 1 immediately implies a bias in the first two outputs of the cipher that
are captured in the following corollaries.

Corollary 1. If the first two output bytes are equal then Sp[l] # 2.

Proof. This is an obvious and important deduction from Theorem 1. This fact

can be used to speed up exhaustive search by a factor of NIX 1 O
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Corollary 2. The probability that the first two output bytes are equal is (1 —
1/N)/N (assuming that Sp[1] = 2 occurs with probability 1/N and that for the
rest of the permutations for which Sy[l] # 2 the first two output bytes are equal
with probability 1/N ).*

Proof. Tf Sp[1] = 2 occurs with probability 1/N then the first two output bytes
are different for a fraction of 1/N of the total keys (see Theorem 1). The output
bytes are equal with probability 1/N for each of the other keys, i.e., a fraction
of (1 —1/N) of the total keys. Combining these two,

P[O1 = O3] = P[O1 = 02|Sy[1] = 2] - P[Sp[1] = 2] +
P[O1 = O2[So[1] # 2] - [So[1] # 2]
PSR E DR
N N N
_llac 0
N N

2.3 Distinguisher Based on the Weakness

A distinguisher is an efficient algorithm which distinguishes a stream of bits
from a perfectly random stream of bits, that is, a stream of bits that has been
chosen according to the uniform distribution. There are two ways an adversary
can attempt to distinguish between strings, one generated by a pseudorandom
generator and the other by a perfectly random source. In the first case the
adversary selects only one key randomly and produces keystream, seeded by the
chosen key, long enough to detect a bias. In this scenario the adversary is “weak”
as she has a keystream produced by a single key and therefore the distinguisher is
called a weak distinguisher. In the other case the adversary may use any number
of randomly chosen keys and the respective keystreams generated by those keys.
In this case the adversary is “strong” because she may collect outputs to her
advantage from many keystreams to detect a bias. Therefore, the distinguisher
so constructed is termed a strong distinguisher. A bias present in the output at
time t in a single stream may hardly be detected by a weak distinguisher but
a strong distinguisher can easily discover the anomaly with fewer bytes. This fact
was wonderfully used by Mantin and Shamir [9] to identify a strong bias toward
zero in the second output byte of RC4. We also construct a strong distinguisher
for RC4 based on the non-uniformity of the first two output bytes. We use the
following result (see [9] for a proof).

Theorem 2. If an event e occurs in a distribution X with probability p and in'Y’
with probability p(1 + q) then, for small p and q, O(p(lzz) samples are required to
distinguish X from'Y with non-negligible probability of success.

In our case, X, Y and e are the distribution of the first two output bytes collected

from a perfectly random source, the distribution of these variables from RC4 and

! Note that this condition is more relaxed than assuming that the initial permutation
is distributed uniformly.
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the occurrence of equal successive bytes respectively. Therefore, the number of
required samples equals O(N?) (by Corollary 2, p = 1/N and ¢ = —1/N).

Experimental observations agree well with the theoretical results. For N =
256, with 224 pairs of the first two output bytes, generated from as many ran-
domly chosen keys, our distinguisher separates RC4 outputs from random strings
with an advantage of 40% when the threshold is set at 65408. Empirical results
show that the expected number of pairs, for which the bytes are equal, trails
the expected number from a random source by 1.21 standard deviations of the
binomial distribution with parameters (224,1/256).

2.4 Bias after Dropping the First N Output Bytes

A similar but a smaller bias is also expected in the output bytes O;11 and O 4,
where t = 0 mod N and ¢ > 0, if we assume that P[S,[1] =2Nj; = 0] = 1/N?
and the expected probability that O;11 = Oy49 for rest of the internal states
is 1/N. Almost in a similar manner, we can compute P[O:y1 = Oyo], where
t=0mod N and t > 0.

P[OtJrl - Ot+2] - P[Ot+1 - Ot+2|St[1] - 2 ﬂjt - 0} . P[St[l] - 2 Ojt - 0]

+ PlOpt1 = Oy2|Se[1] # 2U jip # 0] - P[S[1] # 2 U ji # 0]
1 1 1
=0 et (U )
1 1
:N.(l_N2). O

Therefore, the required number of samples needed to establish the distin-
guisher is O(N®) according to Theorem 2 (note that in this case p = 1/N and
q=—1/N?).

However, our experiments for N = 256 show that the bias can be detected
much sooner: 232 pairs of the output bytes (each pair is chosen from rounds
t = 257 and t = 258) are sufficient for a distinguisher, where the theory
predicts that this should be 249, In our experiments, the expected number of
pairs, for which the bytes are equal, trails the expected number from a random
source by 1.13 standard deviations of the binomial distribution with parame-
ters (232,1/256). A large number of experiments showed that the frequency of
simultaneous occurrence of j = 0 and S[1] = 2 at the 256th round is much
higher than expected. This phenomenon accounts for the optimistic behavior
of our distinguisher. However, it is still unknown how to quantify the bias in
Pljase = 0N Sase[l] = 2] theoretically. It is worth noting at this point that
Mironov, based on an idealized model of RC4, has suggested to drop the initial
3- N bytes (more conservatively the initial 12- N bytes) in order to obtain a uni-
form distribution of the initial permutation thereby ruling out any possibility of
a strong attack [10].
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2.5 Possibility of a Weak Distinguisher

The basic fact examined in the Theorem 1 can be used to characterize a general
internal state which would produce unequal consecutive bytes. One can see that
for an RC4 internal state, if i; = j; and S¢[is + 1] = 2 then Oy # Opyo. If we
assume uniformity of RC4 internal states when the value of 7 is fixed, then the
above observation allows for a weak distinguisher for RC4 (i.e., distinguishing
RC4 using a single stream generated by a randomly chosen key). However, ex-
tensive experiments show that, in case of a single stream, the bias in the output
bytes due to these special states is much weaker. With a sample size of 232 pairs
of bytes, the expected number of pairs for which the output bytes are equal trails
the expected number from a random source by 0.21 standard deviations of the
binomial distribution with parameters (232,1/256) (compared to 1.13 standard
deviations for the strong distinguisher with the same sample size). The experi-
mentally obtained standard deviation of the distribution of the number of pairs
with equal members in a sample of 232 pairs equals 0.9894 - ¢ where ¢ is the
standard deviation of the binomial distribution with parameters (232,1/256).
The closeness of these two distributions shows that such a weak distinguisher is
less effective than the strong distinguisher with respect to the required number
of outputs. Further experimental work is required to determine the effectiveness
of distinguishers which require outputs for fewer keys (say 22° rather than 232)
but longer output streams than just a pair of consecutive bytes for each key.

It is still unclear how this correlation between the internal and external states
can be used to mount a full attack on RC4. However, the observation reveals
a weakness in the working principle of the cipher, even if N output bytes are
dropped.

3 Analyzing RC4 Design Principles

The pseudorandom bit generation in RC4 is divided into two stages (see Sect.
1.1). The key scheduling algorithm KSA intends to turn an identity permuta-
tion S into a pseudorandom permutation of elements and the pseudorandom
byte generation algorithm PRGA issues one output byte from a pseudorandom
location of S in every round. At every round the secret internal state S is changed
by the swapping of elements, one in a known location and another pointed to
by a ‘random’ index. The whole idea is inspired by the principle of an exchange
shuffle to obtain a ‘random’ distribution of a deck of cards [8]. Therefore, the se-
curity of RC4 in this model of exchange shuffle depends mainly on the following
three factors.

— Uniform distribution of the initial permutation of elements (that is, .S).

— Uniform distribution of the value of the index-pointer of the element to be
swapped with the element contained in a known index (that is, the index-
pointer 7).

— Uniform distribution of the value of the index-pointer from which the output
is issued in a round (i.e., S[i] + S[j]).
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Note that the above three conditions are necessary conditions of the security
of the cipher but by no means they can be sufficient. This fact is wonderfully
demonstrated by Goli¢ in [4] using the Linear Sequential Circuit Approximation
(LSCA for short) methods capturing the basic flaw in the model that the ar-
rangement of the S-box elements in two successive rounds can be approximated
to be identical because of ‘negligible’ changes of S in two successive rounds.

In this paper we take the key scheduling algorithm of RC4 for granted and
assume that the distribution of the initial permutation of elements is uniform; we
focus solely on the pseudorandom output generation process. As a consequence,
the adversary concentrates on deriving the secret internal state S (not the secret
key K') from the known outputs exploiting correlations between the internal state
and the output bytes.

Most of the known attacks on RC4 to derive part of the secret internal state
are based on fixing a few elements of the S-box along with the two index point-
ers ¢ and j that give information about the outputs at certain rounds with
probability 1 or very close to it. This at once results in distinguishing attacks
on the cipher and helps to derive the secret internal state with probability that
is significantly larger than expected. Paul and Preneel have proved that under
reasonable assumptions the maximum probability with which a part of the in-
ternal state (i.e., certain S-box elements and the value of j) can be predicted by
observing known outputs is 1/N which is too high [12]. Note that these correla-
tions between the internal state and the external state immediately violate the
‘randomness’ criteria of an ideal cipher.

The only algorithm attempting to derive the entire internal state of RC4
from the sequence of outputs is by Knudsen et al. which is based on a “guess
on demand” strategy [7]. The expected complexity of the algorithm is much
smaller than a trivial exhaustive search because it implicitly uses the weakness
of RC4 that a part of internal state can be guessed with non-trivial probability
by observing certain outputs.

In the following discussion we modify RC4 in an attempt to achieve tighter
security than the original cipher within the scope of the existing model of ex-
change shuffle without degrading its speed.

4 RC4A: An Attempt to Improve RC4

4.1 RC4A Design Principles

As most of the existing known plaintext attacks on RC4 harness the stronger cor-
relations between the internal and external states (in generic term b-predictive a-
state attack [9, 12]), in principle, making the output generation dependent on
more random variables weakens the correlation between them, i.e., the probabil-
ity to guess the internal state by observing output sequence can be reduced. The
larger the number of the variables the weaker will be the correlation between
them. On the other hand, intuitively, the large number of variables increases the
time complexity as it involves more arithmetic operations.
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Set i=0,j1=ja=0
i++

J1=j1+ S1i]
Swap(S1[d], S1[51])
Iz = 5:1[i] + S1[51]
Output=>Ss[/2]

J2 = j2 + S2i]
Swap(S2[i], S2(j2])
I = S5[i] + S[j]
Output=51[I1]

11. Repeat from step 2.

© ® NS Tk W

._.
e

Fig. 3. Pseudo-random Generation Algorithm of RC4A

4.2 RC4A Description

We take one randomly chosen key ki. Another key ko is also generated from
a pseudorandom bit generator (e.g. RC4) using k; as the seed. Applying the
Key Scheduling Algorithm, as described in Fig. 1, we construct two S-boxes S;
and Sy using the keys k1 and ko respectively. As mentioned before we assume
that S; and S are two random permutations of {0,1,2,...,N — 1}. In this
new scheme the Key Scheduling Algorithm is assumed to produce a uniform
distribution of permutation of {0,1,2,..., N — 1}. Therefore, our effort focuses
on the security of the Pseudo-Random Generation Algorithm. In Fig. 3, we show
the pseudo-code of the pseudorandom byte generation algorithm of RC4A. All
the arithmetic operations are computed modulo N. The transition of the internal
states of the two S-boxes are based on an exchange shuffle as before. Here we
introduce two variables j; and jo corresponding to S; and Sy instead of one.
The only modification is that the index-pointer S;[i] + Si[j] evaluated on Sy
produces output from Sy and vice-versa (see steps 5, 6 and 9, 10 of Fig. 3). The
next round starts after each output generation.

RC4A Uses Fewer Instructions per Output Byte than RC4. To produce
two successive output bytes the ¢ pointer is incremented once in case of RC4A
where it is incremented twice to produce as many output words in RC4.

Parallelism in RC4A. The performance of RC4A can be further improved
by extracting the parallelism latent in the algorithm. The parallel steps of the
algorithm can be easily found by drawing a dependency graph of the steps shown
in Fig. 3. In the following list the parallel steps of RC4A are shown within
brackets.



254 Souradyuti Paul and Bart Preneel

3, 7).
4,5, 9).
6, 10).
8,2).

=W N =
A~~~

The existence of many parallel steps in RC4A is certainly an important aspect
of this new cipher and it offers the possibility of a faster stream cipher if RC4A
is implemented efficiently.

5 Security Analysis of RC4A

The RC4A pseudorandom bit generator has passed all the statistical tests listed
in [13]. RC4A achieves two major gains over RC4. By making every byte depend
on at least two random values (e.g. O depends on Sy[1], Si[j1] and So[Si[1] +
S1[71]]) of S1 and S, the secret internal state of RC4A becomes N!? x N3. So, for
N = 256, the number of secret internal states for RC4A is approximately 23392
when the number is only 2170 for RC4.

Let the events E4 and Ep denote the occurrences of an internal state (i.e., a
known elements in the S-boxes, i, j; and j2) and the corresponding b outputs
when the ¢ value of an internal state is known. We assume uniformity of the
internal state and the corresponding external state for any fixed i value of the
internal state. Assuming that a is much smaller than N and disregarding the
small bias induced in Ep due to E4, we apply Bayes’ Rule to get

PIE Nf(a+2)
PLEAIES] = pp PlEslE ~ YL =t )
Paul and Preneel [12] have proved that a > b for RC4 for small values of a. We
omit the proof as it is quite rigorous and beyond the scope of this paper. Exactly
the same technique can be applied here to prove that a known elements of the S-
boxes along with 7, j; and js cannot predict more than a elements for small values
of a. Therefore, the maximum probability with which any internal state of RC4A
can be predicted from a known output sequence equals 1/N? compared to 1/N
for RC4. In the following sections we describe how RC4A resists the two major
attacks on it: one attempts to derive the entire internal state deterministically
and another to derive a part of the internal state probabilistically.

5.1 Precluding the Backtracking Algorithm by Knudsen et al.

As mentioned earlier that the “guess on demand” backtracking algorithm by
Knudsen et al. is so far the best algorithm to deduce the internal state of RC4
from the known plaintext [7]. Now we briefly discuss the functionality of the
variant of the algorithm to be applied for RC4A.

The algorithm simulates RC4A by observing only the output bytes in recur-
sive function calls. The values of S[i] and S[j] in one S-box are guessed from the

permutation elements to agree with the output and its possible location in the
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other S-box. If they match then the algorithm calls the round function for the
next round. If an anomaly occurs then it backtracks through the previous rounds
and re-guesses. The number of outputs m, needed to uniquely determine the en-
tire internal state, is bounded below by the inequality, 2" > (2"!)2. Therefore,
m > 2N (note, N = 2").

Theorem 3 (RC4 vs RC4A). If the expected computational complexity to
derive the secret internal state of RC4A from known 2N initial output bytes
with the algorithm by Knudsen et al. is Cyrcqq and if the corresponding complexity
for RC/ using N known initial output bytes is Creq then Cresq is much higher
than Crey and Cyresa can be approzvimated to C2., under certain assumptions.”

Proof. According to the algorithm by Knudsen et al., the internal state of RC4
is derived using only the first N output bytes, that is, simulating RC4 for the
first N rounds. The variant of this algorithm which works on RC4A uses the
initial 2V bytes, thereby runs for the first 2N rounds.

Let the algorithms A; and As derive the secret internal states for RC4 and
RC4A respectively. At every round the S-boxes are assigned either 0, 1, 2, or 3
elements and move to the next round.

Let, at the tth round, A5 go to the next round after assigning k elements an
expected number of my ¢ times. So the number of value assignments in the ¢th

3 3
round is > k-my.. Note, each of the > my, iterations gives rise to an S-

k=0 k=0

box arrangement in the next round. It is possible that we reach some S-box

arrangements from which no further transition to the next rounds is possible

because of contradictions. In such case, we assume assignment of zero elements in

the S-box till the Nth round is reached. Let the number of S-box arrangements
3

at the tth round from which these Y my: arrangements are generated is L.

k=0
Consequently,

3
Z mk’t = Lt+1 . (2)
k=0

Now we set,
3 R )
Zk'mk,t:kt'zmk,t:kt'[/t+l~ (3)
k=0 k=0

In Eqn. (3), ky is the expected number elements which are assigned to the S-boxes
in each iteration in that particular round. If each of L; is assumed to produce an
expected Et+1 number of S-box arrangements in the next round then Eqn. (3)
becomes,

3

k . mk’t = kt . (.Z/t+1 . Lt) . (4)
k=0

2 The complexity is measured in terms of the number of value assignments.
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Denoting the total number of value assignments in the tth round by C(t), it is
easy to note from Eqn. (4),

C(t) =k - (Lygr - Ly) . (5)
Proceeding this way it can be shown that,

t+s
C(t + S) = kt—i—s . Lt . H Li+1 . (6)

i=t

If t = 1 then Ly = 1. Setting ¢ + s = n in Eqn. (6), we get,

—F T Lo (7)
i=1

From Eqn. (2) and Eqn. (3), C'(n) can be evaluated Vn € {1,2,...2N} when my, ;
is known V(k,t) € {0,1,2,3}{1,2,...2N}. )

It is important to note that on a random output sequence kos 1 = kof
and sz ~ L2f+1 Vf € {1,2,...N}. The reason behind the approximation is
that, with the algorithm by Knudsen et al., the difference between the expected
number of assignments in the S-boxes in the (2f — 1)th and the 2fth rounds is
very small. Therefore, the overall complexity C...4q becomes,

i=1
. N N sl
=k - Z (ko - H LQJH Z(kﬁzz 1+ Lo+ H ng)
i—1 j=1 i= j=1
N N =
Zkzz - HL + 2 (kaica - Lo [T 13)).
i=1 j=1
Replacing l;:q and Eq by Tapr and gs we get,

i—1
Creaa = Z Hg] +z1-g1 + Z Li-gi- Hg?) : (8)
i=1 Jj=1

Applying a similar technique as above it is easy to see that,

Crc4 - Z H g] (9)

i=1
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Again we note that the difference between the expected number of elements that
are already assigned in S7 for RC4A at round (2t — 1) and the expected number
of elements in S for RC4 at round ¢ is negligible. Therefore, the corresponding
k; and Et“ for RC4 can be approximated to ko; 1 and Lo, for RC4A.

As the g;’s are real numbers greater than 1 and the z;’s are non-negative real
numbers, from Eqn. (8) and Eqn. (9) it is easy to see that Cy.cqq > Chrea.

We observe from the algorithm that z; € {y : 0 <y < 3,y € R}. It is clear
from the algorithm that x; decreases as i increases. Intuitively, x; is less than one
in the last rounds. Therefore, assuming C)..4q ~ Hfil gf and Chey ~ Hf\; 1 9i, We
get Chreqq = 072‘54' O

By Theorem 3, the expected complexity to deduce the secret internal state
of RC4A (N = 256) with the algorithm by Knudsen et al. is 2'5°® when the
corresponding complexity is 2779 for RC4.

5.2 Resisting the Fortuitous States Attack

Fluhrer and McGrew discovered certain RC4 states in which only m known con-
secutive S-box elements participate in producing the next m successive outputs.
Those states are defined to be Fortuitous States (see [3, 12] for a detailed anal-
ysis). Fortuitous States increase the probability to guess a part of internal state
in a known plaintext attack (see Eqn. (1)). The larger the probability of the oc-
currence of a fortuitous state, the smaller will be the number of required rounds
to obtain one of them.

RC4A also weakens the fortuitous state attack by a large degree. A moment’s
reflection shows that RC4A does not have any fortuitous state of length 1. Now
we will compare the probability of the occurrence of a fortuitous state of length
2a in RC4A to that of length a in RCA4. Tt is easy to note that a fortuitous state
of length 2a of RC4A implies and is implied by two fortuitous states of length a
of RC4 appearing simultaneously in S; and Sy. If C' denotes the number of
fortuitous states of length a of RC4 then the expected number of fortuitous states
of length 2a in RC4A is C?/N. Let P, denote the probability of the occurrence
of a fortuitous state of length a in RC4 and P», denote the probability of the
occurrence of a fortuitous state of length 2a in RC4A. Then, for small values
of a, P, = N§+2 and Py, = Ngf+4 which immediately implies P, < P,.

5.3 Resisting other Attacks

One can see that the strong positive bias of the second output byte of RC4
toward zero [9], and the bias described in the first part of this paper are also
diminished in this new cipher as more random variables are required to be fixed
for the biased state to occur.

5.4 Open Problems and Directions for Future Work

Although RC4A has an improved security over the original cipher against most
of the known plaintext attacks, it is still as vulnerable as RC4 against the attack
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by Goli¢ which uses the positive correlation between the second binary derivative
of the least significant bit output sequence and 1. The weakness originates from
the slow change of the S-box in successive rounds that seems to be inherent
in any model based on exchange shuffle. Therefore, this still remains an open
problem whether it is possible to remove this weakness from the output words
of the stream cipher based on an exchange shuffle while retaining all of its speed
and security.

Our work leaves room for more research. It is worthwhile to note that one
output byte generation in this existing model of exchange shuffle involves two
random pointers; j and S[i] + S[j]. In RC4 both the pointers fetch values from
a single S-box. We obtained better results by making S[i] + S[j] fetch value
from a different S-box. What if we obtain S[j] from another S-box and generate
output using three S-boxes?

6 Conclusions

In this paper we have described a new statistical weakness in the first two output
bytes of the RC4 keystream generator. The weakness does not disappear even
after dropping the initial N bytes. Based on this observation, we recommend
to drop at least the initial 2N bytes of RC4 in all future applications of it.
In the second part of the paper we attempted to improve the security of RC4
by introducing more random variables in the output generation process thereby
reducing the correlation between the internal and the external states.

As a final comment we would like to mention that the security of RC4A
could be further improved. For example, one could introduce key-dependent
values of 7 and j at the beginning of the first round, and one could address the
weaknesses of the Key Scheduling Algorithm. In this paper, we have assumed
that the original Key Scheduling Algorithm produces a uniform distribution of
the initial permutation of elements, which is certainly not correct.
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Abstract. A practical measure to estimate the immunity of block ci-
phers against differential and linear attacks consists of finding the min-
imum number of active S-Boxes, or a lower bound for this minimum
number. The evaluation result of lower bounds of differentially active
S-boxes of AES, Camellia (without FL/FL™") and Feistel ciphers with
an MDS based matrix of branch number 9, showed that the percentage
of active S-boxes in Feistel ciphers is lower than in AES. The cause is
a difference cancellation property which can occur at the XOR operation
in the Feistel structure. In this paper we propose a new design strategy
to avoid such difference cancellation by employing multiple MDS based
matrices in the diffusion layer of the F-function. The effectiveness of the
proposed method is confirmed by an experimental result showing that
the percentage of active S-boxes of the newly designed Feistel cipher be-
comes the same as for the AES.

Keywords: MDS, Feistel cipher, active S-boxes, multiple MDS design

1 Introduction

Throughout recent cryptographic primitive selection projects, such as AES,
NESSIE and CRYPTREC projects, many types of symmetric key block ciphers
have been selected for widely practical uses [16, 17, 18]. A highly regarded design
strategy in a lot of well-known symmetric-key block ciphers consists in employ-
ing small non-linear functions (S-box), and designing a linear diffusion layer to
achieve a high value of the minimum number of active S-boxes [2, 4, 17, 18].

If the diffusion layer guarantees a sufficient minimum number of differentially
active S-boxes, and the S-boxes have low maximum differential probability, the
resistance against differential attacks will be strong enough. Let a be the lower
bound on the minimum number of active S-boxes, and D P,,,, be the maximum
differential probability (MDP) of S-boxes. It is guaranteed that there is no dif-
ferential path whose differential characteristic probability (DCP) is higher than
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(DPyaz)®. For instance, in the case of a 128-bit block cipher using 8-bit bijec-
tive S-boxes with DP,,., = 275, the necessary condition to rule out any path
with DCP > 27'28 is that a should be at least 22. In order to determine the
appropriate number of rounds of a fast and secure cipher, it is thus essential to
have an accurate estimation of the lower bound a [1, 4]. Regarding this problem,
finding an optimal linear diffusion is one of the research topics included in the
future research agenda of cryptology proposed by STORK project in EU [19].

Comparing the minimum number of active S-boxes of two well-known ciphers,
AES and Camellia without FL/FL~! (denoted by Camellia*), it is shown that
the ratio of the minimum number of active S-boxes to the total number of S-boxes
for Camellia* is lower than for AES. Even if the diffusion matrix of Camellia™*
is replaced by a 8 x 8 MDS based matrix with branch number 9 (which is called
a MDS-Feistel cipher), the ratio won’t increase significantly and there is an
apparent gap between these Feistel ciphers (Camellia* and MDS-Feistel) and
a SPN cipher AES.

We found that the low percentage of active S-boxes in a MDS-Feistel struc-
ture is due to a difference cancellation which always occurs in the differential
path that realizes the minimum number of active S-boxes. In such a case, the
output difference of the F-function in the i-th round will be canceled completely
by the output difference of i + 2j-th round (5 > 0). It is obvious that one of the
conditions for difference cancellations is employing an unique diffusion matrix
for all F-functions.

In this work, we propose a new design strategy to avoid the difference can-
cellation in Feistel ciphers with SP-type F-function. We call this new strategy
multiple MDS Feistel structure design. The basic principle of this design is as
follows. Let 2r,m be the round number of the Feistel structure and the num-
ber of S-boxes in the F-function, respectively. We then employ ¢(< ) m x m
MDS matrices. Furthermore they are chosen that any m columns in these ¢
MDS matrices also satisfy the MDS property. Then, at first these MDS matri-
ces are allocated in the odd-round F-functions, then they are allocated in the
even-round F-functions again keeping the involution property. This construction
removes chances of difference cancellation within consecutive 2¢ + 1 rounds.

We will also show an evaluation result that confirms the effectiveness of the
new design, which shows that our new design strategy makes the Feistel cipher
achieve a high ratio for the minimum number of active S-boxes. The new design
has a ratio that is at the same level as AES.

Our results open a way to design faster Feistel ciphers keeping its advantage
that the same implementation can be used for encryption and decryption except
the order of subkeys.

This paper is organized as follows: In Sect. 2, we describe some definitions
used in this paper. In Sect. 3, we compare the minimum number of active S-boxes
of various ciphers. In Sect. 4, we explain how difference cancellation occurs. In
Sect. 5, we propose our new design strategy, multiple MDS Feistel structure
design. In Sect. 6, we investigate the effect of the multiple MDS Feistel structure
design. Finally in Sect. 7, we discuss the new design and future research.
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2 Preliminaries

In this section, we state some definitions and notions that are used in the rest
of this paper.

Definition 1. active S-box
An S-box which has non-zero input difference is called active S-box.

Definition 2. y function
For any difference AX € GF(2"), a function x : GF(2™) — {0,1} is defined as
follows:
_[0if AX =0
X(AX){W AX £0

For any differential vector AX = (AX[1], AX[2],...,AX[m]) € GF(2")™, the
truncated difference 60X € {0,1}™ is defined as

60X = x(AX) = (x(AX[1]), x(AX[2]), ..., x(AX[m]))

Definition 3. (truncated) Hamming weight of vector in GF(2")™
Letv = (v1,v2,...,0m) € GF(2™)™. the Hamming weight of a vector v is defined
as follows:

wp(v) = H{vilvi #0,1 <i <m}.

Theorem 1. [7] A [k + m.,k,d] linear code with generator matric G =
[Tixk Mixm], is MDS iff every square submatriz (formed from any i rows and
any i columns, for any i =1,2,...,min{k,m}) of Myxm is nonsingular.

From the above theorem, we call a matrix M is a MDS matrix if every square
submatrix is nonsingular.

Definition 4. Branch Number

Let v = (v1,v2,...,0m) € GF(2™)™. The branch number B of a linear mapping
0:GF(2")™ — GF(2™)™ is defined as:

B(#) = min{ws (v) + wa(0(v))}

If M is a m x m MDS matriz and 0 : © — Mz, then B(6) = m + 1.

Definition 5. Feistel structure using SP-type F-function

A SP-type F-function is defined as the following: Let n be a bit width of bijective
S-bozxes, and m be a number of S-boxes employed in a F-function. In the i-th
round F-function, (1) mn bit round key k; € GF(2")™ and data x; € GF(2™)™
are XORed: w; = x;®k;. (2)w; is split into m pieces of n-bit data, then each n-bit
data is input to a corresponding S-box. (3) The output values of S-boxes regarded
as z; € GF(2™)™ are transformed by an m x m matric M over GF(2"): y; =
MZ,L'.

A Feistel structure using SP-type F-function is shown in Fig. 1.
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Round i

A diffusion| -
matrix | -
Yi

M —

i+1

Fig.1. The general model of a SP-type F-function

3 Comparison of the Minimum Number
of Active S-Boxes

At first in this paper, we compare the lower bound of the minimum number of
active S-boxes of 3 typical ciphers: AES, Camellia without FL/FL™! (we call it
Camellia*) and a Feistel cipher using a 8 x 8 MDS matrix with branch number 9
(we call it MDS-Feistel cipher). Note that we assumed that the MDS-Feistel uses
eight 8-bit bijective S-boxes in the F-function like Camellia*, therefore the block
sizes of these block ciphers are all 128-bit.

The lower bound estimation for these ciphers have been obtained as follows.

— AES: The wide trail strategy guarantees B2 = 25 active S-boxes in 4 consec-
utive rounds. The lower bound is obtained by using Matsui’s truncated path
search technique which is slightly modified to analyze AES [2, 8, 9, 12]. Let
a(r) be the minimum number of active S-boxes for r rounds, then the con-
jectured a(r) from the estimation is a(0) = 0,a(1) = 1,a(2) = 5,a(3) = 9,
and then a(r) = a(r —4) + 25 for (r > 4).

— Camellia*: The lower bound is obtained from Shirai et al.’s result. They used
an improved estimation method based on Matsui’s technique which was also
used by the designers’ evaluation of Camellia [2, 8, 9, 14]. The improved
method discards algebraic contradiction in difference paths [12, 13].

— MDS-Feistel: The lower bound is obtained by also using Matsui’s truncated
path search technique which is slightly modified to analyze the MDS-Feistel’s
round function [2, 8, 9, 12]. Shimizu has also shown a similar but limited
result for the lower bound by using a method not based on Matsui’s approach,
and he has conjectured an equation a(r) = |r/4](B+1)+(r mod 4)—1 [11].
We confirmed that our result matches the Shimizu’s conjectured equation.

Table 1 shows the lower bound on the number of active S-boxes for r-round
ciphers, and the ratio of active S-boxes to all S-boxes in the r-round cipher.
Fig. 2 shows a graph of the ratios of active S-boxes to all S-boxes.
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Table 1. the lowerbound of the minimum number of active S-boxes

Round AES (ratio) Camellia* (ratio) MDS(B = 9) (ratio)

1 1 6.3% 0 0.0% 0 0.0%
2 5 15.6% 1 6.3% 1 6.3%
3 9 18.8% 2 8.3% 2 8.3%
4 25 39.1% 7 21.9% 9 28.1%
5 26 32.5% 9 22.5% 10 25.0%
6 30 31.3% 12 25.0% 11 22.9%
7 34 30.1% 14 25.0% 12 21.4%
8 50 39.1% 16 25.0% 19 29.7%
9 51 35.4% 20 27.8% 20 27.7%
10 55 34.4% 22 23.8% 21 26.3%
11 59 33.5% 24 27.5% 22 25.0%
12 75 39.1% - - 29 30.2%
13 76 36.5% - - 30 28.8%
14 80 36.5% - - 31 27.7%
15 84 35.0% - - 32 26.7%
16 100 39.1% - - 39 30.5%
00 - 39.1% - - - 34.4%
45 ‘
AES ——

Camellia* —e—
MDS-Feistel —o— |

35

30

25

20

15 -

10 -

Ratio of active S-boxes to all employed S-boxes(%)

0 I I I I I I I

Round Number

Fig. 2. The percentage of active S-boxes for AES, Camellia* and MDS-Feistel
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The fact that the minimum numbers of active S-boxes are smaller for Feistel
ciphers (Camellia* and MDS-Feistel) than for AES is not unexpected, because
there are only half as many S-boxes in each round (8 in Feistel ciphers, 16
in AES). However, Fig. 2 shows a non-trivial fact that also the percentage of
active S-boxes is lower in these Feistel ciphers than in AES. Also, we note that
even with a MDS matrix of branch number 9, which is the best possible branch
number for an 8 x 8 matrix, the construction doesn’t gain significantly compared
to Camellia*, which uses a non-MDS matrix of branch number 5 .

The percentage of active S-boxes indicates how many S-boxes are effectively
used in all existing S-boxes for the first consecutive rounds, and can be considered
as a reference of efficiency of the diffusion property for ciphers which have the
same block length and the same S-box bit length.

As described in [1], if we choose 8-bit S-boxes with maximum differential
probability (MDP) 276, 22 active S-boxes is a necessary condition to rule out
the existence of differential characteristics with a probability higher than 27128,
In the case of AES, 22 active S-boxes are already achieved by only 4 rounds.
However, Feistel ciphers require more than 11 rounds to guarantee 22 active
S-boxes. Because the minimum number of active S-boxes is often taken into
consideration when determining the round number of a block cipher, if more
active S-boxes can be guaranteed in SP-type Feistel ciphers we may be able to
design fewer rounds (it means fast) ciphers.

In the following sections, we analyze a mechanism that explains why the
ratio for MDS-Feistel ciphers is low, and we propose a new design strategy that
achieves more active S-boxes and thus enables us to construct Feistel structures
with fewer rounds.

4 Difference Cancellation

By our analysis of the MDS-Feistel cipher, we found that every path which con-
tains the minimum number of active S-boxes includes a particular phenomenon
where differences generated at certain round are canceled after some rounds at
an XOR operation. We will call this phenomenon difference cancellation.

The left half of Fig. 3 shows an example of the 3-round difference cancellation.
Differences are represented in the truncated way in which 8-bit difference data is
represented as 0 or 1, depending on whether each difference is 0 or not [6]. The 3-
round difference cancellation starts from the difference dx;—; = (00000000) ,and
ends with the difference dz;13 = (00000000) again. This means that a certain
difference is generated and then canceled between these two O-differences. In
this case, the full hamming weight difference dy; = (11111111) is canceled by
0yir2 = (11111111) at once. Consequently there’s no active S-boxes in i + 3-
round.

Similarly, 5-round difference cancellation, which is shown in the right half of
Fig. 3, have the form dx; = dx;+4 = (00000001), 62,42 = (00000000), and output
differences of both active S-boxes in the i-th and 7 4+ 4-th round are equal.
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8x,=(00000001) 8x,,=(00000000) 8x,=(00000001) x,,=(00000000)
3x,=(00000001) 8y,=(11111111) 8x,=(00000001) dy;=(11111111)
T F 1 \ T F 1 A\
L= | S —
3y,.,=(00000001) &x;,,=(11111111) Ey,-f=(00000001) &x;,,=(11111111)
e e |
8,,,=(00000001) o=(11111111) %,,,=(00000000) +2=(00000000)
F l F
L= L 7
8y,,5=(00000000) 8x,,5=(00000000) 8y,,=(00000001) 8x;,,=(11111111)
7 F | 4 F 1 '
L= | L= 7
8x,,,=(00000001)|  Oy;,=(11111111)
T F 1 A\
8x,,,=(00000001)  &x;,,=(00000000) —
Eyif=(00000000) 8x;,5=(00000000)
F
L r 1

8x,,=(00000001) 8x;,5=(00000000)

3-round Difference Cancellation 5-round Difference Cancellation

Fig. 3. Difference Cancellation

In both cases, a truncated difference (11111111) generated by one active S-
box is canceled by a truncated differences (11111111) which is also generated by
one active S-box. These difference cancellations are derived from 2 active S-boxes,
and we call this type of difference cancellation 2-derived difference cancellation.

An interesting fact is that at least one of these 3-round or 5-round 2-derived
difference cancellations can be found in every differential path of more than 6-
round that realizes the minimum number of active S-boxes in the MDS-Feistel
cipher. Details are shown in Appendix A.

4.1 Observation on Difference Cancellation

Let X,Y € {0,1}® and X My denotes that a truncated difference X can
produce a truncated difference Y by a matrix M. Let My;ps be a 8 x 8 MDS
matrix, then the following property of the My;pg contributes to occur the 2-
derived difference cancellation.

(00000001) 225 (11111111) and (11111111) 2% (00000001)

These transitions are appeared in the above 3-round and 5-round difference
cancellation several times.

More precisely, let Cps(X,Y) = {0,1} be a function which shows the capa-
bility of connection between truncated difference X and Y defined as,

. M
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We can observe that a 2-derived difference cancellation can occur if there exists
at least one set of truncated differences X,Y where wy(X) = 1 which satisfy
Cu(X,Y) - Cy(Y,X) #0.

From MDS property, any m x m MDS matrix My;ps holds the condi-
tion Caryps (X,Y) =1 for all wp(X) +wp(Y) >m+1 and wp(X) = wp (V) =
0. Otherwise Chry,ps(X,Y) = 0. It is obvious that at least one set X,Y
where wp,(X) = 1 satisfy Chry, 55 (X,Y) % Coryyps (Y, X) # 0, thus 2-derived
difference cancellation can occur in a MDS matrix construction.

This observation explains why Camellia*’s lower bounds are not too low even
though it employs a non-MDS matrix M, of branch number 5. For any choice
of X,Y where wp(X) =1, Cpn,, (X,Y) - Care, (Y, X) = 0 always. Thus M¢,
never produces the 2-derived difference cancellation, and it keeps a moderate
number of active S-boxes.

However, even though 2-derived difference cancellation is avoided by choosing
Camellia type matrix, if certain X,Y where w,(X) = 2 satisfying Cp(X,Y) -
Cun (Y, X)) # 0 exists, then a 4-derived difference cancellation would be a building
block for a small number of active S-boxes, and a significant gain of the number
of active S-boxes may not be expected.

In the next section another approach to avoid m-derived difference cancella-
tion will be introduced by using multiple MDS matrices in a Feistel structure.

5 Multiple MDS Feistel Structure Design

5.1 Basic Strategy

Suppose that some intermediate differential data Az;_; = 0, and that the output
of F-function in every 2 rounds is added to the data, (ex. Ay;, Ayiyo, ..Ayira;).
Consider a situation where the differential data Az; 9541 become 0 after XORing
the output of the F-function in the ¢ + 2j-th round, caused by a difference
cancellation as shown in Fig. 4.

In the difference cancellation, the following condition exists:

J
Z Ayiyor =0. (1)
k=0
Therefore,
J
M Z AzH_Qk =0. (2)
k=0

When a nonsingular matrix M is employed, we obtain that

J
Z AZH_Qk =0. (3)
k=0

The above equation shows that a difference cancellation occurs by only 2 active
S-boxes in Az;yop, (0 < k < j) in the minimum case, which is exactly the case of
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Ax; Az, Ay; A% 1=0
——{s}w ]
Ax;ys AZivz AYis
— s ]
Ax;yo; Az;,5) Ayi+2j
—
A3Ci+2j+1=0

Fig. 4. Difference Cancellation

2-derived difference cancellations shown in the previous section. Now we consider
a setting with multiple matrices in which a different matrix is used in each F-
function. Let M; be a diffusion matrix employed in the i-th round. Obviously, the
transformation from (1) to (2) is not correct when the matrices M; are different
from each other. In such setting, we can rewrite (1) as

M;Az; + MiyoAziyo+ ...+ Mi+2jAzi+2j =0. (4)

The above condition can be written as the product of a large m x m(j + 1)
matrix and a vector with m(j + 1) elements:

AZi
Aziyo
[MiMiys - - - Miqo] : =0. (5)

Aziyaj

If these matrices are chosen to satisfy that there is no combination of I column
vectors that are dependent of each other (2 < I < m) in the matrix, k-derived
difference cancellation (k <) would never happen in the consecutive 2j rounds.
From this observation, we introduce a strategy to choose matrices M, .., M; o
for which any choice of m column vectors are independent of each other in the
large matrix [M;, .., M; o).

5.2 Construction Steps

We propose a new design strategy that employs multiple MDS matrices in the
Feistel network, in order to avoid an occurrence of m-derived difference cancel-
lation in any consecutive 2¢q rounds where ¢ is the number of employed matrices.
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The construction steps are as follows. Without loss of generality, we assume
the round number is 2r.

1. Choose ¢(< r) MDS matrices: Mo, My, ..., My_;.

2. Check that any m of gm column vectors in all M; matrices hold the MDS
property.

3. Assign matrix M(; mod q) to the 2i + 1-th round (0 <i < r).

4. Assign matrix M(; mod ) to the 2r —2i-th round (0 <4 < r) (reverse order).

In this construction, since any m columns of the large matrix [M;M; 2 -
M;494—2] have been chosen to generate MDS which has m independent column
vectors, there is no chance to generate m-derived difference cancellation in any
consecutive 2¢ — 1 rounds. Fig. 5 shows the construction of the example setting
r = 6,q = 3,6 respectively.

When m,n are small, we can randomly generate MDS matrices and check
MDS conditions of column vectors in Step 2. However, if m,n are large, it
might be difficult to search such a set of matrices. In such a case, we can use
the algorithm to generate Reed-Solomon code’s generation matrix. The algo-
rithm can generate a large MDS matrix immediately, because its complexity is
O(N?3) where N is the dimension of the matrix [7]. Once the gm x gm MDS ma-
trix M7, is made, any combination of m rows of My, can be regarded as a matrix
[Mo, My, .., M,_4] with proposed additional MDS property from Theorem 1. We
can find a 128 x 128 MDS matrix on GF(28) from [256,128,129] extended RS
codes, thus 16 MDS matrices of dimension 8 satisfying the condition of Step 2.
can be found in it. We show an example of a set of such matrices in Appendix B.
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Fig.5. Examples of the New Design (r = 3,q = 3, 6)
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6 Evaluation of the Proposed Construction

We estimated a lower bound for the number of active S-boxes of the new con-
struction with m = 8,7 = 6 (12-round cipher) for the number of matrices
q = 1..6. We adopted a weight based approach in the evaluation algorithm,
because the known truncated path approach which is employed in the other
cipher’s evaluation requires too huge memory space and time consumption.

6.1 Algorithm

The following algorithm outputs a lower bound for the number of active S-boxes
of our proposed construction based on the weight based approach . Let the round
number be R.

1. Set L = 0.
2. For each possible combination of the weight 0,1,..,8 in dxg,dz1,..,0xr4+1
(There are 9%+2 candidates):
(a) Fori=2to R+ 1 do the following,
i. For j=2to j <1, j+« j+ 2 do the following,

A. Check whether the given weight combination of wp(dz;—j),
wp(0x;) and the list of given weight of active S-boxes in
the wp (0x—j+1), Wr(0%i—j43),.., wn(dz;—1) are possible or not
in the weight context of the given MDS property.

B. If the check passed then continue the loop, else exit the loop.

(b) If all checks passed, count the total number of active S-boxes A in the
path. If A < L, set L = A.
3. Output L as the lower bound of the minimum number of active S-boxes for
the round R.

The description to check the possibility of a weight distribution in Step A is
described in Appendix C.

We note that this algorithm can be speeded up for R-round evaluation by
using the result of R — 1-round evaluation recursively. This technique can be
seen in Matsui’s path search method [8].

6.2 Result

Table 2 shows the result of the lower bound of the minimum number of active
S-boxes for four types of 12-round multiple-MDS Feistel ciphers, the cases of
m = 81r = 6,q = 1,2,3,6. The graph of the ratio of active S-boxes to total
number of S-boxes is shown in Fig. 6. It can be confirmed that the result of the
case ¢ = 1 is the same as the result of the MDS-Feistel cipher shown in Table 1.
Moreover, the results shows that the lower bounds for the cases ¢ = 3 and ¢ =6
are always the same.

The numbers are significantly increased in the case of ¢ = 2 compared to the
case ¢ = 1. However there is no gain in 8 and 9 rounds. In the case of ¢ > 3,
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the lower bound is even higher than for the case ¢ = 2 when we have more
than 8 rounds, and more than 22 active S-boxes are guaranteed in 9 rounds.
The ratio of the new design successfully came to the level of AES after more
than 6 rounds. These results show that the design with triple MDS matrices
has enough advantages over single MDS matrix design. Also, our experiment
indicates that not so many MDS matrices seem to be required to get a benefit
from the proposed design.

7 Discussion

7.1 Implementation Aspects

This new construction requires an additional implementation cost because it em-
ploys multiple matrices. Multiple diffusion matrices require additional gate size
in hardware and lookup tables in memory in software implementation. How-
ever the speed impact in hardware is expected to be negligible because only
switching circuits for matrices will be added. Detailed observations on hardware
implementation of many types of SP-type Feistel networks can be found in [15].

If all lookup tables can be stored in the fastest cache memory, not much time
cost would be expected. If b matrices of dimension 8 on GF(2%) are employed in
the 128-bit block setting, the cipher requires 160 KB lookup tables at maximum
in which the size of each entry is 64-bit. Since some recent 64-bit CPUs have
64KB first cache memory for data, 48 KB lookup table required by 3 matrices
would be acceptable. In such a setting, it is estimated that only 8 R table lookups
and 9R XOR operations are required to finish R round calculation without a key
scheduling procedure.

7.2 Future Research

Though we only discussed the immunity against differential attacks throughout
this paper, we can directly extend the result to the linear attack if we construct
a PS-type F-function whose order of S-box and diffusion layer is exchanged
from SP-type F-function[5]. This is due to the dual property of differential and
linear masks [5, 10]. However, it is not clear so far that the immunity has been
gained for the linear attack if a cipher is designed to have immunity against the
differential attack based on our strategy. This theoretical explanation should be
included in the topic of future research.

Our evaluation method adopted a simple weight based approach to estimate
lower bounds of the proposed designs. Since the approach achieved an algorithm
with feasible time and memory space at the expense of information of truncated
differential form, a more detailed algorithm may produce tighter lower bounds.
It is considered an important research topic to develop a new algorithm that
counts lower bounds of the minimum number of active S-boxes more strictly for
the new design.
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Appendix A

All the minimum differentially active S-boxes paths for more than 5 rounds of
MDS-Feistel cipher using an 8 x 8 MDS matrix can be represented by only the
following eight types of differential paths as building blocks in Fig. 7.

Pattern (A),(B) and (C) are prefix patterns which appear only at the be-
ginning of differential paths, and pattern (X), (Y) and (Z) are suffix patterns
which appear only at the end of differential paths. Pattern (P) and (Q) are mid-
dle iteration patterns which appear at the middle of differential paths and are
sometimes iterated more than once depending on the total number of rounds. (P)
and (Q) are respectively shown as 3-round and 5-round differential cancellations
in Sect. 4.

(A) 1, active=0 (P) 4r, active= 10 (X) Or, active=0
00000000 00000001 00000001 00000000 00000001
00000000 00000001
00000001 00000000
(B) 2r, active=1 (Y) Ir, active=1
00000001 11111111 00000001 00000000
00000001 11111111
(Z) 3r, active=9
00000001 00000000

00000000 11111111

Prefix Patterns (A)-(C) Middle Iteration Patterns (P),(Q) Suffix Patterns (X)-(Z)

Fig.7. Building Blocks based on 64 = (00000001)
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Table 3. All path patterns of the minimum number of active S-boxes for each round

R. 1
M. A. 0
R 5
M. A. 10
Pat. APX
BZ
cy
R. 9
M. A. 20
Pat. APPX
BPZ
BQY
CPY
R 13
M. A. 30
Pat. APPPX
BPPZ
BPQY, BQPY
CPPY
R. 17
M. A. 40
Pat. APPPPX
BPPPZ
BPPQY, BPQPY, BQPPY
CPPPY
R. 4n+1
M. A. 10n
Pat. AP"X
BP" 'z
(R.25)  B(P"?Q)Y(n>1)
cpPrly

R. : Round Number

11

APY
BPX

10
21

APPY
BPPX

14
31

APPPY
BPPPX

18
31

APPPPY BPPPPY

BPPPPX

4n—+2
10n+1

AP"Y
BP"X

12
BPY

11
22
BPPY

15
32
BPPPY

19
32

4n + 3
10n+2
BP"Y

M. A. : the minimum numbers of active S-boxes

Pat. : path expressions constructed from basic patterns.

P*: iteration of pattern P for k times
(PkQ): all possible patterns generated from pattern P for k times and () for once

19

APZ
AQY
BQX
CPX

12
29
APPZ
APQY, AQPY

BPQX, BQPX
CPPX

16
39
APPPZ
APPQY, APQPY, AQPPY

BPPQX, BPQPX, BQPPY
CPPPX

20
39

APPPPZ

APPPQY, APPQPY, APQPPY, AQPPPY
BPPPQX, BPPQPX, BPQPPX, BQPPPX

CPPPPX

4dn + 4
10n + 9
AP™Z
A(Pnle)Y
B(P" Q)X
CP"X

Each pattern in Fig. 7 shows a representative path using truncated difference
(00000001), and each pattern also contains 7 other different paths by replacing
(00000001) with one of (00000010), (00000100), .., (10000000).
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Table 3 shows the search results for 5-round to 20-round differential paths
of MDS-Feistel. The Patterns field shows the path patterns expressed by their
building blocks. It means that any resulting path can be expressed by one of
the path patterns in the corresponding field. We can see that there is a 4-round
regularity. The last three rows shows the regularity in a generalized form. From
this experimental result, any differential path with a minimum number of active
S-boxes for more than 6-rounds contains at least one (P) or (Q). This is the
reason why difference cancellation should be avoided in order to gain more active
S-boxes, as described in Sect. 4.

Appendix B

In this appendix, we show a set of example 8 x 8 MDS matrices in which any
combination of any 8 columns form a MDS matrix, which was obtained from the
right part of a [256, 128, 129] Reed-Solomon code’s generation matrix in standard
form [7].

In the following example we employed a primitive polynomial p(z) = 8 +
4+ 23 + 22 + 1. Let a be a root of p(x), we set a parity check matrix H as:

1 1 01 11
a254 04253 . a 10

H = :
(a254)126 a253)126 . a126 10
(a254)127 (a253)127 . a127 10

Then we calculated a generation matrix G = [I128x128 M128x128] The following
16 matrices are obtained from the first 8 rows of Mjsgx128 simply by splitting
every 8 columns as [MyM;...Mi5]. Each element is expressed in a hexadecimal
value corresponding to a binary representation of elements in GF(2%).

9d b4 d3 5d 84 ae ec b9 b8 f1 65 ef d2 c3 Tb f4 d0 46 a6 a7 el b7 16 d2

29 34 39 60 5c¢ 81 25 13 3a f6 2d 6a le cc Se ad fd b3 84 18 Ta cc 31 e7

67 6a d2 e3 4b db 9d 4 4a 97 a3 b9 f4 2b a0 76 ca 9b d3 9¢ 66 bl 12 af

o 8c d7 e6 1b 8b 9¢ 3a 91 | .| 82 5f a2 cl bf 30 69 2d [ , | 79 cc Ga a8 cl 55 c2 14
0= | d9 e5 4d dd c6 5 fO ad 1= | 59 89 10 2d 4 be fb 5¢ 2= | 56 f8 a0 79 3a 4b 13 27
2a f7 67 72 bl T f2 27 1d 69 eb 4e c8 b8 b0 2d 77 el 26 19 77 bd 3a f6

42 €6 a0 4 f1 4 7d 8c 31 1b 22 29 71 51 37 63 ¢2 5 33 9¢ dl 3 le 5

55 63 fa 51 ¢ d9 28 d6 €0 7b b5 5a f2 81 cd 81 2b fd 5b aa 3a a4 47 c5

ce a2 8 3d c2 c4 c0 a6 le 42 16 4d f4 b5 f2 71 24 75 60 ec cf de 60 4f

9a el 65 f6 5f b5 5e 2 1f 92 c4 36 92 21 7f 50 a7 6b 38 eb d8 14 93 b8

b0 7 6 6f bb 1f 8 3e cb 84 dc ed le a9 4 4 16 21 bb 24 c4 5c cd 6a

Ma — | 47 53 23 62 21 ee 58 fO | | 40 ff d7 cd 40 24 3f 6b | , | 86 6b 8c 5a d6 f4 fl 4c
37 | eb fa 91 69 3e a2 ¢ 14 47 | ¢3 a0 b9 75 f8 74 ce 88 57| 25 50 la e2 fa b0 85 ed
62 b4 e5 2a b2 aa b7 d2 b4 f5 dl b8 a3 bl ed 13 75 79 d4 ed cO 81 34 4da

dd d d3 18 db 2e 8b 65 ¢6 Tb 56 Tc 6b 7 f d5 2f fO e7 ae ae 25 1f 49

7f b8 Tb 70 2f 44 8a d5 cd ¢2 3f 4b ca 8d 19 76 2b 6d a2 cb 13 38 77 91

86 33 2e b3 64 cl 36 8a 7f d7 37 4a 8b ca f €9 50 cd 21 ff 88 97 8b ¢

b6 aa da ee 13 82 Tc €5 fa 1f 16 Te e5 2e 64 15 ¢ 9c 8a bd d4 9e 38 al

63 56 fb ec ¢3 d6 e7 bd 74 el 2 6a T 4f be fd ad d3 5f cd 8c ad 27 22

Me | b 38 f9das53 e 1500 |, | edeca a8 12 b7 ad fa 5 |\, _ | 88 56 cO 75 93 2f 79 11
6 = | 2f 5c a 12 ca ee 67 d5 7= | 1a 16 dc 8a 8d 29 ef aa 8= | 2 96 26 df b 36 b0 da
4f ¢4 70 ¢ 17 b8 e3 5b 58 19 7c f5 dl1 49 le fe 6c ee 8d 46 2d fO 6d 2e

19 b8 4f b9 2f 5e 9a 6a 69 b2 53 d4 14 47 2b bl 2f ff 7 81 1f d8 11 b7

d2 64 a3 1 dO 4c df 4c cd 4e f4 21 ¢5 55 5e fb ca 1 fd 93 c4 af 9 5¢
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9c ae 3e 9e 58 ca c8 TT 51 f4 a9 82 ¢8 f7 d9 f6 d7 bf 93 96 9 ae 2b 49
59 99 d4 93 be fd 97 Tf ce 8e 98 bd df 93 45 fe 96 3d 44 f9 2d ¢ d6 e6

be de 1b 3b cc 16 a7 el bf ¢6 Tc be e7 Tf 62 9d e5 ba b0 4c 66 aa d8 22

Mo — | 26 6b 39 16 6a a6 75 d3 | | | le 32 82 f dd 9 de e6 | . _ | 3 f2 b 99 e2 b3 9d 4b
9= | 97 a8 cO 1 13 f4 86 1d 10 = | 4b 2b 3¢ 80 2f 9 f 55 11 = | 1d 4b 36 f1 4 6¢ bf 5e
97 56 ba 43 d8 d7 fe 14 be 9d ¢2 1f 8a 50 5a 17 56 85 31 aa 89 c¢5 a6 3f

4 22 13 40 f5 4e 91 ab ad 6f 2d 2¢ 59 el b0 59 fd 45 cd ac a5 3c 9b b6

25 2¢ d5 12 4d b4 9c 40 17 1b 28 8d fe bb 18 95 7e fe ce ba 1d 8d db bd

9d 16 3a 75 a0 f2 4a c2 54 ¢8 7d 23 25 3f a9 99 al 6d 5 75 5 9c 74 d9

60 1b 81 75 a2 6a bb 28 ca 9 40 c2 89 23 53 6d 32 ba fc 4a ed 50 af c6

81 be 64 7 18 87 16 f6 6d 90 68 73 fc 73 dl c9 78 80 3f Ta cf fb ae 5e

Moo — | @c d2 4b 10 ed 8¢ 97 58 | \ | Ol e ¢0 7b 7b 91 37 4d |, _ | a9 69 18 42 e2 cb c f
12 = | 92 ca 18 9d 8a 7 ac cb 13 = | fe bl 1a 7 6a 8f 9f 8f 14 = | 81 24 57 ce Tc 64 42 ea
74 €3 79 44 ¢ 13 2e 77 8c f4 f2 cf 9d 1f 66 34 79 fc c2 b 28 31 5f 11

7d d7 1b fe fb b2 bb df 1b ca 16 ¢b 9b b0 af 99 e3 55 29 47 de 2 dec bf

e3 39 1b 59 a e5 cO 8c 9f ¢9 fe 87 f2 ab f7 cl a8 3b a9 6b bb 4c 87 25

49 7f 18 34 55 8c Tc 4c
14 39 2b 5d 40 93 78 10
32 85 d be 60 8c 8a 61
Mie — | €d 62 €9 c7 53 2¢ 5f Ga

15 = | cc 67 39 3e 3e 4c 67 97
6a 41 46 fa le 4d 68 f1
1 58 e8 b4 fe fa c7 34
99 a6 c2 fa 33 80 9 ee

Appendix C

In our evaluation algorithm, a check procedure to judge whether a given weight
distribution is possible or not was employed.

Let M; (1 < i < 2r) be the i-th round diffusion matrix, and let N; (1 < j < gq)
be ¢ matrices designed by our proposed design strategy. In any combination of
Azx; and Az;o; € GF(2™)™, there is the following relation,

j
Az + Azipo; = Z Mijop 142011 (6)
k=1

In the case of ¢ = r, all M} in the above equation are guaranteed to be
different because they are chosen from IV; without overlap.

Then we consider weight conditions on both sides of (6). Let W1 be wy, (Az; +
Azito;). We obtain the following inequality.

|wh (Az;) — wp (Azire;)] < Wi < min(m, wy(Az;) + wp(Azigo;)) (7)

On the other hand, let W5 be wh(zizl M;tok—1A%;42r—1). If there is at least
one nonzero hamming weight in wy, (Az;),

J
max(m+1— th(AzHgk,l), 0) <Wy<m (8)
k=1

If all hamming weight of wy,(Az;) are 0, obviously Wa = 0.

In the evaluation algorithm, we compare the above weight conditions W;
and W5 implied by a given weight distribution. In the checking procedure, it
is judged false if these two weight range conditions have no overlap, because it
means there is no path with such a weight distribution.
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In ¢ < r and j > ¢ settings, some of the matrices N; appear more than once
in equation (6). In that case, we can rewrite (6) in partially bundle form,

q
A{Ei + A{EiJer = Z NkAZ; 5 (9)
k=1

where

Az, = Z Az . (10)

In this case, we also have to consider the weight condition for XOR of multiple
element to treat Azj, = Z{l|Nk=Ml} Az Let j > 1, W3 be wp(3-]_; Aa;), and
let Wynae be maz(wy (Aar), wy(Aas), .., wn(Aaj)), we obtain the range of W3 as,

J J
maz (0, 2Wmae — th(Aai)) < W5 < min(m, th(Aai)) (11)
i=1 i=1
Then this weight condition W3 can be used to determine the weight condition
of Wy for the equation (9).



ICEBERG : An Involutional Cipher Efficient for
Block Encryption in Reconfigurable Hardware*

Francois-Xavier Standaert, Gilles Piret, Gael Rouvroy,
Jean-Jacques Quisquater, and Jean-Didier Legat

UCL Crypto Group
Laboratoire de Microelectronique
Universite Catholique de Louvain
Place du Levant, 3, B-1348, Louvain-La-Neuve, Belgium
{standaert,piret,rouvroy,quisquater,legat}@dice.ucl.ac.be

Abstract. We present a fast involutional block cipher optimized for re-
configurable hardware implementations. ICEBERG uses 64-bit text blocks
and 128-bit keys. All components are involutional and allow very effi-
cient combinations of encryption/decryption. Hardware implementations
of ICEBERG allow to change the key at every clock cycle without any per-
formance loss and its round keys are derived “on-the-fly” in encryption
and decryption modes (no storage of round keys is needed). The result-
ing design offers better hardware efficiency than other recent 128-key-bit
block ciphers. Resistance against side-channel cryptanalysis was also con-
sidered as a design criteria for ICEBERG.

Keywords: block cipher design, efficient implementations, reconfigur-
able hardware, side-channel resistance.

1 Introduction

In October 2000, NIST (National Institute of Standards and Technology) se-
lected Rijndael as the new Advanced Encryption Standard. The selection pro-
cess included performance evaluation on both software and hardware platforms.
However, as implementation versatility was a criteria for the selection of the
AES, it appeared that Rijndael is not optimal for reconfigurable hardware im-
plementations. Its highly expensive substitution boxes are a typical bottleneck
but the combination of encryption and decryption in hardware is probably as
critical.

In general, observing the AES candidates [I, 2], one may assess that the
criteria selected for their evaluation led to highly conservative designs although
the context of certain cryptanalysis may be considered as very unlikely (e.g.
more than 21%0 chosen plaintexts). More recent designs of the NESSIE! project

* This work has been funded by the Wallon region (Belgium) through the research
project TACTILS http://www.dice.ucl.ac.be/crypto/TACTILS/T -home.html

! NESSIE: New European Schemes for Signatures, Integrity, and Encryption. See
http://www.cryptonessie.org.

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 279-299, 2004.
© International Association for Cryptologic Research 2004
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(e.g. Khazad [3], Misty [4]) provide an improved efficiency. They also allowed
interesting comparisons between Feistel networks (e.g. Misty) and substitution-
permutation networks, with respect to hardware efficiency. Although Khazad is
not a Feistel network, its structure is designed so that by choosing all components
to be involutions, the inverse operation of the cipher differs from the forward
operation in the key scheduling only. ICEBERG is also based on an involutional
structure but allows to derive the keys more efficiently than Khazad. Moreover,
the combination of encryption and decryption is improved due to a simplified
diffusion layer.

Reconfigurable hardware devices usually enable high performance encryp-
tion/ decryption solutions for real-time applications of multi-Gbps data streams.
Video-processing is the typical context where high throughput has to be provided
at low hardware cost. Although present encryption algorithms may provide very
high encryption rates, it is often at the cost of expensive designs. The main
feature of ICEBERG is that is has been defined in order to allow very efficient re-
configurable hardware implementations. An additional criteria was the simplic-
ity of the design. ICEBERG is scalable for different architectures (loop, unrolled,
pipeline) and FPGA? technologies. As a consequence, ASIC® implementations
are also efficient. All its components easily fit into 4-input lookup tables and its
key scheduling allows to derive the round keys “on-the-fly” in encryption and
decryption modes. This involves no storage requirements for the round keys. The
resulting design offers better hardware efficiency than other recent 128-key-bit
block ciphers. As a consequence, very low-cost hardware crypto-processors and
high throughput data encryption are potential applications of ICEBERG.

Finally, resistance against side-channel cryptanalysis was also considered as
a design criteria for ICEBERG. Small substitution tables are used in order to
allow efficient boolean masking. Moreover, the key agility offers the opportunity
to consider new encryption modes where the key is changed frequently in order
to make the averaging of side-channel traces unpractical.

This paper is structured as follows. Section 2 presents the design goals of
ICEBERG and section 3 gives its specifications. The security analysis of ICEBERG
is in section 4 and its performance analysis in section 5. Finally, conclusions are
in section 6. Some tables and proofs are given in appendixes.

2 Design Goals

Present reconfigurable components like FPGAs are usually made of reconfig-
urable logic blocks combined with fast access memories (RAM blocks) and high
speed arithmetic circuits [5, 6]. Basic logic blocks of FPGAs include a 4-input
function generator (called lookup table, LUT), carry logic and a storage element.

As reconfigurable components are divided into logic elements and storage
elements, an efficient implementation will be the result of a better compromise

2 FPGA : Field Programmable Gate Array.
3 ASIC : Application Specific Integrated Circuit.
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between combinatorial logic used, sequential logic used and resulting perfor-
mances. These observations lead to different definitions of implementation effi-
ciency [7, 8,9, 10, 11, 12]:
1. In terms of performances, let the efficiency of a block cipher be the ratio
Throughput (Mbits/s)/Area (LUTs, RAM blocks).
2. In terms of resources, the efficiency is easily tested by computing the ratio
Nbr of LUTs/Nbr of registers: it should be close to one.

The general design goal of ICEBERG is to provide an efficient algorithm for re-
configurable hardware implementations meeting the usual security requirements
of block ciphers. More precisely, our design goals were:

1. Good security properties: ICEBERG has a resistance against known attacks

comparable to recently published block ciphers (AES, NESSIE).

Hardware implementation efficiency (as previously defined).

3. Hardware implementation versatility: ICEBERG is scalable for different archi-
tectures (loop, unrolled, pipeline) and FPGA technologies.

4. Resistance against side-channel cryptanalysis.

o

3 Specifications

3.1 Block and Key Size

Let n be the block bit-size and k be the key bit-size. The state X is represented
as a n-bit vector where X (i) (0 <4 < n) represents the ith bit from the right.
Alternatively, X can be represented as an array of } 4-bit blocks, where X is
the jth block from the right. ICEBERG operates on 64-bit blocks and uses a 128-
bit key. It is an involutional iterative block cipher based on the repetition of R
identical key-dependent round functions.

3.2 The Non-Linear Layer ~
Function ~y consists of the successive application of non-linear substitution boxes
and bit permutations (i.e. wire crossings).
Substitution layers So, S1: The substitution layers S; consists of the parallel
application of substitution boxes s; to the blocks of the state.

S; 23 -7 i x—y=8(z) & yi=s;(r;) 0<i<15 (1)

Tables of S-boxes sg, s1 are given in
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Bit permutation layer P8: The permutation layer P8 consists of the parallel
application of 8 permutations p8 to the state, where p8 consists of bit permuta-
tions on 8-bit blocks of data. Table of p8 is given in appendix B.

P8 : 75 — 75 :x —y= P8(x) < y(8i +j) = x(8i + p8(j))
0<i<7,0<j<7 (2)
Based on previous descriptions, the non-linear layer v can be expressed as:

v:Z8 - 75y =SyoP80S; 0P80 S (3)

For cryptanalytic and software implementation purposes, v may also be viewed
as a unique layer consisting of the application of 8 identical 8 x 8 S-boxes for
which the table is given in appendix B.

3.3 The Key Addition Layer ok

The affine key addition o consists of the bitwise exclusive or (XOR, @) of a key
vector K.

o IS =TS i —y=0k(x) & yi)=x(@) @ K@) 0<i<63 (4)

3.4 The Linear Layer ex

Function ey consists of the successive application of binary matrix multiplica-
tions and wire crossing layers, combined with the key addition layer for efficiency
purposes. We describe it as:

€x : ZSP — 78 ex = P64 o Pho oy o M o P64 (5)

where M, P64, and P4 are defined as follows:

Matrix multiplication layer M: The matrix multiplication layer M is based
on the parallel application of a simple involutional matrix multiplication.

Let V € Z3** be a binary involutional (i.e. such that V? = I,,) matrix:

0111
oo iy
1110
M is then defined as:
M:Z8 -7 v —y=M@x) & y=V-z; 0<i<15 (6)

We define diffusion boxes D as performing multiplication by V. Table of D is
given in appendix B.
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Fig.1. The round function pg.

Bit permutation layer P64: Permutation P64 performs bit permutations
on 64-bit blocks of data.

P64 : 725 — 75 . x — y = P64(x) < y(i) = 2(P64(i))) 0<i<63 (7)
Table of permutation P64 is given in appendix B.

Bit permutation layer P4: The permutation layer P4 consists of the parallel
application of 16 permutations p4 to the state. p4 consists of bit permutations
on 4-bit blocks of data. Table of p4 is given in appendix B.

P4 738 — 738 i x — y = PA(x) & y:(j) = z:(p4(j))
0<i<150<j<3 (8)

The purpose of permutation P4 is to efficiently distinguish encryption from
decryption. It will become clearer in section 3.8 and appendix A.

3.5 The Round Function pg

Finally, the whole round function can be expressed as:
prc 1 ZG — TG : pc = exc oy (9)

It is illustrated in Figure 1.

3.6 The Key Schedule

The key scheduling process consists of key expansion and key selection.
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The key expansion: This process expands the cipher key K € Z1?® into
a sequence of keys K% K1, ..., K also € Z1*®. We set the initial key K* = K.
Then we expand K° by a simple key round function ¢ so that:

Ki+1 _ 5C(K2) (10)
Where 0 < i< R and C € Zs is a round constant discussed in section 3.9.

The key round (¢ is pictured in Figure 2. It consists of the application of
non-linear substitution boxes, shift operations and bit permutations:

Be 238 — 73 . B = 1¢ 0 P128 0 S' 0 P128 0 7¢ (11)
where 7¢, S’, and P128 are defined as follows:

— Shift layer 7-: The shift layer 7¢ consists of the application of a variable
shift operator to the bytes of the key : shift left if C'= 1, shift right if C' = 0.

To T S 73 2 -y =10(0) &

if C=0:y(i)=2((i+8) mod128) 0<i<127
if C=1:y(i)=2((i—8) mod128) 0<i<127 (12)

— Substitution layer S’: The substitution layer S’ consists of the parallel
application of substitution boxes sg to the blocks of the key.

ST ST —y=5"(2) & yi=sh(r;) 0<i<31 (13)

Table of S-box sg is given in appendix B.
— Bit permutations layer P128: P128 performs bit permutation on 128-bit
blocks of data.

P128: 73 — 732 .0 — y = P128(x) < y(i) = x(P128(i))
0<i<127 (14

Table of P128 is given in appendix B.

The key selection: From every 128-bit vector K, we first apply a simple com-
pression function E that selects 64 bits corresponding to key bytes of K having
odd indices. We denote the resulting key as K64°. Then we apply a key selec-
tion layer (¢) that consists of the parallel application of a selection function X
to the blocks of the key.

bser + L33 — 733 K64" — RK!, = ¢sa(K64") &

sel —

RK!, ;= X.(K64) 0<j<15 (15)

sel,j
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The selection function X takes 4-bit inputs and a selection bit sel:

Xsel Z24_)Z24 xﬁy:X‘zel( )<:>

y(0) = (z(0) & z(1) & (2)) - sel v (z(0) & (1)) - sel

y(1) = (x(1) @ x(2)) - sel V x(1) - sel (16)
y(2) = (z(2) & z(3) ® x(0)) - sel v (z(2) ® z(3)) - sel

y(3) = (x(3) @ x(0)) - sel V x(3) - sel

This selection process is represented in Figure 3. As a result, we obtain a 64-bit
round key denoted by RK? if sel = 1 and RK} if sel = 0.

3.7 Encryption Process

ICEBERG is defined for the cipher key K, as the transformation ICEBERG[K]| =
ar[RKY,RK{,.. .,RK[Y| applied to the plaintext where:

ar[RKY, RK], ..., RK{] = opgr 0y o (Of5 priy) © oo (17)



286 Francois-Xavier Standaert et al.

The standard number of rounds is R = 16.

3.8 Decryption Process

We now show that ICEBERG is an involutional cipher in the sense that the only
difference between encryption and decryption is in the key schedule. We will
need the following theorem, proven in appendix A:

Theorem 1. For any K64 € Z;?: 61}}(0 = €Rrk,, where RKy = ¢o(K64) and
RK; = ¢1(K64).

Then, the decryption process can be obtained as follows. We start from the
encryption process:

ag[RKY, RK1, ..., RK{'] = ORKEO7O© (Of;lERK{ 07) o oRKo
Then we have for decryption:
ag'[RKY, RKY, ..., RK§] = 0o © (O7—p-17 © €qip) © 7 © Opicp
& ap'[RKY, RKY, ... RK{] = ORK9 ©7©° (Oi:R—lGE}({' ov)oopr (19)
Finally the above theorem leads to:

ag'[RKY, RKG, ..., RK§Y) = oggy 070 (O —g_1€REK; ©7) © Opis

3.9 Round Constants

ICEBERG is an involutional cipher in the sense that the only difference between
encryption and decryption is in the key schedule. Moreover, if properly cho-
sen, the round constants allow to compute keys “on-the-fly” in encryption and
decryption modes. Basically, we would like round keys to satisfy:

K= K*
Kl — KR—I
K2 — KR—2

(21)

This involves that R is even. Then, if the first half of round constants (i.e. until
round 8) is 0 (shift left) and the second half is 1 (shift right), the resulting round
keys will satisfy Equation (21).

As a consequence, the only difference between encryption and decryption is
the selection function ¢ of the key bits, as eé}ﬁ = €RK,-
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4 Security Analysis

4.1 Design Properties of the Components

S-Boxes: The non-linear layer v may be viewed as made out of the parallel
application of 8 copies of the same 8 x 8 S-box. We designed this S-box such
that it has the following properties:

— It is an involution.

— Its d-parameter?® is 27°.

— Its A-parameter® is 272,

— Its nonlinear order v is maximum, namely 7.

For efficiency purposes, the s-box was generated from a fixed permutation p8
and small 4 x 4 s-boxes sy and s; that perfectly fits into 4-input LUTs. The
generation of the s-boxes is detailed in Appendix C.

The bit permutations: P64 and P128 were designed such as to disturb as
much as possible the bit alignment inside bytes, in order to provide resistance
against some attacks. A remarkable property of P64 and P128 is that 2 bits
from the same byte are always mapped to 2 bits belonging to different bytes. p8
is involutional and allows to generate good substitution boxes. Finally, p4 allows
the selection function X, to be implemented in one LUT.

The Diffusion Layer: Due to the fact that we attached much importance to
hardware implementation aspects in the design of the diffusion layer, it is not
optimal. More precisely, it is easy to see that its byte branch number is 4, as the
bit branch number of p4dook o D is 4, and because of the remarkable property of
P64 we have just mentioned. The diffusion boxes D were designed so that their
combination with the key addition layer o can be done inside one LUT.

The key round: The key round has been chosen for its efficiency properties,
as well as in order to provide resistance against key schedule cryptanalysis and
slide attacks:

1. Non periodicity is provided by the shift operation 7¢.

2. Non linearity is provided by non-linear S-boxes.

3. Good diffusion properties are provided by the combination of shifts, S-boxes
and bit permutations.

Moreover, the shift layer 7¢ is used in order to allow the property (19) to be
respected. The selection function X,.; is necessary to prove the property of
Appendix A and is designed such that it fits into a single LUT.

1§ equals the probability of the best differential approximation.

5 We define the bias of a linear approximation that holds with probability p as e =
|p — 1/2|. The A-parameter of a S-box is equal to 2 times the bias of its best linear
approximation.
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4.2 Strength Against Known Attacks

Linear and Differential Cryptanalysis: From the properties of the S-box
and the diffusion layer, we can compute that a differential characteristic [13]
over 2 rounds of ICEBERG has probability at most (27°)* = 2729, Also, a lin-
ear characteristic [14] over these 2 rounds has input-output correlation at most
(272)* = 278, Therefore loose bounds can be computed for the full cipher (16
rounds):

— The probability of the best differential characteristic is smaller than 27169,

— The input-output correlation of the best linear characteristic is smaller than
2764,

The security margin is very likely big enough to prevent variants of differential
and linear attacks, such as boomerang [15] and rectangle [16] attacks, multiple
linear cryptanalysis [17], non-linear approximations of outer rounds [18],... Note
also that the security margin of ICEBERG against linear and differential crypt-
analysis is comparable to the one of Khazad. This is probably more than it is
necessary, as resistance against structural attacks [19, 20] was probably more
determinant in the choice of the number of rounds of Khazad (8), than security
margins against linear and differential cryptanalysis.

Truncated and Impossible Differentials: Truncated differentials were in-
troduced in [21], and impossible differentials in [22, 23]. They typically apply
to ciphers operating on well-aligned data blocks (often bytes), such as Khazad
or the AES (and many others). However our cipher does not enter in this cate-
gory because of the P64 layer, which makes it very difficult to attack this way.
Therefore such an attack on the full 16-round cipher seems very unlikely.

Square Attacks: Like truncated differential attacks, square attacks [19] gen-
erally apply to ciphers operating on well-aligned data blocks. Therefore the P64
layer should prevent them efficiently, at least on more than a few rounds. More
precisely, consider a batch of 256™(m € {1...7}) plaintexts, such that 8 — m
bytes remain constant for all of them (these bytes are said passive), while the
concatenation of the m other bytes takes every possible value (it is said active).
This property is preserved by the v layer. On the contrary, the P64 layer makes
all bytes garbled (i.e. not active nor passive), which prevents pushing a basic
”square characteristic” further. The same type of argument could be applied to
truncated differential attacks.

Interpolation Attacks: Interpolation attacks [24] are made possible when
the S-box has a simple algebraic structure, allowing to express the cipher as
a sufficiently simple polynomial or rational expression. The diffusion layer also
has a role with this respect. As the S-box of ICEBERG has no simple algebraic
expression, it prevents interpolation attacks for more than a few rounds of our
cipher.
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Higher Order Differential Cryptanalysis: It was introduced by Knudsen
in [21], and relies on finding high order differentials being a constant for the
whole cipher. But as the nonlinear order of the S-box we use is maximal, namely
7, we can expect that the maximal value of 63 for the non-linear order of the
cipher is reached after a few rounds of ICEBERG.

Slide Attacks: Slide attacks [25, 26] work against ciphers using a periodic key
schedule. Although the sequence of subkeys produced by the key schedule of
ICEBERG is not periodic, it has a particular structure, namely:

(K K',....K",K8 K",... K°)

The key schedule of the GOST cipher has some similarities with the one of
ICEBERG. Vulnerability of some variants and reduced-round versions of GOST
against slide attacks is examined in [26]. However none of the attacks presented
there seems to be applicable to our cipher.

Related-Key Attacks: The first related-key attack has been described in [27],
and is the related-key counterpart of the slide attack. Let us examine a slightly
simplified version of ICEBERG, where the initial key addition o Ko 18 replaced by
a normal round pgo, and the final op KR OIS also replaced by a normal round
PREE- Then if 2 keys K and K* are such that K'=K*°, and 2 plaintexts P
and P* are such that P* = pggo (P), encryption of P under K and of P*
under K* will process the same way (with a difference of 1 round) during 8
rounds. However then round keys, and hence computation, will differ; therefore
such a related key attack does not work against our key schedule. Forgetting
the simplification we made on the first and last round of ICEBERG, a related-
key attack becomes even more difficult. Differential related-key attacks [28] are
also very unlikely to be applicable to ICEBERG, due to the good diffusion and
nonlinearity of its key schedule.

Weak keys: The design properties of the key round prevent ICEBERG from
having weak keys. The only remarkable property of the key round is in the
selection function Xg.; where some symbols are independent of the selection
bit. Namely, hexadecimal input symbols 0,2, 8, A become 0, C, 3, F' regardless of
sel = 0 or sel = 1. However, this point is very unlikely to be an exploitable
weakness.

Biryukov’s observations on Involutional Ciphers: Observations of
Biryukov on Khazad and Anubis [29] remain valid for ICEBERG. However this
study could at best threaten 5 rounds of our cipher, while it is made out of 16
rounds.
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Side-channel cryptanalysis: Although cryptosystem designers frequently as-
sume that secret parameters will be manipulated in closed reliable computing
environments, Kocher et al. stressed in 1998 [30] that actual computers and
microchips leak information correlated to the data handled. Side-channel at-
tacks based on time, power and electromagnetic measurements were successfully
applied to smart card implementations of block ciphers. Protecting implementa-
tions against side-channel attacks is usually difficult and expensive. Masking all
the data with random boolean values is suggested in several papers [31, 32] and
the use of small substitution tables allows to implement this efficiently, although
it is still an expensive solution.

The key agility provided by ICEBERG (changing the key at every plaintext
block is for free) also offers interesting opportunities to prevent most side-channel
attacks by defining new encryption modes where the key is changed sufficiently
often. As most side-channel attacks need to collect several leakage traces to re-
move the noise from useful information, changing the key frequently, even in
a well chosen deterministic way (e.g. LFSR-based), would make most attacks
somewhat unpractical. Actually, only template attacks [33] allow to extract in-
formation from a single sample but the context is also more specific as they
require that an adversary has access to an experimental device (identical to the
device attacked) that he can program to his choosing.

5 Performance Analysis

ICEBERG has been designed in order to allow very efficient reconfigurable hard-
ware implementations, as defined in section 2. For this purpose, we applied the
following design rules:

1. All components easily fit into 4-input LUTs. Practically, ICEBERG is made
of the parallel application of 4-input-bit transforms combined with bit per-
mutations or shifts.

2. All components are involutional so that encryption and decryption can be
made with the same hardware. The only difference between encryption and
decryption is in the selection bit of ¢ge;.

3. The key expansion allows to derive round keys “on-the-fly” in encryption
and decryption modes. There is no need to store the round keys and the key
can be changed in one clock cycle.

4. The scheduling of the algorithm is balanced so that the round and key round
can be made in the same number of clock cycles.

5. The non-linear layer can be efficiently implemented into the RAM blocks
available in most modern FPGAs.

5.1 Hardware Implementations

As all components easily fit into 4-input LUTSs, we can directly evaluate the
hardware cost of ICEBERG:
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Component HW cost (LUTs) Component HW cost (LUTS)

So, S1 64 TC 128

v 192 s’ 128

€K 64 Key round B¢ 384
Round px 256 ODsel 64
Complete round + key round 704

As a comparison, Khazad needs 576 LUTSs for its round and 768 LUTSs for
its key round [11], with a more expensive encryption/decryption structure. AES
Rijndael is even more critical as its round needs 2608 LUTs and its key round 768
LUTs [12]. Although comparisons between hardware implementations are made
difficult by their high dependency on the design methodology, we may reasonably
expect to have ICEBERG encryption/decryption for the cost of Khazad encryption
only and half the cost of Rijndael encryption, with comparable encryption rates.

Moreover, the parallel nature of ICEBERG allows to implement every possi-
ble throughput/area tradeoff as well as very efficient pipeline. The maximum
pipeline can be obtained by inserting registers after every LUT which allows to
reach an optimal ratio Nbr of LUTs/Nbr of registers = 1. Loop and unrolled
architectures are easily implementable with LUT-based or RAM-based substitu-
tion boxes. As a consequence, ICEBERG offers various and efficient implementa-
tion opportunities. Its regular structure makes the classical design optimizations
easily reachable. Software efficiency is not a design goal of ICEBERG. It is briefly
discussed in Appendix D.

6 Conclusion

This paper presented the platform-specific encryption algorithm ICEBERG and
the rationale behind its design. ICEBERG is based on a fast involutional structure
in order to provide very efficient hardware implementation opportunities. We
showed the specificity of this type of platform in block cipher design. We also
underlined that the overall structure of a cipher is important for efficiency pur-
poses (for example, in designing rounds and key rounds that can be made in the
same number of clock cycles, or in allowing “on the fly” key derivation in both
encryption and decryption modes). We believe ICEBERG to be as secure as AES
and NESSIE candidates and much more efficient for reconfigurable hardware im-
plementations. ICEBERG also offers free opportunities to defeat most side-channel
attacks by using adequate encryption modes.
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A Proof of theorem 1.

We have to prove that P4oork, o M = M ooRrg, o P4. Inputs and outputs
of every transform are represented in Figure 4. We simply write down relations
between them. First we encrypt with RK;:

bo = a1 ® az ® as
by = ao ®az ®az
by =ap ® a1 ®az
bs =ag @ a1 ® as

co=a1Das®asD koD ks D ko
c1=agPDax®as Bk ks
ca=a0Dar Bas® ks ks D ko
cs=agDar Dax®ksDko

do=agDasDas Dk D ke
dy =a1 ®axDaz® koD kL @k
dy =ap ®ar ®ax D ks D ko
ds = a9 ®ay ©as @ ks D ks D kg

Then, when we decrypt with RKj:

eo=d; ©doDdz=a1Dko®kr
e1=dyDda®ds=ag Dk
e2=doDd1 Ddz=as3Dky®ks
e3=do®dy Ddy=ay D ks

Encryption Decryption

Fig.4. Theorem 1.
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From (16), we have:

fo=a1
Ji=ao
fa=a3
f3=as

And finally, permutation P4 finishes the decryption:

go = ao
g1 = a1
g2 = az
gs = as

Remark that permutation P4 allows the selection function Xg; to be efficiently
implemented in LUTSs as it has at most 4 inputs: 3 key bits and a selection bit.

B Tables.

0123
1032

Table 1. p4.

01234567
01452367

Table 2. p8.

0123456789abcdef
d7329acl1f45e60b38

Table 3. sg.

0123456789abcdef
4afc0d9be6173582

Table 4. S1.

0123456789abcdef
0ed3bb56879a4d4c21f

Table 5. D.
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0

00 01 02 03 04 05 06 07 08 09 Oa Ob Oc 0d Oe Of

00 24 c1 38 30 e7 57 df 20 3e 99 1a 34 ca d6 52 fd
10 40 6¢ d3 3d 4a 59 {8 77 fb 61 Oa 56 b9 d2 fc f1
20 07 5 93 cd 00 b6 62 a7 63 fe 44 bd 5f 92 6b 68
30 03 4e a2 97 Ob 60 83 a3 02 e5 45 67 f4 13 08 8b
40 10 ce be b4 2a 3a 96 84 ¢8 9f 14 c0 c4 6f 31 d9
50 ab ae Oe 64 7c da 1b 05 a8 15 ab 90 94 85 71 2c
60 35 19 26 28 53 €2 7f 3b 2f a9 cc 2e 11 76 ed 4d
70 87 5e c2 c7 80 b0 6d 17 b2 ff e4 b7 54 9d b8 66
80 74 9¢ db 36 47 5d de 70 d5 91 aa 3f c9 d8 £3 2
90 5b 89 2d 22 5¢ el 46 33 e6 09 bc e’ 81 7d €9 49
a0 e0 bl 32 37 ea Ha 6 27 58 69 8a 50 ba dd 51 9
b0 75 al 78 d0 43 7 25 7b Te 1c ac d4 9a 2b 42 e3
c0 4b 01 72 d7 4c fa eb 73 48 8c Oc f0 6a 23 41 ec
d0 b3 ef 1d 12 bb 88 0d ¢3 8d 4f 55 82 ee ad 86 06
e0 a0 95 65 bf 7a 39 98 04 9b 9e a4 c6 cf 6e dc d1
f0 cb 1f 8f 8e 3c 21 a6 b5 16 af ¢5 18 le 0Of 29 79

Table 6. 8 x 8 substitution box.

0123456 78 9101112131415
0 1223253842535922 9 2632 1 475161

16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
24 3718415558 8 2 16 3 10 27 33 46 48 62

32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47
11 28 60 49 36 17 4 435019 5 39 56 45 29 13

48 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63
3035401457 6 5420445221 7 34153163

Table 7. P64.

1 2 3 4 5 6 7 8 9 10 11 12 13 14

76 110 83 127 67 114 92 97 98 65 121106 78 112 91
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30

71 101 89 126 72 107 81 118 90 124 73 88 64 104 100

32 33 34 35 36 37 38 39 40 41 42 43 44 45 46
109 87 75 113 120 66 103 115 122 108 95 69 74 116 80

48
84

64
28

80
46

96

97

49 50 51 52 53 54 55 56 57 58 59 60 61 62
96 125 68 93 105119 79 123 86 70 117 111 77 99

65 66 67 68 69 70 71 72 73 74 75 T6 T7 T8
9 37 4 51 43 58 16 20 26 44 34 0 61 12

81 82 83 84 85 86 87 88 89 90 91 92 93 94
22 15 2 48 31 57 33 27 18 24 14 6 52 63

98 99 100 101 102 103 104 105 106 107 108 109 110 111

49 7 8 62 30 17 47 38 29 53 11 21 41 32 1

112 113 114 115 116 117 118 119 120 121 122 123 124 125 126 127
13 35 5 39 45 59 23 54 36 10 40 56 25 50 19 3

Table 8. P128.

15
82

31
85

47
102

63
94

79
55

95
42

60

297
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C Generation of the ICEBERG S-box [3]

As P8 is fixed, the only part of the ICEBERG S-box structure still unspecified
consists of the sy and s; involutions, which are generated pseudo-randomly in
a verifiable way.

The searching algorithm starts with two copies of a simple involution without
fixed points (namely, the negation mapping u — @ = u @ 0xF), and pseudo-
randomly derives from each of them a sequence of 4 x 4 substitution boxes
(“mini-boxes”) with the optimal values § = 1/4, A = 1/2, and v = 3. At each
step, in alternation, only one of the sequences is extended with a new mini-box.
The most recently generated mini-box from each sequence is taken, and the pair
is combined according to the ICEBERG S-box shuffle structure; finally, the result-
ing 8 x 8 S-box, if free of fixed points, is tested for the design criteria regarding
6, A\, and v.

Given a mini-box at any point during the search, a new one is derived from
it by choosing two pairs of mutually inverse values and swapping them, keeping
the result an involution without fixed points; this is repeated until the running
mini-box has optimal values of §, A, and v.

The pseudo-random number generator is implemented using the AES cipher
Rijndael in counter mode, with a fixed key consisting of 128 zero bits and an
initial counter value consisting of 128 zero bits.

The following pseudo-code fragment illustrates the computation of the chains
of mini-boxes and the resulting S-box:

procedure ShuffleStructure(sp, s1)
for w — 0 to 255 do
ug — Solw > 4]; v «— so[w & 0xOF];
uy — (up & 0xC) | ((vg & 0xC) > 2); vy «— (vp & 0x3) | ((up & 0x3) K 2);
up <— 81[“1]; Vo < 81[”1]%
uy — (up & 0xC) | ((vo & 0xC) > 2); vy « (v & 0x3) | ((up & 0x3) K 2);
Slw] — (solur] < 4) | sofvnl:
end for
return S;
end procedure

procedure SearchRandomSBox()
// initialize mini-boxes to the negation involution:
for u «— 0 to 255 do
solu] « @; s1[u] < u;
end for
// look for S-box conforming to the design criteria:
repeat
// swap mini-boxes (update the “older” one only)
S0 > S1;
// randomly generate a “good” GF(2%) involution free of fixed points:
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Y
N Pe4

Fig. 5. A modified pk.

repeat
repeat
// randomly select x and y such that
// ® #y and s1[z] # y (this implies s1[y] # x):
z « RandomByte(); <« z > 4; y «+ z & 0xOF;
until © #y A si[z] # y;
// swap entries:
u— sifz]; v — siyl;
s1[x] — v; s1fu] —y;
s1ly] «— u; s1[v] « x;
until 6(s1) =1/4 A A(s1) =1/2 A v(s1) =3;
// build S-box from the mini-boxes:
S« ShuffleStructure(so, s1);
// test the design criteria:
until #FixedPoints(S) =0 Vv §(S) <275 A A(S) <272 A v(S) =T;
return S;
end procedure

D Software implementations

Software efficiency is not a design goal of ICEBERG. Nevertheless, its round func-
tion may be implemented using a table lookup approach as it is suggested in [34]
and is therefore comparable to the one of Khazad. The key expansion of ICEBERG
is actually its most critical part as a lookup table implementation requires sep-
arate tables for transforms 7¢ o P128 and transforms S’ o P128 o 7. Note that
ICEBERG is also susceptible to be implemented in bitslice mode as suggested
in [35].

If a software-efficient key schedule is wanted, an alternative key round based
on a small Feistel structure can be used, illustrated in Figure 5. We just use
a conditional switch of the two 64-bit vectors so that we can encrypt during half
the rounds and decrypt afterwards in order to satisfy Equation (21). This will
only slightly affect hardware performances (an additional multiplexor is neces-
sary to select the round keys).



Related Key Differential Attacks on 27 Rounds
of XTEA and Full-Round GOST*

Youngdai Ko', Seokhie Hong!, Wonil Lee!, Sangjin Lee!, and Ju-Sung Kang?
! Center for Information Security Technologies (CIST)
Korea University, Anam Dong, Sungbuk Gu, Seoul, Korea
{koyd,hsh,wonil,sangjin}@cist.korea.ac.kr
2 Section 0741, Information Security Technology Division, ETRI
161 Kajong-Dong, Yusong-Gu, Taejon, 305-350, Korea
jskang@etri.re.kr

Abstract. In this paper, we present a related key truncated differential
attack on 27 rounds of XTEA which is the best known attack so far.
With an expected success rate of 96.9%, we can attack 27 rounds of
XTEA using 22°% chosen plaintexts and with a complexity of 2'15-1°
27-round XTEA encryptions. We also propose several attacks on GOST.
First, we present a distinguishing attack on full-round GOST, which
can distinguish it from a random permutation with probability 1 — 274
using a related key differential characteristic. We also show that H. Seki
et al.’s idea combined with our related key differential characteristic
can be applied to attack 31 rounds of GOST . Lastly, we propose a
related key differential attack on full-round GOST. In this attack, we
can recover 12 bits of the master key with 23° chosen plaintexts, 23°
encryption operations and an expected success rate of 91.7%.

Keywords: Related key differential attack, Distinguishing attack,
XTEA, GOST, Differential characteristic

1 Introduction

XTEA [10] was proposed as a modified version of TEA [7] by R. Needham and
D. Wheeler in order to resist related key attacks [5]. XTEA is a very simple
block cipher using only exclusive-or operations, additions, and shifts. Until now,
the best known result on XTEA is a truncated differential attack on 23 rounds
of XTEA (8~30 or 30~52) proposed in [3]. In this paper, we present related key
truncated differential attacks on 25 (1~25) and 27 (4~30) rounds of XTEA.
GOST was proposed in the former Soviet Union [2]. It has a very simple round
function and key schedule. GOST uses key addition modulo 232 in each round
function. So, the probability of a differential characteristic depends not only on
the value of input-output differences but also on the value of the round key. In
order to reduce the effect of the round key addition, H. Seki et al. introduced
a specific set of differential characteristics and proposed a differential attack on

* This work is supported by the MOST research fund(M1-0326-08-0001).

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 299-316, 2004.
© International Association for Cryptologic Research 2004
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Table 1. Various attacks on reduced-round XTEA

Attack method paper Rounds # of Chosen Plaintexts Total Complexity
Impossible Diff. attack [6] 14 2625 285
Diff. attack [3] 15 259 2120
Truncated Diff. attack [3] 23 220-55 212065
R-K Truncated Diff. this paper 27 2205 211515

Table 2. Various attacks on GOST

Attack method paper Rounds # of C-P Total Complexity
R-K Diff. attack [4] 24 theoretical  theoretical
A set of Diff. Char. 8] 13 251 Not mentioned.
R-K Diff. attack [3] 21 256 Not mentioned.
Distinguishing attack this paper full 2 2
R-K Diff. attack  this paper 31 226 239
R-K Diff. attack  this paper full 235 236

13 rounds of GOST as well as a related key differential attack on 21 rounds of
GOST [3].

Here, we present several attacks on GOST. First, we introduce a distinguish-
ing attack on full-round GOST which can distinguish it from a random oracle
with probability 1 — 2764 using a related key differential characteristic. We also
present a related key differential attack on 31 rounds of GOST using our related
key differential characteristic combined with H. Seki et al.’s set of differential
characteristics. Finally, we describe a related key differential attack on full-round
GOST. In this attack, we can recover 12 bits of the master key with 23° chosen
plaintexts, 236 encryption operations and an expected success rate of 91.7%.

Table. 1 and 2 depict recent results on XTEA and GOST, respectively.

The following is the outline of this paper. In Section 2, we present the no-
tations used in this paper. In Section 3, we describe an 8-round related key
truncated differential characteristic of XTEA and propose related key truncated
differential attacks on 25 (1~25) and 27 (4~30) rounds of XTEA. In Section 4,
we present a distinguishing attack and a related key differential attack on 31
rounds of GOST and full-round GOST. We conclude in Section 5.
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2 Notations

Here, we describe several notations used in this paper. Let H, &, -, < and > be
addition modulo 232, exclusive-or, multiplication modulo 232 and left and right
shift operations, respectively. Let <& be left rotation and || be concatenation of
two binary strings. Let e; be a 32-bit binary string in which the i-th bit is one
and the others are zero. Let Ai] be the i-th bit of a 32-bit block A. Let A[i ~ j]
denote Alj] | Aj — 1] |-+~ | Afi].

3 Related Key Truncated Differential Attacks on XTEA

In this section, we first briefly describe the XTEA algorithm and introduce an 8-
round related key truncated differential characteristic of XTEA, which is similar
to that of [3] '. Then, we show that related key differential cryptanalysis can
be applied to attack several reduced-round versions of XTEA using this 8-round
related key truncated differential characteristic.

3.1 Description of XTEA

XTEA is a 64-round Feistel block cipher with 64-bit block size and 128-bit key
size. Operations used in XTEA are just exclusive-or, additions and shifts. As
shown in Fig. 1, XTEA has a very simple round function. Let § be the constant
value 9377909, and P = (L,,, R,,) be the input to the n-th round, for 1<n<64.
Then the output of the n-th round is (L, +1, Rp+1), where L, 11 = R, and R,,41
is computed as follows :

For each ¢ (1<i<32),if n =2i—1
Ryy1=L,B(Ry<4@R,>5)BR,)®((i —1) 0B K(i—1).5511)&3);
and if n = 21,

Ru1 = Lo B ((Ry <40 Ry > 5) B R,) @ (i 68 Kpssins)-

XTEA has a very simple key schedule: the 128-bit master key K is split into
four 32-bit blocks Ky, Ky, Ko, Ks. Then, for r =1,---,64, the round keys K,
are derived from the following equation :

o K(T;yé»n)&g if r is odd
" K(rss1nyes if r is even

Table. 3 depicts the entire key schedule.

! There is an explicit separation between our truncated differential characteristic and
that of [3]. We use the internal difference caused by the specific related key and
plaintext pair, whereas S. Hong et al. [3] used the difference resulting from the
plaintext pair only. So, we call this characteristic related key truncated differential
characteristic in this paper.
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I‘n+l Rn+1

Fig.1. 2i-th round of XTEA

3.2 8-round Related Key Truncated Differential Characteristic

In [3], S. Hong et al. suggested an 8-round truncated differential characteristic
in order to attack 23 rounds of XTEA (8~30 or 30~52). Here, we construct
a similar 8-round related key truncated differential characteristic. See Fig. 2.
Let ¥ be our 8-round related key truncated differential characteristic described
in Fig. 2. Let v be 032 or e3g and RK; be the round key of the i-th round. We
consider identical input values (zero difference) to the i-th round and a related
round key pair RK; and RK] = RK; @ eso. Then, the value of the 30-th bit of
the right output difference in the i-th round is always one, and the other bits are
all zero (except for the 31-st bit). Note that the 31-st bit is unknown. (However,
we do not need to consider this value). That is, the output difference of the i-th
round is (0,e30) or (0,e31 @ esg) with probability 1. As shown in Fig. 2, there
are three possible colors for every bit: white, black, and gray. Every white bit
denotes a zero difference. The bit which we focus on is the black bit. Note that

Table 3. Key schedule of XTEA

Round 1 2 3 4 5 6 7 &8 9 10 11 12 13 14 15 16
Key Ko K3 Ki Ko Ko K1y Ks Ko Ko Ko Ki K3 Ko Ky K3 K;
Round 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32
Key Ko Ko Ki Ko Ko K3 Ks Ko Ko Ki Ki K1 Ko Ko K3 Ks
Round 33 34 35 36 37 38 39 40 41 42 43 44 45 46 47 48
Key Ko Ko Ki Ki Ko Ki Ks Ko Ko Kz Ki Ko Ko Ki K3 Ki
Round 49 50 51 52 53 54 55 56 57 58 59 60 61 62 63 64
Key Ko Ko Ki K3 Ko Ko K3 Ko Ko Ki Ki Ko Ko Kz K3z Ko
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i-th round
€

(i+1)-th round

(i+2)-th round

(i+3)-th round

(i+4)-th round
----- a1 RK @

i+

(i+5)-th round
----- s+ RKs®
5

i+5

(i+6)-th round

(i+7)-th round

Fig. 2. 8-round related key truncated differential characteristic & (7 = 0°2 or e3o)

the value of the black bit does not change throughout ¥, while its position is
shifted up to 5 bits to the right per round. And the values of the gray bits are
irrelevant. That is, if for each j (i +1<j <i+ 7) the relation between RK; and
RK is RK] = RK; ©v (y = 032 or esg), then by the property of the round
function F of XTEA, the black bit will be located at bit position 0 in the left
output difference with probability 1, after (i + 7) rounds.

3.3 Related Key Truncated Differential Attacks on XTEA

Using the above 8-round related key truncated differential characteristic, we can
attack 25 (1~25) and 27 (4~30) rounds of XTEA. Here, we apply conventional
related key differential cryptanalysis as described in [1]. We exploit the property
that if there exists a related key pair (K, K’) such that a non-zero input differ-
ence of two plaintexts can be changed into a zero output difference, then we can
bypass several rounds for free in our attack.

Attack on 25 (1~25) Rounds of XTEA. We consider the related key
pair K = (Ko, K1, Ks, K3) and K'=(Ky®eso, K1, K2, K3) in order to attack
25 (1~25) rounds of XTEA. Then, according to the key schedule of XTEA, K
and Ky @ e3q are used in the first round. Assume that there exist plaintext-
ciphertext pairs, (P,C) and (P’,C") respectively encrypted under the master
keys K and K’, such that the first round output value of the two plaintexts P
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and P’ under the round keys Ky and Ky@esp are the same, i.e. such that the
output difference of the first round is zero. (Here, we call the first 32-bit blocks
of K and K’, (Ko and Ko$esp) ‘the related round key pair’). Then, due to the
key schedule of XTEA, we can bypass 6 rounds for free in our attack. This means
that the input difference to the 8-th round is zero. According to the key schedule
of XTEA, the related round key pair, Ky and Ky$esq is reused in the 8-th round.
Now, we can apply the 8-round related key truncated differential characteristic
described in Fig. 2. As a result, bit position 0 of the left input difference to round
16, which is colored in black in Fig. 3, is one with probability 1.

In order to obtain the above assumed plaintext pair P and P’, which has the
same output value after the first round under the key K and K’ respectively, we
consider the following 1-round structure of plaintexts S(P).

S(P) = {P,P D (631,0),1’3@ (630,0),P (&) (631 D 630,0)}

We request the encryption of every plaintext in S(P) under the related key pair
K = (Ko, K1, K2, K3) and K'=(Ko®eso, K1, Ko, K3) respectively. Let C(P) be
the set of ciphertexts of the elements of S(P) under the key K = (Ko, K1, Ko,
Kg), i.e. C(P) = {EK(P),EK(P D (631,0)),EK(P D (630,0)),EK(P @(631 S¥)
€30,0)), }. And let C’(P) be the set of ciphertexts of the elements of S(P) un-
der the key K/:(Ko@e:go, K, Ko, K3), i.e. C/(P) = {EK/ (P), Ex (PEB (631, 0)),
Ex/ (P @ (e30,0)), Ex (P®(e31Pes0,0)), }. Then, it is easy to see that there
are exactly four plaintext pairs that have the same output value after the first
round, i.e. we can obtain the required zero output difference after the first round.
We denote these four plaintext pairs as (P,, P,) where 1<u<4. We also denote
(Cy = Ex(P,), Cl, = Ex:(P))) as the ciphertexts corresponding to plaintext P,
under key K and plaintext P/ under key K’, respectively.

Now we use the above property of the black bit located in bit position 0 of
the left input difference in round 16, in order to attack 25 (1~25) rounds of
XTEA and recover 111 bits of the subkey derived from master key K.

Algorithm 77 describes how to recover 111 bits of subkey material from
the ciphertexts. We compute the difference of every dotted bit position and the
values of the bit pair of every gray bit position in order to get the black bit of
the left half of the input difference in round 16. (See Fig. 3). In detail, in order
to compute the black bit of the input difference of round 16, (L16[0]), we need to
know the differences of R17[0], L17[0], and Lq7[5], respectively. Also, in order to
know the differences of R17[0], L17[0], and L17[5] we need to know the differences
of L1g[10] and R;g[5]. (For the knowledge of these differences, we need L;g[0~10],
R15[0~5], and Ky[0~4].). Due to the structure of the round function of XTEA,
the key and output bit positions related to the black bit increase by 5 bits per
round. Consequently, if we guess all the bits of Ky, Ko, K3, and 15 bits of K7,
and we also get the output pair after the 25-th round, we can compute the black
bit of the input difference in round 16.

In Algorithm ??, o denotes the function which outputs the one-bit difference
in L16[0] using a given ciphertext pair and the guessed key bits. Let K be the
concatenation of K;[0~14], K, and K3, i.e., K = K;[0~14]||K2||K3. Note that



Related Key Differential Attacks on 27 Rounds of XTEA 305

K is a 79-bit string. In Algorithm 1, we guess Ky and K. Using this algorithm,
we are able to find 111 bits of K = (Ky, K1, K2, K3).

Input : m structures : S(PY), S(P?),- .., S(P™),
corresponding m pairs of ciphertexts :
(C(PY),C'(PY)), -+, (C(P™),C"(P™))
Output : 111-bit partial key value of K = (Ko, K1, K2, K3)

1. For Ko =0,1, ... ,2%% —1
1.1. Fort=1, ... ,m
1.1.1 Find the four plaintext pairs (P;, PL’) 1 < u < 4, such that

for each u, the following two conditions hold:

(a)P. = (LP* ® v)||RP" and P!’ = (LP' @ w)||RP*
for some v, w € {0, e31, es0, (e31 B e30)}-

(D)(LP' @ v) B F(RP', Ko)] ® [(LP" ® w) B F(RP', Ko ® e30)] =0

// Here, we use the notation LP? for the left half and RP® for the right
half of the plaintext P*.//

1.2. Fr K=0,1, ... ,27% -1
1.2.1. Fori=1, ... ,m
1.2.1.1 Foru=1, ... ,4

POV Ko, K)

Compute a:"" = O‘(Cu,
If i=m, u=4, and ou =1, then output Ky, K and stop.

Else if ¢, = 0, goto 1.2.

Algorithm 1. Related key truncated differential attack on 25 rounds of XTEA

The output of the algorithm is the right value of some 111 bits of K =
(Ko, K1, K9, K3) with high probability if m is sufficiently large. For each i
(0<i<2'1-1), the probability that the attack algorithm outputs the i-th key-
candidate is (1-274™)%. So, the average success rate of this attack is

2111 1

9—111 Z _9- 4m i 24m7111(1 —(1- 274771)2111)

~ 24m—111(1 B _2111747n).
Let k be a key candidate (0<k<2¥—1). For m structures of plaintexts, the ex-
pected number of trials, required until each k is determined as a wrong value, is
142714272 4. g 274m+l — 9 9—=4m+1 [f 3 key k is right, then the number

of trials is exactly 4m. Thus, the average number of trials in the attack is
27Ky i (227t fdm = dm 4+ (1 - 270 (2F - 1).

So, if we get =~ 29 plaintext structures, the attack on 25 rounds of XTEA will
succeed on average with probability 96.9%. This success rate implies that our
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Fig. 3. Related key Truncated Differential Attack on 25 rounds of XTEA

attack reduces almost all key spaces efficiently. It has a data complexity of 29-4 =
116 chosen-plaintexts and time complexity of (116+4(1—2716)(2111—1)).62.2 ~
2110-05 95 round XTEA encryptions.

Attack on 27 (4~30) Rounds of XTEA. In the key schedule of XTEA, K3
is not used from the 24-th round until the 30-th round. This means that we
may expand more rounds for free. Using this observation, we can attack 27
(4~30) rounds of XTEA. This attack only differs from the attack on 25 (1~25)
rounds of XTEA in two aspects. One is the use of the related key pair K =
(Ko, K1, Ko, K3) and K' = (Ko, K16®esg, Ko, K3). The other is the use of 2-
round plaintext structures, S’(P).

First, we describe what we mean by a 2-round plaintext structure. Let P be
a plaintext and A be the set of all 32-bit values whose lower 22 bits are fixed to

0---0. We define the 2-round structure of plaintexts S’(P) as follows :

S'(P)={P}U{P® (w,v)|lw € A,v € AX},
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Table 4. Various attacks on 27 rounds of XTEA

variant rounds Key Bits relation of keys

13-th ~ 39-th Ki, K2, K3 : 32 bits, respectively, Ko : 15 bits K®K'=(0,0, 0, eso

17-th ~ 43-rd Ko, K1, K3 : 32 bits, respectively, K : 15 bits 0, e30,0,0

( )
'=( )
22-nd ~ 48-th K, K2, K3 : 32 bits, respectively, Ko : 20 bits K®K'=(0,0, es0,0)
( )
( 0)

31-st ~ 57-th Koy, K2, K3 : 32 bits, respectively, K : 15 bits K®K’'=(es0,0,0,0

35-th ~ 61-st Ko, K1, K> : 32 bits, respectively, K3 : 15 bits K®K'=(0,0, eso,

where AX is the following set :

AX = {01000010---0,01000110---0,01001110- - -0,
01011110---0,01111110---0,00111110---0
11000010---0,11000110---0,11001110- - -0,
11011110---0,11111110---0,10111110---0}

Note that S’(P) contains 12,289 chosen-plaintexts and there are 12,288 plain-
text pairs of the form (P, P®(w,v)) where weA and veAX. We consider
encryptions of these plaintexts under the keys K = (Ko, K1, K2, K3) and
K' = (Ko, K1®es0, Ko, K3), respectively. Then, for every subkey K, there ex-
ist (w1,v1), (we, v2) and (ws, v3) such that the second round output differences
of (P, P®(wy,v1)), (P,P®(ws,v2)), (P, P&(ws,vs)) are respectively (eso,0),
(e31,0) and (ezo®es1,0). Note that this attack is starting from the 4-th round.
That is, the 4-th and 5-th round correspond to the first and second round, re-
spectively. This means that there exist four plaintexts in S’(P) which have the
same property as the elements of the 1-round structure S(P) described in the
attack on 25 rounds of XTEA. Furthermore, in the key schedule, the related
round key pair K7 and Ki®esp is first used in the 6-th round and then again
in the 11-th round. So we can again get the same output values after the third
round (6-th round) of encryption, i.e. the output difference after the third round
is zero. Thus, we can bypass 5 rounds for free. Then, ¥ is applied from the
eighth round (11-th round) through the fifteenth round (18-th round). There-
fore, with similar methods as for the attack on 25 (1~25) rounds of XTEA, we
can recover 116 bits of the master key K (Ko, K1, Ko, and K3[0~19]). Overall,
we use 121 structures to attack 27 (4~30) rounds with an expected success rate
of 96.9%. This requires (121 * 12289 = 1486949) ~ 220-5 chosen-plaintexts and
(121 + (1 —27121) (216 — 1) . T2 . 2 &~ 211515 27-round XTEA encryptions.

In addition, with similar methods, various attacks on 27 rounds of XTEA
are possible. Table 4. depicts these attacks. ‘Key Bits’ denotes the total number
of bits in Ky, K1, Ko, and K3 recovered by the attack.
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Fig.4. ¢-th round of GOST

4 Related Key Differential Attacks on GOST

In this section, we describe the specification of GOST and briefly introduce
H. Seki et al.’s differential cryptanalysis of a reduced-round version of it [8].
Next, we show that we can distinguish full-round GOST from a random oracle
with probability 1 — 2754 using a related key differential characteristic and also
present a related key differential attack on 31 rounds of GOST. Finally, we
propose a related key differential attack on full-round GOST.

4.1 Description of GOST and Previous Work

GOST is a 32-round Feistel block cipher with 64-bit block size and 256-bit key
size. It iterates a simple round function F' composed of key additions, eight
different 4 x 4 S-boxes S; (1<i<8) and cyclic rotations. See Fig. 4.

The key schedule of GOST is very simple. The 256-bit master key K is split
into eight 32-bit blocks K, --- , Kg, i.e. K = (K1, -, Kg) and each round uses
one of them as shown in Table 5.

Due to the subkey addition operation in the round function, the differential
properties of GOST vary not only with the values of the input and output
differences, but also with the value of the subkey itself. In order to minimize the
dependence of the differential probability on the key, H. Seki et al. introduced
the idea of using a set of differential characteristics [8]. They use two differential
sets A = {0abc} and V = {abc0} where a,b,c € {0,1}, which respectively
represent nonzero 4-bit input and output differences of an S-box. In addition,

Table 5. Key schedule of GOST

Round 1...8 9...16 17...24 25 ...32
Key Kl...Kg Kl...Kg Kl...KgKg...Kl
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Fig.5. 32-round related key differential characteristic of GOST

they computed the following average probability of differentials for each S-box
represented by psg;.

ps, = Prob{A % 4

The value of Prob{A % V} varies from 0.30 to 0.75 depending both on the
S-box S; and on the key value. See Table. 6 (for more details, refer to [8]). Using
this set of characteristics, they attack 13 rounds of GOST and also present
a combined related key attack on 21 rounds of GOST.

4.2 Related Key Differential Attacks on GOST

Now we present several attacks on GOST.

Distinguishing Attack. We can distinguish full-round GOST from a truly
random permutation with probability 1—-27%% using a related key differential
characteristic. Here, we consider an attacker that has two oracles O and O’. O
is the oracle which, given a plaintext P, outputs a ciphertext Fx(P) under
key K = (Ky,---,Kg). O is the oracle which, given a plaintext P’, outputs
a ciphertext Eg/(P’) under key K' = (K1®es1, Kao®esy, -, KgDesy). Note
that the key K = (K7,---, Kg) is unknown to the attacker. However he knows
the relation K&K’ = (es1, -+ ,e31).

Let us first consider the function £ as GOST. In this case, if we query O
for P = (Pr, Pr), and O’ for P’ = (Pr, @ e31, Pr @ e31) respectively, and obtain
the corresponding ciphertexts C' and C’, then the output difference C' & C’ of
full-round GOST is always (es1,es1). More specifically, it is easy to see that
for every round, the input difference of each S-box after key addition is zero
with probability 1. Therefore the difference between the plaintexts, (es1,es1) is
maintained after every round. In other words, this is a 32-round related key
differential characteristic with probability 1 (See Fig. 5).
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Fig. 6. 24-round related key differential characteristic (1~24) with probability 1

If we consider the function E as a truly random permutation, then the output
pair of the truly random permutation is unpredictable so that we can’t obtain
any information from it. So we can successfully distinguish full-round GOST
from a truly random permutation with high probability, namely 1—274 Note
that this distinguishing attack is possible with only two chosen plaintexts under
the given key relation.

Related Key Differential Attack on 31 Rounds of GOST. We use the
differential probability for each S-box presented in [8], as their differential char-
acteristic enables us to mount a related key differential attack on 31 rounds of
GOST. For this attack we consider the following two related keys K and K.

K = (KlaK2aK3aK4aK5,K6,K7aK8)
K' = (K, ®es1, Ko, K3 ® e31, K4, K5 @ e31, K¢, K7 ® e31, Kg)

We request the encryption of P = (Pp,Pr) under key K and of P’ =
(Pr, Pr@es1) under key K’. Then we obtain a 24-round related key differen-
tial characteristic with probability 1. See Fig. 6. With this 24-round related key
differential characteristic, we can bypass 24 rounds for free in our attack. As
shown in Fig. 6., the output difference of the 24-th round is (0, es1), i.e. the
input difference of the 25-th round is (0, e31). We use the set of differential char-
acteristics [3] mentioned in Section 4.1 in order to construct another 6-round
related key differential characteristic from the 25-th round through the 30-th
round. See Fig. 7. In this figure, # denotes an element of the differential set
A = {0abc}, where a,b,c € {0,1}. In the 25-th round, the input difference of
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Table 6. Average differential probability of each S-box

Psy Psy PSs PSs PSs PSg PS7 PSg
0.43 0.38 0.37 0.37 0.37 0.35 0.47 0.45

0, 80000000,
Kg: Ko : ’_+‘ 25-thround
F p:d
00000#00,
——————
Ko KD ey ’_ij 000do#00, 26-th round
F pi3xPs,
80#00#00,
Ks. Ks #00, 27-th round
P ¥ xPa,xp
Ky, KD oK
50 6D € X 28-th round
P P, x P, x Py
Ky, K
4 O 29-th round

P Pg,x Ps, xPsxPs,

30-th round
P 3% Py x P, X PsxPs x Ps;

Fig. 7. G6-round related key differential characteristic (rounds 25~30)

round function F', 80000000, becomes 00000#00, with probability Z. 2 After
the 25-th round, each average related key differential probability is computed
using Table. 6 [8]. Thus, combining these two related key differential characteris-
tics, we construct a 30-round related key differential characteristic from the 1-st
round to the 30th-round of GOST with probability about 272333,

Now, we consider a 1R [1] related key differential attack on 31 rounds of
GOST using the above constructed 30-round related key differential character-
istic. Considering 226 chosen plaintext pairs, there remain about 2! ciphertext
pairs after the filtering step. Among them, we expect that there exist at least 5
right pairs. A wrong key is counted with probability 2717 by the above 30-round
related key differential characteristic. The signal-to-noise ratio Sy [1] of this re-
lated key differential characteristic is about 222:57. Thus, according to [J], we can

2 We only need to compute the probability Prob{1000 Sy = {abc0}} because of the
structure of the round function F'. This probability is easily checked by simulation
and also represented in [8].
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recover the 32 bits of the 31-st round subkey with about 226 chosen plaintexts
and time complexity (232 x 226 x 2714 x 311) ~ 239 with an expected success rate
of 97.9%.

Full Rounds Attack on GOST. In this section, we suggest an algorithm to
find 12 bits of K with high probability of success.

Consider P = (Pr, Pg) and P’ = (P, & e30, Pr & e30) encrypted under keys
K= (Kl, s ,Kg) and K = (K1@630, K2@€30, s ,K8@630) respectively. Then,
after key addition, in each round the input difference becomes 0 with probabil-
ity 27 1. Thus, we can construct a 30-round related key differential characteristic
with probability 273° as shown in Fig. 8. In this figure, white bits denote a zero
difference, black bits denote a nonzero difference and gray bits are unknown.

Let C = (CL,CRr), C' = (C},C%) be the ciphertexts of P and P’ under
keys K and K', respectively and assume that (P, P’) is a right pair for a re-
lated key differential characteristic such as described in Fig. 8. (i.e. the output
difference after round 30 is (esp, e30)). Then there are four types of differential
characteristics C1,C2,C3 and C4 as listed below.

C1. CREBC}% = e30 and CLEBC/L = e3Q.
This case means that the input differences of the S-boxes in round 31 and
round 32 are 0, so we can recover K1[30] by checking Cr[30] + K;[30] =
C%[30] + (K1[30] @ 1) where “+” means integer addition.

C2. CreCR = e3o, (Cr®CL)0 ~ 6] = 0,(CreCy)[11 ~ 29] = 0 and
(CrL®Cy)[31] = 0. (Refer to Fig. 8a.)
This case means that the input difference of Sg in round 31 is zero,
but in round 32 it is nonzero, so we can recover K;[30] by check-
ing Cgr[30] + K1[30] # Cy[30] + (K1[30] & 1). Also if such a pair is
given, K[28], K1[29], K1[31] can be recovered by checking

S8(Cr[28 ~ 31] + K;1[28 ~ 31]) & CL[7T ~ 10] = S8(CR[28 ~ 31] + K{[28 ~
31)) @ C7[7 ~ 10] or

S8(Cr[28 ~ 31] + 1 + K28 ~ 31]) @ CL[7 ~ 10] = S8(Cy[28 ~
31] + 1+ Kj[28 ~ 31]) & C,[7 ~ 10].

If we add Cg[0 ~ 27] to K1[0 ~ 27], a carry may occur at the 27-th bit po-
sition, so we need to check the above two equations. We denote S8(Cr[28 ~
31] + K128 ~ 31]) @ CL[7 ~ 10] by Fy,(Cr[28 ~ 31]) ® CL[7T ~ 10] in
Algorithm 2.
C3. Cr®Ch # es0, (CrBCE)[7] =0

This case means that the input difference of Sg in round 31 is nonzero and
(Cr@®CR)[7) = 0. In this case, if we know K;[0 ~ 11}, we can compute the
exact value of (Fk, (CRr))[11 ~ 22] and (Fg, (CR))[11 ~ 22]. So K;[8 ~ 11]
can be recovered by checking

O [19 ~ 22].

Note that (FK1[0N7](CR))[11 ~ 18] (&) CL[ll ~ 18] = (FK1[0N7](C§%))[11 ~
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18] @ C[11 ~ 18] for any arbitrary candidate key K1[0 ~ 7], so we cannot
find the right value K7[0 ~ 7] with high probability. That is the reason why
we only consider recovering K;[8 ~ 11].

C4. CraCh # eso, (Cr®CKH)[T] # 0. (Refer to Fig. 8b.)
This case means that the input difference of Sg in round 31 is nonzero
and (Cr @ C%)[7] # 0. By similar arguments as for case C3 we can re-
cover K7[4 ~ 11] by checking

(Fi,j0~11)(CR))[15 ~ 22] ® CL[15 ~ 22] = (Fgyj0~11)(CR))[15 ~ 22] @
O [15 ~ 22).

Note that the key bits found in case C1 and C3 can also be found in case C2
and C4, respectively. An attack algorithm is given in Appendix A.

Let us consider the success probability of Algorithm 2. If we choose pairs,
there exist at least 4 pairs satisfying the conditions C2 and C4 respectively,
with probability about 0.96. Also there are at most 15 wrong pairs surviving the
filtering step with probability about 0.99. Since the probability that a wrong key
is counted at most 3 times in step 3 and step 4 is about 1, the success probability
of Algorithm 2 is about 0.917 using about 2 x 23° encryptions.

235

5 Conclusion

We presented related key differential attacks on XTEA and GOST. In the case
of XTEA, we use 121 structures to attack 27 rounds of XTEA with an ex-
pected success rate of 96.9%; this attack requires about 22°-5 chosen-plaintexts
and 2'1%1% 27-round XTEA encryptions.

Furthermore, we can successfully distinguish the block cipher GOST from
a random permutation with probability 1—27%% and attack full-round GOST.
As aresult, we can recover 12 bits of the master key with an expected success rate
of 91.7% using 23° chosen plaintexts, in 236 encryption operations. Therefore,
we believe that our result is valuable to analyze the security of GOST.
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6 Appendix A

Assumption : The attacker knows that K @ K’ is equal to (€30, €30, ,€30)
Input : (P;, P)), (i=1,--- ,2%%) where P; & P! = (e30, e30) as in Fig. 8
Output: 12-bit partial key K1; K1[4 ~ 11] and K;[28 ~ 31]

// Setup stage //
- Letk = {ki,ka, - ,kya} and K= {ky, kb, - ,k;g} be the set of candidate keys for
K1[28 ~ 31] and K;[4 ~ 11], respectively
.D, D : empty set

cetry = 0,000, ctrya =0,ctr1 =0, ,ctrég =0
// Filtering step //
1. Fori=1,... ,2%

1.1. Request the ciphertexts C; = Ex (P;) and C| = E ./ (P;)
If C; ® C; satisfies condition C2, D = D U {(C;, C})}
If C; ® C; satisfies condition C4, D' = D' U {(C;, C})}
// Finding key K1[28 ~ 31] //
2. For each (C;,C}) € D
/ * For convenience let C; = (Cr,Cr) and C| = (C},,CR) */

2.1. Forj=1, ..., 2%
If Fy; (Cr[28 ~ 31]) @ CL[7 ~ 10] = Fi; (CR[28 ~ 31]) ® CL[7 ~ 10],
ctrj+ =1
If Fi,; (Cr[28 ~ 31] + 1) ® CL[7 ~ 10] = F},; (C[28 ~ 31] +1) @& CL[7 ~ 10],
ctrj+ =1

If ctr; > 4, output k; as K1[28 ~ 31] and goto 3
// Finding key K1[4 ~ 11] //
3. For each (Cy,,C},) € D’
/ * For convenience let C; = (Cr,Cgr) and C. = (C},,CR) */
3.1. Forj=1, ... ,2%
32, Fori=0, ...,2%—1
If Fy 11 (Cr)[15 ~ 22 @ C1[15 ~ 22] = Fi ) ;(CR)[15 ~ 22] & O} [15 ~ 22),
ctr;Jr =1

/ * Since k:; denotes K1[4 ~ 11] and ¢ denotes K1[0 ~ 3], k;||z denotes

K1[0 ~ 11] % /
3.3. If ctrj > 4, output kj as K1[4 ~ 11] and terminate this algorithm

Algorithm 2: 32-round related key differential attack on GOST.
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Abstract. We study the differential probability adp® of exclusive-or
when differences are expressed using addition modulo 2V. This function
is important when analysing symmetric primitives that mix exclusive-or
and addition—especially when addition is used to add in the round keys.
(Such primitives include IDEA, Mars, RC6 and Twofish.) We show that
adp® can be viewed as a formal rational series with a linear representa-
tion in base 8. This gives a linear-time algorithm for computing adp®,
and enables us to compute several interesting properties like the fraction
of impossible differentials, and the maximal differential probability for
any given output difference. Finally, we compare our results with the
dual results of Lipmaa and Moriai on the differential probability of ad-
dition modulo 2"V when differences are expressed using exclusive-or.

Keywords: Additive differential probability, differential cryptanalysis,
rational series.

1 Introduction

Symmetric cryptographic primitives like block ciphers are typically constructed
from a small set of simple building blocks like bitwise exclusive-or and addition
modulo 2V, Surprisingly little is known about how these two operations interact
with respect to different cryptanalytic attacks, and some of the fundamental re-
lations between them have been established only recently [LMO1], Lip02], [Wal03].
Our goal is to share light to this question by studying the interaction of these
two operations in one concrete application: differential cryptanalysis [BS91],
by studying the differential probability of exclusive-or when differences are ex-
pressed using addition modulo 2V. This problem is dual to the one explored
by Lipmaa and Moriai [LMO1, [Lip02]. We hope that our results will be helpful
in evaluating the precise security of ciphers that mix addition and exclusive-or
against differential cryptanalysis.
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Differential Cryptanalysis. Differential cryptanalysis studies the propagation of
differences in functions. Let G, H be Abelian groups and let f: G — H be a
function. The input difference x — 2* € G is said to propagate to the output
difference f(z) — f(x*) € H through f. A differential of f is a pair (o, ) €
G x H. This is usually denoted by a — (. If the difference between z,z* € G
is x — x* = «, the differential & — (8 can be used to predict the corresponding
output difference f(z) — f(z*). It is thus natural to measure the efficiency of a
differential by its differential probability

dv/ (o = ) = Prlf(e+a) = f(z) = ]

When a cipher uses both bitwise exclusive-or and addition modulo 2%V, both oper-
ators are natural choices for expressing differences (depending on how the round
keys are added). Depending on this choice, one must either study the differential
properties of addition when differences are expressed using exclusive-or, or the
dual differential probability of exclusive-or when differences are expressed using
addition modulo 2. The differential probability of addition was studied in detail
by [LMOIl Lip02]. However, the dual differential probability of exclusive-or has
remained open. This dual case is just as interesting in practise, since most of the
popular block ciphers that mix addition and exclusive-or use addition—and not
exclusive-or—for adding in the round keys. (Examples include IDEA [LMM91],
Mars [BCD™98], rc6 [RRSYO8] and Twofish [SKWT99).)

We will exclusively deal with the set {0,1,...,2¥ — 1} equipped with two
group operations. On one hand, we use the usual addition modulo 2V, which we
denote by +. On the other hand, we identify {0, 1,...,2Y — 1} and the set Z%
of N-tuples of bits using the natural correspondence that identifies 2 y_12V ! +
o112+ 39 € Zony with (zx_1,...,21,70) € Z5 . In this way the usual com-
ponentwise addition @ in ZY (or bitwise exclusive-or) carries over to a group
operation in {0,1,...,2% — 1}. We can thus especially view @ as a function
@®: Zon X Zon — Zon. We call the differential probability of the resulting
mapping the additive differential probability of exclusive-or and denote it by
adp@: Zgz\f — [0, 1],

adp®(a,8 =) = Prl((@+ @) @ (g +8) ~ @Oy =1) . (1

The dual mapping, the exclusive-or differential probability of addition, denoted
xdpt: Z3y — [0,1], is given by

xdpt (o, B — ) = Pri((w®a)+(y®p) @ (@ +y) =]

This dual mapping was studied in detail by Lipmaa and Moriai [LMO01] [Lip02],
who gave a closed formula for xdp™. Their formula in particular leads to an
O(log N)-time algorithm for computing xdp™ and the differential probability of
some related mappings like the pseudo-Hadamard transform [Lip02].
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Our contributions. In this paper, we present a detailed analysis of the mapping
adp®: Z3y — [0,1]. This concrete problem has been addressed (and in a rather
ad hoc manner) in a few papers, including [Ber92], but it has never been ad-
dressed completely—probably because of its “apparent complexity” [Ber92]. We
show that adp® can be expressed as a formal rational series in the sense of formal
language theory with a linear representation in base 8. That is, there are eight
square matrices A;, a column vector C and a row vector L, such that if we write
the differential (o, 8 — ) as an octal word w = wy_1 - - - wiwp in a natural way,

adp@(a,ﬁ — ) = adp@(w) =LAyy ,  Auw Auw,C .

This representation immediately gives a linear-time algorithm for computing
adp®. This should be be compared to the naive @(22V)-time algorithm which
seems to be the only previously known algorithm for adp®. In addition, we derive
some other properties, like the fraction ? + ‘; . 8%\’ of differentials with nonzero
probability, and determine the maximal differential probability max,, s adp®
(a, B — =) for any given output difference «. Finally, we show how our approach
based on rational series easily can be adapted for studying the dual mapping
xdp™.

The paper is organised as follows. We first show that adp® is a rational series
and derive a linear representation for it. This gives an efficient algorithm that
computes adp® (w) in time O(|w|). In Sect.[3, we discuss the distribution of adp®
and differentials with maximal probability. Sect. [ describes how similar methods

can be used to analyse xdp™. The appendix contains some omitted proofs.

2 Rational Series adp®

Throughout this paper, we let N denote the default word length. We will consider
adp® as a function of octal words by writing the differential (o, 3 — 7) as the
octal word w = wy_1---wp, where w; = ;4 + 3;2 + ;. This defines adp® as
a function from the octal words of length N to the interval [0,1]. As N varies
in the set of nonnegative integers, we obtain a function from the set of all octal
words to [0,1].

In the terminology of formal language theory, the additive differential proba-
bility adp® is a formal series over the monoid of octal words with coefficients in
the field of real numbers. A remarkable subset of these series is the set of ratio-
nal series [BR8Y]. One possible characterisation of such a rational series S is the
following: there exists a square matrix Ay of size g x ¢ for each letter k£ in the al-
phabet, a row matrix L of size 1 X ¢ and a column matrix C of size ¢ x 1 such that
for each word w = w; - - - wy, the value of the series is S(w) = LAy, - Aw,C.
The family L,(Ag)k, C is called a linear representation of dimension g of the
rational series. In our case, the alphabet is the octal alphabet {0,1,...,7}.

Theorem 1 (Linear representation of adp®). The formal series adp® has
the 8-dimensional linear representation L, (Ag)k, C, where L = (1 111111 1),
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C=(10000000)",

40010110
00010100
00010010
4 _1|o00t0000
= 4l00000110]( °
00000100
00000010
00000000

and Ag, k # 0, is obtained from Ay by permuting row i with row i ® k and
column j with column j & k: (Ar)ij = (Ao)igk,jokr. (For completeness, the ma-
trices Ay, ..., A7 are given in Table[d.) Thus, adp® is a rational series.

For example, the differential (o, — <) = (00110,10100 — 01110) cor-
responds to the octal word w = 21750 and adp®(a, — 7) = adp®(w) =
LA A1A7AsAgC = ;’2. The linear representation immediately implies that
adp®(w) can be computed using O(|w|) arithmetic operations. Since the arith-
metic operations can be carried out using 2|w|-bit integer arithmetic, which can
be implemented in constant time on a |w|-bit RAM model, we have

Corollary 1. The additive differential probability adp@(w) can be computed in
time O(Jw|) on a standard unit cost |w|-bit RAM model of computation.

This can be compared with the O(log|w|)-time algorithm for computing xdp™ (w)
from [LMO1].

As a side remark (we will not use this result later), note that the matri-
ces Ao, ... A7 in the linear representation for adp® are substochastic. Thus, we
could view the linear representation as a inhomogeneous Markov chain by adding
a dummy state and dummy state transitions.

The rest of this section is devoted to the technical proof of Theorem [Il
To prove this result, we will first give a different formulation of adp®. For
x,y € {0,...,2N —1}, let xy denote their componentwise product in Z4 (equiv-
alently, the bitwise and of two N-bit strings). Let borrow(z,y) =2 ®y ® (z —y)

Table 1. All eight matrices A;

40010110 00101000 01001000 10000000
00010100 04101001 01000000 10000100
00010010 00100000 01401001 10000010
1 /00010000 1]oo100001 1/01000001 1]10040110
A40=1]00000110| “*=41l00001000| “2=42]|00001000| #=4il00000000
00000100 00001001 00000000 00000100
00000010 00000000 00001001 00000010
00000000 00000001 00000001 00000110
01100000 10000000 10000000 00000000
01000000 10010000 00000000 01000000
00100000 00000000 10010000 00100000
1/ooo0o00000 100010000 1/ooo10000 1/01100000
44=4l01104001| A =4|10000010| 6=1|10000100| A7=41|00001000
01000001 10010410 00000100 01001000
00100001 00000010 10010140 00101000
00000001 00010010 00010100 01101004
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denote the borrows, as an N-tuple of bits, in the subtraction x — y. Alter-
natively, borrow(z,y) can be recursively defined by borrow(z,y)g = 0 and
borrow(z, y);+1 = 1 if and only if z; — borrow(z, y); < y; as integers. This can be
used to define borrow(z,y)n = 1 if and only if xy_1 — borrow(z, y)N-1 < yn-1
as integers. The borrows can be used to give an alternative formulation of adp®.

Lemma 1. For all o, 3,y € Zyn,

adp@(w):fg[a@b@c:a@ﬂ@ﬂ )

where a = borrow(z, ), b = borrow(y, ) and ¢ = borrow(z®y, (x—a)D(y—70)).

Proof. By replacing z and y with 2 — a and y — 3 in the definition () of adp®,
we see that adp®(a, 3 — 7) = Pry[(z @ y) — ((z — a) ® (y — 3)) = 7]. Since
(z0y)—((z—a)®(y—B)) =vifand only if y = c®z DYy D (z— ) (y— B) =
a @bdcdadpPifandonlyifa®bdc=ad [y, the result follows. O

We furthermore need the following technical lemma.

Lemma 2. For all x, vy, «, 3, 7,

aiy1 = (ad ®a®ad'z); ,
biy1= OV ®pBDVY); and
cit1=lcod @b de(d V)@ (d DV )(zDY); |

where a = borrow(x, a), b = borrow(y, 5), ¢ = borrow(z @ y, (x — ) & (y — B)),
ad=a Qaandb =bd S.

Proof. By the recursive definition of borrow(x,y), borrow(z,y);+1 = 1 if and
only if z; < y; + borrow(z,y); as integers. The latter event occurs if and only
if either y; = borrow(z,y); and at least two of x;, y; and borrow(z,y); are one,
or y; # borrow(z,y); and at least two of z;, y; and borrow(z, y); are zero. That is,
borrow(z,y);+1 = 1 if and only if y; @borrow(x, y); Bmaj(z;, y;, borrow(x, y);) =
1, where maj(u, v, w) denotes the majority of the bits u, v, w. Since maj(u, v, w)=
uv®uwdvw, we have borrow(z,y);+1 = [y®borrow(x, y) Drydx borrow(x, y) D
y borrow(z, y)].

For a, we thus have a;11 = (a®a dra®ra daa); = (d Gaadadz); =
[0 ®a (d ®a)®dz); = (ad' & a® a’z);. The formula for b;;1 is completely
analogous. For ¢, we have ¢;ip1 =[(z—a) @ (y—B) @ cd (2D y)(z—a) B (y —
e @ey)cd(z-—a)®y—0F))di=lrdd eyt dco(zay)(zead dyd
VB (x®y)ed (zdd dydt)c; =[chdd @b de(d db) B (@) (zdy));. O

Proof (of Theorem ). Let (o, 3 — ) be the differential associated with the
word w. Denote N = |w| and let z,y be uniformly distributed random variables
in Zy~. Denote a = borrow(x, ), b = borrow(y, 3) and ¢ = borrow(z @ y, (x —
a) @ (y — B)). Let £ be the octal word of borrow triples, & = a;4 + b;2 + ¢;.
We define £y in the natural way using borrow(u,v)y = 1 if and only if uy_1 —
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borrow(u, v)y—1 < vy—1 as integers. For compactness, denote xor(w) = a® By
and xor(§) =a ®b® c. Let P(w, k) be the 8 x 1 substochastic matrix

Pj(w,k) = Prlxor(€) = xor(w) (mod 2°),& = j

for 0 < k < N. Let M(w,k) be the 8 x 8 substochastic transition matrix

Mg (0, ) = Prlxor(€)s = xor(w)e, e = |

)

xor(€) = xor(w) (mod 2%), &, = 7]

for 0 <k < N. Then Pi(w,k + 1) = >, Mi;j(w, k)Pj(w, k) and thus P(w,k +
1) = M(w,k)P(w, k). Note furthermore that P(w,0) = C, since ag = by =
co = 0, and that LP(w, N) =, Pry y[xor(§) = xor(w) (mod 2N En = 4] =
Pr, ,[xor(¢) = xor(w) (mod 2V)] = adp®(w), where the last equality is due to
Lemma [Il We will show that M (w, k) = A, for all k. By induction, it follows
that adp®(w) = LP(w,N) = LM(w,N —1)--- M(w,0)C = LAy _, - - - Aw, C.

It remains to show that M(w,k) = Ay, for all k. Towards this end, let x,y
be such that xor(¢) = xor(w) (mod 2%) and & = j. We will count the number
of ways we can choose (xy,yx) such that xor(€); = xor(w)y and &1 = 3.

Denote @’ =a ®a, b =b® [ and ¢ = ¢ ® . Note that xor(£); = xor(w)y,
if and only if ¢j, = (¢’ ® 0');. Under the assumption that xor (), = xor(w) we
have (¢d @)k = [c(a’ DY) @ c® a’ @ V). By Lemma [ (xf,yx) must thus be
a solution to V' (wk yk)T = U in Zs, where U and V' are the matrices

(ad' ® @) @ ak+1 ay, 0
U= (bb/ D ﬁ)k P b1 and V = 0 b;c
(CC/ D ’y)k D Ccr41 ((Ll D b/)k ((Ll > b/)k

over Zs. If this equation has a solution, it has exactly 22-"*(V) golutions.
But rank(V) = 0 if and only if a}, = b}, = 0 (then there are 4 solutions) and
rank(V) = 2 otherwise (then there is 1 solution).

The equation has a solution (z,ys) exactly when rank(V) = rank(V U).
From this and from the requirement that ¢j, = (a’ ® b')i, we see that there are
solutions exactly in the following cases.

—If ), = b, = 0, then ¢, = 0 and rank(V) = 0. There are solutions (4
solutions) if and only if ar+1 = ag, brr1 = Bk and cky1 = Vi

— If aj, = 0 and b}, = 1 then ¢}, = 1 and rank(V') = 2. There is a single solution
if and only if ax11 = .

— Ifaj, = 1 and bj, = 0, then ¢j, = 1 and rank(V') = 2. There is a single solution
if and only if bx11 = OBk

— If @}, =1 and b}, = 1 then ¢}, = 0 and rank(V') = 2. There is a single solution
if and only if cx11 = k.
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Since j = &, = ard + b2 + ¢ and @ = k11 = ag414 + bgr12 + Cpy1, the
derivation so far can be summarised as

1, = (o, B k) (Oék,ﬁk,%) ;

/4, j (akaﬁk@la'%@l) ;1= (g, *, %)
M;ij(w, k) =4 1/4 = (e ®1, B, @®1) , i= (% 0k *) ,

/4, ]_(ak@lﬁk@l’yk) s 1= (6%, 7)

0, otherwise ,

where we have identified the integer ro4+r;2+7¢ with the binary tuple (r2,r1,70)
and = represents an arbitrary element of {0,1}. It follows that M(w,k) = Ao
if wy = 0 and M; j(w, k) = Miguw,, jow, (0,k). That is, M(w, k) = A, for all
w, k. This completes the proof. a

3 Distribution of adp® and Maximal Differentials

3.1 Distribution

We will use notation from formal languages to describe octal words (and thus
differentials). In particular, we will use concatenation (zy), the corresponding
powers (z° = X is the empty word and "' = zz™), union (z + y) and the
Kleene star (z* =), ., 2"). Throughout this section, L, (Ay)x, C is the linear

representation of adp@.
We will first consider the effect of tailing and leading zeros.

Corollary 2. For all octal words w, adp® (w0*) = adp®(w).

This trivial result follows from the observation that AqC = C.

Corollary 3. Let w be a word and let a = (ao a7)T = Ajy|—1 " A, C. Let
a = ag and B = ag + a5 + ag. Let w' be a word of the form w' = 0*w. Then
adpée(w/) —a+ g + g B - 4= (Wl =fwl)

Proof. Using a Jordan form J = P~1 AP of Ay, it is easy to see that

4500 4’“;1 0 4’“:;1 4’“;1 0
000 1 0 1 0 O
000 1 0 O 1 0
Ag:‘rk 000 1 0 O 0 0
000 0 O 1 1 0
000 0O O 1 0 O
000 O O O 1 0
000 0O 0 O 0 0

If we let j = [w/| — [w], we see that LAja = ag + 4;.17‘1 (az+as +ag) + 5 (as +
as +ag) =a+ 5+ 5. 5.4 (w1=10w), -
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This means that adp®(0"w) decreases with n and adp®(0"w) — o + 3/3 as
n — oo. This can be compared to [LMO1], where it was shown that xdp™ (00w) =
xdp™ (0w) for all w.

Theorem 2. The additive differential probability adp®(w) is nonzero if and
only if w has the form w = 0* or w = w'(3+ 5+ 6)0* for any octal word w'.

Proof. Since A1C = A;C = A4C = A;C =0, adp®(w'(1 +24+447)0%) =0.
Conversely, let w be a word of the form w = w'(3 + 5 + 6)0*. Let e; be the
canonical (column) basis vector with a 1 in the ith component and 0 in the
others. By direct computation, the kernels are ker Ag = ker A3 = ker A; =
ker Ag = (€1, ea,eq,e7) and ker Ay = ker Ay = ker Ay = ker A7 = (eg, €3, €5, €6).
For all ¢ and j # 4, e; & ker A;, it can be seen that A;e; = e; and that A,e; has
the form Aje; = (eg + e¢ + em + en)/4, where k # (, m # n, ey, es € ker A
and e, e, € ker A;. Since C = ey, we see by induction that A, -+ Ay, C &
ker Ay, ,, for all 4. Thus, adp®(w) # 0.

Since the matrices Ay are nonnegative, an alternative proof is the following.
Since

LAyy .y AwC = Z Liy (AwN—1)iN,iN—1 T (Awo)i17i00i0 )

10500 IN

we see that adp®(w) is nonzero if and only if there are indexes i, ...,ixy such
that Liy (Awy 1 )insin_1 - (Awg )in,ioCio # 0. We construct a nondeterministic
finite automaton with state set {0,...,7,4nit} and input alphabet {0,...,7} as
follows. There is an empty transition from the initial state init to state i if and
only if L; # 0. There is a transition labelled = from state i to state j if and
only if (Az);; # 0. The state i is accepting if and only if C; # 0. Clearly, the
automaton accepts the word w read from left to right if and only if adp® (w) # 0.
If we convert the automaton to a minimal deterministic automation, we obtain
the following automation.

0356mmo,1,2,4
1,2,4,7

This automaton clearly accepts the language 0* + (04+1+---+7)*(3+5+6)0*.
O

A complete determination of the distribution of adp® falls out of the scope of
this paper and we will restrict ourselves to some of the most important results.
First, we turn to the fraction of possible differentials—that is, differentials with

adp® (w) # 0.
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Corollary 4. For all N >0, Pry,,—n[adp®(w) # 0] = P+l

Proof. According to Theorem 2 adp®(w) # 0 if and only if w is the zero word
or has form w = w'¢0*, where w' is an arbitrary word of length N — k — 1 and
€ €{3,5,6}. For a fixed value of k, we can choose w’ and ¢ in 3-8V ~F~1 ways.
Thus, there are 1 + Zi\:ol 3.8N=k=1 =14 3.8N words with adp®(w) # 0 in
total. O

This result can be compared with [LMOI, Theorem 2|, which states that the
corresponding probability for xdp™ is Pr‘w‘:N[xdp"’(w) #0] = ‘% . (g)N. This
means, in particular, that P1r|w|:N[adpEB (w) # 0] — 2 while quw‘:N[Xdp+ (w) #
0] — 0 as N — oo. Since the number of possible differentials is larger for adp®
than for xdp™, the average possible differential will obtain a smaller probability.

Next, if w = (0 + 345+ 6)0* then clearly adp® (w) = 1. On the other hand,
for any ¢ € {0,...,7}, adp®(¢w) < 1/2. Tt follows that Pr|w|:N[adp€B(w) =
1] =4-8% and Pr‘w‘=N[adp@(w) =k] =0if 1/2 < k < 1. One can further
establish easily that adp®(w) = 1/2 if and only if w = ¥(0 4+ 3 + 5 + 6)0%,
where X' =0+ 1+4---+7. The following straightforward lemma is useful in such
calculations.

Lemma 3. Let w be an octal word. Denote Xy = {0,3,5,6}, X1 = {1,2,4,7}
and Ay = Aw,, _, " Aw,- Then adp® (zw) = adp®(0w) for all x € Xy and
adp?® (yw) = adp®(1w) for all y € Xy. Thus, adp® (w) = adp® (zw) + adp® (yw)
and adp® (rzw) = adp® (yzw) + (A, C). for all x,z € 5y and y € X1_y.

Proof. By direct calculation, we see that LAy = LAs = LA; = LAg =
(10010110) and LA, = LA, = LA, = LA; = (0110100 1). Since
adp®(vw) = LA,A,C, we have adp®(zw) = adp®(0w) and adp®(yw) =
adp®(1w) for all x € Xy and y € X. Finally, if 2,2 € X and y € Xy,
we have adp®(w) = LA,C = (LA, + LA,)A,C = adp®(zw) + adp® (yw) and
adp® (zzw) — adp® (y2w) = (L(Az — A,)A.)A,C = e, A,C = (A,C)., where e,
is a row vector with a 1 in column z and 0 in the other columns. a

3.2 Maximal Differentials

Although many of the enumerative aspects of adp® seem infeasible, some opti-
misation problems are surprisingly simple. For all output differences -y, denote

For all ~y, there is a simple differential with adp®(c, 8 — ) = adp§,,.. (7)-
Theorem 3. For all output differences v, adp®(0V,y — v) = adpy..(7)-

The proof is omitted from the conference version.
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4 Rational Series xdp™

Lipmaa and Moriai [LMOI] [Lip02] used completely different techniques to anal-
yse the exclusive-or differential probability xdp™ of addition. We will now demon-
strate the power of our approach by showing that it can easily adapt to analyse
xdp™ as well.

4.1 Linear Representation

As for adp®, we write the differential (o, 3 — =) as the octal word w =
WN_1-..Wo, Where w; = ;4 + 3,2 + ;. When N varies, we obtain a ratio-
nal series xdp™ with a linear representation of dimension 2.

Theorem 4 (Linear representation of xdp'). The formal series xdpt has
the 2-dimensional linear representation L, (Xg)i_,, C, where L = (1 1), C =
(1 0)T and Xy is given by

1—T(ka+ k1 +7) ifi=0and ko @ k1 ®ko=7 ,
(Xk)ij: T(kg-l—kl-i-j) Zfl:]. and ko © k1 @ ko =7,
0 otherwise
fori,j € {0,1}, where k = kod+ k124 kg and T: {0,1,2,3} — R is the mapping

T(0)=0,T(1)=T(2) = 5 andT(3) = 1. (For completeness, all the matrices Xy,
are given in Table[D) Thus, xdpt is a rational series.

For example, the differential (o, 5 — ) = (11100,00110 — 10110) corresponds
to the word w = 54730 and Xdp+(a, 8—7)= xdp+(w) = LX5 X4 X7X3XoC =
411. The proof of this result is given in the appendix.

4.2 Words with a Given Probability

The simplicity of the linear representation of xdp™ allows us to derive an explicit
description of all words with a certain differential probability.

Theorem 5. For all nonempty words w, xdp™*(w) € {0yu{27% | k€ {0,1,...,
|w|—1}}. The differential probability xdpt (w) = 0 if and only if w has the form
w=w{1l4+2+4+7), w=w(1+24+4+7)0w"” orw=w'(0+34+5+6)7w"
for arbitrary words w',w", and xdp™ (w) = 27F if and only if xdpt (w) # 0 and
{0<i<N—1|w #0,7} =k

Table 2. All the eight matrices X in Theorem [
20 01 01 10
oné(oo) Xl:é(m) X2:5(01) X3:;(10>
01 10 10 00
xi=1(01) ®=1(10) % =3(i0) =1 (33)
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Proof. Let L, X} and C be as in Theorem [] and denote eq = (1 O)T and e; =
(O 1)T. Then the kernels of X; are ker Xy = ker X3 = ker X5 = ker X5 = (e1)
and ker X; = ker Xo = ker X; = ker X7 = (eg). By direct calculation, Xgeq =
eo, Xzeg = Xseo = Xgeo = y(e0 + €1), Xier = Xoey = Xyer = y(eq + 1)
and X7e; = e1. Since C = eg, we thus have Xdp+(w) = 0 if and only if w has the
formw=w(14+2+4+7),w=w(1+2+4+7)0w” or w =w'(0+3+5+6)7w"
for arbitrary words w’,w”. Similarly, when w is such that adp™(w) # 0, we
see that Xy, _, -+ Xy, C has the form (27 2_4)1—, (27 0)—r or (0 Q_Z)T, where
¢ = {w; | w; € {0,7},0 <i < n}| for all n. Thus, xdp™ (w) = 27%, where k =
{0<i<N—1|w #0,7} 0
For example, if w is the word w = 54730, we see that xdp™(w) # 0 and
{0 <i <4} |w; #0,7} = 2. Thus, xdp*(w) = 272. This result immediately
gives the closed formula from [LMOI] and thus the O(log N)-time algorithm.

4.3 Distribution

Based on the explicit description of all words with a certain differential proba-
bility, it is easy to determine the distribution of xdp™. Let A(n, k), B(n, k) and
C(n,k) denote the languages that consist of the words of length n > 0 with
xdp+(w) =2"% and w,_y = 0, w,_1 = 7 and w,,_; # 0,7, respectively. The
languages are clearly given recursively by

A(n, k) =0An—1,k)+0C(n—1,k—1) ,

B(n,k)=TB(n—-1,k)+7C(n—1,k—1) ,

C(n,k) = E().A(n - l,k‘) + ElB(n — l,k‘) + (20 + El)C(n -1,k — 1) s
where Xy = 3+ 5+ 6 and ¥y = 1 + 2 + 4. The base cases are A(1,0) = 0,
B(1,0) =0 and C(1,0) =3+ 5+ 6. Let A(z,u) = Zn7k|A(n,k)|ukz”, B(z,u) =
> il B(n, k)|ukz" and C(z,u) = > nilCln, k)|u¥z™ be the corresponding ordi-
nary generating functions. The recursive description of the languages immedi-
ately gives the the linear system

A(z,u) = zA(z,u) + uzC(z,u) + z

B(z,u) = zB(z,u) + uzC(z,u) ,

C(z,u) = 3zA(z,u) + 32B(z,u) + 6uzC(z,u) + 3z .
Denote D(z,u) = A(z,u) + B(z,u) +C(z,u) + 1. Then the coefficient of u*2™ in
D(z,u), [uF2"]D(z,u), gives the number of words of length n with xdp™ (w) =

27" (the extra 1 comes from the case n = 0). By solving the linear system, we

see that
4z

1—(1+46u)z

Since the coefficient of 2™ in D(z,u) for n > 0 is

D(z,u) =1+

[2"]D(z,u) = 4[z"]z Y (14 6u)™2™ = 4(1 + 6u)"" ' |

m=0
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Table 3. Short comparison of the functions xdp® and adp® and of their computational
complexity

xdp™ adp®
Possibility verification
Algorithm complexity o(1) O(log N)
Probability of possibility L (0 R B
Evaluation of a possible differential
Algorithm complexity O(log N) ©(N)
Maximal differentials adpy .. and xdpj,,..
Finding max. differential («, 3) O(log N) ©(1)

Computing max. differential when (a, 8) is known @(log N) O(N)

we see that )
w2 DG =04 (" )

for all 0 < k& < n. The coefficient of 2" in D(z,1) for n > 0, [2"]D(z,1) =

4[2"] | %, 7"~ gives the number of words of length n with xdp™ (w) # 0.

Theorem 6 ([LMO1, Theorem 2]). There are 4 - 7"~ words of length n > 0
with xdp ™t (w) # 0. Of these, 4 - 6" (”;1) have probability 27 for all 0 < k < n.

5 Conclusions

We analysed the additive differential probability adp® of exclusive-or. We expect
that our results combined with the work of Lipmaa and Moriai will facilitate
advanced differential cryptanalysis of ciphers that mix addition and exclusive-or
as well as the design of such ciphers. These results can also be used to guide the
choice between addition and exclusive-or as the key-mixing operation.

In general, adp® is much more difficult to analyse than xdp™ (note especially
the straightforward analysis of xdp' in Sect. H). On the other hand, it is easier
to find the maximal differentials for adp®, although the maximal differentials for
xdp ' have higher probability: it can be seen that adps,,..(7) < xdpg....(7) =
maXxe,g xdpt(a, 8 — ) for all 4. (See Fig. M) A short comparison of some of
the properties of xdp™ and adp® is given in Table Bl

Maybe the main contribution of this paper is the formal series approach. In
addition to the new results, we were able to give a simpler proof of the results
of Lipmaa and Moriai on xdp ™. The results from [Wal03] can also be rephrased
using our approach. We expect that our approach of using formal series has also
other applications in cryptanalysis.
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Fig.1. Top: tabulation of values log, adp$ . (7), 0 < v < 255, for N = 8. Bottom:
partial tabulation of values log, adp® () (solid) and log, xdp3,,..(7) (dashed), 0 <
~ <95, for N =8
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A Proof of Theorem [4]

In order to prove Theorem Ml we introduce the following notation. Define the
carry function carry: ZY x ZY — ZL of addition modulo 2V by carry(z,y) =
(z+y) @z dy. It is easy to see that

xdpt(a, 8 —7) = gljlr/[carry(x, y)Dcarry(z @,y B) =adBDy] .

Denote ¢ = carry(z,y) and ¢* = carry(x @ a,y & (), where z, y, a and [ are
understood from context. Note that ¢; can be recursively defined as ¢y = 0
and ¢;41 = 1 if and only if at least two of x;, y; and ¢; are 1. To simplify
some of the formulae, denote xor(z,y,z) = 2 @y @ z and Ac = ¢ @ ¢*. Then
xdpt(a, 8 — ) = Pr, 4[Ac = xor(e, 8,7)]. Let furthermore xy denote the
componentwise product of z and y, (xy); = z;y;.

The linear representation of xdpt follows easily from the following result
[ILMOI, Lemma 2].

Lemma 4. Fiz o, € Z5 and i > 0. Then
fg[AcH_l =1|Ac=7r]=T(i + 5 +71) ,

where T is as in Theorem .

This result follows easily from the recursive definition of the carry function and
a case-by-case analysis.

Proof (of Theorem [J)). Let (o, — =) be the differential associated to the
word w. Let x,y be uniformly distributed independent random variables over
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lewl. For compactness, we denote xor(w) = a® 8 ® . Let P(w, k) be the 2 x 1
substochastic matrix given by

Pj(w, k) = Pr[Ac = xor(w) (mod 2’“), Acy, = J]

z,y

for 0 < k < |w| and let M (w, k) be the 2 x 2 substochastic transition matrix

M;j(w, k) = Pr[Acy = xor(w)y, Acgy1 =i | Ac = xor(w) (mod 2%), Acy, = j]

z,Y

for 0 < k < |w|. Since Pi(w,k +1) = >, Mij(w, k)Pj(w, k), P(w,k +1) =
M (w, k)P(w, k). Note furthermore that P(w,0) = C and that xdpt(w) =
> Pi(w, |w \) LP(w,|w|). By Lemma] it is clear that
1—T(ag + Bk +J) if i =0 and xor(w); =7 ,
Mij(w, k) =< T(ap + Bk +7) if i =1 and xor(w); = j and
0 otherwise .

That is, M(w,k) = X,, for all k. It follows by induction that xdp™(w) =
Loy s XuyC. O
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Abstract. In order to protect a cryptographic algorithm against Power
Analysis attacks, a well-known method consists in hiding all the internal
data with randomly chosen masks.

Following this idea, an AES implementation can be protected against Dif-
ferential Power Analysis (DPA) by the “Transformed Masking Method”,
proposed by Akkar and Giraud at CHES’2001, requiring two distinct
masks. At CHES’2002, Trichina, De Seta and Germani suggested the
use of a single mask to improve the performances of the protected imple-
mentation. We show here that their countermeasure can still be defeated
by usual first-order DPA techniques.

In another direction, Akkar and Goubin introduced at FSE’2003 a
new countermeasure for protecting secret-key cryptographic algorithms
against high-order differential power analysis (HO-DPA). As particular
case, the “Unique Masking Method” is particularly well suited to the
protection of DES implementations. However, we prove in this paper
that this method is not sufficient, by exhibiting a (first-order) enhanced
differential power analysis attack. We also show how to avoid this new
attack.

Keywords: Tamper-resistant devices, Side-Channel attacks, Power
Analysis, DPA, Transformed Masking Method, Unique Masking Method,
DES, AES.

1 Introduction

The framework of Differential Power Analysis (also known as DPA) was intro-
duced by P. Kocher, J. Jaffe and B. Jun in 1998 ([13]) and subsequently pub-
lished in 1999 ([14]). The initial focus was on symmetrical cryptosystems such
as DES (see [13, 16, 2]) and the AES candidates (see [4, 5, 8]), but public key
cryptosystems have since also been shown to be vulnerable to the DPA attacks
(see [17, 7, 11, 12, 19]).

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 332-347, 2004.
© International Association for Cryptologic Research 2004
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In software two main families of countermeasures against DPA are known:

— In [11, 12], L. Goubin and J. Patarin described a generic countermeasure
consisting in splitting all the intermediate variables, using the secret sharing
principle. This duplication method was also proposed shortly after by S.
Chari et al. in [5] and [6].

— In [3], M.-L. Akkar and C. Giraud introduced the transformed masking
method (TMM), an alternative countermeasure to the DPA. The basic idea
is to perform all the computation such that all the data are XORed with
a random mask. Moreover, the tables (e.g. the DES S-Boxes) are modified
such that the output of a round is masked by the same mask as the input.

Both these methods have been proven secure against the initial DPA attacks,
and are now widely used in real life implementations of many algorithms.

The TMM method can be used to protect AES implementations against DPA.
Two masking values are then required to cope with the (non-linear) ByteSub
operation. In a recent paper E. Trichina, D. De Seta, L. Germani [20] proposed
the “Simplified Adaptive Multiplicative Masking” (SAMM), a variation of TMM
with a single masking value, thus providing simpler and faster implementations
for AES. Unfortunately, we will show in this paper that this method can be
broken by usual DPA attacks.

Also suggested by P. Kocher, J. Jaffe and B. Jun [13, 14], and formalized by
T. Messerges [15], Higher-Order Differential Power Analysis (HO-DPA) consists
in studying correlations between the secret data and several points of the elec-
tric consumption curves (instead of single points for the basic DPA attack). To
protect secret-key algorithms against this new class of attacks, M.-L. Akkar and

L. Goubin recently proposed [1] a new countermeasure: the so-called “Unique
Masking Method” (UMM).

In this paper, we describe an unexpected power-analysis attack, which can
be applied to implementations of secret-key algorithms using the UMM method.
More precisely, in the chosen-plaintext model, the attacker can recover the secret
key by successively applying two classical DPA attacks on the second round.

The paper is organized as follows:

— In section 2, we recall basic notions about Differential Power Analysis (DPA),
the Transformed Masking Method (TMM) and about the Simplified Adap-
tive Multiplicative Masking (SAMM).

— In section 3, we analyze the mathematical hypotheses on which the security
of SAMM relies and point out a flaw in the design of the countermeasure.

— In section 4, we show how this flaw can be exploited by studying the power
consumption of a real component.

— In section 5, we recall basic notions about Higher-Order Differential Power
Analysis (HO-DPA) and about the Unique Masking Method (UMM).

— In section 6, we theoretically study the security of the UMM applied to DES
and show how it could be cryptanalysed.

— In section 7, we give our perspectives and conclusions about the attacks
presented in this paper.
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2 Background

2.1 Differential Power Analysis

Differential Power Analysis (DPA) was introduced by Kocher, Jaffe and Jun in
1998 [13] and published in 1999 [14]. The basic idea is to make use of potential
correlations between the data handled by the micro-controller and the electric
consumption measured values. Since these correlations are often very low, sta-
tistical methods must be applied to deduce sufficient information from them.

The principle of DPA attacks consists in comparing consumption values mea-
sured on the real physical device (for instance a GSM chip or a smart card) with
values computed in an hypothetical model of this device (the hypotheses being
made among others on the nature of the implementation, and chiefly on a part
of the secret key). By comparing these two sets of values, the attacker tries to
recover all or part of the secret key.

The initial target of DPA attacks was limited to symmetric algorithms. Vul-
nerability of DES — first shown by Kocher, Jaffe and Jun [13, 141] — was further
studied by Goubin and Patarin [11, 12], Messerges, Dabbish, Sloan [16] and
Akkar, Bévan, Dischamp, Moyart [2]. Applications of these attacks were also
largely taken into account during the AES selection process, notably by Biham,
Shamir [1], Chari, Jutla, Rao, Rohatgi [5] and Daemen, Rijmen [3].

However public-key algorithms were also shown to be threatened: Goubin,
Patarin [11, 12] and Messerges, Dabbish, Sloan [17] showed how to apply DPA
against RSA, and the case of elliptic curve cryptosystems was analyzed by
Coron [7], Okeya, Sakurai [19] and many others (see for instance [10] for a de-
tailed bibliography).

In the basic DPA attack (see [13, 14] or [9]), also known as first-order DPA (or
just DPA), the attacker records the power consumption signals and computes
statistical properties of the signal for each individual moment in time of the
computation. This attack does not require any knowledge about the individual
electric consumption of each instruction, nor about the position in time of each of
these instructions. It only relies on the following fundamental hypothesis (quoted
from [12]):

Fundamental hypothesis (order 1): There exists an intermediate vari-
able, that appears during the computation of the algorithm, such that knowing
a few key bits (in practice less than 32 bits) allows us to decide whether two
inputs (respectively two outputs) give or not the same value for this variable.

2.2 The Transformed Masking Method for AES

More details about this technique can be found in [3].

The idea is to mask the message at the beginning of the AES algorithm,
and to recover the same mask at the end of each round. An important step
for the AES is to securely perform the inversion step. For this, one need to
compute A;jl ® X, from A, ; & X; ; where A;; is the block (4,j) in an AES
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)
(Ay® X @ Yiy

Xy
\':_—.1— Xy@Yy g’—i Yij

k.

| MA@ Yy

in GF(2%)

Fig. 1. Modified inversion in GF(2%) with masking countermeasure

computation and X; ; the corresponding masking value. To perform this securely,
Akkar and Giraud proposed to use the following operations (see Fig. 1):

Gl o=

Multiply the masked value A by a non zero random value Y to get AY & XY
XOR with XY to get AY

Perform the inversion to get A=1Y !

XOR with XY ! to get A=Y 1@ Xy !

Multiply by Y to get A~ & X

2.3 The Simplified Adaptive Multiplicative Masking for AES

More details about this technique can be found in [20].

The general idea is not to use a different Y masking value to switch from

an additive mask to a multiplicative one, but to use the same masking value X
instead. The algorithm is the following.

T W N =

. Multiply the masked value A by X to get AX @ X?
. XOR with X? to get AX

. Perform the inversion to get A=!X !

. XOR with 1 to get A' X '@ 1

. Multiply by X to get A~ @ X

One can notice that the particular value AX @ X? appears during the com-

putation. The authors of [20] suggest that even if AX @ X? is not fully random,
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it is sufficiently random to serve the purpose. In the next section, we will pre-
cisely study the function AX @ X? and show that it introduces a weakness in
the method.

3 Theoretical Analysis of the SAMM

3.1 Study of the repartition of AX 4+ X2

In the following part we will denote:
K= IF2 and Kg = IFQS

We will also define:

far Kg — Kg
X — AX + X2

and

F: Ky — P(Ks)
A — {fA(X), X € Kg}

where P(Kg) represents the power set of Kg.

Remark: In what follows, we will denote by #(A) the cardinality of A.

With these definitions we have the following result:

Theorem 1. If A € Kg then we have:

#F(A) =128 if A#0
=256if A=0

Proof.

— Case A = 0: fo(X) = X? and is bijective on Kg. Therefore we obviously
have #F(0) = 256.

— Case A # 0: fazo(X) = AX + X?, if given a Y, we want to solve the
equation f4(X) =Y, by defining Z = X/A (because A # 0), we obtain the
following equation to solve:

7+ Z =Y/A?

and it is well known that this equation has no solution if Trace(Y/A?) =
1 and two solutions (if one gets one solution W the other is W + 1) if
Trace(Y/A?) = 0. Therefore it is easy to see that #F(A) = 128.
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This theorem shows that the simplified mask covers only one half of the 256
possible values on Kg. This was already noticed in the article [20].

However, let us now study the distribution of F(A4;) and F(A4s), for two
distinct values A; and As. The following proposition gives us a more precise
result:

Theorem 2. If (A1, A2) € (Ks \ {0})? and Ay # As then:
#(F (A1) N F(Ay)) = 64

Proof.
Let A; and Az be two elements of Kg \ {0}. We are looking for the values Y
such as the two equations

Y =A1 X + X2
Y = A, X'+ X"?

are simultaneously solvable or unsolvable. This is equivalent to:
Trace(Y/A1) = Trace(Y/As)
By linearity of the trace operator we obtain:
Trace(Y/A1 —Y/A3) =0

Let now consider Z € Kg. To Z corresponds a unique value Y such as
Y/A1 —Y/Ay = Z, which is Y = Z/(1/A; — 1/A3). Since there exist 128 el-
ements Z of trace 0, there exist 128 elements Y such that the previous system
is simultaneously solvable or unsolvable.

Let us now consider:

ny = {Y € Kg such that Trace(Y/A1)
ny = {Y € Kg such that Trace(Y/Asz)
(Y/A1)
(Y/A2)

0 and Trace(Y/As) =1
0 and Trace(Y/A1) =1
0 and Trace(Y/A2) =0
1 and Trace(Y/A1) =1

ng = {Y € Kg such that Trace(Y/A;
ny = {Y € Kg such that Trace(Y/As

The last result gives us the following equation: ng + ny = 128
This equation, together with obvious trace considerations, gives the following
system:

ng +ng = 128
ny +ng = 128
ng + ng = 128
ng +nyg = 128

Solving this system, we obtain: n; = no = n3 = ngy = 64, thus achieving the
proof of Theorem 2.
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3.2 Consequences

Theorem 2 is really important because it proves that two distinct values (during
the computation) are “projected” onto two sets of 128 values when the SAMM
is implemented and that these two sets have 64 common values and 64 different
ones. Therefore when an attacker performs a DPA on an implementation includ-
ing the SAMM he will on average record the consumption of F'(A4) instead of A
but for two distinct values A and B, F'(A) and F(B) are also distinct, allowing
the attacker to distinguish the two cases. This give strong evidence that the
attack is very likely to work. Moreover even if the attacker does not know the
fact that SAMM is implemented, he will be able to recover the key because the
attack is exactly the same.

4 Semi-real and Real Analysis of the SAMM

We have seen in the previous section that there is a theoretical flaw in the SAMM
method. To go further, we have to check which results are obtained when using
different models of power consumption. We also have to experiment on a real
embedded device. More work about the consumption model of embedded device
can be found in many papers: see for example [0, 2, 16].

4.1 Linear Model

The “linear model” considers that the power consumption of the card is pro-
portional to the value of each bit of the manipulated value. For example the
consumption of an 8-bit value

X = bob1b2b3bsbsbgbr
will be equal to
co*bg+c1xby 4 coxby+ c3xbg 4 cq by + c5%xbs + cg*bg + 7 x by

where {c;}i<s is the average consumption of bit i. For example the Hamming
weight (denoted by HW) model is a linear one with ¢; = ¢; for all (7, j).

We have performed some experimentations in the following way. We have
computed for every A = 0..255 the whole subset F'(A) and we have computed
the average weight of each bit of the values in F'(A) to check if there was any
bias in the results. The results are as follows:

— For 8 values of A (0x03,0x15,0x87,0x8C,0xCE,0xEB,0xED and 0xF6), one
specific bit of the eight bits of f4(X) always vanishes, whatever the value
of X is!

— For the 248 other values A, the probability that “the i-th bit of fa(X) is
equal to zero” is equal to ; So an attacker is unable to predict one bit in
order to compute a classical DPA attack.
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If we now analyze the repartition of the HW of the values F'(A) we get the
nine following sets:

Subset # HW O0HW 1 HW 2HW 3 HW 4 HW 5 HW 6 HW 7 HW 8
1 1 1 8 28 56 70 56 28 8 1

2 28 2 12 32 52 60 52 32 12 2
3 56 2 10 26 50 70 62 30 6 0
4 8 2 14 42 70 70 42 14 2 0
) 70 2 8 24 56 76 96 24 8 2
6 28 2 4 32 60 60 60 32 4 2
7 8 2 2 42 42 70 70 14 14 0
8 56 2 6 26 62 70 50 30 10 0
9 1 2 0 96 0 140 0 56 0 2

For example, line 8 in the table means that there are 56 values of A such
as, there exists 2 values X for which HW(f4(X)) = 0, 6 values X for which
HW(fa(X)) =1, ..., and no element X such as HW (fa(X)) = 8. Moreover,
one can notice that the average Hamming weight of all the subsets is equal to
4 except for the subset 4 (which contains the 8 special values detailed in the
previous paragraph), whose mean is equal to 3.5. The explicit values A of the
nine subsets can be found in the appendix.

The conclusion is that even if only a small bias exists, if a component respects
a linear model of consumption (such as the HW model), the masking method
would probably be quite efficient in practice. However, one has to check what
happens with a real embedded device: some experiments on an 8051-based 8-bit
CPU are discussed in the following section.

4.2 Real Device Analysis of the SAMM

To obtain concrete results, we have made a comparison between the power con-
sumption of a card manipulating a value A and a card manipulating the value
AX @ X? with random X. For this we have recorded the consumption of a load
operation on an 8 bits CPU based on an 8051 core.

The following curves (see Fig. 2 and Fig. 3) have been obtained by using
the average consumption of 1024 power consumption traces. For the unmasked
value we have used the record of 512 times the same value A. For the SAMM we
have used the average of twice the 256 values AX @ X? with X € [0, 255]. Then
we have ordered the value per consumption to get an idea of the variance of the
value. As seen before there are eight special values (the ones for which one bit
is always 0) that we have excluded from the curves, indeed the consumption of
these values was really different from the others'.

As can be seen on these two curves, masked or unmasked, there is a quite
important difference between different consumption values. That proves that,

! That shows that probably a SPA attack may be quite easy by focusing on these
particular values !
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Consumption

Values

Fig. 2. Repartition of the consumption with unmasked values

Consumption

Values

Fig. 3. Repartition of the consumption with SAMM values

in a real embedded device, even if it gets somewhat slower (the variance in the
SAMM curve is smaller), a successful DPA attack on a classical AES implemen-
tation will also succeed on an AES implementation using the SAMM method.

If the attacker knows that the SAMM method is used, he can use an adapted
DPA attack to retrieve the key with less measurements than the usual first order
DPA. For every hypothesis K; on the key byte, one computes the difference of
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the means of the following sets:

So = {measurements for the messages My|M} & K; € subset 4}
S1 = {measurements for the messages My|M}; & K; ¢ subset 4}

Then the correct hypothesis is the one with the highest difference of means.

Remark. Due to obvious confidentiality reasons, details about the chip we used
have to remain undisclosed.

5 The Unique Masking Method

5.1 High-Order Differential Power Analysis

As mentioned in section 2, Differential Power Analysis implies the use of a hy-
pothetical model of the physical device which performs the cryptographic com-
putations. If this model is able to predict a single value, for instance the electric
consumption of the device for a single instant ¢, the differential power analysis
is said to be of first order. If the model is able to predict several such values,
the differential power analysis is said to be of higher order.

High-order differential power analysis (HO-DPA), suggested by Kocher, Jaffe
and Jun [13, 14] (see also [9]), was formalized by Messerges in [15]. In the spirit
of [12], Akkar and Goubin (see [1]) gave a necessary and sufficient condition for
a DPA attack of order n to be applicable:

Fundamental hypothesis (order n): There exists a set of n intermedi-
ate variables, that appear during the computation of the algorithm, such that
knowing a few key bits (in practice less than 32 bits) allows to decide whether
two inputs (respectively two outputs) give or not the same value for a known
function of these n variables.

In [1], Akkar and Goubin studied the impacts of HO-DPA attacks on imple-
mentations of cryptographic algorithms, and showed that usual countermeasures
against DPA are not sufficient to avoid this new class of attacks. Moreover, they
proposed a generic protection against higher-order attacks, illustrated in details
for the DES case.

5.2 A Countermeasure against HO-DPA

The so-called “Unique Masking Method” (UMM) aims at providing a generic
protection against differential power analysis of order n, whatever the value n
may be. The two principles of this method is first to mask only the values that
depend on less than 32 bits of the key in order to prevent DPA and secondly
intermediate independent variables depending on less than 32 bits of the key
must not be masked by the same value in order to thwart HO-DPA.

Let us describe the basic idea for the DES example. The unique mask is
a random 32-bit value «. From this value, two sets of 8 S-boxes, denoted by Sh
and Sy, are defined by

Va € (F2)*, $ («
Vo € (F2)48, SQ(

\S/\_/
o
n
\H/H
T
~ =
LE
g\_/
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Fig.4. The five possibilities for DES rounds

where S denotes the 8 usual DES S-boxes, F is the expansion function and P is
the classical DES permutation just after the S-boxes.

Let fx, (1 < i < 16) be the functions involved in the Feistel scheme of
DES (with the usual S-boxes), and fi x, (resp. fo.x,) the analogous function
with the S; (resp. Sg) S-boxes. DES rounds can then be built from five possible
frames, given in Figure 4 (solid lines correspond to unmasked data, dashed lines
to masked data).

To be consistent with the DES computation, the sequence of rounds has
to follow some rules, which can be summarized by a finite automaton, as
shown in Figure 5. Initial states correspond to non-masked inputs (A or B),
final states correspond to non-masked outputs (A or E). As an example,
BCDCDCEBCDCDCDCE is a valid sequence.

To provide a protection against differential power analysis attacks, all the
values depending on less than 36 key bits are masked by «. This gives further
constraints on the sequence of rounds: the three first ones have to be of the form
BCD or BCE, and symmetrically the three last ones must be of the form BCE
or DCE. For instance, the sequence BCDCDCEBCDCDCDCE fulfills these
conditions.

The unique masking method has several advantages: the structure of classical
implementations can be kept unchanged, the only difference is the generation
of random tables (see [1] for several practical methods for securely generat-
ing S-boxes from the mask «). Moreover performances remain acceptable. For
instance, [1] reports on a DES implementation, including the unique masking
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Fig.5. Valid sequences for the rounds

method (together with SPA and DFA protections), which runs in 38 ms (at 10
MHz) on a ST19 chip.

6 Enhanced DPA of the Unique Masking Method

6.1 Basic Idea

For all the proposed sequences of rounds, the second round is always a “C”-type
round. The output of the S-Boxes is unmasked and stay unmasked after being
XORed with the left part of the message. After this XOR, the value goes through
an “E”-type or “D”-type round for which the computation of the beginning of
the f function (expansion function) is unmasked. For the second case (where the
third round is of “D” type) even the S-Boxes output and the P permutation are
unmasked.

The fact that the output of second round S-Boxes is unmasked will be the
base of our attack.

6.2 Attacking the UMM

The attack is a chosen message attack. The main idea of the attack is to retrieve
two intermediate values which are not protected against DPA, and then to get
the key bits by solving an equation involving the two intermediate values. Before
describing the attack, let us introduce some notations:

IP denotes the initial permutation.

— F denotes the expansion function (from 32 to 48 bits).
S denotes the S-Boxes.

— P denotes the P permutation after the S-Boxes

— @ denotes the XOR operation

— K, denotes the 48 bits subkey of round 1.
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— Finally, for a message M, L; and R; will denote the left part and the right
part (32 bits each) of the output of the round .

The attack can be described as follows:

— First Part:

e We perform a DES computation with some chosen messages M; for
which Ry ; (the right part of the message M; after IP) will be set to
an arbitrary constant Ry. The left part Ly ; will be random.

e We then perform a first-order DPA attack on the input of each S-Box
of the second round. Because the output of the S-Boxes is unmasked we
will guess the value of the second round key XORed with the — unknown
but constant — output of the S-Boxes of the first round. The found value
will be:

6 =Ky ® E(P(S(K1 @ E(Ro))))

— Second Part:
e We will perform a second first-order DPA with other messages with
a different known constant value R{,, which will provide:

§' = K2 @ E(P(S(Ky ® E(Ry))))

— Final Part:
e By taking XOR of the two values found at last steps, we obtain the value:

5@ 6 = (Ko ® E(P(S(K1 ® E(Ry))))) ® (K2 @ E(P(S(K1 @ E(Rp)))))

The value K5 vanishes and the linearity of functions E and P gives us
the equation:

S(K1 @ E(Ry))® S(K1 & E(R)) =g d)

e Because we know R and R{), doing a exhaustive search on each 6-bits
subkeys of K7, will give us all the possible values for the subkey K.

On average, the differential properties of S will give us about 4 possibilities

for each subkeys. Since there are 8 subkeys and we need to find the 8 bits which
are not in K7, this gives us 4% x 28 = 224 possibilities on the key. So an exhaustive
search with one known plaintext/ciphertext pair will take a few seconds on a PC.
If one does not have access to such a pair, another attack with a R{ constant
value will decrease the possibilities for K (practically, K is completely known if
R{ is not badly chosen). Then it is possible to perform classical DPA against Ko,
once K7 is known, to get directly the 56 bits of the DES key.
The reader has to notice that even if the attack exploits the correlation of two
results, the attack consists just in applying twice a really usual first-order DPA
attack. So the number of traces and the processing time is just twice those needed
for a classical DPA against an unprotected DES.
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6.3 Attack Scenarios and Countermeasures

— Our attack is feasible only if the attacker is able to keep constant the right
part of the message after the initial permutation. If it is not possible the
attacker has to “wait” for messages having the same Ry part (1 message
every 232 messages on average). So the attack becomes quite long to perform.

— If we consider a scenario for which only the output is known, the attack
becomes as difficult as the one for which the message could not be controlled.
A chosen cipher text attack mainly applies against an authentication scheme,
in which the device has to cipher a challenge from the outside.

— A solution consists in masking the output of the second round, which seems
to make this attack unfeasible. One can use a different mask but the use of
a1 is not forbidden since the bits of R; and Rs that are masked by the same
value depends on 42 bits of the key. So we need one more function f~3’ K,
with the modified S-Boxes S3(x) such that Vz € (IF3)*, S3(z @ E(a)) =
S(z) & P~ Y(a).

7 Conclusion

In this paper we presented two new power analysis attacks.

The first one applies to the Simplified Adaptive Multiplicative Masking
(SAMM). Even if, in some models (HW Model or Linear Model), the SAMM
seems to be quite secure, the SAMM is (in practice) vulnerable to usual (first-
order) DPA attacks. Moreover we have seen that, from a theoretical point of
view, this countermeasure is not correct because of the distribution of the values
AX @ X2, which is quite unbalanced. We thus recommend, to obtain DPA-
resistant implementations of AES, using the original TMM method with two
masks (correctly implemented due to the zero problem as described in [20, 1])
or, to use a dynamic inversion of the S-Box if the 256 bytes needed in RAM are
available.

The second attack applies to the Unique Masking Method for DES, showing
that in the chosen-message scenario, an enhanced first-order DPA attack is still
possible. This is not due to the method itself but to a different model of the
attacker, allowing her to have full access to the inputs of the algorithm. In the
case of the DES, we have then shown that unique masks have to be extended to
at least two rounds to protect the implementation against a chosen text attack.
The drawbacks are an overhead on performances and an increase of required

memory by one third (corresponding to the computation of one more modified
S-box).
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Appendix. Explicit subsets of values A, depending
of the repartition of the Hamming weight of fa(X).

Subset 1: 0x00

Subset 2: 0x01, 0x06, 0x09, 0x22, 0x24, 0x2B, 0x46, 0x48, 0x56, 0x62, 0x65, 0x68,
0x75, 0x7B, 0x7C, 0x7D, 0x99, 0x9D, 0xA9, 0xB1, 0xC1, 0xCA, 0xCD, 0xEF,
0xF0, 0xF8, 0xFA, 0xFB

Subset 3: 0x02, 0x04, 0x07, 0x0C, 0x0E, 0x12, 0x18, 0x19, 0x1C, 0x23, 0x29, 0x2A,
0x2D, 0x2E, 0x31, 0x37, 0x3E, 0x3F, 0x44, 0x49, 0x52, 0x54, 0x59, 0x5B, 0x5C,
0x5F, 0x60, 0x67, 0x6B, 0x78, 0x79, 0x81, 0x89, 0x8D, 0x8E, 0x8F, 0x90, 0x95,
0x96, 0x98, 0x9C, 0xA5, 0xB0, 0xB2, 0xB6, 0xB7, 0xB8&, 0xBF, 0xC0, 0xC3, 0xD6,
0xD9, 0xE1, 0xE7, 0xEA, 0xF7

Subset 4: 0x03, 0x15, 0x87, 0x8C, 0xCE, 0xEB, 0xED, 0xF6

Subset 5: 0x05, 0x08, 0x0A, 0x0D, 0x11, Ox1A, 0x1D, 0x1E, 0x1F, 0x21, 0x27,
0x32, 0x34, 0x38, 0x3A, 0x3B, 0x3D, 0x43, 0x47, 0x4B, 0x4C, 0x4E, 0x4F, 0x51,
0x64, 0x69, 0x6D, 0x6E, 0x76, 0x77, 0x7E, 0x85, 0x88, 0x92, 0x97, 0x9B, 0x9E,
0xAO0, 0xA1l, 0xA2, 0xA4, 0xAS8, 0xAA, 0xAC, 0xAE, 0xB3, 0xB9, 0xBB, 0xBE,
0xC4, 0xC5, 0xC7, 0xC8, 0xC9, 0xCF, 0xDO0, 0xD1, 0xD2, 0xD5, 0xDC, 0xE5,
0xES, 0xE9, 0xEC, 0xF3, 0xF4, 0xF5, 0xFD, 0xFE, 0xFF

Subset 6: 0x0B, 0x0F, 0x10, 0x20, 0x26, 0x28, 0x36, 0x39, 0x40, 0x5E, 0x63, 0x6C,
0x6F, 0x83, 0x8A, 0x9F, 0xA7, 0xAD, 0xB5, 0xBC, 0xBD, 0xC2, 0xCC, 0xDS,
0xDB, 0xE4, 0xE6, 0xF9

Subset 7: 0x13, 0x1B, 0x2C, 0x66, 0x72, 0x80, 0x84, 0xD3

Subset 8: 0x14, 0x17, 0x25, 0x2F, 0x30, 0x33, 0x35, 0x3C, 0x41, 0x42, 0x45, 0x4A,
0x4D, 0x50, 0x53, 0x55, 0x57, 0x58, 0x5A, 0x5D, 0x61, 0x6A, 0x70, 0x71, 0x73,
0x74, 0x7A, 0x7F, 0x82, 0x86, 0x8B, 0x91, 0x93, 0x94, 0x9A, 0xA3, 0xA6, 0xAB,
0xAF, 0xB4, 0xBA, 0xC6, 0xCB, 0xD4, 0xD7, 0xDA, 0xDD, 0xDE, 0xDF, 0xEO,
0xE2, 0xE3, 0xEE, 0xF1, 0xF2, 0xFC

Subset 9: 0x16
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Abstract. Symmetric encryption schemes are usually formalized so as
to make the encryption operation a probabilistic or state-dependent func-
tion & of the message M and the key K: the user supplies M and K and
the encryption process does the rest, flipping coins or modifying internal
state in order to produce a ciphertext C'. Here we investigate an alterna-
tive syntax for an encryption scheme, where the encryption process £ is
a deterministic function that surfaces an initialization vector (IV). The
user supplies a message M, key K, and initialization vector IV, getting
back the (one and only) associated ciphertext C' = £ (M). We concen-
trate on the case where the IV is guaranteed to be a nonce—something
that takes on a new value with every message one encrypts. We ex-
plore definitions, constructions, and properties for nonce-based encryp-
tion. Symmetric encryption with a surfaced IV more directly captures
real-word constructions like CBC mode, and encryption schemes con-
structed to be secure under nonce-based security notions may be less
prone to misuse.

Keywords: Initialization vector, modes of operation, nonces, provable
security, symmetric encryption.

1 Introduction

Ever since Goldwasser and Micali’s landmark paper [7], formalizations of en-
cryption schemes have usually made the encryption algorithm probabilistic or
stateful. In this paper we investigate a different formalization for symmetric en-
cryption: the encryption algorithm is made to be a deterministic function, but
one of its argument is a user-supplied initialization vector (IV). Effectively, the
user and not the encryption algorithm is made responsible for flipping coins or
maintaining state. We are mostly interested in security properties that can be
guaranteed as long as the IV is a nonce—a value, like a counter, used at most
once within a session. Our formalization leads to what is effectively a stronger
notion of privacy than the conventional formalization, and a stronger notion
of authenticity as well. As a consequence, encryption schemes created so as to
satisfy the given notions would seem to be less likely to be misused.

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 348-359, 2004.
© International Association for Cryptologic Research 2004
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Algorithm CBC.Encrypty (M) Algorithm CBC.Decrypty (C)
if |[M| & {n,2n,3n,...} then return x  if |C| & {n,2n,3n,...} then return
Parse M into My - -+ M,, where |M;| =n Parse C into Cy - - C,, where |M;| =n

CU — N C() — N
for i — 1 to m do for i € [1..m] do

Ci — Ex(Ci—1 ® M) M; —Ci1® E;_(I(Ci)
return Cy ---C,, return My --- M,

Fig.1. Scheme CBC. Encryption and decryption depend on a block cipher E: Key x
{0,1}™ — {0,1}". The key space for the encryption scheme is the same as the key
space for the block cipher. The IV N is a string in {0,1}". The encryption scheme is
the pair (CBC.Encrypt, CBC.Decrypt)

Algorithm CBCS$.Encrypt (M) Algorithm CBCS$.Decrypt(C)
if |M| & {n,2n,3n,...} then return x  if |C| & {2n,3n,4n, ...} then return »
Parse M into M --- My, where |M;| =n  Parse C into CoC, - - - Cy, where |M;| =n

Co {0, 1}"
for i < 1 to m do for i € [1..m] do

Ci + Ex(Ci—1 ® M;) M; — Cio1® EZ' (Ch)
return CoCy---Cp, return M --- M,,

Fig. 2. Scheme CBC$. The mechanism depends on a block cipher E: Key x {0,1}" —
{0,1}". Scheme CBCS$ is a conventional probabilistic encryption scheme. It is just like
scheme CBC except that the encryption routine chooses the IV N = (Y internally
and at random. The user cannot influence it. The value is now returned as part of the
ciphertext

CoMPARING CBC AND CBC$ ENCRYPTION. Popular modes of operation for
encryption have always surfaced an IV. For example, CBC using block cipher
E: Key x {0,1}" — {0,1}" requires an initialization vector N € {0,1}" to
encrypt a message M (or decrypt a message C') under key K € Key. See Fig. 1
and note that the initialization vector N is an argument to both CBC.Encrypt
and CBC.Decrypt. Given that the IV is manifestly present in the description of
CBC mode, this would seem to be quite natural. Nonetheless, the approach is
at odds with the customary formalization of symmetric encryption going back
to [1, 7]. There one explicitly models some particular manner of generating the
IV and folds this into the definition of the scheme. For example, one considers
the scheme CBCS$ (i.e., CBC with a random IV) as defined in Fig. 2.

CONTRIBUTIONS. It is the purpose of this note to treat symmetric encryption
schemes in a way that explicitly surfaces the IV. The approach was first taken in
our earlier work on authenticated encryption [9, 10], where we adopted nonce-
based definitions without significant comment. Here we more systematically in-
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vestigate the explicit-IV notion of encryption, giving definitions, schemes, and
basic results. We are mostly interested in the case when the IV is a nonce: a value
used at most once within the scope of a given session.

This note aims to call attention to the explicit-IV approach and to nudge fu-
ture work on practical encryption schemes into adopting the nonce-based frame-
work.

STANDARDS. We believe that a nonce-based formalization is especially desir-
able when constructing an encryption scheme for a cryptographic standard: not
knowing how the scheme will be used, standards would do well to achieve the
strongest practical notion of security relative to the interface that they export.
The viewpoint, then, is that conventional encryption modes like CBC, as defined
in Fig. 1, are “deficient” insofar as they do not achieve a strong notion of secu-
rity unless one assumes something very strong about their IVs. One would prefer
an encryption mode that achieves a strong notion of security when one assumes
very little about the IV. It is thus our view that, in the future, standards for
privacy-only encryption would do well to achieve privacy in the ind$-sense that
we will define in Section 3, while standards for authenticated encryption would
do well to achieve, in addition, authenticity in the auth-sense that we define in
Section 6.

FURTHER REASONS TO SURFACE THE IV. Another motivation for explicitly
surfacing the IV in the definition of an encryption scheme is that books and
systems often get wrong what it may or may not be. Books will say, for example,
that it is fine for the IV in CBC encryption to be a counter, or the last block of
encrypted ciphertext. Both statements are wrong, assuming that one intends to
achieve a strong notion of privacy. Having definitions that expose the IV across
the encryption and decryption interface facilitates answering what the IV may
or may not be in order to achieve a given notion of security.

Yet another motivation for surfacing the IV is that it allows a particularly
simple and strong notion of privacy: indistinguishability from random bits with
respect to an adaptive chosen-plaintext-and-IV attack (ind$, to be defined later).
This attack allows the adversary to select not only plaintexts but also the IVs
that will be used to encrypt each of them, subject only to the constraint that
no IV is reused. The model captures the possibility that the IVs may be chosen
in an unfortunate way by the sender, possibly even influenced by the adversary,
when we do not mandate any requirement on an IV beyond its non-reuse.

A SMALL WARNING. Nothing in this paper should be construed to suggest that
the overall encryption process should become deterministic and stateless (and
therefore not semantically secure). We are simply drawing the abstraction bound-
ary a little differently, so that what is “inside” the scheme is deterministic, the
coins or state being pushed “outside” of the scheme’s formalization.



Nonce-Based Symmetric Encryption 351

2 Syntax

DEFINITIONS. We begin by specifying the syntax for an encryption schemes
that surfaces an IV. An IV-based encryption scheme is a pair of algorithms
II = (£,D) where £: Key x IV x Plaintext — Ciphertext and D: Key x IV x
Ciphertext — Plaintext U {x} are deterministic functions. These functions are
called the encryption function and the decryption function, respectively. Here
Key, IV, Plaintext, and Ciphertext are nonempty sets of strings, the first of which
is finite or is otherwise endowed with a distribution (the understood distribution
on a finite set being the uniform one). These sets are called the key space, the
IV space, the message space, and the ciphertext space. We insist that Plaintext
has the structure that if it contains a string M then it contains all string M’
having the same length of M. We often write X (M) in place of E(K, N, M)
and DY (C) in place of D(K,N,C). We require that DY (EN(M)) = M for
any K € Key and N € IV and M € Plaintext. For simplicity, we assume that
|EX(M)| depends only on |M| and, in particular, that [EX (M)| = |M| + 7 for
some constant 7 associated to the encryption scheme. We call 7 the stretch of
the encryption scheme.

COMMENTS. (1) We will often use the word nonce instead of IV and write
Nonce, the nonce space, instead of IV. We do this when we are thinking in terms
of our nonce-based definitions for privacy (to follow). In such cases we call an
IV-based encryption scheme a nonce-based encryption scheme. (2) We emphasize
that £ and D are deterministic and stateless functions: they may not flip coins
or preserve state. (3) What we call the ciphertext C' = EF (M) is not expected
to encode the IV, even though the IV is needed to decrypt. The IV may be
communicated “out of band” to the receiver, maintained as shared state, or it
may be manifest within the context of use, as when the IV is the sector index on
a disk. (4) The encryption function & may be length-preserving, meaning that
|EX(M)| = |M]| for all K, N, M. Indeed we will see that encryption schemes can
achieve a strong notion of privacy yet have zero stretch. (5) We have allowed for
the possibility that the decryption of a string returns the distinguished value x,
which is used to indicate that the ciphertext is invalid. While this possibility
is not needed for basic notions of privacy, it is needed for defining authenticity.
(6) We have not said that the sender or receiver are stateless and without benefit
of coins, only that £ and D are. For example, the sender might maintain a counter
to use as the IV. It is simply that this state is outside of the functionality of £.

3 Privacy

INDISTINGUISHABILITY FROM RANDOM BITS. Our preferred notion of privacy is
“indistinguishability from random bits under an adaptive chosen-plaintext-and-
IV attack”. To formalize this, let adversary A be an algorithm with access to
an oracle and let IT = (£, D) be an IV-based encryption scheme with key space
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Key and IV space Nonce and stretch 7. We define
Advi™(4) = Pr K < Key: A () = 1] —Pr A% = 1

The superscript ind$ may alternatively be written as ind$-cpa. The oracle Ex (-,-),
on input (N, M), returns EX (M). We sometimes refer to this as the real encryp-
tion oracle. The oracle $(-,-), on input (N, M), returns |M| + 7 random bits.
We sometimes refer to this as the random-bits oracle. Both oracles return x if
N & Nonce or M ¢ Plaintext. When we write A® = 1 we are referring to the
event that adversary A, running with its oracle O, outputs the bit 1. We call
an adversary A nonce-respecting if it never repeats a nonce: if A asks (N, M) it
never subsequently asks (N, M’) for any M’. This must hold regardless of A’s
coins and regardless of oracle responses. We assume that any ind$-adversary is
nonce-respecting.

CONVENTIONAL INDISTINGUISHABILITY. It is more customary to focus on a dif-
ferent kind of indistinguishability. Once again, let IT = (£, D) be a nonce-based
encryption scheme with key space Key and nonce space Nonce. Let A be an
adversary. Then define

Advi2d(A) = Pr [K & Key: ASKC) = 1} —Pr [K & Key: ASK(OD) o 1}

The superscript ind$ may alternatively be written as ind-cpa. The first oracle is
a real encryption oracle, as before. The second oracle, on input (N, M), returns
Ex(N,0M) We call this a fake encryption oracle. Both oracles return * if
N ¢ Nonce or M ¢ Plaintext, and A is always assumed to be nonce-respecting.

RESOURCE-PARAMETERIZED DEFINITIONS. If IT is a scheme and A is an ad-

versary and Advy; (A) is a measure of adversarial advantage already defined,

then we write Advy; (R) to mean the maximal value of Advy;™(A) over all
adversaries A that use resources bounded by R. Here R is a list of variables
specifying the resources of interest for the adversary in question. Adversarial
resources to which we pay attention are: &—the running time of the adversary;
g—the number of queries asked by the adversary; and o—the aggregate length
of these queries, plus the length of the adversary’s output, measured in n-bit
blocks, for some understood value n. When an adversary’s query or output is
a tuple of strings we count in o the sum of the lengths of each component. Frac-
tional blocks and the emptystring contribute 1. By convention, the running time
of an algorithm includes the description size of that algorithm, relative to some
standard encoding.

DISCUSSION: FAVORING IND$ OVER IND. It is easy to verify that the ind$-notion
of security implies the ind-notion, and by a tight reduction, while ind does not
imply ind$ at all. (The same is true if one speaks of indistinguishability and in-
distinguishability from random bits in the context of conventional, probabilistic
encryptions schemes.) Despite this, typical encryption schemes seem to achieve
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Algorithm CBC1.Encrypt® (M) Algorithm CBC1.Decrypt® (C)
if |[M| & {n,2n,3n,...} then return x  if |C| & {n,2n,3n,...} then return
Parse M into My - -+ M,, where |M;| =n Parse C into Cy - C,, where |M;| =n

Co «— Ex(N) Co «— Ex(N)
for i — 1 to m do for i € [1..m] do

C; — FEx(Ci—1 ® M) M; — Ci—1 @ E;_(I(Ci)
return Cy ---C,, return My --- M,

Fig.3. Scheme CBC1. The scheme is not secure

ind$ if they achieve ind (again, the IV is not considered part of the ciphertext).
Furthermore, it usually seems to be no extra trouble—indeed often it is slightly
simpler—to directly demonstrate that some scheme achieves ind$-security. Do-
ing so is useful because an encryption scheme that satisfies ind$ makes a more
versatile tool: it can be used to directly provide a pseudorandom generator or
a pseudorandom function. Finally, we find ind$ seems to us conceptually simpler
and easier to work with. For all of these reasons, we like ind$ as the basic notion
of security for building practical IV-based symmetric encryption schemes. (The
counter-argument is that being indistinguishable from random bits is irrelevant
to the goal of encryption—one would argue that it goes beyond the intuition
about what secure encryption needs to provide. This is true, and yet it has often
proven desirable to use definitions that reach beyond the minimal notions that
satisfy one’s intuition.)

4 Insecure Schemes

One can see right away that CBC encryption, as formalized in Fig. 1, is not
ind-secure (and therefore it is not ind$-secure, either). Here is the attack. The
adversary is trying to distinguish a real encryption oracle from a fake encryption
oracle. Let us write 0 for 0" and 1 for 0"~ !1. The adversary asks a first oracle
query of (N1, M) = (0, 0), getting back a ciphertext C;. Let it then ask a second
oracle query of (Na, Ms) = (1,1), getting back a ciphertext Cs. If C1 = Cs then
the adversary outputs 1 (it believes it has a real encryption oracle) and otherwise
the adversary outputs 0 (it knows that it has a fake encryption oracle). The
adversary is extremely efficient and has advantage close to 1.

The attack above motivates a natural alternative to CBC: encipher the IV
before using it, as shown in Fig. 3. We call the scheme CBC1. The key space
Key for the encryption scheme remains the key space for the underlying block
cipher and the nonce space Nonce is {0,1}".

The scheme CBCI still doesn’t work. Let the adversary ask query (N, M;) =
(0,00), obtaining ciphertext C{C? (where C} and C? are n bits). Note that if
the adversary was provided a real encryption oracle then C? = Ex (C}). So next
the adversary asks (N2, M) = (C1,C? & C1), getting result Ci. If C3 = C3
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Algorithm CBC2.Encrypt®, jo(M) Algorithm CBC2.Decrypt®, x5 (C)
if [M| & {n,2n,3n,...} then return x  if |C| & {n,2n,3n,...} then return
Parse M into My - -+ M,, where |M;| =n Parse C into Cy - C,, where |M;| =n

CUHEKl(N) CO%EKl(N)
for i — 1 to m do for i € [1..m] do

Ci — Er2(Ci—1 & M;) M; —Ci1® E};(Cz)
return Cy ---C,, return My --- M,

Fig. 4. Scheme CBC2. The scheme is now ind$-secure

then the adversary outputs 1 (it guesses that it has a real encryption oracle)
and otherwise it outputs 0 (it is sure that it has a fake encryption oracle). The
adversary is very efficient and is easily seen to have advantage close to 1.

5 Secure Schemes

Despite the two examples above, it is easy to construct encryption schemes that
are secure in the ind$-sense. Consider first the scheme CBC2 shown in Fig. 4.
The key space for the encryption scheme is Key x Key, where Key is the key
space for the underlying block cipher. The nonce space is {0, 1}". The message
space remains ({0,1}")".

The following result shows that CBC2 is a secure encryption scheme. We
state the theorem in the information-theoretic setting. Passing to the complexity-
theoretic case is standard. By P,, we mean the set of all permutations on {0,1}".
These are block ciphers in the natural way. Thus by CBC2[P,, x P,] we mean
the scheme where Fy1 and Egs are random permutations from n bits to n bits.

Theorem 1. Let n,o > 1. Then Adviélgfmpnxpn](a) < g%/2" &

To avoid having two block-cipher keys one can modify the scheme using tricks
like those from [4, 8]. However, it is not necessary to use a CBC-like scheme
at all; simple forms of counter mode (CTR) work fine, and such modes have
the advantage of being parallelizable and working directly on messages of any
bit length. See Fig. 5 and Fig. 6 for two counter-based encryption schemes that
are secure in the ind$-sense. The first has a nonce space of {0, 1}"/2 (assume
that n is even) and the second has a nonce space of {0,1}" but uses one extra
block-cipher call. When S is an n-bit string and ¢ is a number we denote by S +1
the n-bit string which is obtained by treating S as a number (msb first, Isb
last), adding ¢ modulo 2™ to this number, and then turning the result back into
an n-bit string (msb first, Isb last).

One should anticipate use of CTR1 only on strings of at most 2"/2 blocks,
though the ind$-security of the scheme has already vanished by that point when
the block cipher E is a PRP. Similarly, one should anticipate use of CTR2 only
on strings of at most 2" blocks, though the ind$-security of the scheme has long
before vanished when the function E is a PRP.
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Algorithm CTR1.Encrypty (M) Algorithm CTRI1.Decrypt® (C)

S — NJ|ov2 S«— N |02

m — [|M]/n] m — [[M]/n]

P—FEg(S+0)| - || Ex(S+m—=1) P—Eg(S)] - || Ek(S+m—1)
C — M @ Plfirst | M| bits] M — C @ Plfirst |C| bits]

return C return M

Fig.5. Scheme CTR1. The nonce space is Nonce = {0, 1}"/?

Algorithm CTR2.Encrypth (M) Algorithm CTR2.Decrypt® (C)

S «— Ex(N) S «— Ex(N)

m — [|M]/n] m — [|M|/n]

P—FEg(S4+0)] - | Exk(S+m—1) P—Eg(S)| - || Ex(S+m—1)
C — M @ Plfirst | M| bits] M — C @ Plfirst |C| bits]

return C return M

Fig. 6. Scheme CTR2. The nonce space is Nonce = {0,1}"

Theorem 2. Let n,0 > 1. Then Advi(rJuTle[anPn](U) < o?/2n o

Theorem 3. Let n,o > 1. Then Adv%‘%%ﬂpnxpn](a) < o?/2n O

Recall our conventions that when multiple strings are encoded into a single one,
as in a query (N, M), one sums the length of each component in the resource
bound o. This explains the absence of a term like ¢?/2" in the second bound
(where ¢ is the number of queries).

6 Stronger Notions of Security

One desirable property of a mnonce-based encryption scheme is that an
adversarial-produced ciphertext, coupled with its nonce, should be deemed in-
valid by the receiver unless, of course, it is a copy a prior ciphertext and its
nonce. We recall the definition of this property and then look at some other
strong properties for a nonce-based encryption scheme.

AUTHENTICITY. A notion of authenticity of ciphertexts for nonce-based encryp-
tion schemes was formalized in [9, 10] following [6, 3, 2]. Fix an encryption
scheme IT = (€, D) with key space Key. Let A be a nonce-respecting adversary
having an encryption oracle Ex. We say that A forges if it outputs a pair (NN, C)
such that C was not the response to any Ex (N, M) query and DX (C) # x. We
write

Advi™(A) = Pr [K £ Key: A0 forges

and lift this to give resource-bounded definitions in the usual way.
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CHOSEN-CIPHERTEXT SECURITY. We define indistinguishability from random
bits under an adaptive chosen-plaintext-and-ciphertext-and-IV attack. The
defining game is as with ind$-cpa except that the adversary is given access to
a decryption oracle as well. Queries may not be repeated, and one forbids the
adversary from making a decryption query of (N,C) if the adversary already
encrypted some (N, M) and got back an answer C; and one similarly forbids
the adversary from encrypting (N, M) if the adversary already decrypted some
(N,C) and got back an answer M. These restrictions must hold regardless of
the adversary’s coins and query responses. Only such an adversary is deemed to
be walid.

In defining chosen-ciphertext security one restricts attention to valid, nonce-
respecting adversaries. Be clear that the nonce-respecting condition applies only
to encryption-queries; the adversary is free to repeat nonces in its decryption
oracle. This reflects the understanding that the party encrypting a message is the
one that is responsible for providing fresh nonces; the receiver may be stateless.

Let adversary A be a valid, nonce-respecting adversary and let IT = (€, D)
be a nonce-based encryption scheme with key space Key. We define

AV (A) = Pr K <& Key s ASKEOPRED g ] - Py [A50 P ]
The notion can be modified to ind-cca in the natural way.

NONMALLEABILITY. The notion of nonmalleability [5] can likewise be adapted to
the nonce-based setting. The adversary’s goal will be to create a ciphertext (per-
haps by modifying ciphertexts that have already been seen) whose underlying
plaintext is something about which the adversary can say something interest-
ing. More specifically, the adversary will output a tuple (N,C, f,Y) where N
is a nonce and C' is a ciphertext and f: {0,1}" U {x} — {0,1}" is a function
(encoded as a program) and Y is a string. The output should be interpreted as
the adversary guessing that the value of f(M) is Y, where M = D¥(C). The
formalization captures the idea that the adversary should be right about this
guess no more often than that which is inherent for the game.

We define nonmalleability under chosen-ciphertext attack (meaning chosen-
plaintext-and-ciphertext-and-IV attack). Fix an encryption scheme IT = (£,D)
having key space Key. Consider a valid, nonce-respecting adversary A with ac-
cess to oracles Ek (-, ) and Dg(+,-). At the end of the adversary’s execution, let
Dec(N,C) be {M} if the adversary asked some query Ex (N, M) and this re-
turned C or the adversary asked some query Dy (N, C) and this returned M. If
the adversary asked no such query, let Dec(N, C') = x. One can regard Dec(N, C)
as a “fake” decryption of C' for nonce N: if the adversary trivially knows the
decryption to be M then the value is M; otherwise, the value is the “guess” that
the ciphertext is invalid. Then define Adv" “*(A) as

Pr[K < Key; (N,C, £,Y) & ASKEOPRCD M Die(N,C): f(M) =Y -

Pr[K < Keys (N,C, [,Y) & ASKOPRCD M Dee(N,C) s (M) =Y .
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The corresponding notion for nonmalleability under a chosen-plaintext attack
(nm-cpa) is obtained by insisting that the adversary asks no decryption queries.

Though the above notions might not look like nonmalleability, really they
are: the case of creating a ciphertext C' whose plaintext M is related to the
plaintext M’ of some other ciphertext C’ is just a special case.

IMPLICATIONS AND SEPARATIONS. As with probabilistic encryption, one can
work out the complete set of implications and separations between the defined
notions of nonce-based encryption. The most useful relations are that ind$ plus
auth implies both ind$-cca and nm-cca. The intuition is clear: the auth-condition
effectively renders useless the decryption oracle, since it almost always returns
an answer that the adversary can anticipate. We omit further details.

ACHIEVING IND$-+AUTH BY GENERIC COMPOSITION. None of the ind$-secure
encryption schemes given so far (CBC$, CTR1, CTR2) achieve the auth-notion
of authenticity (nor do they achieve ind-cca or nm-cca). We now explain the
most natural way to modify an ind$-secure encryption scheme so as to achieve
authenticity (while preserving ind$-security, of course).

Let IT = (£,D) be a nonce-based encryption scheme having nonce space
Nonce = {0,1}" and key space Key. Think of II as being ind$-secure. Let
F: Key’xDom — {0,1}" be a function. Think of it as being good as a pseudoran-
dom function. We want to combine IT and F to give an encryption scheme IT =
(€,D) that will be ind$-secure and auth-secure. The simplest possibilities are as
follows.

o Encrypt-then-PRF. Let EX ;.,(M) = C | T where T = Fy/(N || C) and
C = EX(M). Decryption (including the test for authenticity) proceeds in
the natural way.

e PRF-then-Encrypt. Let EX /(M) = ER(M || T) where T = Fx/ (N || M).
Decryption (including the test for authenticity) proceeds in the natural
way.

The definition above assumes that the encryption scheme I1 and the PRF F
have appropriately matching domains.

The situation is different from conventional probabilistic encryption [2]; for
nonce-based encryption, both encrypt-then-PRF and PRF-then-encrypt work
correctly. The proofs are straightforward; see [10] for the slightly more complex
setting in which “associated data” is present as well.

7 Directions

With the syntax of an encryption having been modified to surface the IV, a num-
ber of weaker notions of security for IV-based encryption make sense. For ex-
ample, to capture the requirement that “the IVs are to be some fixed sequence
of distinct values” have the adversary provide a deterministic algorithm F' that
gives distinct n-bit strings F(1), F(2),..., F(2"). Require indistinguishability
from random bits with respect to the resulting scheme.
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In this paper we have only treated symmetric encryption. Public-key encryp-
tion schemes traditionally do not surface an IV. But they do use random bits,
and it makes just as much sense to consider nonce-based public-key encryption
schemes as it does to consider nonce-based symmetric encryption schemes. This
provides an approach to effectively weakening the requirement for randomness
on the sender.
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Abstract. In arelated-key attack, the adversary is allowed to transform the secret
key and request encryptions of plaintexts under the transformed key. This paper
studies the security of PRF- and PRP-constructions against related-key attacks.
For adversaries who can only transform a part of the key, we propose a con-
struction and prove its security, assuming a conventionally secure block cipher
is given. By the terms of concrete security, this is an improvement over a recent
result by Bellare and Kohno [2]. Further, based on some technical observations,
we present two novel constructions for related-key secure PRFs, and we prove
their security under number-theoretical infeasibility assumptions.

Keywords: related-key attacks, provable security, pseudorandom functions,
block ciphers, concrete security

1 Introduction

In a related-key scenario, the adversary can partially control the key. It remains secret
to the adversary (i.e., she can’t read it), but she can choose key transformations, modify
the key accordingly, and request encryptions under the modified keys. The well-known
DES complementation property can be viewed as a vulnerability against a related-key
DES-distinguisher.

One motivation to study related-key attacks is to evaluate the security of secret-
key cryptosystems, namely the security of block ciphers and their “key schedules ”, see
Knudsen [1 1] and Biham [3]. Kelsey, Schneier and Wagner [9, 10] presented related-key
attacks against several block ciphers, including three-key triple-DES. Today, related-
key attacks are a well established tool to evaluate the security of block ciphers, e.g. in
the context of the AES [4, 5, 7]. Another motivation is the existence of cryptographic
schemes, whose security depends on the related-key security of some underlying primi-
tive. Two examples are tweakable block ciphers by Liskov, Rivest and Wagner [13] and
RMAC by Jaulmes, Joux and Valette [8]. Knudsen and Kohno [ 2] pointed out that the
triple-DES based variant of RMAC (which had been proposed for standardisation [6])
can be attacked by exploiting the related-key insecurity of triple-DES.

Recently, Bellare and Kohno [1, 2] investigated related-key attacks from a theoreti-
cal point of view. They presented an approach to formally handle the notion of related-
key attacks. As it turned out, the security of a scheme against related-key attacks greatly
depends on the adversary’s capabilities, namely on the set of key transformations avail-
able to her.

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 359-370, 2004.
© International Association for Cryptologic Research 2004
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1.1 Focus of this Paper and Overview

In the current paper, we follow the approach from [1, 2], presenting some improved
possibility results, i.e., constructions for block ciphers (PRPs) and pseudorandom func-
tion generators (PRFs), which are provably secure against related-key (RK) adversaries.
We first concentrate on “partially-transforming ” adversaries, where a part of the secret
key is unaffected and remains constant. Then we deal with stronger “7*-transforming
” adversaries, where the adversary can add a known (or rather chosen) difference to
the secret key. See Section 1.2 for the exact definitions. Finally, we provide a short
summary. Our main results are:

For some applications of RK-secure PRFs or PRPs, it would suffice to use a ci-

pher being secure against partially-transforming RK adversaries [2]. Section 2

introduces a new construction for secure PRPs provably secure against partially-

transforming adversaries. A similar construction and a proof of security can be
found in [2]'. The concrete complexity (i.e., the upper bound on the adversary’s
advantage) shown in [2] turns out to be rather weak, though. The construction in

Section 2 allows to prove a better bound.

— In Section 3, we explore equivalent constructions for related-key secure PRFs, and
we consider the composition of conventionally secure and related-key secure PRFs.
Our observations may be useful as a tool for finding PRFs provably secure against
more general related-key adversaries, instead of only partially-transforming ones.

— Section 4 describes two new PRF-constructions. Based on certain number-
theoretical assumptions, we prove the security of these constructions against 7+-
transforming adversaries. This is a step towards solving a challenge posed in [1, 2].
To the best of the author’s knowledge, these constructions are the only PRFs so
far with a standard-model proof of security against group-induced transformations.
Note though, that the assumptions we make are new and not well-studied.

— Sections 5 and 6 conclude the paper with a remark on using a hash function as

a tool to ensure related-key security, and with a summary.

1.2 Notation and Definitions

We write PRF for a Pseudo-Random Function generator and PRP for a Pseudo-Random
Permutation generator (= block cipher). Let K, D and R be finite sets. We write Perm(D)
for the set of permutations over D. Le., p : D — D is in Perm(D) if and only if p~! :
D — D exists with p~!(p(d)) = d for all d € D. We view a function F : K x D — R as
a family of functions F(k,-) = Fi(-) indexed by k € K. If additionally D = R and F} €
Perm(D) for all k € K, then F is a family of permutations, also called a block cipher.
We write F ,:1 for the inverse of Fy, i.e., for the decryption function. Perm(K, D) denotes
the set of all block ciphers E : K X D — D. Below, E : K X D — D denotes a block
cipher encryption function and E~! denotes its inverse.

Recall the advantage of an adversary in a (conventional) chosen plaintext attack (cf.
e.g. [14]): Given E and an adversary A({CP-oracle)) with access to a chosen plaintext

! ..., but it was not included in the Eurocrypt version [1] of that paper.
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oracle, the PRP-advantage of A when attacking E is the unsigned difference for A to
distinguish the real case from a random case:

AdVPP(A) =|  Prlk er K : A(E() = 1]
— Pr[g eg Perm(D) : A(g(+)) = 1]|.

Let k egr K be a secret key. A related-key oracle E.x(-) is an oracle with two
inputs, a key transformation 7 : K — K, and an element d € D. Given a query (¢, d), the
related-key oracle responds E,(d) in the real case, which is to be distinguished from
a random case.

Definition 1 (Security of a PRP under RK attacks).

Let the block cipher E and the set of transformations T be given. The adversary
A((RK - oracle)) with access to a related-key oracle is a T-transforming adversary,”
if she is allowed to choose queries (t,d) € T X D as oracle queries. The PRP-RK-
advantage of a T-transforming adversary A when attacking E is

AdRPT = | Prik g K A(Enci() = 1]
— Prlk €r K, G €r Perm(K, D) : A(Gu.pp(-)) = 11 |.

Here, the real case is the experiment “randomly choose k € K and, on a query (7, d),
respond the value Ey ) (d) ”. The random case is: “Randomly choose k € K and G €
Perm(K, D), i.e., a family of |K| independent random permutations. Respond Gy (d)
to oracle queries (¢, d). ” The attack game for A means to distinguish the real from the
random case.

Similarly, we define the security of a PRF under RK attacks.

We concentrate on the following types of key transformations:

Group-induced transformations: Let (K, ¢) be a group. We define
T :={f: K—>K|doeK: f(k)=kod}
In Section 4, we focus on T+, where “+ ” denotes addition mod |K].

Partial transformations: Set K = K; X K, for non-empty sets K; and K,. T is a set
of partial transformations, if 7' can be rewritten as

T={t|3r €T’ : ik, ka) = (k1,1 (k2))},
where 7" is a set of functions K, — K.

Collision free sets of transformations: T is collision-free, if, for all k, k" € K, there
exists at most one ¢t € T with #(k) = k’. This is relevant in the context of protocol
design, such the previously mentioned RMAC and tweakable block ciphers. Sets
of group-induced transformations are collision free. Sets of partial transformations
can be collision-free.

2[1, 2] call this a “T-restricted adversary . This could be misleading, since RK adversaries
appear to be enhanced and not restricted, in comparison to conventional adversaries.
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2 Secure PRPs and Partial Transformations

Set K* := {0, 1}"*" and consider a set T of partial transformations:
T C{te{K"—> K'}|Ar:{0,1}" = {0, 1}" : 1(x,y) = (x, 7))} (D)
Let E : {0, 1} x {0, 1}* — {0, 1}" be a block cipher and consider
E? {0, 1" {0, 1} —> {0, 1}, E{y (M) = Ex(M).

The adversary has no control over the key X in use. So if E is conventionally secure,
shouldn’t E° be secure against T-transforming adversaries? Consider the following
adversary: Choose transformations o, 7 : {0, 1}" — {0, 1}" with o(Y) # 7(Y) being
likely for random Y. Ask for the encryptions of a random plaintext M under (X, o(Y))
and (X, 7(Y)). In the real case (encryption using Ej), you get the same answer both
times. In the random case, if o(Y) # 7(Y) then M is encrypted under two independent
random permutations — and the two answers are probably different. By comparing the
two answers, the adversary can win her attack game.

So we need a different construction. Assume E (as above) being conventionally
secure and consider

E":{0,1)"" x {0, 1}" = {0, 1}", Ely (M) = Ex(Y ® Ex(M)).

Theorem 1 (Security of E’ [2]). Let K*, T, E, and E’ be as above. Let A’ be a T-
transforming adversary. We limit the oracle-queries (t;, x; j) made by A’ as follows: r
is the number of different transformations t; and q is the highest number of different
queries (t;, x; ;) for any transformation t;. (Formally r and q are defined as r = |{t,~ €
T |3 query (1;,)}| and q = max,|{x;; € {0, 1)"| A query (t;, x; )}|. )

For any such RK-adversary A" attacking E’, we can construct a chosen plaintext
adversary A attacking E with

16r%¢*> +rq'(¢' = 1)

prp prp—rk , 4/
AP (A) > AdVPTH(AT) — ol

T.E

s

where ¢’ = q = maxy e,y [ transformations t € T with t(k) = k' }|, and A needs the
same running time as A’.

Theorem | describes the concrete security of E’, depending on the security of E. As
usual with concrete security analysis, Theorem 1 should provide a practically relevant
security assurance for security architects. Intuitively: The difference between Advarp(A)

and Advl;l;rk(A’) is low (or rather negligible). Unfortunately, this only holds for large n.
E.g., with E=AES and thus n = 128, the difference may exceed 16r%¢>/2"*!, even
if T' is collision-free. Assume the AES to be practically secure against chosen plaintext
attacks. This means that the advantage of any “reasonable-time ” adversary A against £
is AdvPP(A) = € ~ 0. Allow for r = g = 2°'. Since n = 128, a “reasonable-time ” RK-

adversary A’ can exist, who distinguishes E’ from random with Adv?‘%frk(A’) >1/2+e€.

3 Hence, the actual number of oracle queries A makes is between (r + ¢ — 1) and rg.
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The number of oracle queries made by A” can be as low as p+¢—1 < 232, Therefore, E’
can be insecure in practice, in spite of Theorem 1 and the (assumed) security of E=AES.
We don’t claim A’ exists — but we would like to prove its nonexistence.

Thus, it is practically interesting to find an improved bound, either for construc-
tion E’, or an alternative construction. Below, we consider

E” {0, 17" x {0, 1} = {0, 1", E(y (M) = Eg,r)(M),

where E : {0, 1}" x {0,1}* — {0, 1}" is conventionally secure, as above. Thus, we
have K* = {0,1}**, and T is a set of partial transformations, as before (Eq. 1). For
simplicity, we additionally require T to be collision-free.

Theorem 2 (Security of E”). Let K* = {0, 1}*", T a collision-free set of partial trans-
formations. A” is a T-transforming adversary for E"”. Count the transformations in
A" -queries by r = |{t,~ e T|3 query (t;, -)}|. Then a chosen plaintext adversary A for E
exists, making no more oracle queries than A, with the same running time as A” and
the advantage

AdV A

AdPP(A) >
Ve (A) = r+1

Proof. Assume the nonexistence of an adversary A for E with the advantage a >
AdVER (A7) /(1 + 1),

Observe that the oracle queries (;, d; ;) from A” can be viewed as accessing r dif-
ferent oracles, each implementing a permutation. So in the real case, A” is querying
the r-tuple

P = (Eg(vy)s - - - » EEg,(v)

of permutations over {0, 1}*. An oracle query (#;,d; ;) is equivalent to asking the i-th
permutation p; = EEx(tf(Y)) for p,'(d,',j).4

Due to the collision-freeness of T', we have t;,(Y) # t;(Y) for t; # t;, thus Ex(t;(Y)) #
Ex(tj(Y)). Hence, the r permutations in P are defined by r different keys Ex(#;(Y)),
..., Ex(¢,(Y)). But in the random case, the tuple of permutations can actually be viewed
as r independent random permutations E; over {0, 1}". We write this tuple as

P.=(E,....,E_,ED.

The attack game of A” is equivalent to distinguishing the r-tuple P of permutations
from P,. In doing so, the advantage of A” is Advl}f%;rk(A”).

There are other ways to respond to oracle queries (t;, d; ), different from both the
real and the random case. Let £* be a random permutation, and replace Eg, () (M)
by Eg-)(M). This way, we get r independent random values Z; = E*(#(Y)), and
a new r-tuple of permutations

P() = (EZI,~-~,EZ,.)-

4 This does not restrict the order in which A makes her oracle queries. After making an oracle
query (#;, ), and having seen the answer, A” may of course freely choose some queries (¢, -)
for arbitrary values i’ € {1,...,1}.
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Distinguishing Py from P is equivalent to distinguishing Ex from E*, which is exactly
the attack game for A. From the assumption on A, we conclude that A”” can only distin-
guish P from Py with an advantage < a.

What is the advantage of A” in distinguishing Py from P,.? Consider the r-tuples

Pl = (EZ|9 sy EZ,_Q? EZ,-]? E:)9
Py=(Ez..... E7 . E-,. E)),
P, =(El, ..., E,, E"_,. ED.

If, foranyi € {1,...,r}, A” could distinguish P;_; from P; with an advantage a, then A”
could as well distinguish E7, from E7 in the same running time. Since Z; is just arandom
value, and E7 a random function, independent from the other values and functions here,
distinguishing E7, from E? is (again) equivalent to winning the attack game for A. Thus,
the advantage of A” to distinguish P;_; from P; must be less than a.

Finally, we put things together: A” can only distinguish P from Py with an advan-
tage less than a, A” can only distinguish Py from P; with an advantage less than g, ...,
A” can only distinguish P,_; from P, with an advantage less than a. Consequently, the
advantage for A in distinguishing P from P, must be strictly smaller than (r + 1)a. See
the picture below.

<(r+)a

By the definition of a, we know that A” can distinguish P from P, with the advantage
(r + Da. This contradicts the assumption on A. a

Theorem 2 implies that if £ is practically secure and r is not overwhelmingly large,
then E” is secure, too. As above, consider E=AES (with a key size of 128 bit) and
assume the AES to be practically secure against chosen plaintext attacks. This means
that the advantage of any “reasonable-time ” adversary A against E is Adv%m(A) —€ex
0. Restrict A” to less than 232 oracle queries, thus r < 232 1n this case, attacking E”’
can be at most 232-times better (i.e. lead to an advantage 2°2-times as large), compared
to an attack on the AES in the same running time.

We argue that the bound in Theorem 2 is sharp, and hence our result is close to
optimal: The attack scenario on E” allows the adversary to see encryptions under r dif-
ferent keys. Consider an exhaustive key-search attack against E”, trying to find any of
the 2" keys and compare it with an exhaustive key-search attack against £. The chances
of successfully attacking E”” are 2"-times better than the chances of successfully attack-
ing E.

3 Equivalence and Composition of PRF Constructions

In this section, we make some technical observations. While rather simple, these obser-
vations may nevertheless be useful both for understanding the phenomenon of related-
key security, and for designing ciphers provably secure against related-key attacks.
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Let F be a function F' : K X D — R (which equivalently is a family of functions
D — R). For F, we consider a set of transformations ' C {K — K}. Let D = D’ x D"
(where even |D’| = 1 or [D”| = 1 is allowed). We can rewrite F' as a function F’ with

X
—_—
F' :(KxD')xD"” — R.

Equivalently, F” is a family of functions D" — R. We consider the set 7’ of transfor-
mations:
T"={:K - K'|AteT,d eD :1(kx) = (t(k),d")}.

Theorem 3 (Equivalence of F and F’).
1. Let A be a T-transforming RK adversary for F. A T’ -transforming RK adversary A’

for F' exists, with the same running time, the same number of oracle queries and
the same advantage.

2. Let A’ be a T'-transforming RK adversary for F'. A T-transforming RK adver-
sary A for F exists, with the same running time, the same number of oracle queries
and the same advantage.

Proof. Consider claim 1 and the T-transforming RK adversary A for F. A’s queries
are of the form (¢, (d’,d"”)) € T x (D’ x D""). Our T’-transforming adversary A’ for F’
is identical to T, except that each query (¢, (d’, d"”)) is replaced by the equivalent query
((t,d"),d"”) € K'xD"”. Thus, T" makes exactly the same number of oracle queries, needs
the same running time and wins the attack game with the same advantage as 7. Proving
claim 2 is similar. O

In the context of Theorem 3, we even allowed |D”’| = 1. In this case, F’ : K'XD" —
R can, of course, be rewritten as F’ : K’ — R’. This apparently trivial case is worth
investigating. By means of some function F”’ : R X D — R, we define a composed
function
F:K' XD — R, Fi(d)=Fpg(d).

Theorem 4 (Security of composed function F). Let A be a T-transforming adversary
for F. We can construct a T-transforming adversary A’ for F’, and a chosen ciphertext
adversary A” for F"”, such that neither the running time of A’, nor the running time of
A" exceed the running time of A, and the following condition holds:

AdT(A) < AdVRAT) + AdVi (A7), )
Neither A’ nor A” makes more oracle queries than A.

Proof. Let k € K’ be a random key, unknown to the adversary A. A distinguishes be-
tween the events Real and Random

— Real: All responses to oracle queries (6,d) € K’ x D are generated as

Fi )@

— Random: Let F* : K’ Xx D — R be a random function. All responses to oracle
queries (6, d) € K’ X D are generated as F*(0, d).
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‘We introduce a third event, K’-Random:

— K’-Random: Let F** : K’ — R’ be a random function. All responses to oracle
queries (0, d) € K’ x D are generated as

Fll.p)(d).

Distinguishing Real from K’-Random means to distinguish K’ from a random func-
tion. This is exactly the task A" is supposed to do. Thus, we can turn A into A” without
increasing either running time or number of queries.

Similarly, we observe that if we can distinguish K’-Random from Random, we can
mount a chosen plaintext attack against F”” and thus turn A into A”’, again with the same
running time and number of queries.

What about Condition 2? See the picture below.

. A o
{ Real } {K’—Random} {Random}

'\ A’ /‘ An

With A” and A” as described above, condition 2 holds. m|

In short, Theorem 4 implies that if F’ is practically secure against 7-transforming
adversaries and F”’ is practically secure against chosen ciphertext adversaries, then F
must be practically secure against T-transforming adversaries. This provides us with
a tool for finding RK-secure PRFs, or proving their existence under reasonable assump-
tions:

Let T, K’, D and R be given. We are searching for
F:K xD — R,

practically secure w.r.t. T-transforming adversaries. It is sufficient to choose an
appropriate R’ and a conventionally secure PRF F” : R’ X D — R, and then search
for a function

F':K' - R,
practically secure w.r.t. T-transforming adversaries.

The idea is that finding F” may be less difficult than finding F directly. In the next
section, we concentrate on finding appropriate functions F’.

4 PRFs and Group-Induced Key Transformations

In this section, we describe two PRFs and prove their security against 7*-transforming
adversaries under certain assumptions from algorithmic number-theory. This is a step
towards solving a “challenging problem ” posed by Bellare and Kohno [, 2]. Note
though, that our assumptions are non-standard and have not much been studied much,
so far. It remains an open problem, to describe some PRFs or PRPs and reduce their se-
curity against 7" -transforming adversaries to some cryptographic standard assumption,
such as Decisional Diffie-Hellman, Quadratic Residousity, or others.
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4.1 The RSA-Based PRF F;{s A

Let N be the product of two large random primes. We define the function
Fpsa i Zyn = Zy, Fga(k) == k" mod N.

To evaluate the security of F,, we define an appropriate problem:

SA°

Definition 2. Let N be the product of two large random primes. Let R be a random
value in Z.y. Define
f(x) = (x+ R) mod N. 3)

I nteractive Dependent RSA Problem (IDRP): Distinguish f from a random func-
tion Zy — Zy. The distinguisher is given N and oracle access to the function (but
neither R nor the factors of N).

I nteractive Dependent RSA Assumption: The IDRP is infeasible.

Some remarks on the IDRP:

1. We can make the above scheme and the IDRP more “RSA-like ” by choosing any
large RSA-exponent e (that means, e and ¢(N) have no common divisors) and
rewriting Equation 3 by f(x) = (x + R)° mod N. If e is small, however, this variant
of the IDRP is feasible [15].

2. The IDRP can be seen as a generalisation of Pointcheval’s Dependent-RSA prob-
lem [15]: For independent random x,y € Zy, distinguish the random pair (x,y)
from the pair (x* mod N, (x + 1)° mod N).

Given an efficient algorithm to solve the Dependent-RSA problem, we could effi-
ciently solve the IDRP.

Theorem 5 (Security of Fi,). Under the Interactive Dependent RSA Assumption, no
efficient T* -transforming adversary with significant advantage for Fyq, can exist.

Proof. The proof is quite straightforward. Assume Fg, to be insecure. Then an effi-
cient 7" -transforming adversary A for Fg, wins the following attack game with sig-
nificant advantage:

— choose ¢ € Zy, define a key transformation 75(k) = k + 6 mod N,

— ask for Fpq, (15(k)) = Fpgp(k+06) = (k + &)Y mod N (with k unknown),

— and, after repeating the above two steps a couple of times, distinguish the results
from the outputs of a random function.

This attack game is equivalent to solving the IDRP. O

4.2 The Diffie-Hellman based PRF F;)H

In[1, 2], Bellare and Kohno consider two PRF-constructions which are provably secure
against chosen plaintext adversaries under the Decisional Diffie-Hellman assumption.
Both turn out to be insecure against additive-transforming adversaries. How can we
define a Diffie-Hellman based PRF, with plausible hope for security against additive-
transforming adversaries?
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Let P, P,, P3 and P4 be primes, P = 2P, + 1, P, = 2P3+ 1. P3 = 2P; + 1. Let g
be an element of order P in Zj,. Let g> be an element of order P3 in Z;,z. Let g3 be an
element of order P, in Z}}. As before, the key transformations are additions (below, we
will formally define the set 77 in this context). We consider the following functions:

— The function Fj(k) = g mod P is weak, since g¢*° = g * g° mod P. Thus, given
g'=F 1(k+0) and 6, we can compare a response from the RK oracle with F/{(k+0) =
g" * g% mod P. This is used in [1, 2] for straightforward RK attacks certain Diffie-
Hellman based PRFs.

— Similarly, the function F’(k) = g(gé) mod P is also weak, since g(g§+o) = g(gg)(gg) =

() mod P
— The function
()
Foptk) =g 8" ) mod P

looks like a promising candidate.

For F[;;(k), the set of keys is Zp,. Consequently, our set 7" of key transformations
is defined by the addition modulo Py.

Definition 3. Ler P, P4, g, g», and g3 be defined as above. Let r be a random value in
Zy,. Define

(57)
fx)=¢g &2 mod P.

Define R ={z € Zp |3k € Zp, : z = F(b)}.
Diffie-Hellman Random Function Assumption (DHRFA): It is infeasible, to dis-
tinguish f from a random function Zp, — R.

Theorem 6 (Security of F[ ).
Under the DHRFA, there exists no efficient T* -transforming adversary for F{,,; with
significant advantage.

The proof of Theorem 6 is similar to the proof of Theorem 5 and omitted here.

5 Using a Hash Function

As Ross Anderson pointed out at the FSE workshop in Delhi, a common engineering
technique to ensure related-key security is to combine a block cipher E with a hash
function H, defining a new block cipher

EX(M) = Eppo(M).

This is a reasonable construction. In fact, for many types of related-key adversaries

— including those considered in the current paper — it is straightforward to prove the

security of Ef! in the random oracle model, assuming E to be conventionally secure.
This approach has the following drawbacks, however:
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For implementing E/, we need to implement two cryptographic primitives E and
H.

The security of EX depends on the security of E and on the security of H. I, e.g., E
is conventionally secure but H fails to meet its security requirements, E* can be
insecure.

A random oracle proof of security for Ef does reveal the security requirements
for H.

On the other hand, it may be possible to prove the security of E¥ against certain
kinds of related-key adversaries in the standard model, making some nonstandard
assumptions on H.

Summary

This paper presented new constructions for related-key secure PRFs.
For one construction, a tight security bound against partially-transforming adver-
saries has been shown, improving the concrete complexity of previous constructions.

The

proof assumes some block cipher to be secure in the conventional sense (i.e., with-

out related keys).
Two other constructions are shown secure against more general adversaries, how-
ever under certain non-standard number-theoretical assumptions.
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Abstract. We consider basic notions of security for cryptographic hash
functions: collision resistance, preimage resistance, and second-preimage
resistance. We give seven different definitions that correspond to these
three underlying ideas, and then we work out all of the implications and
separations among these seven definitions within the concrete-security,
provable-security framework. Because our results are concrete, we can
show two types of implications, conventional and provisional, where the
strength of the latter depends on the amount of compression achieved
by the hash function. We also distinguish two types of separations, con-
ditional and unconditional. When constructing counterexamples for our
separations, we are careful to preserve specified hash-function domains
and ranges; this rules out some pathological counterexamples and makes
the separations more meaningful in practice. Four of our definitions are
standard while three appear to be new; some of our relations and separa-
tions have appeared, others have not. Here we give a modern treatment
that acts to catalog, in one place and with carefully-considered nomen-
clature, the most basic security notions for cryptographic hash functions.

Keywords: collision resistance, cryptographic hash functions, preimage
resistance, provable security, second-preimage resistance.
1 Introduction

This paper casts some new light on an old topic: the basic security properties
of cryptographic hash functions. We provide definitions for various notions of
collision-resistance, preimage resistance, and second-preimage resistance, and

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 371-388, 2004.
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then we work out all of the relationships among the definitions. We adopt
a concrete-security, provable-security viewpoint, using reductions and definitions
as the basic currency of our investigation.

INFORMAL TREATMENTS OF HASH FUNCTIONS. Informal treatments of crypto-
graphic hash functions can lead to a lot of ambiguity, with informal notions that
might be formalized in very different ways and claims that might correspond-
ingly be true or false. Consider, for example, the following quotes, taken from
our favorite reference on cryptography [9, pp. 323-330]:

preimage-resistance — for essentially all pre-specified outputs, it is computa-
tionally infeasible to find any input which hashes to that output, i.e., to find
any preimage =’ such that h(z') = y when given any y for which a correspond-
ing input is not known.

2nd-preimage resistance — it is computationally infeasible to find any second
input which has the same output as any specified input, i.e., given z, to find
a 2nd-preimage x’ # x such that h(x) = h(z').

collision resistance — it is computationally infeasible to find any two distinct
inputs x, @’ which hash to the same output, i.e., such that h(z) = h(z’).
Fact Collision resistance implies 2nd-preimage resistance of hash functions.

Note (collision resistance does not guarantee preimage resistance)

In trying to formalize and verify such statements, certain aspects of the English
are problematic and other aspects aren’t. Consider the first statement above. Our
community understands quite well how to deal with the term computationally
infeasible. But how is it meant to specify the output y? (What, exactly, do
“essentially all” and “pre-specified outputs” mean?) Is hash function h to be a
fixed function or a random element from a set of functions? Similarly, for the
second quote, is it really meant that the specified point x can be any domain
point (e.g., it is not chosen at random)? As for the bottom two claims, we shall
see that the first is true under two formalizations we give for 2nd-preimage
resistance and false under a third; the second statement is true for all hash
functions under two formalizations of preimage resistance, while under a third
the strength of this separation depends on the extent to which the hash function
is compressing. !

SCOPE. In this paper we are going to examine seven different notions of security
for a hash function family H: K x M — {0, 1}". For a more complete discussion
of nomenclature, see Appendix A and reference [9].

! We emphasize that it is most definitely not our intent here to criticize one of the
most useful books on cryptography; we only use it to help illustrate that there are
many ways to go when formalizing notions of hash-function security, and how one
chooses to formalize things matters for making even the most basic of claims.
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Name Find Experiment Some Aliases
Pre preimage random key, random challenge = OWF

ePre preimage random key, fixed challenge

aPre preimage fixed key, random challenge

Sec 2nd-preimage random key, random challenge  weak CR

eSec 2nd-preimage random key, fixed challenge UOWHF
aSec 2nd-preimage fixed key, random challenge
Coll collision random key (no challenge) strong CR, collision-free

How did we arrive at exactly these seven notions? We set out to be exhaustive.
For two of our goals—finding a preimage and finding a second preimage—it
makes sense to think of three different settings: the key and the challenge being
random; the key being random and the challenge being fixed; or the key being
fixed and the challenge being random. It makes no sense to think of the key and
the challenge as both being fixed, for a trivial adversary would then succeed. For
the final goal—finding a collision—there is no challenge and one is compelled to
think of the key as being random, for a trivial adversary would prevail if the key
were fixed. We thus have 2-3+ 1 = 7 sensible notions, which we name Pre, ePre,
aPre, Sec, eSec, aSec, and Coll. The leading “a” in the name of a notion is meant
to suggest always: if a hash function is secure for any fixed key, then it is “always”
secure. The leading “e” in the name of a notion is meant to suggest everywhere:
if a hash function is secure for any fixed challenge, then it is “everywhere” secure.
Notions Coll, Pre, Sec, eSec are standard; variants ePre, aPre, and aSec would
seem to be new.

COMMENTS. The aPre and aSec notions may be useful for designing higher-level
protocols that employ hash functions that are to be instantiated with SHA1-like
objects. Consider a protocol that uses an object like SHA1 but says it is using
a collision-resistant hash function, and proves security under such an assump-
tion. There is a problem here, because there is no natural way to think of SHA1
as being a random element drawn from some family of hash functions. If the
protocol could instead have used an aSec-secure hash-function family, doing the
proof from that assumption, then instantiating with SHA1 would seem to raise
no analogous, foundational issues. In short, assuming that your hash function is
aSec- or aPre-secure serves to eliminate the mismatch of using a standard cryp-
tographic hash function after having done proofs that depend on using a random
element from a hash-function family.

CONTRIBUTIONS. Despite the numerous papers that construct, attack, and use
cryptographic hash functions, and despite a couple of investigations of crypto-
graphic hash functions whose purpose was close to ours [15, 16], the area seems
to have more than its share of conflicting terminology, informal notions, and
assertions of implications and separations that are not supported by convincing
proofs or counterexamples. Our goal has been to help straighten out some of the
basics. See Appendix A for an abbreviated exposition of related work.
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We begin by giving formal definitions for our seven notions of hash-function
security. Our definitions are concrete (no asymptotics) and treat a hash func-
tion H as a family of functions, H: K x M — {0,1}".

After defining the different notions of security we work out all of the relation-
ships among them. Between each pair of notions xxx and yyy we provide either
an implication or a separation. Informally, saying that xxx implies yyy means
that if H is secure in the xxx-sense then it is also secure in the yyy-sense. To
separate notions, we say, informally, that xxx nonimplies yyy if H can be secure
in the xxx-sense without being secure in the yyy-sense.? Our implications and
separations are quantitative, so we provide both an implication and a separa-
tion for the cases where this makes sense. Since we are providing implications
and separations, we adopt the strongest feasible notions of each, in order to
strengthen our results.

We actually give two kinds of implications. We do this because, in some cases,
the strength of an implication crucially depends on the amount of compression
achieved by the hash function. For these provisional implications, if the hash
function is substantially compressing (e.g., mapping 256 bits to 128 bits) then
the implication is a strong one, but if the hash function compresses little or not
at all, then the implication effectively vanishes. It is a matter of interpretation
whether such a provisional implication is an implication with a minor “technical”
condition, or if a provisional implication is fundamentally not an implication at
all. A conventional implication is an ordinary one; the strength of the implication
does not depend on how much the hash function compresses.

We will also use two kinds of separations, but here the distinction is less dra-
matic, as both flavors of separations are strong. The difference between a con-
ventional separation and an unconditional separation lies in whether or not one
must effectively assume the existence of an xxx-secure hash function in order to
show that xxx nonimplies yyy.

When we give separations, we are careful to impose the hash-function do-
main and range first; we don’t allow these to be chosen so as to make for conve-
nient counterexamples. This makes the problem of constructing counterexamples
harder, but it also make the results more meaningful. For example, if a protocol
designer wants to know if collision-resistance implies preimage-resistance for a
160-bit hash function H, what good is a counterexample that uses H to make
a 161-bit hash function H' that is collision resistant but not preimage-resistant?
It would not engender any confidence that collision-resistance fails to imply
preimage-resistance when all hash functions of interest have 160-bit outputs.

Some of the counterexamples we use may appear to be unnatural, or to
exhibit behavior unlike “real world” hash functions. This is not a concern; our
goal is to demonstrate when one notion does not imply another by constructing
counterexamples that respect imposed domain and range lengths; there is no
need for the examples to look natural.

2 We say “nonimplies” rather than “does not imply” because a separation is not the
negation of an implication; a separation is effectively stronger and more constructive
than that.
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Coll < -~---=-=---~- -

---- aSec eSec

Sec

<--.---.----.--

aPre

v E

N g ;

Fig.1. Summary of the relationships among our seven notions of hash-function se-
curity. Solid arrows represent conventional implications, dotted arrows represent pro-
visional implications (their strength depends on the relative size of the domain and
range), and the lack of an arrow represents a separation

Our findings are summarized in Fig. 1, which shows when one notion implies
the other (drawn with a solid arrow), when one notion provisionally implies the
other (drawn with a dotted arrow), and when one notion nonimplies the other
(we use the absence of an arrow and do not bother to distinguish between the
two types of nonimplications). In Fig. 2 we give a more detailed summary of the
results of this paper.

2 Preliminaries

We write M <~ S for the experiment of choosing a random element from the
distribution S and calling it M. When S is a finite set it is given the uniform
distribution. The concatenation of strings M and M’ is denoted by M || M’ or
MM'.When M = My -+ My, € {0,1}™ is an m-bit stringand 1 < a < b < m we
write Ma..b] for M, - - - My. The bitwise complement of a string M is written M.
The empty string is denoted by e. When « is an integer we write (a),. for the r-bit
string that represents a.

A hash-function family is a function H: K x M — ) where K and ) are
finite nonempty sets and M and ) are sets of strings. We insist that J = {0,1}"
for some n > 0. The number n is called the hash length of H. We also insist that
if M € M then {0,1}Ml C M (the assumption is convenient and any reasonable
hash function would certainly have this property). Often we will write the first
argument to H as a subscript, so that Hx (M) = H(K, M) for all M € M.

When H: K x M — Y and {0,1}" C M we denote by Time ,, the mini-
mum, over all programs Py that compute H, of the length of Py plus the worst-
case running time of Py over all inputs (K, M) where K € K and M € {0, 1}™;
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Pre ePre aPre Sec eSec aSec Coll
Pre — /> to 63 (A) 7 to 54 (e) > (h) > (n) Aty > (n)
ePre — — ooy () A () > (n) £ () > (n)

aPre — ) 4 063 (@) — () PN £ () ()

— to §1 (a)

Sec #5055 (A) 7~ to 64 (o) — #5085 (1) 7 to 64 (e) 7 to 85 (i)
7 to 53 (1)

— to &1 (a) 7A to 85 (j)

eSec A o5y (0 £t Aross e — ) — + o 84 () A

— to 81 (a) — to 61 (a)

aSec A o 55 ) # to 63 () A o5 — # to 65 (1) — # to 65 (1)

Coll = tos () 7@ oo — O — M) 7 e sy (o) —

Fig. 2. Summary of results. The entry at row xxx and column yyy gives the relation-
ships we establish between notions xxx and yyy. Here §; = 2" ™, §o = 1 — 2"~ ™1
83 =27™, 84 = 1/|K|, and &5 = 2' ™. The hash functions H1,..., H6 and G1,G2,G3
are specified in Fig. 3. The annotations (a)-(j) mean: (a) see Theorem 1; (b) by G1,
see Proposition 2; (¢) by G3, see Proposition 3; (d) by H1, see Theorem 5; (e) by
H2, see Theorem 5 (f) by H6, see Theorem 4; (g) by H6, see Theorem 3; (h) by H3,
see Theorem 5; (i) by H4, see Theorem 5; (j) by G2, see Proposition 4; (k) by H5,
see Theorem 2; (1) see Proposition 1

plus the the minimum, over all programs Px that sample from K, of the time
to compute the sample plus the size of Px. We insist that Py read its input,
so that Timep ,, will always be at least m. Some underlying RAM model of
computation must be fixed.

An adversary is an algorithm that takes any number of inputs. Some of these
inputs may be long strings and so we establish the convention that the adversary
can read the i¢th bit of argument j by writing (¢, 7), in binary, on distinguished
query tape. The resulting bit is returned to the adversary in unit time. If A is an

adversary and Adv7y ™ (A) is a measure of adversarial advantage already defined

then we write Advy ™ (R) to mean the maximal value of Adv}™(A) over all
adversaries A that use resources bounded by R. In this paper it is sufficient to
consider only the resource ¢, the running time of the adversary. By convention,
the running time is the actual worst case running time of A (relative to some
fixed RAM model) plus the description size of A (relative to some fixed encoding

of algorithms).

3 Definitions of Hash-Function Security

PREIMAGE RESISTANCE. One would like to speak of the difficulty with which an
adversary is able to find a preimage for a point in the range of a hash function.
Several definitions make sense for this intuition of inverting.
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e < [0 =0m
" | Hx (M) otherwise
How () = JO K = Ko
K \H K(M ) otherwise
H35% (M M[1.m —1] || b)
H4 n1fM—0m01rM—1m
e ) otherwise
- Hic (0™ || Hic(0)) i M = 1" || Hie(e) (1)
i Hy (M) otherwise (2)
o™ if M =0m (1)
Hb6x (M) = (Hg(M) if M # 0™ and Hx (M) # 0" 2)
Hg (0™) otherwise (3)
ol M[1..n] it M[n + 1..m] = 0™ "
x( 0" otherwise
o 1 K if M e {K, K}
(M) = 0"~™ || M otherwise
G35 (M) = (1)n if M = ((K +7) mod 2™),,, for some ¢ € [1..2" — 1]
" ~ ]0™ otherwise

Fig.3. Given a hash function H: K x {0,1}"" — {0,1}" we construct hash
functions H1,...,H6: K x {0,1}™ — {0,1}" for our conditional separations. The
value Ko € K is fixed and arbitrary. The hash functions G1: {e} x {0,1}"" — {0,1}",
G2: {0,1}™ x{0,1}"™ —{0,1}", G3: {1,...,2™ -1} x{0,1}™ — {0,1}", are used in
our unconditional separations

Definition 1 [Types of preimage resistance] Let H = K x M — Y be
a hash-function family and let m be a number such that {0,1}"™ C M. Let A
be an adversary. Then define:

Advielm(4) = pr {K SIG M S {0,137 Y — Hi(M); M & A(K,Y) :
Hy (M) :Y]

Advi}"*(4) = max {Pr [K S M EAK): Hg(M) = Y] }

AdV?;re [m](A) = rI?eal}C( {Pr [M & {0, 1} Y — Hx(M); M & A(Y):

Hi(M') = Y] } O

The first definition, preimage resistance (Pre), is the usual way to define when
a hash-function family is a one-way function. (Of course the notion is different
from a function f: M — ) being a one-way function, as these are syntactically
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different objects.) The second definition, everywhere preimage-resistance (ePre),
most directly captures the intuition that it is infeasible to find the preimage of
range points: for whatever range point is selected, it is computationally hard
to find its preimage. The final definition, always preimage-resistance (aPre),
strengthens the first definition in the way needed to say that a function like SHA1
is one-way: one regards SHA1 as one function from a family of hash functions
(keyed, for example, by the initial chaining value) and we wish to say that for
this particular function from the family it remains hard to find a preimage of
a random point.

SECOND-PREIMAGE RESISTANCE. It is likewise possible to formalize multiple
definitions that might be understood as technical meaning for second-preimage
resistance. In all cases a domain point M and a description of a hash function Hg
are known to the adversary, whose job it is to find an M’ different from M such
that H(K,M) = H(K,M"). Such an M and M’ are called partners.

Definition 2 [Types of second-preimage resistance| Let H: K x M — Y
be a hash-function family and let m be a number such that {0,1}" C M. Let A
be an adversary. Then define:

Advifc[m](A) — Pr {KiIC; Mﬁ{()’l}m; M & AK, M) :
(M # M)A (Hi (M) = HK(M/))]

Adv () = max {Pr[K S M S AK)
Me{0,1}m

(M # M) A (Hxe(M) = Hic(M"))] }

Advi7")(4) = max {Pr {M S0, 13 M E AM) -

(M # M') A (Hi (M) = Hie(M"))| } 0

The first definition, second-preimage resistance (Sec), is the standard one. The
second definition, everywhere second-preimage resistance (eSec), most directly
formalizes that it is hard to find a partner for any particular domain point.
This notion is also called a universal one-way hash-function family (UOWHF)
and it was first defined by Naor and Yung [I12]. The final definition, always
second-preimage resistance (aSec), strengthens the first in the way needed to
say that a function like SHA1 is second-preimage resistant: one regards SHA1
as one function from a family of hash functions and we wish to say that for this
particular function it is remains hard to find a partner for a random point.

COLLISION RESISTANCE. Finally, we would like to speak of the difficulty with
which an adversary is able to find two distinct points in the domain of a hash
function that hash to the same range point.

Definition 3 [Collision resistance] Let H: K x M — ) be a hash-function
family and let A be an adversary. Then we define:

$

Adv$"(A) = Pr {K SR (M, MY EAK) (M 4 MYA (Hi(M) = He(M'))| O
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It does not make sense to think of strengthening this definition by maximizing
over all K € K: for any fixed function h: M — Y with |[M| > |V there is is an
efficient algorithm that outputs an M and M’ that collide under h. While this
program might be hard to find in practice, there is no known sense in which this
can be formalized.

4 Equivalent Formalizations with a Two-Stage Adversary

Four of our definitions (ePre, aPre, eSec, aSec) maximize over some quantity
that one may imagine the adversary to know. In each of these cases it possible
to modify the definition so as to have the adversary itself choose this value.
That is, in a “first phase” of the adversary’s execution it chooses the quantity in
question, and then a random choice is made by the environment, and then the
adversary continues from where it left off, but now given this randomly chosen
value. The corresponding definitions are then as follows:

Definition 4 [Equivalent versions of ePre, aPre, eSec, aSec] Let H =
KxM — Y be a hash-function family and let m be a number such that {0,1}™ C
M. Let A be an adversary. Then define:

Advey™(A)=Pr [(Y, S) LA K I M & A(K,S) - Hi (M) = Y]

AV M (A) =Pr (K, 8) & AQ; M <& {0,173 Y Hi (M); M' < A(Y,S) :
Hi(M')=Y
AaviF M (A)=Pr [(M,8) < A K < K M A(K, S)
(M # M') A (Hx (M) = Hie(M")|
Adveee ™ (4) =Py [(K, S) <& A M {0,137 M E AM, S) -
(M # M) A (Hie(M) = Hic(M"))] 0
In the two-stage definition of Adv?{Sec [m] (A) we insist that the message M output
by A is of length m bits, that is M € {0,1}"™. Each of these four definitions are
extended to their resource-parameterized version in the usual way.

The two-stage definitions above are easily seen to be equivalent to their
one-stage counterparts. Saying here that definitions xxx and yyy are equivalent
means that there is a constant C' such that Advy™ [} (t) < Advy” [m](C(t +
m +n)) and Advy” [m] (t) < Advy [m](C(t + m +n)). Omit mention of +m
and [m] in the definition for everywhere preimage resistance since this does not
depend on m. Since the exact interpretation of time ¢ was model-dependent
anyway, two measures of adversarial advantage that are equivalent need not be
distinguished.

We give an example of the equivalence of one-stage and two-stage adversaries,

explaining why eSec and eSec2 are equivalent, where eSec2 temporarily denotes
the version of eSec defined in Definition 4 (and eSec refers to what is given in
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Definition 2). Let A attack hash function H in the eSec sense. For every fixed M
there is a two-stage adversary A2 that does as well as A at finding a partner
for M. Specifically, let A2 be an adversary with the value M “hardwired in” to
it. Adversary A2 prints out M and when it resumes it behaves like A. Similarly,
let A2 be a two-stage adversary attacking H in the eSec2 sense. Consider the
random coins used by A2 during its first stage and choose specific coins that
maximize the probability that A2 will subsequently succeed. For these coins
there is a specific pair (M, S) that A2 returns. Let A be a (one-stage) adversary
that on input (K, M) runs exactly as A2 would on input (K, S).

5 Implications

DEFINITIONS OF IMPLICATIONS. In this section we investigate which of our no-
tions of security (Pre, aPre, ePre, Sec, aSec, eSec, and Coll) imply which others.
First we explain our notion of an implication.

Definition 5 [Implications] Fix K, M, m, and n where {0,1}"™ C M. Sup-
pose that xxx and yyy are labels for which Adv}™ and Adv}”" have been
defined for any H: K x M — {0,1}".

— Conventional implication. We say that xxx implies yyy, written xxx — yyy,
if AdvyY" (t) < cAdvyi™ (¢') for all hash functions H: K x M — {0,1}"
where ¢ is an absolute constant and ¢’ = ¢t + ¢ Timeg .

— Provisional implication. We say that xxx implies yyy to €, written
xxx — yyy to €, if AdvyY (t) < cAdvy™ (') + € for all hash functions
H: KxM — {0,1}"™ where ¢ is an absolute constant and ¢’ = ¢+ ¢ Time .

([l

In the definition above, and later, the - is a placeholder which is either [m] (for
Pre, aPre, Sec, aSec, eSec) or empty (for ePre, Coll).

Conventional implications are what one expects: xxx — yyy means that if
a hash function is secure in the xxx-sense, then it is secure in the yyy-sense.
Whether or not a provisional implication carries the usual semantics of the word
implication depends on the value of €. Below we will demonstrate provisional
implications with a value of € = 2"~ and so the interpretation of such a result
is that we have demonstrated a “real” implication for hash functions that are
substantially compressing (e.g., if the hash function maps 256 bits to 128 bits)
while we have given a non-result if the hash function is length-preserving, length-
increasing, or it compresses just a little.

CONVENTIONAL IMPLICATIONS. The conventional implications among our no-
tions are straightforward, so we quickly dispense with those, omitting the proofs.
In particular, the following are easily verified.

Proposition 1. [Conventional implications] Fix IC, M, m, such that {0, 1}™
C M, and n > 0. Let Coll, Pre, aPre, ePre, Sec, aSec, eSec be the corresponding
security notions. Then:
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1
2

(1) Coll — Sec

(2) Coll — eSec

(3) aSec — Sec

(4) eSec — Sec

(5) aPre — Pre

(6) ePre — Pre O
In addition to the above, of course xxx — xxx for each notion xxx that we have
given.

PROVISIONAL IMPLICATIONS. We now give five provisional implications. The
value of € implicit in these claims depends on the relative difference of the do-
main length m and the hash length n. Intuitively, one can follow paths through
the graph in Figure 1, composing implications to produce the five provisional
implications. The formal proof of these five results appears in the full version [14].

Theorem 1. [Provisional implications| Fix K, M, m, such that {0,1}™ C
M, and n > 0. Let Coll, Pre, aPre, Sec, aSec, eSec be the corresponding security
notions. Then:

(1) Sec — Pre to 2"~
(2) aSec — Pre to 2"~
(3) eSec — Pre to 2"~ ™
(4) Coll — Pre to 2"~ ™
(5) aSec — aPre to 2"~ ™

6 Separations

DEFINITIONS. We now investigate separations among our seven security notions.
We emphasize that asserting a separation—which we will also call a nonimplica-
tion—is not the assertion of a lack of an implication (though it does effectively
imply this for any practical hash function). In fact, we will show that both a sep-
aration and an implication can exist between two notions, the relative strength
of the separation/implication being determined by the amount of compression
performed by the hash function. Intuitively, xxx nonimplies yyy if it is possi-
ble for something to be xxx-secure but not yyy-secure. We provide two variants
of this idea. The first notion, a conventional nonimplication, says that if H is
a hash function that is secure in the xxx-sense then H can be converted into
a hash function H’ having the same domain and range that is still secure in
the xxx-sense but that is now completely insecure in the yyy-sense. The second
notion, an unconditional nonimplication, says that there is a hash function H
that is secure in the xxx-sense but completely insecure in the yyy-sense. Thus
the first kind of separation effectively assumes an xxx-secure hash function in
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order to separate xxx from yyy, while the second kind of separation does not
need to do this.?

Definition 6 [Separations] Fix K, M, m, and n where {0,1}™ C M. Suppose
that xxx and yyy be labels for which Advxxx and Advy)”" have been defined
for any H: I x M — {0,1}".

— Conventional separation. We say that xxx nonimplies yyy to ¢, in the
conventional sense, written xxx /4 yyy to €, if for any H: K x M — {0,1}"
there exists an H': KxM — {0,1}" such that Advy™ (¢) < c Advy™ (¢')+
¢ and yet Advy” (t') = 1 where ¢ is an absolute constant and t’ =t+
cTimeg p,.

— Unconditional separation. We say that xxx nonimplies yyy to ¢, in the
unconditional sense, written xxx 4 yyy to e, if there exists an H: IC X

— {0,1}™ such that Advy™ (t) < e for all ¢ and yet Advy” (t') =1
Where t' = ¢ Time u,m for some absolute constant c. O

When e = 0 above we say that we have a strong separation and we omit saying
“to €” in speaking of it. When € > 0 above we say that we have a provisional
separation. The degree to which a provisional separation should be regarded as
a “real” separation depends on the value e.

SOME PROVISIONAL SEPARATIONS. The following separations depend on the
relative values of the domain size m and the range size n. As an example, if the
hash-function family H is length-preserving, meaning H: K x {0,1}" — {0, 1}",
then it being second preimage resistant won’t imply it being preimage resistant:
just consider the identify function, which is perfectly second preimage resistant
(no domain point has a partner) but trivially breakable in the sense of finding
preimages. This counterexample is well-known. We now generalize and extend
this counterexample, giving a “gap” of 1 — 2"~™~1 for three of our pairs of
notions. Thus we have a strong separation when m = n and a rapidly weakening
separation as m exceeds n by more and more. Taken together with Proposition 1
we see that this behavior is not an artifact of the proof: as m exceeds n, the 2" ~"-
implication we have given effectively takes over.

Proposition 2. [Separations, part 1a] Fix m > n > 0 and let Sec, Pre, aSec,
aPre be the corresponding security notions. Then:

(1) Sec 4 Preto 1 —2n—m~1

(2) aSec / Preto 1 —2n—m~1

(3) aSec 4 aPreto 1 —2n~m~! O

The proof is given in the full version of this paper [14].

Proposition 3. [Separations, part 1b] Fix m > n > 0, and let Pre and eSec
be the corresponding security notions. Then eSec 4 Pre to 1 — 2"~™~1,

3 That unconditional separations are (sometimes) possible in this domain is a con-
sequence of the fact that, for some values of the domain and range, secure hash
functions trivially exist (e.g., the identity function Hx (M) = M is collision-free).
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The proof is given in the full version of this paper [14].

ADDITIONAL SEPARATIONS. We now give some further nonimplications. Unlike
those just given, these nonimplications do not have a corresponding provisional
implication. Here, the separation is the whole story of the relationship between
the notions, and the strength of the separation is not dependent on the amount
of compression performed by the hash function.

Theorem 2. [Separations, part 2A] Fix m > n > 0 and let eSec and Coll
be the corresponding security notions. Then eSec -4 Coll. |

The proof is in Appendix B. Because of the structure of the counterexample
used in Theorem 2, we give the following proposition for completeness.

Proposition 4. Fix n > 0 and m < n, and let eSec and Coll be the correspond-
ing security notions. Then eSec /4 Coll to 2~ (m+1), O

The proof is given in the full version of this paper [14].

Theorem 3. [Separations, part 2B] Fix m,n such that n > 0, and let Coll
and ePre be the corresponding security notions. Then Coll /4 ePre. ]

The proof is given in the full version of this paper [14].

Theorem 4. [Separations, part 2C] Fix m,n such that n > 0, and let eSec
and ePre be the corresponding security notions. Then eSec /4 ePre. ]

The proof is given in the full version of this paper [14].

The remaining 28 separations are not as hard to show those given so far, so
we present them as one theorem and without proof. The specific constructions
H1,H2, H3, H4 are those given in Fig. 3.

Theorem 5. [Separations, part 3] Fix m,n such that n > 0, and let Coll, Pre,
aPre, ePre, Sec, aSec, eSec be the corresponding security notions. Let H: I x
{0,1}™ — {0,1}" be a hash function and define H1,..., H6 from it according
to Fig. 3. Then:

(1) Pre £ ePre to 27™: Advi(t) < 1/2™ + Advie(t) and Advie(t) =

(2) Pre £ aPre to 1/|K|: Advis(t) < 1/|K| + Advie(t) and Advapre(t) 1
(3) Pre 4 Sec: AdvEE(t) < 2- Advife(t) and Advis(t) =
(4) Pre £ eSec: Advif(t) <2 Advife(t) and Advesec(t')
(5) t)

(6)

(M)

( 1
5) Pre £ aSec: Adviis(t) < 2- Advie(t) and Advise(t') =1
6) Pre /4 Coll: Adviis(t) < 2- Advie(t) and AdvEy (t') =1
7) ePre £ aPre to 1/|K|: Adv$ia®(t) < 1/|K| + Adv™(t)
and Advie M) =1

(8) ePre /4 Sec: Adv§is®(t) < 2- Adv§i™e(t) and Advis ™ () =1
(9) ePre /£ eSec: Adv§ia®(t) < 2- Adv§ ™e(t) and Adv%,ss.‘)eC 4y =1
(10) ePre 4 aSec: Advric(t) < 2- Advr™(t) and Advis® gy =1
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(11) ePre 4 Coll: Adv$ac(t) < 2- Advr™(t) and Advyy'(t) =1

(12) aPre £ ePre to 27™: Advire ™ (1) < 1/2™ 4+ Advi ™™ (1)
and Advepre( =1

(13) aPre +4 Sec: Adv?;;e m]( t) <2-Adv aPre m](t) and Advi;; e t') =

(14) aPre /4 eSec: Advi,® () <2 Adv apre "l (t) and AdVESSC e (tl)
(15) aPre /4 aSec: Advi.® ) <2 Adv apre "l (t) and AdVaS§C () =
(16)
(17)

16) aPre /£ Coll: Advi, ™ (1) <2 Advr;fre 7)) and AdvS2 () = 1
17) Sec /4 ePre to 27 : Advh ™ (1) < 1/2™ 4+ Advie ™ (1)
and Advepre( =1
(18) Sec /> aPre to 1/|K|: Advis ™ (1) < 1/|K| + Advi ™ (1)
and Advie M@y =1
(19) Sec 4 eSec to 271 Advis ™ (t) < 1/2m 71 + Advy ™ (1)
and Advj;,s:leC [m] t)=1
(20) Sec 7L> aSec to 27 ™ Advifs [M]( ) < 1/|’C| + Adeec m) (t)
and Advys ™Mty =1
(21) Sec /4 Coll to 27+ Advies ™ (1) < 1/2%1 +AdVEE ()
and Adve (1) = 1
(22) eSec 4 aPre to 1/|K]: Advfwszec (1) < 1/|K| + AdfoseC [l (4
and Adv3,° ey =1
(23) eSec 4 aSec to 1/|K|: Advise gy < 1/1K| + Advee ) ()
and Advs ™M) =1
(24) aSec 4 ePre to 2™ Advy ™ (1) < 1/2™ + Adv ™ (1)
and Advep“’( =1
(25) aSec 4 eSec to 27™: Advz,szfC m]( t)y<1/2m7t 4 Adv?f’ec (m] (t)
and AdvS ™ () =1
(26) aSec /4 Coll to 2™ 1. Adv asec mlg)y < 1/2m1 4+ Adv;{sec o
and Adve (¢') = 1
(27) Coll £ aPre to 1/|K|: Adv3'(t) < 1/|IC| + AdvSl(t)
and Advil©(t) = 1

(28) Coll /> aSec to 1/|K|: AdVE(1) < 1/|K| + Adv§™ (1)
and Advasec( N=1

where ' = ¢ Timey ,, for some absolute constant c. O
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A Brief History

It is beyond the scope of the current work to give a full survey of the many hash-
function security-notions in the literature, formal an informal, and the many
relationships that have (and have not) been shown among them. We touch upon
some of the more prominent work that we know.

The term universal one-way hash function(UOWHEF) was introduced by Naor
and Yung [12] to name their asymptotic definition of second-preimage resis-
tance. Along with Damgérd [7, 6], who introduced the notion of collision free-
ness, these papers were the first to put notions of hash-function security on
a solid formal footing by suggesting to study keyed family of hash functions.
This was a necessary step for developing a meaningful formalization of collision-
resistance. Contemporaneously, Merkle [10] describes notions of hash-function
security: weak collision resistance and strong collision resistance, which refer to
second-preimage and collision resistance, respectively. Damgard also notes that
a compressing collision-free hash function has one-wayness properties (our pre
notion), and points out some subtleties in this implication.

Merkle and Damgard [10, 7] each show that if one properly iterates a collision-
resistant function with a fixed domain, then one can construct a collision-
resistant hash-function with an enlarged domain. This iterative method is now
called the Merkle-Damgard construction.

Preneel [13] describes one-way hash functions (those which are both
preimage-resistant and second-preimage resistant) and collision-resistant hash
functions (those which are preimage, second-preimage and collision resistant).
He identifies four types of attacks and studies hash functions constructed from
block ciphers.

Bellare and Rogaway [3] give concrete-security definitions for hash-function
security and study second-preimage resistance and collision resistance. Their
target collision-resistance(TCR) coincides with a UOWHF (eSec) and their any
collision-resistance(ACR) coincides with Coll-security.

Brown and Johnson [5] define a strong hash that, if properly formalized in
the concrete setting, would include our ePre notion.

Mironov [11] investigates a class of asymptotic definitions that bridge between
conventional collision resistance and UOWHEF. He also looks at which members
of that class are preserved by the Merkle-Damgard constructions.

Anderson [1] discusses some unconventional notions of security for hash func-
tions that might arise when one considers how hash functions might interact with
higher-level protocols.

Black, Rogaway, and Shrimpton [4] use a concrete definition of preimage
resistance that requires inversion of a uniformly selected range point.

Two papers set out on a program somewhat similar to ours [15] and [16].
Stinson [15] considers hash function security from the perspective that the no-
tions of primary interest are those related to producing digital signatures. He
considers four problems (zero-preimage, preimage, second-preimage, collision)
and describes notions of security based on them. He considers in some depth the
relationship between the preimage problem and the collision problem.
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Zheng, Matsumoto and Imai [10] examine some asymptotic formalizations of
the notions of second-preimage resistance and collision resistance. In particular,
they suggest five classes of second-preimage resistant hash functions and three
classes of collision resistant hash functions, and then consider the relationships
among these classes.

Our focus on provable security follows a line that begins with Goldwasser and
Micali [8]. In defining several related notions of security and then working out all
relations between them, we follow work like that of Bellare, Desai, Pointcheval,
and Rogaway [2].

B Proof of Theorem 2

Let H: £ x {0,1} — {0,1}™ be a hash function family and let H5: I x
{0,1}™ — {0,1}" be the function defined in Fig. 3. We show that

AdveEe M) <2 AdveP (@) and  AavER(H) =1

where t' <t + ¢Timeg,,, for some absolute constant £.

Let Prg denote probability taken over K € K. Given H we define for every
¢ € {0,1}™ an n-bit string Y. and a real number 4. as follows. Let Y. be the
lexicographically first string that maximizes §. = Prx[Hg(c) = Y¢]. Over all
pairs ¢, ¢’ we select the lexicographically first pair ¢, ¢’ (when considered as the
2n-bit string c || ¢) such that ¢ # ¢ and Y, = Y. and 6. is maximized (ie,
Prig[Hg(c) = Hg(c')] is maximized). Now let H5 = H5° be defined according
to Fig. 3.

We begin by exhibiting an adversary 7' that gains Advcon( T) = 1 and
runs in time ¢m for some absolute constant ¢. On input K € K, let T output
M =1"""| Hg(c) and M’ = 0" || Hk(c).

Now we show that if H is strong in the eSec-sense then so is H5. Let A
be a two-stage adversary that gains advantage d,, = AdqusgJC [m] (A) and runs
in time ¢. Let second-preimage-finding adversaries B and C' be constructed as
follows:

Algorithm B Algorithm C
[Stage 1] On input (): [Stage 1] On input ():
Run (M, S) — A() return (c,¢)
return (M, S) [Stage 2] On input (K, .S)
[Stage 2] On input (K, S): return ¢

Run M’ — A(K, S)

if M#M and M # 1™ " || Hk(c)
then return M’

else return 0™ " || Hx(c)

The central claim of the proof is as follows:
Claim: AdvS™(A) < Advi™(B) + AdvS ™ (C)

Let us prove this claim. Recall that the job of A is to find an M and an M’ such
that M # M’ and H5(M) = H5(M’). Referring to the line numbers in Fig. 3,
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we say that u-v is a collision if M caused H5 to output on line u € {1,2}
and M’ # M caused H5 to output on line v € {1,2}, and H5(M) = H5(M’).
We analyze the three possible u-v collisions that A can create. (Note that 1-1 is
not a collision, since then M = M'.)

[Case 2-2] Assume A wins by causing a 2-2 collision. In this case M # M’ and M #
1™ ™ || Hx(c) and M" # 1™ " || Hk(c). Thus Hx(M) = Hg(M’) and so B
finds a collision under H. We have then that Prg[A wins by a 2-2 collision] <
Advee™(B).

[Case 1-2] Assume that A wins by creating a 1-2 collision. Then M # M’ and
M =1""" || Hx(c). We claim that in this case adversary C' wins. To see this,
note that Pr[M < A(); K < K: M = 1™ " || Hi(¢)] = Prx[Hk(c) = Y] for
some fixed Y € {0,1}". By the way we chose ¢ and ¢’ we have Prx[Hk(c) =
Y] < Prx[Hk(c) = Y] = Prx[Hk(c) = Yu] = Prg[Hk(c) = Hx(c)];
hence Pr[M & A(); K £ K: M =1"" | Hg(c)] < Prx[Hg(c) = Hr(c')]. The
conclusion is that Prx[A wins by a 1-2 collision] < Pr[M <& A(); K < K: M =
1" || Hie(0)] < Advi= ™ (0).

[Case 2-1] Assume that A wins by creating a 2-1 collision. Then M # M’ and
M = 1™ | Hk(c), and so Hx(M) = Hg(0™ " | Hk(c)). We claim
that in this case either adversary B wins, or C does. Let BAD be the
event that M = 077" | Hg(c). If M # 0™ " | Hg(c) then clearly B
wins, so Prg[A wins by a 2-1 collision ABAD] < AdquSec (] (B). It M =
0™~ " || Hx(c) then we have that Prx[A wins by a 2-1 collision ABAD] <
PriM & A K EK: M = 0™ || He(¢)] < Adv™(C) by an argument
nearly identical to that given for Case 1-2,.

Pulling together all of the cases yields the following;:

AdvSee ™) = Pr[A wins by a 2-2 collision] Pr[2-2 collision]

+ E’{r[A wins by a 1-2 collision 1;’{1"[1—2 collision]
+ E’{r[A wins by a 2-1 collision A BAD] ]?I’(r[Q—l collision A BAD]
+ E’{r[A wins by a 2-1 collision A BAD] ]?I’(r[Q—l collision A BAD]

< Adverem(p) l;(r[2-2 collision] + AdvSy ™ () l;(r[l-Q collision]
+Aaveem(By Pr[2-1 collision A BAD]
+Aavsemey ]?I’<r[2—1 collision A BAD]

< Advy™(B) + Advy ™ ()

where the last inequality is because of convexity. This completes the proof of
the claim.

Finally, since the running time of B is ¢t + Timey ,, + ¢m for some absolute
constant ¢, and this is greater than the running time of C, we are done.



The EAX Mode of Operation

Mihir Bellare!, Phillip Rogaway?'3, and David Wagner?

! Dept. of Computer Science & Engineering, University of California at San Diego
9500 Gilman Drive, La Jolla, California 92093, USA
mihir@cs.ucsd.edu
www-cse.ucsd.edu/users/mihir
2 Department of Computer Science, University of California at Davis
Davis, California 95616, USA
rogaway@cs.ucdavis.edu
www.cs.ucdavis.edu/ rogaway/

3 Department of Computer Science, Faculty of Science, Chiang Mai University
Chiang Mai 50200, Thailand
4 Department of Electrical Engineering and Computer Science
University of California at Berkeley
Berkeley, California 94720, USA
daw@cs.berkeley.edu
www.cs.berkeley.edu/ daw/

Abstract. We propose a block-cipher mode of operation, EAX, for
solving the problem of authenticated-encryption with associated-data
(AEAD). Given a nonce N, a message M, and a header H, our mode
protects the privacy of M and the authenticity of both M and H.
Strings N, M, and H are arbitrary bit strings, and the mode uses
2[|M|/n] + [|H|/n] + [|N|/n] block-cipher calls when these strings are
nonempty and n is the block length of the underlying block cipher.
Among EAX’s characteristics are that it is on-line (the length of a mes-
sage isn’t needed to begin processing it) and a fixed header can be pre-
processed, effectively removing the per-message cost of binding it to the
ciphertext.

Keywords: Authenticated encryption, CCM, EAX, message authenti-
cation, CBC MAC, modes of operation, OMAC, provable security.

1 Introduction

An authenticated encryption (AE) scheme is a symmetric-key mechanism by
which a message M is a transformed into a ciphertext CT with the goal that CT
protect both the privacy and the authenticity of M. The last few years has seen
the emergence of AE as a recognized cryptographic goal. With this has come the
development of new authenticated-encryption schemes and the analysis of old
ones. This paper offers up a new authenticated-encryption scheme, EAX, and
provides a thorough analysis of it. To understand why we are defining a new AE
scheme, we need to give some background.

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 389-407, 2004.
© International Association for Cryptologic Research 2004
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FLAVORS OF AUTHENTICATED ENCRYPTION. It useful to distinguish two kinds
of AE schemes. In a two-pass scheme we make two passes through the data,
one aimed at providing privacy and the other, authenticity. One way of making
a two-pass AE scheme is by generic composition, wherein one pass constitutes
a (privacy-only) symmetric-encryption scheme, while the other pass is a message
authentication code (MAC). The encryption scheme and the MAC each use their
own key. Analyses of some generic composition methods can be found in [6, 20, 5].

In a one-pass AE scheme we make a single pass through the data, simultane-
ously doing what is needed to engender both privacy and authenticity. Typically,
the computational cost is about half that of a two-pass scheme. Such schemes
emerged only recently. They include TAPM, OCB, and XCBC [17, 25, 12].

Soon after the emergence of one-pass AE schemes it was realized that often
not all the data should be privacy-protected. Changes were needed to the basic
definitions and mechanisms in order to support the possibility that some infor-
mation, like a packet header, must not be encrypted. Thus was born the notion
of authenticated-encryption with associated-data (AEAD), first formally defined
n [24]. The non-secret data is called the associated data or the header. Like an
AE schemes, an AEAD scheme might make one pass or two.

STANDARDIZING A TWO-PASS AEAD ScHEME. Traditionally, it has been the
designers of applications and network protocols who were responsible for com-
bining privacy and authenticity mechanisms in order to make a two-pass AEAD
scheme. This has not worked well. It turns out that there are numerous ways to go
wrong in trying to make a secure AEAD scheme, and many protocols, products,
and standards have done just that. (For example, see [11] for a wrong one-pass
scheme, see [5] for weaknesses in the AEAD mechanism of SSH, and [6, 20] for
attacks on some methods of popular use.)

Nowadays, some standards bodies (including NIST, IETF, and IEEE 802.11)
would like to standardize on an AEAD scheme. Indeed TEEE 802.11 has already
done so. This is a good direction. Standardized AEAD might help minimize
errors in mis-combining cryptographic mechanisms.

So far, standards bodies have been unwilling to standardize on any of the
one-pass schemes due to pending patents covering them. There is, accordingly,
an established desire for standardizing on a two-pass AEAD scheme. The two-
pass scheme should be as good as possible subject to the limitation of falling
within the two-pass framework.

Generic-composition would seem to be the obvious answer. But defining a
generic-composition AEAD scheme is not an approach that has moved forward
within any of the standards bodies. There would seem to be a number of rea-
sons. One reason is a relatively minor inefficiency—the fact that generic com-
position methods must use two keys. Probably a bigger issue is that the archi-
tectural advantage of generic composition brings with it an “excessive” degree
of choice—after deciding on a generic composition method, one still needs two
lower-level specifications, namely a symmetric encryption scheme and a MAC,
for each of which numerous block-cipher based choices exist. Standards bodies
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want something self-contained, as well as being a patent-avoiding, block-cipher
based, single-key mechanism.

So far, there has been exactly one proposal for such a method (though see
the “contemporaneous work” section below). It is called CCM [26], and is due
to Whiting, Housley, and Ferguson [26]. CCM has enjoyed rapid success, and is
now the required mechanism for IEEE 802.11 wireless LANs as well as 802.15.4
wireless personal area networks. NIST has indicated that it plans to put out
a “Recommendation” based on CCM.

OUR CONTRIBUTIONS. It is our view that CCM has a good deal of pointless
complexity and inefficiency. It is the first contribution of this paper to explain
these limitations. It is the second and main contribution of this paper to provide
a new AEAD scheme, EAX, that avoids these limitations.

CCM LIMITATIONS. A description of CCM, together with a detailed description
of its shortcomings, can be found in the full version of this paper [8]. Some of the
points we make and elaborate on there are the following. CCM is not on-line,
meaning one needs to know the lengths of both the plaintext and the associ-
ated data before one can proceed with encryption. This may be inconvenient
or inefficient. CCM does not allow pre-processing of static associated data. (If,
for example, we have an unchanging header attached to every packet being au-
thenticated, we would like that the cost of authenticating this header be paid
only once, meaning header authentication should have no significant cost after
a single pre-computation. CCM fails to have this property.) CCM’s parameteri-
zation is more complex than necessary, including, in addition to the block cipher
and tag length, a message-length parameter. CCM’s nonce length is restricted
in such a way that it may not provide adequate security when nonces are chosen
randomly. Finally, CCM implementations could suffer performance hits because
the algorithm can disrupt word alignment in the associated data.

EAX AND ITS ATTRIBUTES. EAX is a nonce-using AEAD scheme employing
no tool beyond the block cipher E: Key x {0,1}" — {0,1}" on which it is
based. We expect that E will often be instantiated by AES, but we make no
restrictions in this direction. (In particular we do not require that n = 128.)
Nothing is assumed about the nonces except that they are non-repeating. EAX
provides both privacy, in the sense of indistinguishability from random bits, and
authenticity, in the sense of an adversary’s inability to produce a new but valid
(nonce, header, ciphertext) triple. EAX is simple, avoiding complicated length-
annotation. It is a conventional two-pass AEAD scheme, making a separate
privacy pass and authenticity pass, using no known intellectual property.

EAX is flexible in the functionality it provides. It supports arbitrary-length
messages: the message space is {0,1}". The key space for EAX is the key
space Key of the underlying block cipher. EAX supports arbitrary nonces, mean-
ing the nonce space is {0,1}". Any tag length 7 € [0..n] is possible, to allow
each user to select how much security she wants from the authenticity guaran-
tees. The only user-selectable parameters are the block cipher E and that tag
length 7.
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EAX has desirable performance attributes. Message expansion is minimal:
the length of the ciphertext (which, following the conventions of [25], excludes
the nonce) is only 7 bits more than the length of the plaintext. Implementations
can profitably pre-process static associated data. (If an unchanging header is
attached to every packet, authenticating this header has no significant cost after
a single pre-computation.) Key-setup is efficient: all block-cipher calls use the
same underlying key, so that we do not incur the cost of key scheduling more than
once. For both encryption and decryption, EAX uses only the forward direction
of the block cipher, so that hardware implementations do not need to implement
the decryption functionality of the block cipher. The scheme is on-line for both
the plaintext M and the associated data H, which means that one can process
streaming data on-the-fly, using constant memory, not knowing when the stream
will stop.

PROVABLE SECURITY. We prove that EAX is secure assuming that the block
cipher that it uses is a secure pseudorandom permutation (PRP). Security for
EAX means indistinguishability from random bits and authenticity of cipher-
texts. The combination implies other desirable goals, like nonmalleability and
indistinguishability under a chosen-ciphertext attack.

The proof of security for EAX is surprisingly complex. The key-collapse of
EAX2 destroys a fundamental abstraction boundary. Our security proof relies
on a result about the security of a tweakable extension of OMAC (Lemma 3) in
which an adversary can obtain not only a tag for a message of its choice, but
also an associated key-stream.

PracmaTics. The main reason there is any interest in two-pass schemes, as
we have already discussed, is that one-pass schemes would seem to be subject
to patents. Motivated by this, standardization bodies have expressed the intent
of standardizing on a conventional, two-pass scheme, even understanding the
factor-of-two performance hit. The merit of this judgment is debatable, but the
pragmatic reality is that there has emerged a desire for a conventional scheme,
like EAX, that is as good as possible subject to the two-pass constraint. Lack
of a scheme like EAX will simply lead to an inferior scheme being standardized,
which is to the disadvantage of the user community. Accordingly, EAX addresses
a real and practical design problem. We took up work on this design problem
at the suggestion of the co-Chair of the IRTF (Internet Research Task Force),
which supports the standardization efforts of the IETF. We believe that EAX
has the potential for widespread adoption and use.

AFTERWARDS. One non-goal of EAX was to be parallelizable. Another recent
two-pass design, CWC [19], is parallelizable. It pays for this advantage with
a somewhat complex algorithm, based on Carter-Wegman hashing using polyno-
mial evaluation over a prime field. More recent still is GCM [22], a parallelizable,
two-pass design based on multiplication in the finite field with 2'2% elements.
Other recent AEAD mechanisms include Helix [10] and SOBER-128 [13].
These are stream ciphers that aim to provide authenticity. The provable-security
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methodology does not apply to these objects since they are built directly rather
than from lower level primitives.

2 Preliminaries

All strings in this paper are over the binary alphabet {0,1}. For £ a set of
strings and n > 0 a number, we let £ and £* have their usual meanings. The
concatenation of strings X and Y is denoted X || Y or simply X Y. The string of
length 0, called the empty string, is denoted e. If X € {0,1}" we let | X| denote its
length, in bits. If X € {0,1}" and ¢ < | X| then the first £ bits of X are denoted
X [first £ bits]. The set BYTE = {0, 1}® contains all the strings of length 8, and
a string X € BYTE" is called a byte string or an octet string. If X € BYTE" we let
| X ||ls = | X|/8 denote its length in bytes. For £ > 1 a number, we write ByTE<*
for all byte strings having fewer than ¢ bytes. If X € BYTE" and ¢ < || X]||,
then the first ¢ bytes of X are denoted X [first ¢ bytes]. When X € {0,1}" is
a nonempty string and t € N is a number we let X+ t be the n-bit string that
results from regarding X as a nonnegative number z (binary notation, most-
significant-bit first), adding z to t, taking the result modulo 2", and converting
this number back into an n-bit string. If t € [0..2" — 1] we let [t],, denote the
encoding of t into an n-bit binary string (msb first, Isb last). If X and P are
strings then we let X @&» P (the zor-at-the-end operator) denote the string of
length ¢ = max{|X|,|P[} bits that is obtained by prepending ||X| — |P|| zero-
bits to the shorter string and then xoring this with the other string. (In other
words, xor the shorter string into the end of the longer string.) A block cipher
is a function E: Key x {0,1}" — {0,1}" where Key is a finite, nonempty set
and n > 1 is a number and Ex(-) = E(K,") is a permutation on {0,1}". The
number n is called the block length. Throughout this note we fix such a block
cipher FE.

In Figure 1 we define the algorithms CBC, CTR, pad, OMAC (no super-
script), and OMAC ® (with superscript). The algorithms CBC (the CBC MAC)
and CTR (counter-mode encryption) are standard. Algorithm pad is used only to
define OMAC. Algorithm OMAC [14] is a pseudorandom function (PRF) that is
a one-key variant of the algorithm XCBC [9]. Algorithm OMAC ® is like OMAC
but takes an extra argument, the integer t. This algorithm is a “tweakable”
PRF [21], tweaked in the most simple way possible.

We explain the notation used in the definition of OMAC. The value of iL
(line 40: i an integer in {2,4} and L € {0,1}") is the n-bit string that is ob-
tained by multiplying L by the n-bit string that represents the number i. The
multiplication is done in the finite field GF(2") using a canonical polynomial to
represent field points. The canonical polynomial we select is the lexicographi-
cally first polynomial among the irreducible polynomials of degree n that have
a minimum number of nonzero coefficients. For n = 128 the indicated polyno-
mial is 28 +7 42 + +1. In that case, 2L = L<1 if the first bit of L is 0 and
2L = (L<1) ®0'2Y10000111 otherwise, where L<1 means the left shift of L by
one position (the first bit vanishing and a zero entering into the last bit). The
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Algorithm CBCg (M) Algorithm CTRY (M)

10 Let My - My, — M where |[M;| =n 20 m « [|[M|/n]

11 Co 0" 21 S—ExN)| -+ || Ex(N+m—1)
12 for i+ 1tomdo 22 C«— M @ S [first |M] bits]

13 Ci — Ex(M; ®C;-1) 23 return C

14 return C,,

Algorithm OMACk (M)
Algorithm pad (M; B, P) 10 LeBx(0"); Be2L; P 4L
30 if [M] € {n,2n,3n,...} 41 return CBCk (pad (M; B, P))
31 then return M & B,
32 else return (M || 10"~ UMImod ™))y g P Ajoorithm OMAC) (M)

50 return OMACKk ([t]. || M)

Fig.1. Basic building blocks. The block cipher E: Key x {0,1}" — {0,1}" is fixed
and K € Key. For CBC, M € ({0,1}™)*. For CTR, M € {0,1}* and N € {0,1}". For
pad, M € {0,1}" and B, P € {0,1}" and the operation @&~ xors the shorter string into
the end of longer one. For OMAC, M € {0,1}" and t € [0..2" —1] and the multiplication
of a number by a string L is done in GF(2")

value of 4L is simply 2(2L). We warn that to avoid side-channel attacks one
must implement the doubling operation in a constant-time manner.

We have made a small modification to the OMAC algorithm as it was orig-
inally presented, changing one of its two constants. Specifically, the constant 4
at line 40 was the constant 1/2 (the multiplicative inverse of 2) in the original
definition of OMAC [14]. The OMAC authors indicate that they will promulgate
this modification [15], which slightly simplifies implementations.

3 The EAX Algorithm

ALGORITHM. Fix a block cipher E: Keyx{0,1}" — {0,1}" and a tag length 7 €
[0..n]. These parameters should be fixed at the beginning of a particular session
that will use EAX mode. Typically, the parameters would be agreed to in an au-
thenticated manner between the sender and the receiver, or they would be fixed
for all time for some particular application. Given these parameters, EAX pro-
vides a nonce-based AEAD scheme EAX[E, 7] whose encryption algorithm has
signature Key x Nonce x Header x Plaintext — Ciphertext and whose decryption al-
gorithm has signature Key x Nonce x Header x Ciphertext — PlaintextU{INVALID}
where Nonce, Header, Plaintext, and Ciphertext are all {0,1}". The EAX algo-
rithm is specified in Figure 2 and a picture illustrating EAX encryption is given
in Figure 3. We now discuss various features of our algorithm and choices un-
derlying the design.
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Algorithm EAX.Encrypt} 7 (M) Algorithm EAX.Decrypt® 7 (CT)

10 N — OMACZ(N) 20 if |CT| < 7 then return INVALID
11 H «— OMAC} (H) 21 Let C || T « CT where |T| =1
12 C «— CTRE (M) 22 N « OMACZ(N)

13 €« OMACZ(0) 23 3 «— OMAC (H)

14 Tag — N®CHH 24 @ — OMACZ(C)

15 T « Tag [first 7 bits] 25 Tag' — N®CBH

16 return CT «— C'|| T 26 T' « Tag’ [first T bits]

27 if T # T’ then return INVALID
28 M — CTR}(C)
29 return M

Fig. 2. Encryption and decryption under EAX mode. The plaintext is M, the cipher-
text is CT, the key is K, the nonce is N, and the header is H. The mode depends on
a block cipher E (that CTR and OMAC implicitly use) and a tag length 7

No ENCODINGS. We have avoided any nontrivial encoding of multiple strings
into a single one.! Some other approaches that we considered required a PRF
to be applied to what was logically a tuple, like (N, H,C). Doing this raises
encoding issues we did not want to deal with because, ultimately, there would
seem to be no simple, efficient, compelling, on-line way to encode multiple strings
into a single one. Alternatively, one could avoid encodings and consider a new
kind of primitive, a multi-argument PRF. But this would be a non-standard tool
and we didn’t want to use any non-standard tools. All in all, it seemed best to
find a way to sidestep the need to do encodings.

WHY NOT GENERIC COMPOSITION? Why have we specified a block-cipher based
(BC-based) AEAD scheme instead of following the generic-composition approach
of combining a (privacy-only) encryption method and a message authentication
code? In fact, there are reasonable arguments in favor of generic composition,
based on aesthetic or architectural sensibilities. One can argue that generic com-
position better separates conceptually independent elements (privacy and au-
thenticity) and, correspondingly, allows greater implementation flexibility [6, 20].
Correctness becomes much simpler and clearer as well. All the same, BC-based
AEAD modes have some important advantages of their own. They make it easier
for implementors to use a scheme without knowing a lot of cryptography, pre-
senting a simpler abstraction boundary. They make it easier to obtain interop-
erably. They reduce the risk that implementors will choose insecure parameters.
They can save on key bits and key-setup time, as generic-composition methods
invariably require a pair of separate keys.

! One could view the prefixing of [t], to M in the definition of OMAC (M) as an
encoding, but [t], is a constant, fixed-length string, and the aim here is just to
“tweak” the PRF. This is very different from needing to encode arbitrary-length
strings into a single string.
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Fig. 3. Encryption under EAX. The message is M, the key is K, and the header is H.
The ciphertext is CT = C || T

EAX can be viewed as having been derived from a generic-composition
scheme we call EAX2, described in Section 4. Specifically, one instantiates EAX2
using CTR mode (counter mode) and OMAC, and then collapses the two keys
into one. If one favors generic composition, EAX2 is a nice algorithm for it.

ON-LINE. We say that an algorithm is on-line if it is able to process a stream
of data as it arrives, with constant memory, not knowing in advance when the
stream will end. Observe then that on-line methods should not require knowledge
of the length of a message until the message is finished. A failure to be on-line
has been regarded as a significant defect for an encryption scheme or a MAC.
EAX is on-line.

Now it is true that in many contexts where one would be encrypting a string
one does know the length of the string in advance. For example, many protocols
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Fig.4. A comparison of basic characteristics of CCM and EAX. The count on block-
cipher calls for EAX ignores key-setup costs. We denote by 7 the length of the EAX tag
in bits, and by 7 (boldface) the length of the CCM tag in bytes

will already have “packaged up” the string length at a lower level. In effect, such
strings have been represented in the computing system as sequence of bytes
and a count of those bytes. But there are also contexts where one does not
know the length of a message in advance of getting an indication that it is over.
For examples, a printable string is often represented in computer systems as
a sequence of non-zero bytes followed by a terminal zero-byte. Certainly one
should be able to efficiently encrypt a string which has been represented in this
way.

ABILITY TO PROCESS STATIC AD. In many scenarios the associated data H
will be static over the course of a communications session. For example, the
associated data may include information such as the IP address of the sender,
the receiver, and fixed cryptographic parameters associated to this session. In
such a case one would like that the amount of time to compute Encrypty 7 (M)
and Decrypt - (C) should be independent of | H|, disregarding the work done in
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Algorithm EAX2.Encrypty g, (M) Algorithm EAX2 Decrypty x, (CT)

10 N« F2,(N) 20 if |CT| < 7 then return INVALID
11 H — Fg(H) 21 Let C || T « CT where |T| =7
12 C — ERH (M) 22 N — F2,(N)

13 €« F2,(C) 23 H — Fi (H)

14 Tag — NPCHH 24 C — F2,(C)

15 T « Tag [first T bits] 25 Tag' — N®CHH

16 return CT — C || T 26 T" « Tag' [first T bits]

27 if T # T’ then return INVALID
28 M — Dy,(C)
29 return M

Fig.5. Encryption and decryption under EAX2. The mode is built from a
PRF F: Keyl x {0,1}" — {0,1}" and an IV-based encryption scheme IT = (&,D)
having key space Key2 and message space {0,1}". The plaintext is M and the key
is (K1,K2) and the header is H. By Fj we mean the function where Fj (M) =
Fic (il | M)

a preprocessing step. The significance of this goal was already explained in [24].
EAX achieves this goal.

ADDITIONAL FEATURES. Invalid messages can be rejected at half the cost of
decryption. This is one of the benefits of following what is basically an encrypt-
then-authenticate approach as opposed to an authenticate-then-encrypt ap-
proach.

To obtain a MAC as efficient as the PRF underlying EAX define MACk (H)=

Encrypty (e).

COMPARISON WITH CCM. Figure 4 compares CCM and EAX along a few rel-
evant dimensions. A description of CCM and an extended comparison can be
found in the full version of this paper [3].

4 EAX2 Algorithm

To understand the the proof of security of EAX and the approach taken for
its design, we introduce EAX2, a generic composition method. EAX is EAX2
for the particular case of CTR encryption and OMAC authentication, but then
collapsed to a single key.

EAX2 coMPOSITION. Let F': Keyl x {0,1}" — {0,1}" be a PRF, where n > 2.
Let IT = (£,D) be an IV-based encryption scheme having key space Key2
and IV space {0,1}". This means that £: Key2 x {0,1}" x {0,1}" — {0,1}"
and D: Key2 x {0,1}" x {0,1}" — {0,1}" and Key2 is a set of keys and for
every K € Key2 and N € {0,1}" and M € {0,1}", if C = EX(M) then
DX(C) = M. Let 7 < n be a number. Now given F and IT and 7 we define
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an AEAD scheme EAX2[II, F, 7] = (EAX2.Encrypt, EAX2.Decrypt) as follows.
Set Fii(M) = Fr([t], || M). Set Key = Keyl x Key2. Then the encryption al-
gorithm EAX2.Encrypt: Key x {0,1}" x {0,1}* — {0,1}" and the decryption
algorithm EAX2.Decrypt: Key x {0,1}" x {0,1}" — {0,1}" U {INVALID} are
defined in Figure 5. Scheme EAX2[II, F, 7] is provably secure under natural as-
sumptions about IT and F. See Section 6.

EAX1 coMPOSITION. Let EAX1 be the single-key variant of EAX2 where one
insists that Key = Keyl = Key2 and where one keys F', £, and D with a single
key K € Key. One associates to F' and IT the scheme EAXI[II, F, 7] that is
defined as with EAX2 but where the one key K keys everything. Notice that
EAXIE, 7] = EAX1[CTRI[E], OMACIE], 7]. This is a useful way to look at EAX.

5 Definitions

AEAD SCHEMES. A set of keys is a nonempty set having a distribution (the
uniform distribution when the set is finite). A (nonce-based) authenticated-
encryption with associated-data (AEAD) scheme is a pair of algorithms IT =
(E,D) where E is a deterministic encryption algorithm E: Key x Nonce x
Header x Plaintext — Ciphertext and a D is a deterministic decryption algorithm
D: Key x Nonce x Header x Ciphertext — Plaintext U {INVALID}. The key space
Key is a set of keys while the nonce space Nonce and the header space Header
(also called the space of associated data) are nonempty sets of strings. We write
EXH (M) for E(K,N,H, M) and DY (CT) for D(K, N, H, CT). We require
that DX H(EXH(M)) = M for all K € Key and N € Nonce and H € Header
and M € Plaintext. In this note we assume, for notational simplicity, that Nonce,
Header, Plaintext, and Ciphertext are all {0,1}" and that |[EX #(M)| = |M|. An
adversary is a program with access to one or more oracles.

NONCE-RESPECTING. Suppose A is an adversary with access to an encryp-
tion oracle Ej/(-). This oracle, on input (N, H, M), returns EXH(M). Let
(N1, Hy, My), ..., (Ng, Hy, M) denote its oracle queries. The adversary is said
to be nonce-respecting if Ny, ..., N, are always distinct, regardless of oracle re-
sponses and regardless of A’s internal coins.

Privacy or AEAD scHEMES. We consider adversaries with access to an en-
cryption oracle E ;. (). We assume that any privacy-attacking adversary is nonce-
respecting. The advantage of such an adversary A in violating the privacy of
AEAD scheme IT = (E, D) having key space Key is

AdvPIV(4) = Pr [K S Key: AFx0) = 1} —Pr [K S Key: AY O = 1}

where $°'(+) denotes the oracle that on input (N, H, M) returns a random string
of length |M].

AUTHENTICITY OF AEAD SCHEMES. This time we provide the adversary with
two oracles, an encryption oracle E;/(-) as above and also a wverification oracle
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ﬁK() The latter oracle takes input (N, H, CT) and returns 1 if DX #(CT) €
Plaintext and returns 0 if DY #(CT) = INVALID. The adversary is assumed to
satisfy three conditions, and these must hold regardless of the responses to its
oracle queries and regardless of A’s internal coins:

e Adversary A must be nonce-respecting. (The condition is understood to
apply only to the adversary’s encryption oracle. Thus a nonce used in an
encryption-oracle query may be used in a verification-oracle query.)

e Adversary A may never make a verification-oracle query (N, H, CT') such
that the encryption oracle previously returned CT in response to a query
(N,H,M).

e Adversary A must call its verification-oracle exactly once, and may not
subsequently call its encryption oracle. (That is, it makes a sequence of
encryption-oracle queries, then a verification-oracle query, and then halts.)

We say that such an adversary forges if its verification oracle returns 1 in re-
sponse to the single query made to it. The advantage of such an adversary A in
violating the authenticity of AEAD scheme IT = (E, D) having key space Key is

Advanuth(A) — Pr [K (i Key: AEK()’E)K() fOI‘geS

IV-BASED ENCRYPTION. An [V-based encryption scheme (an IVE scheme) is
a pair of algorithms IT = (€, D) where £ : Key x IV x Plaintext — Ciphertext is a
deterministic encryption algorithm and D: Key x IV x Ciphertext — Plaintext U
{INvALID} is a deterministic decryption algorithm. The key space Key is a set
of keys and the plaintext space Plaintext and ciphertext space Ciphertext and
IV space IV are all nonempty sets of strings. We write EE£(M) for £(K, R, M)
and DE(C) for D(K, R,C). We require that DE(EE(M)) = M for all K €
Key and R € IV and M € Plaintext. We assume, as before, that Plaintext =
Ciphertext = {0,1}" and that |£(M)| = |M|. We also assume that IV = {0,1}"
for some n > 1 called the IV length.

PrIvACY OF IVE SCHEMES WITH RANDOM IVs. Let I = (£,D) be an IVE
scheme with key space Key and IV space IV = {0,1}". Let £® be the proba-
bilistic algorithm defined from &£ that, on input K and M, chooses an IV R at
random from {0, 1}", computes C' + EE(M), and then returns C' along with the
chosen IV:

Algorlthm g?}(M) //The probabilistic encryption scheme built from IVE scheme &£
R<E{0,1}"; C — EE(M); return R| C

Then we define the advantage of an adversary A in violating the privacy of IT
(as an encryption scheme using random IV) by

AdvP™V(A) = Pr [K < Key : ASKC) = 1} —Pr [K & Key: A%0) = 1}
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where $(-) denotes the oracle that on input M returns a random string of length
n + |M]. This is just the ind$-privacy of the randomized symmetric encryption
scheme associated to I1. We comment that we have used a superscript of “priv”
for an IVE scheme and “priv” (bold font) for an AEAD scheme.

PSEUDORANDOM FUNCTIONS. A family of functions, or a pseudorandom function
(PRF), is a map F: Key x D — {0,1}" where Key is a set of keys and D is
a nonempty set of strings. We call n the output length of F'. We write F for the
function F(K,-) and we write f &£ F to mean K < Key; f <« Fk. We denote
by R} the set of all functions with domain {0,1}" and range {0,1}"; by R"
the set of all functions with domain {0,1}" and range {0,1}"; and by R the
set of all functions with domain I and range {0,1}". We identify a function
with its key, making R”, R} and R! pseudorandom functions. The advantage
of adversary A in violating the pseudorandomness of the family of functions
F: Key x {0,1}" — {0,1}" is

Adv%rf(A) = Pr [K<i Key : AFx() = 1} —Pr [piR: : APO) = 1}

A family of functions E: Key x D — {0,1}" is a block cipher if D = {0,1}" and
each E is a permutation. We let P,, denote all the permutations on {0,1}" and
define

AdviP(A) = Pr [K S Key: APKO) = 1} —Pr [71' Ep, s A0 = 1}

RESOURCES. If xxx is an advantage notion for which Advy;™(A) has been defined
we write Advy;*(R) for the maximal value of Advy;™(A) over all adversaries A
that use resources at most R. When counting the resource usage of an adversary,
one maximizes over all possible oracle responses, including those that could
not be returned by any experiment we have specified for adversarial advantage.
Resources of interest are: t—the running time; ¢—the total number of oracle
queries; go—the number of oracle queries to the adversary’s first oracle; ¢,—
the number of oracle queries to the adversary’s second oracle; and c—the data
complexity. The running time ¢ of an algorithm is its actual running time (relative
to some fixed RAM model of computation) plus its description size (relative to
some standard encoding of algorithms). The data complexity o is defined as the
sum of the lengths of all strings encoded in the adversary’s oracle queries, plus
the total number of all of these strings.? In this paper the length of strings is
measured in n-bit blocks, for some understood value n. The number of blocks
in a string M is defined as || M|, = max{1, [|M|/n]}, so that the empty string
counts as one block. As an example, an adversary that asks queries (Ny, Hy, M),
(N3, Ho, M) to its first oracle and query (N, H, M) to its second oracle has data
complexity [N+ | lln+ | M1+ [ Nallo -+ || Hallo+ [ Mol -+ [N [+ | H 1+
| M|, +9. The name of a resource measure (¢, t', g, etc.) will be enough to make
clear what resource it refers to.

2 There is a certain amount of arbitrariness in this convention, but it is reasonable
and simplifies subsequent accounting.
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When we use big-O notation it is understood that the constant hidden inside
the notation may depend on n. We write O(f(x)) for O(f(z)lg(f(z)). When F
is a function we write Timeg (o)) for the maximal amount of time to compute
the function F over inputs of total length . When II = (£,D) is an AEAD
scheme or an IVE scheme with key space Key we write Timeg (o) for the time
to compute a random element K A Key plus the maximal amount of time to
compute the function £x on arguments of total length o.

6 Security Results

We first obtain results about the security of EAX2 and then prove a result about
the security of a tweakable-OMAC extension. These results are applied to derive
results about the security of EAX. The notation and security measures referred
to below are defined in Section 5.

SECURITY OF EAX2. We begin by considering the EAX2[II, F, 7] scheme with F'
being equal to R, the set of all functions with domain {0, 1}" and range {0,1}".
In other words, we are considering the case where F1 is a random function with
domain {0,1}" and range {0,1}". First we show that EAX2[II, R, 7] inherits
the privacy of the underlying IVE scheme IT. The proof of the following is in
the full version of this paper [3].

Lemma 1. [Privacy of EAX2 with a random PRF]| Let II be an IVE
scheme with IV space {0,1}" and let T € [0..n]. Then

AQVE Y o (0, 0) < AQVE (¢, g,0)

where t' =t + O(o). O

We now turn to authenticity. The following shows that EAX2[II, R, 7| provides
authenticity under the assumption that the underlying IVE scheme II provides
privacy. The proof is in the full version of this paper [g].

Lemma 2. [Authenticity of EAX2 with a random PRF] Let IT be an IVE
scheme with IV space {0,1}" and let T € [0..n]. Then

AdvR Ry rn 7 (B¢, 0) < AAVRY (', q,0) +277

where t' =t + O(o). O

Our definition of authenticity allows the adversary only one query to its veri-
fication oracle, meaning only one forgery attempt. A standard argument says
that the advantage of an adversary making ¢, verification queries can grow by
a factor of at most ¢,. As per the above this means it is at most ¢, - [277 +
Adv%ﬁv(t’, q,0)]. We believe that in fact the bound is better than this, namely
that it is ¢,277 + Adv%ﬁv(t’,q,a). However, we do not have a proof of this
stronger bound.
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The above allows us to obtain results about the security of the general
EAX2[II, F, 7] scheme based on assumptions about the security of the compo-
nent schemes. The proof of the following is in the full version of this paper [3].

Theorem 1. [Security of EAX2] Let F': Keyl x {0,1}" — {0,1}" be a family
of functions, let Il = (€,D) be an IVE scheme with IV space {0,1}" and let
7 € [0..n]. Then

AdvEuAt)}(l2[H,F,7—](ta q, U) < Adv%riv(t% q, U) + Adv%rf(tl? 3q+ 3, 0') + 277(1)
AAVERY, 1 p(t g, 0) < AV (ts,¢,0) + Advi(t3, 3¢, 0) (2)

where t; = t+Timeg(0)+O0(0) and ty = t+O0(0c+nq) and t3 = t+Timeg (o) +
O(o). O

We remark that although “birthday” terms of the form ¢2/2" or ¢?/2" do not
appear explicitly in the bounds above, they may appear when we bound the
AdviV (-, ) and Adv%rf(, -,+) in terms of their arguments.

SECURITY OF A TWEAKABLE-OMAC EXTENSION. This section develops the
core result underlying why key-reuse “works” across OMAC and CTR modes.
To do this, we consider the following extension of the tweakable-OMAC con-
struction. Fix n > 1 and let ¢t € {0,1,2} and p € R? and M € {0,1}" and
s € N. Then define

Algorithm OMAC,,(t, M, s)

10 R OMAC(M)
11 for j«—0tos—1doS; — p(R+j)
12 return R SyS1---Ss_1

Thus an OMAC,, oracle, when asked (t, M, s), returns not only R = OMAC;(M)
but also a key stream SpS7...Ss formed using CTR-mode and start-index R.
We emphasize that the key stream is formed using the same function p (that is,
the same key) that underlies the OMAC computation. Note too that we have
limited the tweak ¢ to a small set, {0,1,2}.

We imagine providing an adversary A with one of two kinds of oracles. The
first is an oracle OMAC,(-,-,-) for a randomly chosen p € Rj. The second
is an oracle $,(-,-,-) that, on input (¢, M,s), returns n(s + 1) random bits.
Either way, we assume that the adversary is length-committing: if the adversary
asks a query (t,M,s) it does not ask any subsequent query (¢, M,s’). As the
adversary runs, it asks some sequence of queries (t1, M1, $1), ..., (tg, My, Sq). The
resources of interest to us are the sum of the block lengths of the messages being
MACed, o1 = > ||M;||n, and the total number oo = > s; of key-stream blocks
that the adversary requests. We claim that a reasonable adversary will have
little advantage in telling apart the two oracles, and we bound its distinguishing
probability in terms of the resources o; and o9 that it expends. Recall that
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for oracles X and Y and an adversary A we measure A’s ability to distinguish
between oracles X and Y by the number Adv‘;;f}(A) = Pr[AX =1] - Pr[AY =
1]. The proof of the following is in the full version of this paper [8].

Lemma 3. [Pseudorandomness of OMAC] Fiz n > 2. Then, for length-
committing adversaries,

(01 + 02 + 3)?

dist
Advonacirn) s, (01,02) < on

SECURITY OF EAX. We are now ready to consider the security of EAX. The
proof of the following is in the full version of this paper [3].

Theorem 2. [Security of EAX] Let n > 2 and 7 € [0..n]. Then

riv 90—2
AdvEAX[Rﬁ;,T](U) = on
10.5 o2 1
AdviiRirn (o) < gn T or =

Finally, we may, in the customary way, pass to the corresponding complexity-
theoretic result where we start with an arbitrary block cipher E.

Corollary 1. [Security of EAX] Letn > 2 and E: Key x {0,1}" x {0,1}" be
a block cipher and let T € [0..n]. Then

9.5 02

AdvEY 5t 0) < on T AAVER(,0)

1102 1 .
on t o7 + Adv%p(t/,g)

where t' =t + O(0). O

Adv%t‘l%t)lg[E,T] (ta 0)

IN

We omit the proof, which is completely standard.
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A  Definition of CCM

Since CCM [26] was a major motivation for our work, we recall its definition,
writing it in a new form. First some notation. Write string constants in hex-
adecimal, as in OxFFFE. When X € {0, 1}13 is a nonempty string and i € N is
a number we let X 4+ ¢ be the £-bit string that results from regarding X as a
nonnegative number = (binary notation, msb first), adding z to i, taking the
result modulo 2", and converting this number back into an ¢-bit string. Now
CCM depends on three parameters:

e E — the block cipher — where E: Key x {0,1}"*® — {0,1}'*®

e T — the tag length — where T € {4,6,8,10,12,14,16}

e )\ — the length-of-the-message-length-field — where X\ € {2,3,4,5,6,7,8}
Once parameters (E, 7, A) have been fixed, where E: Key x {0,1}'*® — {0,1}'*®
is a block cipher, CCM is the AE scheme specified in Figure 6. The nonce space
is Nonce = BYTE' ™ and the header space is Header = ByTE<2" and the

message space is Plaintext = ByTE<2"". There is a tradeoff between the length
of nonces, n = |N| = 15 — X bytes, and the longest permitted message, 256* — 1
bytes.



The EAX Mode of Operation

Algorithm CCM.Encrypt% H (M)

100
101
102
103
104
105
106
107
108
109
110
111
112
113

B«—0 | if H=cthenOelselendif | [r/2—-1]3 | [A—-1]3 |
Nl [IMn]sx I
if H = ¢ then ¢ elseif |H|,, < 62580 then [||H||,]ic elseif |H|, < 2°2
then OxFFFE || [||H||.]32 else OxFFFF || [||H|.»]64 endif ||
H
if H = ¢ then ¢ elseif ||H||,, < 62580 then [0], 14~ IHn) mod 16
elseif ||H||, <2°2 then [0], (10~ 1Hln) mod 16 glge [g],, (O 1HIn) mod 16 ¢ qif
I M
0], (= 1Mlln) mod 16

U «— CBCk (B)

Ag—=[=1]s | N | [0],"

V|| C — CTRA® (U || M) where |V] = 128

T « V [first T bytes]

return CT «— C || T

Algorithm CCM.Decrypt® 7 (CT)

200
201
202

210
211

220
221
222
223
224
225
226
227
228
230
231
232
233
234

if ||CT||, < T then return INVALID
Partition CT into C || T where ||T||, = T
if [|C]l, > 2* — 1 then return INVALID

Ag—=[=1]s | N | [0,"

M « CTREO (€)

B«—0 | ifH=¢thenOelselendif | [r/2—-1]3 | [X—1]3 |
N UIMIladsa I

if H = ¢ then ¢ elseif |H|,, < 62580 then [||H||,]ic elseif |H|, < 2°2
then OxFFFE || [||H||»]32 else OxFFFF || [||H||»]64 endif
=
if H = ¢ then ¢ elseif ||H||,, < 62580 then [0],, (14~ 1Hln) mod 16
elseif ||H|, <22 then [0], (107 1HIn) mod 16 gjge [g],, (6= 1HlIn) mod 16 g qif
I M
[0],,(~ M lln) mod 16
U « CBCk(B)
V «— Eg(Ao)®U
T’ «— V [first T bytes]
if T # T’ then return INVALID
return M

Fig.6. Encryption and decryption under CCM[E, T, A]
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Abstract. We introduce CWC, a new block cipher mode of operation
for protecting both the privacy and the authenticity of encapsulated data.
CWC is the first such mode having all five of the following properties:
provable security, parallelizability, high performance in hardware, high
performance in software, and no intellectual property concerns. We be-
lieve that having all five of these properties makes CWC a powerful tool
for use in many performance-critical cryptographic applications. CWC is
also the first appropriate solution for some applications; e.g., standard-
ization bodies like the IETF and NIST prefer patent-free modes, and
CWC is the first such mode capable of processing data at 10Gbps in
hardware, which will be important for future IPsec (and other) network
devices. As part of our design, we also introduce a new parallelizable
universal hash function optimized for performance in both hardware and
software.

1 Introduction

An authenticated encryption associated data (AEAD) scheme is a symmetric
encryption scheme designed to protect both the privacy and the authenticity
of encapsulated data. There has recently been a strong push toward producing
block cipher-based AEAD schemes [13, 10, 12, 24, 28, 23, 5]. Despite this push,
among the previous works there does not exist any AEAD scheme simultane-
ously having all of the following properties: provable security, parallelizability,
high performance in hardware, high performance in software, and free from in-
tellectual property concerns. Even though not all applications will require all
five of the these properties, almost all applications will require at least one of
the them, and may very likely have to be able to interoperate with an applica-
tion requiring a different property. We thus view finding an appropriate scheme
having all five of these properties as a very important research goal.

Finding an appropriate balance between all five of the aforementioned prop-
erties is, however, not easy because the most natural approaches to addressing
some of the properties are actually disadvantageous with respect to other prop-
erties. We believe we have overcome these challenges and, in doing so, introduce
a new mode of operation called CWC, or Carter-Wegman Counter mode.

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 408-426, 2004.
© International Association for Cryptologic Research 2004
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Motivating example. One of the primary motivations for such a block cipher-
based AEAD scheme is IPsec. From a pragmatic perspective, we note that
many vendors and standardization bodies prefer patent-free modes over patented
modes (the elegant OCB mode was apparently rejected from the IEEE 802.11
working group because of patent concerns). And, from a hardware performance
perspective, we note that because none of the existing patent-free AEAD schemes
are parallelizable, it to impossible to make existing patent-free AEAD schemes
run faster than about 2Gbps using conventional ASIC technology and a single
processing unit. Nevertheless, future network devices will be expected to run
at 10Gbps. CWC addresses these issues, being both patent-free and capable of
processing data at 10Gbps using conventional ASIC technology.

The CWC solution. Our new mode of operation, called CWC, has all five of
the properties mentioned above. It is provably secure. Moreover, our provable
security-based analyses helped guide our research and helped us reject other
schemes with similar performance properties but with slightly worse provable
security bounds. CWC is also parallelizable, which means that we can make
CWC-AES run at 10Gbps using conventional ASIC technology. CWC is also fast
in software. Our current implementation of CWC-AES runs at about the same
speed as the other patent-free modes on 32-bit architectures (Table 1), and we
anticipate significant performance gains on 32-bit CPUs when using more so-
phisticated implementation techniques (Section 6), and we also see significantly
better performance on 64-bit architectures. Of course, we do remark that the
patented modes like OCB are capable of running even faster in software, which
would make them very attractive were they not also encumbered in intellectual
property issues.

Like the other two unpatented block cipher-based AEAD modes, CCM [2§]
and EAX [5], CWC avoids patents by using two inter-related but mostly inde-
pendent modules: one module to “encrypt” the data and one module to “authen-
ticate” the data. Adopting the terminology used in [5], it is because of the two-
module structure that we call CWC a “conventional” block cipher-based AEAD
scheme. Although CWC uses two modules, it can be implemented efficiently in
a single pass. By using the conventional approach, CCM, EAX, and CWC are
very much like composition-based AEAD scheme [4, 15], or AEAD schemes com-
posed from existing encryption schemes and MACs. Unlike composition-based
AEAD schemes, however, by designing CWC directly from a block cipher, we
eliminate redundant steps and fine-tune CWC for efficiency, again keeping in
mind both our hardware and software goals. For example, we use only one block
cipher key, which saves expensive memory access in hardware.

The encryption core of CWC is essentially counter (CTR) mode encryption,
which is well-known to be efficient and parallelizable. Finding an appropriate al-
gorithm for the authentication core of CWC proved to be more of a challenge. For
authentication, we decided to base our design on the Carter-Wegman [27] uni-
versal hash function approach for message authentication. Part of the difficulty
in the design came down to choosing the right type of universal hash function,
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Table 1. Software performance (in clocks per byte) for the three patent-free block
cipher-based AEAD modes on a Pentium III. Values are averaged over 50 000 samples

Linux/gce-3.2.2 Windows 2000/VS6.0

Payload lengths (bytes) Payload lengths (bytes)
Mode 128 256 512 2048 8192 128 256 512 2048 8192
CWC-AES 105.5 88.4 78.9 72.2 70.5 84.7 70.2 62.2 56.5 55.0
CCM-AES 97.9 87.1 82.0 78.0 77.1 64.8 56.7 52.5 49.5 48.7
EAX-AES 114.1 94.9 86.1 79.1 77.5 75.2 61.8 55.3 50.4 49.1

with the right parameters. Since polynomial evaluation can be parallelized (if
the polynomial is in x, one can split it into i polynomials in z%), we chose to
use a universal hash function consisting of evaluating a polynomial modulo the
prime 2127 —1. We note the our hash function is similar to Bernstein’s hash127 [6]
except that Bernstein’s hash function was optimized for software performance
at the expense of hardware performance. To address this issue, we use larger co-
efficients than Bernstein uses. We believe our hardware- and software-optimized
universal hash function to be of independent interest.

Notation. As part of our research, we first created a general approach for com-
bining CTR mode encryption with a universal hash function in order to provide
authenticated encryption. We shall refer to this general approach as CWC (note
no change in font), and shall use CWC-BC to refer to a CWC instantiation with
a 128-bit block cipher BC as the underlying block cipher and with the univer-
sal hash function described briefly above. We shall use CWC as shorthand for
CWC-BC and use CWC-AES to mean CWC-BC with AES [8] as the underlying
block cipher. Other instantiations of the general CWC approach are possible,
e.g., for legacy 64-bit block ciphers. Since we are primarily targeting new appli-
cations, and since a mode using a 128-bit block cipher will never be asked to
interoperate with a mode using a 64-bit block cipher, we focus this paper only
on our 128-bit CWC instantiation.

When we say that an AEAD scheme’s encryption algorithm takes a pair
(A, M) as input and produces a ciphertext as output, we mean that the AEAD
scheme is designed to protect the privacy of M and the authenticity of both A
and M. This will be made more formal in the body.

Performance. Let (A, M) be some input to the CWC encryption algorithm. The
CWC encryption algorithm derives a universal hash subkey from the block cipher
key. Assuming that the universal hash subkey is maintained across invocations,
encrypting (A, M) takes [|M|/128] 42 block cipher invocations. The polynomial
used in CWC’s universal hashing step will have degree d = [|A[/96] + [|M]/96].
There are several ways to evaluate this polynomial (details in Section 6). As
noted above, we could evaluate it in parallel. Serially, assuming no precompu-
tation, we could evaluate this polynomial using d 127x127-bit multiplies. As
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another example, assuming n precomputed powers of the hash subkey, which
are cheap to maintain in software for reasonable n, we could evaluate the poly-
nomial using d — m 96x127-bit multiplies and m 127x127-bit multiplies, where
m=[(d+1)/n] - 1.

In hardware using conventional ASIC technology at 0.13 micron, it takes
approximately 300 Kgates to reach 10 Gbps throughput for CWC-AES. This is
around twice as much as OCB, but avoids IP negotiation overhead and roy-
alty payments to three parties. Table 1 relates the software performance, on
a Pentium III, of CWC-AES to the two other patent-free AEAD modes CCM
and EAX; the patented modes such as OCB are not included in this table,
but are about twice as fast as the times given for the patent-free modes. The
implementations used to compute Table 1 were written in C by Brian Glad-
man [9] and all use 128-bit AES keys; the current CWC-AES implementation
does not use the above-mentioned precomputation approach for evaluating the
polynomial. Table 1 shows that the current implementations of the three modes
have comparable performance in software, the relative “best” depending on the
OS/compiler and the length of the message. Using the above-mentioned precom-
putation approach and switching to assembly, we anticipate reducing the cost of
CWC’s universal hashing step to around 8 cpb, thereby significantly improving
the performance of CWC-AES in software compared to CCM-AES and EAX-
AES (since the authentication portions of CCM-AES and EAX-AES are limited
by the speed of AES but the authentication portion of CWC-AES is limited by
the speed of the universal hash function). For comparison, Bernstein’s related
hash127, which also evaluates a polynomial modulo 2'27 — 1 but whose specific
structure makes it less attractive in hardware, runs around 4 cpb on a Pentium
IIT when written in assembly and using the precomputation approach. On 64-bit
Gbs, our initial implementation of the hash function runs at around 6 cpb, thus
showing that CWC-AES is very attractive on 64-bit architectures (when running
the G5 in 32-bit mode, our implementation runs at around 15 cpb).

We do not claim that CWC-AES will be particularly efficient on low-end
CPUs such as 8-bit smartcards. However, our goal was not to develop an AEAD
scheme for such low-end processors.

The patent issue. The patent issue is a very peculiar one. While it may
initially sound odd to let patents influence research, we note that it is also not
uncommon, especially in other sciences. Indeed, we view this line of research as
discovering the most appropriate solution given real-world constraints. And, just
like performance constraints, intellectual property constraints are very real.

Background and related work. The notion of an authenticated encryption
(AE) scheme was formalized by Katz and Yung [13] and by Bellare and Nam-
prempre [1] and the notion of an authenticated encryption with associated data
(AEAD) scheme was formalized by Rogaway [23]. Bellare and Namprempre [4]
and Krawczyk [15] explored ways to combine standard encryption schemes with
MACs to achieve authenticated encryption. A number of dedicated AE and
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AEAD schemes also exist, including RPC [13], XECB [10], IAPM [12], OCB [24],
CCM [28], and EAX [5]. CWC is similar to the combination of McGrew’s UST [20]
and TMMH [19], where one of the main advantages of CWC over UST+TMMH
is CWC’s small key size, which, as the author of UST and TMMH noted, can be
a bottleneck for UST+TMMH in hardware at high speeds. The integrity por-
tion of CWC builds on top of the Carter-Wegman universal hashing approach to
message authentication [27]. The specific hash function CWC uses is similar to
Bernstein’s hash127 [6], but is better suited for hardware. Shoup [26] and Nevel-
steen and Preneel [22] also worked on software optimizations for universal hash
functions. Rogaway and Wagner released a critique of CCM [25]. For each issue
raised in [25], we find that we have addressed the issue (e.g., we designed CWC to
be on-line) or we disagree with the issue (e.g., we feel that it is sufficient for new
modes of operation to handle arbitrary octet-length, as opposed to arbitrary bit-
length, messages; we stress, however, that, if desired, it is easy to modify CWC to
handle arbitrary bit-length messages, see Section 5). CWC recently served as the
starting point for GCM [21], another promising new conventional authenticated
encryption mode.

2 Preliminaries

Notation. If z is a string then |z| denotes its length in bits. Let ¢ denote the
empty string. If z and y are two equal-length strings, then = & y denotes the
XOR of z and y. If z and y are strings, then z||y denotes their concatenation.
If N is a non-negative integer and [ is an integer such that 0 < N < 2!, then
tostr(N, 1) denotes the encoding of N as an [-bit string in big-endian format.
If z is a string, then toint(xz) denotes the integer corresponding to string x in
big-endian format (the most significant bit is not interpreted as a sign bit). For
example, toint(10000010) = 27 + 2 = 130. If b is a bit and n a non-negative
integer, then b" denote b concatenated with itself n times; e.g., 107 is the string
10000000. Let = « y denote the assignment of y to x. If X is a set, let x X
denote the process of uniformly selecting at random an element from X and
assigning it to z. If f is a randomized algorithm, let z < f(y) denote the
process of running f with input y and a uniformly selected random tape. When
we refer to the time of an algorithm or experiment, we include the size of the
code (in some fixed encoding). There is also an implicit big-O surrounding all
such time references.

Authenticated encryption schemes with associated data. We use Ro-
gaway’s notion of an authenticated encryption with associated data (AEAD)
scheme or mode [23]. An AEAD scheme S = (K.,&,D) consists of three
algorithms and is defined over some key space KeySpgg, some nonce space
NonceSpge = {0,1}™, n a positive integer, some associated data (header) space
AdSpge C {0,1}*, and some payload message space MsgSpge. C {0,1}*. We
require that membership in MsgSpgs and AdSpge can be efficiently tested and
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that if M, M’ are two strings such that M € MsgSpge and |M'| = |M|, then
M’ € MsgSpgse-

The randomized key generation algorithm K, returns a key K € KeySpgg; we
denote this process as K < K.. The deterministic encryption algorithm & takes
as input a key K € KeySpge, a nonce N € NonceSpg,, a header (or associated
data) A € AdSpg¢, and a payload message M € MsgSpge, and returns a cipher-
text C' € {0, 1}*; we denote this process as C «— Exn* (M) or C — Ex (N, A, M).
The deterministic decryption algorithm D takes as input a key K € KeySpgg,
a nonce N € NonceSpgg, a header A € AdSpgg, and a string C' € {0,1}* and
outputs a message M € MsgSpge or the special symbol INVALID on error; we
denote this process as M «— ’Dg’A(C). We require that D%’A(Eg’A(M)) =M
for all K € KeySpge, IV € NonceSpge, A € AdSpge, and M € MsgSpge. Let I(+)
denote the length function of SE&; i.e., for all keys K, nonces N, headers A, and
messages M, |ER(M)| = I(|M]).

Under the correct usage of an AEAD scheme, after a random key is selected,
the application should never invoke the encryption algorithm twice with the same
nonce value until a new key is randomly selected. In order to ensure that a nonce
does not repeat, implementations typically use nonces that contain counters. We
use the notion of a nonce, rather than simply a counter, because the notion of
a nonce is more general and allows the developer the freedom to structure the
nonce as he or she desires.

Block ciphers. A block cipher E : {0,1}* x {0,1} — {0,1} is a function
from k-bit keys and L-bit blocks to L-bit blocks. We use Ex(-), K € {0,1}*,
to denote the function E(K,-) and we use f < E as short hand for K &
{0,1}*; f « Ex. Block ciphers are families of permutations; namely, for each
key K € {0,1}*, Ex is a permutation on {0, 1}*. We call k the key length of F
and we call L the block length.

We adopt the notion of security for block ciphers introduced in [17] and
adopted for the concrete setting in [2]. Let E : {0,1}* x {0,1}* — {0,1}* be
a block cipher and let Perm(L) denote the set of all permutations on {0,1}.
Let A be an adversary with access to an oracle and that returns a bit. Then

AdviP(A) =Pr [f EE A0 = 1} —Pr [g & Perm(L) : A% =1

denotes the PRP-advantage of A in distinguishing a random instance of E from
a random permutation. Intuitively, we say that E is a secure PRP, or a secure
block cipher, if the PRP-advantages of all adversaries using reasonable resources
is small. Modern block ciphers, such as AES [3], are believed to be secure PRPs.

3 The CWC Mode of Operation

We now describe our new AEAD scheme. Let BC : {0, 1} x {0,1}12® —
{0,1}'28 be a 128-bit block cipher. Let tl < 128 is the desired tag length in bits.
Then the CWC mode of operation using BC with tag length tl, CWC-BC-tl =



414 Tadayoshi Kohno et al.

(K, CWC-ENC, CWC-DEC), is defined as follows. The message spaces are:

MsgSpcwe.ecy = {2 € ({0,1}%)" : |2 < MaxMsgLen }
AdSpewcsey = 1z € ({0,1}%)* : |z| < MaxAdLen }

KeySpewcscy = {0, 1}
NonceSpewce ge.y = {0,1}%

where MaxMsgLen and MaxAdLen are both 128 - (232 — 1). That is, the payload
and associated data spaces for CWC-BC-tl consist of all strings of octets that are
at most 232 — 1 blocks long.

The CWC-BC-tl key generation, encryption, and decryption algorithms are
defined as follows:

Algorithm CWC-DECk (N, A, C)

If |C| < tl then return INVALID

Parse C as o||7 where |7| = tl

If A & AdSpcwegcu Or o & MsgSpewce peu then
return INVALID

If 7 # CWC-MACk (N, A, o) then
return INVALID

M — CWC-CTRk (N, o)

Return M

Algorithm /C
K & {0,134
Return K

Algorithm CWC-ENCx (N, A, M)
o «— CWC-CTRk (N, M)
T — CWC-MACk (N, A, 0)
Return of|T

The remaining algorithms (CWC-CTR, CWC-MAC, CWC-HASH) are defined be-
low. The CWC-CTR algorithm handles generating the encryption and decryption
keystreams, CWC-MAC handles the generation of an authentication tag, and uses
CWC-HASH as the underlying universal hash function.

Algorithm CWC-HASHk (A, o)
Z « last 127 bits of BCx (110*2%)
K, — toint(Z)
| « min int such that 96 divides |A[|0'|

Algorithm CWC-CTRx (N, M)
a «— [|M]/128]
For i =1 to o do
s; « BCx (107 || N |tostr(i, 32))

x « first |[M| bits of s1[s2]|---||sa !’ < min int such that 96 divides ][0 |
o —z®M X — Allo'|o]j0" 5 5 — |X|/96
Return o Break X into chunks X1, X»,..., X3

For i =1 to 8 do

Algorithm CWC-MACk (N, A, o)
R « BCx (CWC-HASHK (A, o))
T« BCx (107||N||0**) @ R

Y; « toint(X;)
lo —|ol/8; 14— |A|/8
Yap1 2% la + 1o

Return first tl bits of 7 R — leg + o+ Y3Kn 4 Yai1
mod2'?” — 1

Return tostr(R, 128)

4 Theorem Statements

The CWC scheme is a provably secure AEAD scheme assuming that the under-
lying block cipher, e.g., AES, is a secure pseudorandom permutation. This is
a quite reasonable assumption since most modern block ciphers, including AES,
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are believed to be pseudorandom. Furthermore, all provably-secure block cipher
modes of operation that we are aware of make at least the same assumptions
we make, and some modes, such as OCB [24], require the stronger, albeit still
reasonable, assumption of super-pseudorandomness.

The specific results for CWC appear as Theorem 1 and Theorem 2 below, and
are proven in the full version of this paper [14]. In [14] we also present results
for the general CWC construction, from which Theorems 1 and 2 follow.

4.1 Privacy

We first show that if BC is a secure block cipher, then CWC-BC-tl will preserve
privacy under chosen-plaintext attacks. For our notion of privacy for AEAD
schemes, we use the strong definition of indistinguishability from [23]. Let S€ =
(Ke,&,D) be an AEAD scheme with length function I(-). Let $(-, -, -) be an oracle
that, on input (N, A, M) € NonceSpgs X AdSpge X MsgSpgse, returns a random
string of length [(|M|). Let B be an adversary with access to an oracle and that
returns a bit. Then

AdVEN(B) =Pr [ K & K, ¢ BSC) =1~ pr[ S =1 ]

is the IND$-CPA-advantage of B in breaking the privacy of S€ under chosen-
plaintext attacks; i.e., Adviee' (B) is the advantage of B in distinguishing be-
tween ciphertexts from Ek (-, -, -) and random strings. An adversary B is nonce-
respecting if it never queries its oracle with the same nonce twice. Intuitively,
a scheme S& preserves privacy under chosen plaintext attacks if the IND$-CPA-

advantage of all nonce-respecting adversaries using reasonable resources is small.

Theorem 1. [Privacy of CWC.] Let CWC-BC-tl be as in Section 3. Then
given a nonce-respecting IND$-CPA adversary A against CWC-BC-tl one can con-
struct a PRP adversary Ca against BC such that if A makes at most q oracle
queries totaling at most u bits of payload message data, then

Adveyepen(A) < Advipd (Ca) + 9129 : (1)
Furthermore, the experiment for C4 takes the same time as the experiment for

A and C4 makes at most u/128 + 3q + 1 oracle queries.

Let us elaborate on why Theorem 1 implies that CWC-BC will preserve privacy
under chosen-plaintext attacks. Assume BC is a secure block cipher. This means
that AdvE®(C) must be small for all adversaries C' using reasonable resources
and, in particular, this means that, for C'4 as described in the theorem state-
ment, Advg(C4) must be small assuming that A uses reasonable resources.
And if AdvgP(C4) is small and p, ¢ are small, then, because of the above equa-
tions, Advgf,ivvc_BC_tl(A) must also be small as well. L.e., any adversary A using
reasonable resources will only be able to break the privacy of CWC-BC-tl with
some small probability.

As a concrete example, let us consider limiting the number of applications of
CWC-BC-tl between rekeyings to some reasonable value such as ¢ = 232, and let
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us limit the total number of payload bits between rekeyings to p = 2%°. Then
Equation 1 becomes

riv r 1
Adveye pey(4) < Advgl(Ca) + 942
which means that, assuming that the underlying block cipher is a secure PRP,
an attacker will not be able to break the privacy of CWC-BC-tl with advantage

much greater than 2742,

4.2 Integrity/Authenticity

We now present our results showing that if BC is a secure block cipher, then
CWC-BC-tl will protect the authenticity of encapsulated data. We use the strong
notion of authenticity for AEAD schemes from [23]. Let S€ = (K., &, D) be
an AEAD scheme. Let F' be a forging adversary and consider an experiment
in which we first pick a random key K & K. and then run F with oracle
access to Ex (-, -, +). We say that F forges if F returns a pair (IV, A, C) such that
Dg’A(C) # INVALID but F did not make a query (N, A, M) to Ek(-,-,-) that
resulted in a response C. Then

Adv3Eh(F) = Pr [K &Ko o FEE) forges }

is the AUTH-advantage of F' in breaking the integrity /authenticity of SE. Intu-
itively, the scheme SE preserves integrity /authenticity if the AuTH-advantage of
all nonce-respecting adversaries using reasonable resources is small.

Theorem 2. [Integrity/authenticity of CWC.] Let CWC-BC-tl be as speci-
fied in Section 3. (Recall that BC is a 128-bit block cipher and that the tag length
tl is < 128.) Consider a nonce-respecting AUTH adversary A against CWC-BC-tl.
Assume the execution environment allows A to query its oracle with associated
data that are at most n < MaxAdLen bits long and with messages that are at most
m < MaxMsglLen bits long. Assume A makes at most ¢ — 1 oracle queries and
the total length of all the payload data (both in these ¢ — 1 oracle queries and the
forgery attempt) is at most . Then given A we can construct a PRP adversary
Cy against BC such that

h . (p/128 +3¢+1)2 n+m 1 1
Advacqu:;C-BC-tl (A) < Adngp(CA)—i_ 2129 + 2133 + 92125 + atl * (2)
Furthermore, the experiment for Cy takes the same time as the experiment for A
and C 4 makes at most /128 + 3q + 1 oracle queries.

Let us elaborate on why Theorem 2 implies that CWC-BC will preserve authen-
ticity. Assume BC is a secure block cipher. This means that Advg®(C) must
be small for all adversaries C' using reasonable resources and, in particular, this
means that, for C4 as described in the theorem statement, AdvE®(C4) must be
small assuming that A uses reasonable resources. And if Advg®(C4) is small and
11, ¢, m and n are small, then, because of the above equations, Adviwe gc.y(A)
must also be small as well. Le., any adversary A using reasonable resources will
only be able to break the authenticity of CWC-BC-tl with some small probability.
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Let us consider some concrete examples. Let n = MaxAdLen and m =
MaxMsgLen, which is the maximum possible allowed by the CWC-BC construc-
tion. Then Equation 2 becomes
(n/1284+3¢+1)* 1 1

2129 293 + ot -
If we set ¢ = 232 and p = 2°° as before, and if we take tl > 43, then the above
equation becomes

AdvEd geu(A) < AdvEP(Ca) +

Adv?:l\l/\T;E—BC—tl(A) < Advgrcp(CA) + 941

which means that, assuming that the underlying block cipher is a secure PRP,

an attacker will not be able to break the unforgeability of CWC-BC-tl with prob-
ability much greater than 274!,

Remark 1. [Chosen-ciphertext privacy.] Since CWC-BC-tl preserves privacy
under chosen-plaintext attacks (Theorem 1) and provides integrity (Theorem 2)
assuming that BC is a secure pseudorandom permutation, it also provides privacy
under chosen-ciphertext attacks under the same assumption about BC. See [4, 23]
for a discussion of the relationship between chosen-plaintext privacy, integrity,
and chosen-ciphertext privacy; this relationship was also used, for example, by
the designers of OCB [24].

5 Design Decisions

Finding an appropriate balance between provable security, hardware efficiency,
and software efficiency, while simultaneously avoiding existing intellectual prop-
erty issues, proved to be one the the biggest challenges of this research project. In
this section we discuss how our diverse set of goals affected our design decisions.

The CWC-HASH universal hash function. We found that the best way to
simultaneously achieve our parallelizability, hardware, and software goals was to
base the authentication portion of CWC on the Carter-Wegman [27] universal
hash function approach to message authentication. This is because universal
hash functions, and especially the one we created for CWC, can be implemented
in a multitude of ways, thus allowing different platforms and applications to
implement CWC-HASH in the way most appropriate for them. For example,
hardware implementations will like parallelize the computation of CWC-HASH
by splitting it into multiple polynomials in K }L for some 7. In more detail, if the
polynomial is
ViK) + YKy 4+ VK) P YaK) T 4 4 YKy, + Yy mod 2127 — 1.

then, setting ¢ = 2, and y = K,?L mod 2?7 — 1, and assuming 3 is odd for illus-
tration purposes, we can rewrite the above polynomial as

(Ylym_|_y3ym—1_|_...+Y5)x+ <Yzym+Y4ym_1+"'+Yﬁ+1> mod 2127 — 1 |
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After splitting the polynomial, hardware implementations will then likely com-
pute each polynomial using Horner’s rule (e.g., the polynomial a K %Z +bK} 4 ¢
would be evaluated as (((a) K} +b) K} )+c). Software implementations on modern
CPUs, for which memory is cheap, will likely precompute a number of powers
of K, and evaluate the CWC-HASH polynomial directly, or almost directly, using
a hybrid between a precomputation approach and Horner’s rule. We consider a
number of possible implementation strategies in more detail in Section 6.

CWC-HASH is an instantiation of the classic polynomial universal hash ap-
proach to message authentication [27], and is closely related to Bernstein’s
hash127 [6], which also evaluates a polynomial modulo 2'27—1. Although hash127
is very fast in software, its structure makes it less suitable for use on high-speed
hardware. In particular, Bernstein’s choice of 32-bit coefficients, while great for
software implementations with precomputed powers of Kj, means that hard-
ware implementations using Horner’s rule will be “wasting work.” Specifically,
even with 32-bit coefficients, incorporating each new coefficient using Horner’s
rule will require a 127x127-bit multiply because the accumulated value will be
127 bits long. By defining the CWC-HASH coefficients to be 96-bits long, we
increase the performance of Horner’s rule implementations by a factor of three.
(Of course, we could have gone even further and made the coefficients 126 bits
long, but doing so would have required considerable additional complexity to
perform bit and byte shifting within the coefficients.) An alternative approach
for increasing the performance of a serial implementation of Horner’s rule would
be to reduce the size of the CWC-HASH subkey K} to 96 bits. We discuss why
we rejected this option in more detail later, but remark here that there are al-
ready more efficient strategies than Horner’s rule for implementing CWC-HASH
in software, and that in a parallelized approach the values K7, i > 2, will most
often be full 127-bit values even if K, is only 96-bits long.

On using a single key. From a security perspective, it would have been per-
fectly acceptable, and in fact more traditional, to make the CWC-CTR block
cipher key and the two CWC-MAC block cipher keys independent. Like oth-
ers [28, 5], however, we acknowledge that there are several important reasons for
sharing keys between the encryption and authentication portions of modes such
as CWC. One of the most important reasons is simplicity of key management.
Indeed, fetching key material can be a major bottleneck in high-speed hardware,
and minimizing key material is thus important. This fact is also why we de-
rive the hash subkey from the block cipher key rather than use an independent
hash subkey. We could, of course, have defined a mode that derived a number
of essentially independent block cipher and hash keys from a single block cipher
key, but doing so would either have required more memory or more computa-
tion and, because we have proofs that our construction works, would have been
unnecessary.

Sharing the block cipher key in the way described above and deriving the
hash subkey from the block cipher key did, however, mean that we had to be
very careful with our proofs of security. To facilitate our proofs, we took extra
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care in our design to ensure that there would never be a collision in the plaintext
inputs to the block cipher between the different usages of the block cipher. For
example, by defining CWC-HASH to produce a 127-bit value as output, we know
that the first application of BC to CWC-HASHk (4, o) in CWC-MAC will always
have its first bit set to 0. To avoid a collision with the input to the keystream
generator, the block cipher inputs in CWC-CTR always have the first two bits
set to 10. When using the block cipher to create the hash subkey Kj,, the first
two bits of the input are set to 11.

On the choice of parameters. Part of this effort involved specifying the
appropriate parameters for the CWC encryption mode. Example parameters in-
clude the nonce length and the way the nonce is encoded in the input to the
block cipher. We chose to fix these parameters for interoperability purposes, but
note that our general approach in [14] does not have theses parameters fixed.
We chose to set the nonce length to 88 bits in order to handle future IPsec
sequence numbers. And we chose to set the block counter length to 32 bits in
order to allow CWC to be used with IPsec jumbograms and other large packets.
We also chose to use big-endian byte ordering for consistency purposes and to
maintain compatibility with McGrew’s ICM Internet-Draft [18] and the IETF,
which strongly favors big-endian byte-ordering.

Handling arbitrary bit-length messages. Since we do not believe that many
applications will actually require the ability to encrypt arbitrary bit-length mes-
sages, we do not define CWC to take arbitrary bit-length messages as input.
That said, we did design CWC in such a way that it will be easy to modify the
specification to take arbitrary bit-length messages without affecting interoper-
ability with existing implementations when octet-strings are communicated. For
example, one could augment the computation of Yz, in CWC-HASH as follows:

74— |Almod 8; ry + |o| mod 8; Ygyq 2120 py 42120 425, 41, .

Of course, a cleaner approach for handling arbitrary bit-length messages would
be to compute l4 < |A] and [, < |o| in CWC-HASH. We do not define CWC
this way because we do not consider it a good trade-off to define a mode for
arbitrary bit-length messages at the expense of octet-oriented systems.

64-bit block ciphers. We did not define CWC for use with 64-bit block ci-
phers because we are targeting future high-speed cryptographic applications.
Nevertheless, the general CWC approach in [14] can be instantiated with 64-bit
block ciphers. A 64-bit instantiation may, however, require several uncomfortable
tradeofls; e.g., in the length of the nonce.

Some possible alternatives. Here we discuss some other possible alterna-
tives to CWC and why we rejected these alternatives. First, as noted earlier,
it is possible to improve the performance in some situations by using shorter
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hash subkeys Kj,, say of length 96 bits. Such an alternative will not increase
the performance in high-speed hardware implementations that will parallelize
the computation of CWC-HASH by evaluating a polynomial in (at least) K7.
A 96-bit hash subkey would have increased Horner’s rule performance in soft-
ware, but would still be comparable in speed to a software-based approach using
precomputed powers of K (see Section 6), so reducing the size of K to 96
bits would not provide a significant advantage in software either. In [14] we also
consider what happens to our provable security bounds when the length of the
hash subkey is reduced to less than 96 bits.

There are a number of possible approaches for reducing the number of block
cipher applications in the CWC-MAC algorithm by one. For example, one could
use BCx (W (N, A, 0)) as the tag, where A’ is a modified version of CWC-HASH
designed to hash 3-tuples instead of pairs of strings. One could also use something
like BCk (N) —l—YlefJr2 + + YK} 4+ 1aK? +1,K; mod 2'27 — 1 as the tag. In
[14] we consider these and other alternatives and discuss why we chose to define
CWC the way that we did instead of using an option with one fewer block cipher
invocation. In the case of the two alternatives mentioned in this paragraph, we
note that we rejected them because we were able to prove better bounds on the
security of CWC as currently defined.

Motivated by EAX2 [5], one possible alternative to CWC might be to use
BCx (1110%||N) both as the value to encrypt R in CWC-MAC and as the ini-
tial counter to CTR mode-encrypt M (with the first two bits of the counter
always set to 10). Other EAX2-motivated constructions also exist. For exam-
ple, the tag might be set to BC (h(Xo||V)) ® BCx (h(X1A)) &BCk (h(X2|0)),
where Xy, X7, X5 are strings, none of which is a prefix of the other, and h is
a parallelizable universal hash function, like CWC-HASH but hashing only single
strings (as opposed to pairs of strings). Compared to CWC, these alternatives
have the ability to take longer nonces as input, and, from a functional perspec-
tive, can be applied to strings up to 2'2% blocks long. But we do not view this
as a reason to prefer these alternatives over CWC. From a practical perspec-
tive, we do not foresee applications needing nonces longer than 11 octets, or
needing to encrypt messages longer than 232 — 1 blocks. Moreover, from a se-
curity perspective, applications should not encrypt too many packets between
rekeyings, implying that even 11 octet nonces are more than sufficient. We do
comment, however, that we believe the alternatives discussed in this paragraph
are still more attractive than EAX because, like CWC but unlike EAX, these
alternatives are parallelizable.

We chose not to base the authentication portion of our new mode on XOR-
MAC [3] or PMAC [7] because of patent concerns and our software performance
requirements and we chose not to base the authentication portion on software-
efficient MACs such as HMAC [1] because of our hardware parallelizability re-
quirement.
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6 Performance

Hardware. Since one of our main goals was to achieve high performance in
hardware and, in particular, to provide a solution for future 10 Gbps IPsec (and
other) network devices, let us focus first on hardware costs. As noted in the
introduction, using 0.13 micron CMOS ASIC technology, it should take approxi-
mately 300 Kgates to achieve 10 Gbps throughput for CWC-AES. This estimate,
which is applicable to AES with all key lengths, includes four AES counter-mode
encryption engines, each running at 200 MHz and requiring about 25K gates each.
In addition, there are two 32x128-bit multiply /accumulate engines, each running
at 200 MHz with a latency of four clocks, one each for the even and odd poly-
nomial coefficients. Of course, simply keeping these engines “fed” may be quite
a feat in itself, but that is generally true of any 10 Gbps path. Also, there may
well be better methods to structure an implementation, depending on the partic-
ular ASIC vendor library and technology, but, regardless of the implementation
strategy, 10 Gbps is quite achievable because of the inherent parallelism of CWC.

Since OCB is CWC’s main competitor for high-speed environments, it is worth
comparing CWC with OCB instantiated with AES (we do not compare CWC with
CCM and EAX here since the latter two are not parallelizable). We first note that
CWC-AES saves some gates because we only have to implement AES encryption
in hardware. However, at 10 Gbps, OCB still probably requires only about half
the silicon area of CWC-AES. The main question for many hardware designers is
thus whether the extra silicon area for CWC-AES costs more than three royalty
payments, as well as negotiation costs and overhead. With respect to negotiation
costs and royalty payments, we note that despite significant demands, to date the
relevant parties have not all offered publicly available IP fee schedules. Given
this fact, and given today’s silicon costs, we believe that the extra silicon for
CWC-AES is probably cheaper overall than the negotiation costs and IP fees
required for OCB.

Software. CWC-AES can also be implemented efficiently in software. Table 1
shows timing information for CWC-AES, as well as CCM-AES and EAX-AES,
on a 1.133GHz mobile Pentium IIT dual-booting RedHat Linux 9 (kernel 2.4.20-
8) and Windows 2000 SP2. The numbers in the table are the clocks per byte
for different message lengths averaged over 50000 runs and include the entire
time for setting up (e.g., expanding the AES key-schedule) and encrypting. All
implementations were in C and written by Brian Gladman [9] and use 128-bit
AES keys. The Linux compiler was gcc version 3.2.2; the Windows compiler was
Visual Studio 6.0. To be fair, we note that OCB does run at about twice the
speeds given in Table 1.

From Table 1 we conclude that the three patent-free modes, as currently
implemented by Gladman, share similar software performances. The “best” per-
forming one appears to depend on OS/compiler and the length of the message
being processed. On Linux, it appears that CWC-AES performs slightly better
than EAX-AES for all message lengths that we tested, and better than CCM-
AES for the longer messages, whereas Gladman’s CCM-AES and EAX-AES
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implementations slightly outperform his CWC-AES implementation on Windows
for all the message lengths that we tested.

Note, however, that all the implementations used to compute Table 1 were
written in C. Furthermore, the current CWC-AES code does not make use of
all of the optimization techniques (and in particular precomputation) that we
describe below. By switching to assembly and using the additional optimization
techniques, we anticipate the speed for CWC-HASH to drop to better than 8
clocks per byte, whereas the speed for the CBC-MAC portion of CCM-AES and
EAX-AES will be limited by the speed of AES (the best reported speed for AES
on a Pentium III is 14.1 cpb, due to a proprietary library by Helger Lipmaa;
Gladman’s free hand-optimized Windows assembly implementation runs at 17.5
cpb [16]). Returning to the speed of CWC-HASH, for reference we note that
Bernstein’s related hash127 [6] runs around 4 cpb on a Pentium IIT when written
in assembly and using the precomputation approach. Bernstein’s hash127 also
works by evaluating a polynomial modulo 227 —1; the main difference is that the
coefficients for hash127 are 32 bits long, whereas the coefficients for CWC-HASH
are 96 bits long (recall Section 5, which discusses why we use 96-bit coefficients).
We also note that the performance of CWC-HASH will increase dramatically on
64-bit architectures with larger multiplies; an initial implementation on a G5
using 64-bit integer operations runs at around 6 cpb (when running the G5 in
32-bit mode, the hash function runs at around 15 cpb).

Since the implementation of CWC-HASH is more complicated than the im-
plementation of the CWC-CTR portion of CWC, we devote the rest of this section
to discussing CWC-HASH.

Precomputation. As noted in Section 5, there are two general approaches to
implementing CWC-HASH in software. The first is to use Horner’s rule. The
second is to evaluate the polynomial directly, which can be faster if one precom-
putes powers of the hash key Kj at setup time (here the powers of K}, can be
viewed as an expanded key-schedule). In particular, as noted in Section 5, eval-
uating the polynomial using Horner’s rule requires a 127x127-bit multiply for
each coefficient, whereas evaluating the polynomial directly using precomputed
powers of K, requires a 96x127-bit multiply for each coefficient. (We discuss
elsewhere why we did not make the hash subkey 96-bits, which could have sped
up a serial Horner’s rule implementation.) The advantage with precomputation
was first observed by Bernstein in the context of hash127 [0].

The above description of the precomputation approach assumed that if the
polynomial is YlK;L’*1+~ -+Y, 1 K, +Y, (i.e., the polynomial has 7 coefficients),
then we had precomputed the powers of K}, foralli € {1,...,y—1}. The precom-
putation approach extends naturally to the case where we have precomputed the
powers K7, j € {1,...,n}, for some n < y—1. For simplicity, first assume that we
know the polynomial has a multiple of n coefficients. For such a polynomial, one
processes the first n coefficients (to get YlKg_l +...4+Y, 1 K;,+Y,,), then multi-
plies the intermediate result by K} (to get YleL"_l +.. .+Yn,1K{;+1 +Y,K}).
After that, one can continue processing data with the same precomputed values
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(to get YleL"_l +...4+Y2, 1K,+Ys,), and so on. Note that each chunk of n co-
efficients takes (n — 1) 96x127-bit multiplies, and all but the last chunk takes an
additional 127x127-bit multiply. Now assume that the number of coefficients m
in the polynomial is not necessarily a multiple of n. If m is known in advance,
one could first process m mod n coefficients, multiply by Kj', then process in n-
coefficient chunks as before. Alternately, as long as the end of the message is
known n coefficients in advance, one could process n-coefficients chunks, and
then finish off the final m mod n coefficients using Horner’s rule. Or, if the num-
ber of coefficients in the polynomial is not known until the final coefficient is
reached, one could process the message in n-coefficient chunks and then mul-
tiply by a precomputed power of K ! once the end of the message hash been
reached.

Naturally, precomputation requires extra memory, but that is usually cheap
and plentiful in a software-based environment. Using 32-bit multiplies, the pre-
computation approach requires 12 32-bit multiplies per 96-bit coefficient, as well
as 17 adds, all of which may carry. In assembly, most of these carry operations
can be implemented for free, or close to it by using a special variant of the add
instruction that adds in the operand as well as the value of the carry from the
previous add operation. But when implemented in C, they will generally compile
to code that requires a conditional branch and an extra addition. An implemen-
tation using Horner’s rule requires an additional four multiplies and three addi-
tions with carry per coefficient, adding about 33% overhead, since the multiplies
dominate the additions. A 64-bit platform only requires four multiplies and four
adds (which may all carry), no matter the implementation strategy taken, which
explains why implementations of CWC-HASH for 64-bit architectures are much
faster.

Exploiting the parallelism of some instruction sets. On most 32-bit plat-
forms, it turns out that the integer execution unit is not the fastest way to im-
plement CWC-HASH. Many platforms have multimedia instructions that can be
used to speed up the implementation. As another alternative, Bernstein demon-
strated that, on most platforms, the floating point unit can be used to implement
this class of universal hash functions far more efficiently than can be done in the
integer unit. This is particularly true on the x86 platform where, in contrast
to using the standard registers, two floating point multiples can be started in
close proximity without introducing a pipeline stall. That is, the x86 can ef-
fectively perform two floating-point operations in parallel. The disadvantage of
using floating-point registers is that the operands for the individual multiplies
need to be small, so that the operations can be done without loss of precision.
On the x86, Bernstein multiplies 24-bit values, allowing the sums of product
terms to fit into double precision values with 53 bits of precision without loss
of information. Bernstein details many ways to optimize this sort of calculation
in [6].

As noted before, there are only two main differences between the structure of
the polynomials of Bernstein’s hash127 and CWC-HASH. The first is that Bern-
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stein uses signed coefficients, whereas CWC-HASH uses unsigned coefficients; this
should not have an impact on efficiency. The other difference is that Bernstein
uses 32-bit coefficients, whereas CWC-HASH uses 96-bit coefficients. While both
solutions average one multiplication per byte when using integer math, Bern-
stein’s solution requires only .75 additions per byte, whereas CWC-HASH requires
1.42 additions per byte, nearly twice as many. Using 32-bit multiplies to build
a 96x127 multiplier (assuming precomputation), CWC-HASH should therefore
perform no worse than at half the speed of hash127. When using 24-bit floating
point coefficients to build a multiply (without applying any non-obvious opti-
mizations), hash127 requires 12 multiplies and 16 adds per 32-bit word. CWC
can get by with 8 multiples per word and 12.67 additions per word. This is be-
cause a 96-bit coefficient fits exactly into four 24-bit values, meaning we can use
a 6x4 multiply for every three words. With 32-bit coefficients, we need to use
two 24-bit values to represent each coefficient, resulting in a single 6x2 multiply
that needs to be performed for each word.

Gladman’s C implementation of CWC-HASH uses floating point arithmetic,
but uses Horner’s rule instead of performing precomputation to achieve extra
speed. Nothing about the CWC hash indicates that it should run any worse than
half the speed of hash127, if implemented in a similar manner, in assembly, and
using the floating point registers and precomputation. This upper-bound paints
an encouraging picture for CWC performance, because hash127 on a Pentium
IIT runs around 4 cpb when implemented in assembly and using the floating
point registers and precomputation. This indicates that a well-optimized software
version of CWC-HASH should run no slower than 8 cycles per byte on the same
machine.

Finally, it may be possible to further improve the performance of CWC-HASH.
For example, literature from the gaming community [11] indicates that one can
use both integer and floating point registers in parallel. Although we have not
tested this approach, it seems reasonable to conclude that one might be able to
interleave integer operations, and thereby obtain additional speedups.
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Abstract. This paper analyses the 3GPP confidentiality and integrity
schemes adopted by Universal Mobile Telecommunication System, an
emerging standard for third generation wireless communications. The
schemes, known as f8 and f9, are based on the block cipher KASUMI.
Although previous works claim security proofs for f8 and f9', where f9’
is a generalized versions of f9, it was recently shown that these proofs
are incorrect. Moreover, Iwata and Kurosawa (2003) showed that it is
impossible to prove f8 and f9' secure under the standard PRP assump-
tion on the underlying block cipher. We address this issue here, showing
that it is possible to prove f8 and f9’ secure if we make the assumption
that the underlying block cipher is a secure PRP-RKA against a cer-
tain class of related-key attacks; here f8 is a generalized version of f8.
Our results clarify the assumptions necessary in order for f8 and f9 to
be secure and, since no related-key attacks are known against the full
eight rounds of KASUMI, lead us to believe that the confidentiality and
integrity mechanisms used in real 3GPP applications are secure.

1 Introduction

Background. Within the security architecture of the 3rd Generation Partner-
ship Project (3GPP) system there are two standardized constructions: A confi-
dentiality scheme f8, and an integrity scheme f9 [1]. 3GPP is the body stan-
dardizing the next generation of mobile telephony. Both f8 and f9 are modes
of operations based on the block cipher KASUMI [2]. f8 is a symmetric encryp-
tion scheme which is a variant of the Output Feedback (OFB) mode with full
feedback, and f9 is a Message Authentication Code (MAC) which is a variant
of the CBC MAC.

Provable Security. Provable security is a standard security goal for block ci-
pher modes of operations. Indeed, many of the block cipher modes of operations
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are provably secure assuming that the underlying block cipher is a secure pseudo-
random permutation, or a super-pseudorandom permutation [21]. For example,
we have: CTR mode [3] and CBC encryption mode [3] for symmetric encryp-
tion schemes, PMAC [8] and OMAC [14] for message authentication codes, and
IAPM [17], OCB mode [22], CCM mode [23, 16], EAX mode [6] and CWC
mode [20] for authenticated encryption schemes.

Therefore, it is natural to ask whether f8 and f9 are provably secure if
the underlying block cipher is a secure pseudorandom permutation. Making this
assumption, it was claimed that f8 is a secure symmetric encryption scheme
in the sense of left-or-right indistinguishability [18] and that f9’ is a secure
MAC [12], where f9' is a generalized version of f9. However, these claims were
disproven [15]. One of the remarkable aspects of f8 and f9 is the use of a non-
zero constant called a “key modifier,” or KM. In the f8 and f9 schemes, KA-
SUMI is keyed with K and K @ KM. The paper [15] constructs a secure pseu-
dorandom permutation F' with the following property: For any key K, the en-
cryption function with key K is the decryption function with K @& KM. That
is, Fg(-) = Fl?eleKM() Then it was shown that f8 and f9’ are insecure if F is
used as the underlying block cipher. This result shows that it is impossible to
prove the security of f8 and f9’ even if the underlying block cipher is a secure
pseudorandom permutation.

Our Contribution. Given the results in [15], it is logical to ask if there are
assumptions under which f8 and f9 are actually secure and, if so, what those
assumptions are. The answers to these questions would give us greater insights
into the security of these two modes. Because of the constructions’ use of keys
related by fixed xor differences, the natural conjecture is that if the constructions
are actually secure, then the minimum assumption on the block cipher must be
that the block cipher is secure against some class of xor-restricted related-key
attacks, as introduced in [7] and formalized in [5].

We prove that the above hypotheses are in fact correct and, in doing so,
we clarify what assumptions are actually necessary in order for the f8 and f9
modes to be secure. In more detail, we first consider a generalized version of
/8, which we call f8. f8 is a nonce-based symmetric encryption scheme, and
is the natural nonce-based extension of the original f8. We then show that
/8" is a secure nonce-based deterministic symmetric encryption mode in the
sense of indistinguishability from random strings if the underlying block cipher
is secure against related-key attacks in which an adversary is able to obtain
chosen-plaintext samples of the underlying block cipher using two keys related
by a fixed known xor difference.

We next consider a generalized version of f9, which we call 9. f9’ is a deter-
ministic MAC, and is a natural extension of f9 that gives the user, or adversary,
more liberty in controlling the input to the underlying CBC MAC core. We then
show that f9’ is a secure pseudorandom function, which provably implies a se-
cure MAC, if the underlying block cipher resists related-key attacks in which
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an adversary is able to obtain chosen-plaintext samples of the underlying block
cipher using two keys related by a fixed known xor difference.

Since both f8 and f9’ are generalized versions of f8 and f9, and, since the
best known related-key attack against KASUMI breaks only six out of eight
rounds [9], our results show that unless a novel new attack is discovered against
KASUMI, the 3GPP confidentiality and integrity mechanisms are actually se-
cure. We view this as an important practical corollary of our research since the
3GPP constructions are destined for use in future mobile telephony applications.
Additionally, because our proofs explicitly quantify what properties of the under-
lying block cipher are necessary in order for f8 and f9’ to be secure, our results
can help others decide whether it is safe to instantiate the generalized 3GPP
modes with block ciphers other than KASUMI. Of course, because the assump-
tions we make are stronger than the standard pseudorandomness assumptions,
as proven necessary in [15], unless there is a significant reason to do otherwise,
we suggest that future systems use more conventional modes such as CTR mode
and OMAC.

For our proofs, rather than trying to find and re-use correct portions of the
analyses in [18] and [12], we chose instead to prove the security of f8 and f9’
directly. We did this in order to ensure the correctness of our results and to avoid
presenting proofs covered with patches. We discuss some of problems with the
previous analyses in more detail in Appendices A.1 and B.1.

Related Works. Initial security evaluation of KASUMI, f8 and f9 can be
found in [11]. Knudsen and Mitchell analyzed the security of f9’ against forgery
and key recovery attacks [19].

2 Preliminaries

Notation. If z is a string then |z| denotes its length in bits. If « and y are two
equal-length strings, then x @y denotes the xor of x and y. If x and y are strings,
then z||y denotes their concatenation. Let z «<— y denote the assignment of y to z.
If X is a set, let # <~ X denote the process of uniformly selecting at random
an element from X and assigning it to z. If F : {0,1}* x {0,1}" — {0,1}™
is a family of functions from {0,1}" to {0,1}™ indexed by keys {0,1}*, then
we use the notation Fx (D) as shorthand for F(K, D). We say F is a family
of permutations, i.e., a block cipher, if n = m and Fg(-) is a permutation on
{0,1}" for each K € {0,1}*. Let Rand(n,m) denote the set of all functions from
{0,1}™ to {0,1}™. When we refer to the time of an algorithm or experiment in
the provable security sections of this paper, we include the size of the code (in
some fixed encoding). There is also an implicit big-O surrounding all such time
references.

PRP-RKAs. The PRP-RKA notion was introduced in [5], and is based on the
pseudorandomness notions introduced in [21] and later made concrete in [4]. The
7

notion was designed to model block ciphers secure against related-key attacks [7].



430 Tetsu Iwata and Tadayoshi Kohno

Let Perm(k,n) denote the set of all block ciphers with domain {0,1}" and
keys {0, 1}*. The notation G <~ Perm(k,n) thus corresponds to selecting a ran-
dom block-cipher, and comes down to defining G via

For each K € {0,1}* do: G < Perm(n) ,

where Perm(n) is the set of all permutations on {0,1}".

Given a family of functions F : {0,1}* x {0,1}" — {0,1}" and a key K €
{0,1}*, we define the related-key oracle Fyy(. i)(-) as an oracle that takes two
arguments, a function ¢ : {0,1}* — {0,1}* and an element M € {0,1}", and
that returns Fy(x) (M), or the encipherment of M under the key ¢(K'). In this
context, we shall refer to ¢ as a related-key-deriving (RKD) function.

The PRP-RKA notion, which we now describe, is parameterized by a set of
RKD functions @. Let E : {0,1}F x {0,1}" — {0,1}" be a family of functions
and let @ be a set of RKD functions over {0, 1}*. Let A be an adversary with
access to a related-key oracle, and restricted to queries of the form (¢,z) in
which ¢ € ¢ and z € {0,1}", and let A return a bit. Then

Advy™ (A) € Pr(K & {0,130 AP0 () = 1)

—Pr(K £ {0,1}*; G & Perm(k, n) : A%mwc.00) = 1)

is defined as the PRP-RKA-advantage of A in a d-restricted related-key attack
(RKA) on E. Intuitively, we say that F is a secure PRP-RKA under ®-restricted
related-key attacks if the PRP-RKA-advantage of all adversaries using reasonable
resources is small.

In this work we are primarily interested in keys that are related by some xor
difference. For any A € {0,1}* we let XORA : {0,1}F — {0,1}* denote the
function which on input K € {0,1}* returns K @ A. We define &} as & def
{XOR, : A € {0,1}* }. We briefly remark that modern block ciphers, e.g.,
AES [10], are designed to be secure PRP-RKAs under @?—restricted related-key
attacks. Additionally, the best-known @?—restricted related-key attack against
the block cipher KASUMI, which was designed for use with the 3GPP modes,

only breaks six out of eight rounds [9].

3 Specifications of f8, f8, f9 and f9’

3.1 3GPP Confidentiality Algorithm f8 [1]

f8 is a symmetric encryption scheme standardized by 3GPP!. It uses a block
cipher KASUMI : {0, 1}'28x{0,1}5* — {0, 1}%* as the underlying primitive. The
f8 key generation algorithm returns a random 128-bit key K. The f8 encryption
algorithm takes a 128-bit key K, a 32-bit counter COUNT, a 5-bit radio bearer

! The original specification [1] refers f8 as a symmetric synchronous stream cipher.
The specification presented here is fully compatible with the original one.
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identifier BEARER, a 1-bit direction identifier DIRECTION, and a message
M € {0,1}* to return a ciphertext C, which is the same length as M. Also, it
uses a 128-bit constant KM = (01)%% (or 0x55...55 in hexadecimal) called the
key modifier. In more detail, the encryption algorithm is defined as follows:

Algorithm f8-Encrypt,; (COUNT, BEARER, DIRECTION, M)
m — [|M]/64]
Y[0] « 06
A — COUNT||BEARER/||DIRECTION||026
A — KASUMI gk (A)
For i =1 to m do:
X[’L} <—A@[7;—1}64EBY[7:—1}
Y[i] « KASUMIk (X [i])
C — M @ (the leftmost |M| bits of Y[1]|| - - - [|Y[m])
Return C

In the above description, [i — 1]gs4 denotes the 64-bit binary representation of
i— 1. The decryption algorithm, which takes COUNT, BEARER, DIRECTION,
and a ciphertext C' as input and returns a plaintext M, is defined in the natural
way.

Since we analyze and prove results about a variant of f8 whose encryption al-
gorithm takes a nonce as input in lieu of COUNT, BEARER, and DIRECTION,
we do not describe the specifics of how COUNT, BEARER, and DIRECTION
are used in real 3GPP applications. We do note that 3GPP applications will never
invoke the f8 encryption algorithm twice with the same (COUNT, BEARER,
DIRECTION) triple, which means that our nonce-based variant is appropriate.

3.2 A Generalized Version of f8: f8’

/8" is a nonce-based deterministic symmetric encryption scheme, which is a gen-
eralized (and weakened) version of f8. It uses a block cipher E : {0,1}* x
{0,1}™ — {0,1}" as the underlying primitive. Let f8'[E, A] be f&, where E is
used as the underlying primitive and A is a non-zero k-bit key modifier. The
8 key generation algorithm returns a random k-bit key K. The f8'[E, A] en-
cryption algorithm, which we call f8’-Encrypt, takes an n-bit nonce N instead of
COUNT, BEARER and DIRECTION. That is, the encryption algorithm takes
a k-bit key K, an n-bit nonce N, and a message M € {0,1}* to return a cipher-
text C', which is the same length as M. Then the encryption algorithm proceeds
as follows:
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Algorithm f8'-Encrypt (N, M)
m — [|M|/n]
Y[0] < 0"
A—N
A — EK@A(A)
For ¢ =1 to m do:
X[i]—A®i—-1],®Y[i—1]
V[i] — Bxe(X[i)
C — M @ (the leftmost | M| bits of Y1]|| ---[|Y[m])
Return C

In the above description, [i — 1],, denotes n-bit binary representation of i — 1.
Decryption is done in an obvious way.

Notice that we treat COUNT, BEARER and DIRECTION as a nonce. That
is, as we will define in Section 4, we allow the adversary to choose these values.
Consequently, f8 can be considered a weakened version of f8 since it gives the
an adversary the ability to control the entire initial value of A, rather than only
a subset of the bits as would be the case for an adversary attacking f8.

3.3 3GPP Integrity Algorithm f9 [1]

f9 is a message authentication code standardized by 3GPP. It uses KASUMI
as the underlying primitive. The f9 key generation algorithm returns a ran-
dom 128-bit key K. The f9 tagging algorithm takes a 128-bit key K, a 32-bit
counter COUNT, a 32-bit random number FRESH, a 1-bit direction identifier
DIRECTION, and a message M € {0,1}* and returns a 32-bit tag T. It uses
a 128-bit constant KM = (10)%* (or 0xAA...AA in hexadecimal), called the key
modifier.

Let M = M][1]|---||M[m] be a message, where each M[i] (1 < i < m —
1) is 64 bits. The last block M[m] may have fewer than 64 bits. We define
padg, (COUNT, FRESH, DIRECTION, M) as follows: It concatenates COUNT,
FRESH, M and DIRECTION, and then appends a single “1” bit, followed by
between 0 and 63 “0” bits so that the total length is a multiple of 64 bits. More
precisely,

padg,(COUNT, FRESH, DIRECTION, M)
= COUNT||FRESH|| M| DIRECTION]|1]|063~(IMI+1 mod 64)

Then the tagging algorithm is defined as follows:
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Algorithm f9-Tag, (COUNT, FRESH, DIRECTION, M)
M «— padg, (COUNT, FRESH, DIRECTION, M)
Break M into 64-bit blocks M[1]||-- || M[m]
Y[0] + 06
For i =1 to m do:
X[i] — M[i]®Y[i—1]
Y[i] — KASUMIg (X|[i])
T — KASUMIK@KM(Y[H b--- b Y[m])
T « the leftmost 32 bits of T’
Return T’

The f9 verification algorithm is defined in the natural way.

As with f8, since we analyze and prove the security of a generalized version
of f9, we do not describe how COUNT, FRESH, and DIRECTION are used in
real 3GPP applications.

3.4 A Generalized Version of f9: f9’ [12, 19, 15]

The message authentication code f9' is a generalized (and weakened) version of
/9 that gives the user (or adversary) almost complete control over the input the
underlying CBC MAC core. It uses a block cipher E : {0,1}*x {0,1}" — {0,1}"
as the underlying primitive. Let f9'[E, A,l] be f9', where E is used as the
underlying block cipher, A is a non-zero k-bit key modifier, and the tag length
is [, where 1 < [ < n. The key generation algorithm returns a random k-bit
key K. The tagging algorithm, which we call f9'-Tag, takes a k-bit key K and
a message M € {0,1}* as input and returns an [-bit tag T.

Let M = M[1]||---||M[m] be a message, where each M[i] (1 < i< m —1)
is n bits. The last block M[m] may have fewer than n bits. In f9’, we use pad’,
instead of padg,. pad’,, (M) works as follows: It simply appends a single “1” bit,
followed by between 0 and n — 1 “0” bits so that the total length is a multiple
of n bits. More precisely,

pad, (M) = M1 "= (¥ mod )

Thus, we simply ignore COUNT, FRESH, and DIRECTION. Equivalently, we
consider COUNT, FRESH, and DIRECTION as a part of the message. The rest
of the tagging algorithm is the same as with f9. In pseudocode,

Algorithm f9'-Tag, (M)
M «— pad’,, (M)
Break M into n-bit blocks M[1]|| - - - || M[m]
Y[0] < 0"
For i =1 to m do:
X[i] — Mli]®Y[i —1]
Y[i] — Exc(X]i)
T — EK@A(Y[” H---D Y[m])
T « the leftmost [ bits of T'
Return T'
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The verification algorithm is defined in the natural way.

As we will define in Section 5, our adversary is allowed to choose COUNT,
FRESH, and DIRECTION since f9' treats them as a part of the message. In
this sense, 9’ can be considered as a weakened version of f9.

4 Security of f8’

Definitions. Before proving the security of f8’, we must first formally define
what we mean by a nonce-based encryption scheme, and what it means for such
an encryption scheme to be secure.

Mathematically, a nonce-based symmetric encryption scheme SE = (I, €, D)
consists of three algorithms and is defined for some nonce length n. The random-
ized key generation algorithm K takes no input and returns a random key K.
The stateless and deterministic encryption algorithm takes a key K, an nonce
N € {0,1}", and a message M € {0,1}* as input and returns a ciphertext C'
such that |C| = |M|; we write C «— Ex (N, M). The stateless and determinis-
tic decryption algorithm takes a key K, a nonce N € {0,1}", and a ciphertext
C € {0,1}* as input and returns a message M such that |M| = |C|; we write
M «— Dg (N, C). For consistency, we require that for all keys K, nonces N, and
messages M, D (N,Ex (N, M)) = M.

We adopt the strong notion of privacy for nonce-based encryption schemes
from [22]. This notion, which we call indistinguishability from random strings,
provably implies the more standard notions given in [3]. Let $(-,-) denote an
oracle that on input a pair of strings (N, M) returns a random string of length
|M]. If A is an adversary with access to an oracle, then

AdvRL(A) € Pr(K & ATKC) = 1) — Pr(A%C) = 1)

is defined as the PRIV-advantage of A in distinguishing the outputs of the
encryption algorithm with a randomly selected key from random strings. We
say that A is nonce-respecting if it never queries its oracle twice with the same
nonce value. Intuitively, we say that an encryption scheme preserves privacy
under chosen-plaintext attacks if the PRIV-advantage of all nonce-respecting
adversaries A using reasonable resources is small.

Provable Security Results. Let p8[n] be a variant of f8 that uses ran-
dom functions on n-bits instead of Ex and Exga. Specifically, the key gener-
ation algorithm for p8'[n| returns two randomly selected functions Ry, R from
Rand(n,n). The encryption algorithm for p8'[n], p8’-Encrypt, takes R; and Ra
as “keys” and uses them instead of Fx and Exga. The decryption algorithm
is defined in the natural way.

We first upper-bound the advantage of an adversary in breaking the privacy
of p8&'[n]. Let (N;, M;) denote a privacy adversary’s i-th oracle query. If the
adversary makes exactly ¢ oracle queries, then we define the total number of
blocks for the adversary’s queries as o = >, [|M;|/n].
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Lemma 4.1. Let p8'[n] be as described above and let A be a nonce-respecting
privacy adversary which asks at most q queries totaling at most o blocks. Then

0.2

Advygr(A) < on - (1)
A proof sketch is given in Appendix A, and a proof is given in the full version
of this paper [13].

We now present our main result for /8 (Theorem 4.1 below). At a high level,
our theorem shows that if a block cipher E is secure against @-restricted related
key attacks, where @ is a small subset of (13?, then the construction f8'[E, A]
based on E will be a provably secure encryption scheme. In more detail, our
theorem states that given any adversary A attacking the privacy of f8'[E, A] and
making at most ¢ oracle queries totaling at most o blocks, we can construct a -
restricted PRP-RKA adversary B attacking I/ such that B uses similar resources
as A and B has advantage Advgr’%'rka(lg) > Adv?rsl,‘EE’A] (A) — (302 + ¢?) /21
If we assume that E is secure against d-restricted related-key attacks and that A

and therefore B) uses reasonable resources, then AdvE™™*(B) must be small
®.E

by definition, and thus Adv%i,v[ﬂ Al (A) must also be small. This means that
under these assumptions on E, f8'[F, A] is provably secure.

Since many block ciphers, including AES and KASUMI, are believed to resist
@?—restticted related-key attacks, and since @ is a small subset of (P?, this theo-
rem means that f8 constructions built from these block ciphers will be provably
secure. Additionally, because @ is a small subset of @?, the f8 construction ac-
tually requires a much weaker assumption on the underlying block cipher than
resistance to the full class of @?—restricted related-key attacks, meaning that it
is more likely for the underlying block cipher to resist @-restricted related-key
attacks than @?—restricted related-key attacks. Of course, our results also sug-
gest that if a block cipher is known to be insecure under @-restricted related-key
attacks, that block cipher should not be used in the f8’ construction.

Since f8 is a weakened version of the KASUMI-based f8 encryption scheme,
and since KASUMI is currently believed to resist @?—restricted related-key at-
tacks, our result shows that f8 as designed for use in the 3GPP protocols is
secure.

Our main theorem statement for f8 is given below.

Theorem 4.1 (Main Theorem for f8'). Let E : {0,1}* x {0,1}" — {0,1}"
be a block cipher and let A be a non-zero k-bit constant. Let f8'[E, A] be as
described in Sec. 3.2. Let id be the identity function on {0,1}* and let & =
{id, XORA} C &7 be a set of RKD functions over {0,1}*. If A is a nonce-
respecting privacy adversary which asks at most q queries totaling at most o
blocks, then we can construct a ®-restricted PRP-RKA adversary B against E
such that

) 2, .2
Adveiy 4y < 37 T

rp-rka
foima)(A) S gy FAdveET(B) (2)

Furthermore, B makes at most o+ q oracle queries and uses the same time as A.
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Proof. Let f8'-Encrypt denote the encryption algorithm for f8[F,A] and let
p8’-Encrypt denote the encryption algorithm for p&’[n]. Expanding the definition

of Adv?rsi,‘EE’A] (A), we get:

AdVIT o (A) = | Pr(K & {0, 110 AREnenptucl) — 1) — pr(A%C) = 1)]

< Advpriv (.A) + ‘PI“(K (i {0’1}k . Afs/_EncryptK(~,~) — 1)

p8'[n]

— Pr(Ry, Ry & Rand(n, n) : APB-Eneryptp, g, () 1)‘ .
Applying Lemma 4.1 we get
riv 02 /! _Encr .
AdVIS y(A) < 0+ [Pr(K & {0, 1} AT Erenminc () — 1)
— Pr(Ry1, Ry <~ Rand(n,n) : APB-Eneryptay g, () 1)’ .

Let B be a @-restricted related-key adversary against F that runs A and that
returns the same bit that A returns. Let Fyx(. x)(-) denote B’s related-key oracle.
When A makes an oracle query (N, M) to its oracle, B essentially computes the
f8’-Encrypt algorithm, except that it uses its related-key oracle in place of Ex
and Fxga. In pseudocode,

Algorithm BFusc.x ()
Run A, replying to A’s oracle queries (IV, M) as follows:
m — [|M|/n]
Y[0] « 0"
A—N
A Frg(x0R,K)(A)
For i =1 to m do:
X[i]—A®i—1],dY[i —1]
Yi] « RK(id,K)(X[iD
C — M @ (the leftmost | M| bits of Y1]|| - - [|Y[m])
Return C to A
When A outputs b:
output b

‘We now observe that
Pr(K & {0,1}F : A Enevpt () — 1) — pr(K & {0,1}F : BP0 () = 1)

since B, when given related-key oracle access to E with a randomly selected
key K, responds to A exactly as the f8’-Encrypt (-, ) oracle would respond with
a randomly selected key K.

Let Rand(k,n,n) denote the set of all functions from {0,1}* x {0,1}" to
{0,1}™. Then the equation

Pr(R;, Ry < Rand(n,n) : APEEneyptay gy () — 1)
= Pr(K < {0,1}"; G & Rand(k,n,n) : B0 ) = 1)
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follows from the fact that when G is randomly selected from Rand(k,n,n), re-
gardless of the key K and since we assume A # 0%, G and Ggga are both
randomly selected functions from Rand(n,n).

Combining the above equations, we have that

f8'[E,A] -

. 2
AdvPiv (A) < gn + ’PI(K il {0,1}k . BEHK(.,m(-) — 1)
—Pr(K & {0,1}F; G & Rand(k,n,n) : BE=¢.00) = 1)

- Zj + ’Pr(K £ 0,1}k BPwc0() = 1)
~Pr(K £ {0,1Y; H & Perm(k,n) : BHwc.00) = 1)
+ Pr(K il {0,1}k; HE Perm(k,n) : BHuc0() — 1)
— Pr(K £ {0,1}%; G & Rand(k, n,n) : B9wc.0() = 1)

Using the PRP-RKA definition and applying a variant of the PRF/PRP switch-

ing lemma from [5], we get

olc—1) qlg—1) N o?

riv rp-rk
AdVY oy (A) < AdvE™(B) + 7 T s+ o -

f8'[E,A]
For the application of the PRF/PRP switching lemma, we note that B queries
its related-key oracle with the RKD function id at most ¢ times and the RKD
function XOR A at most ¢ times. Rearranging the above equation and simplifying
gives (2), as desired.

5 Security of f9’

Definitions. Before proving the security of f9’, we must first formally define
what we mean by a MAC, and what it means for a MAC to be secure.

Mathematically, a message authentication scheme or MAC MA = (K,7,V)
consists of three algorithms and is defined for some tag length . The randomized
key generation algorithm /C takes no input and returns a random key K. The
stateless and deterministic tagging algorithm takes a key K and a message M €
{0,1}* as input and returns a tag T € {0,1}); we write T « Tx(M). The
stateless and deterministic verification algorithm takes a key K, a message M &€
{0,1}*, and a candidate tag T' € {0,1}! as input and returns a bit b; we write
b« Vi (M, T). For consistency, we require that for all keys K and messages M,

For security, we adopt a strong notion of security for MACs, namely pseudo-
randomness (PRF). In [4] it was proven that if a MAC is secure PRF, then it is
also unforgeable. If A is an adversary with access to an oracle, then

Adv%lfA(A) def Pr(K . ATxO) = 1) — Pr(g il Rand(x,1) : A90) — 1)
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is defined as the PRF-advantage of A in distinguishing the outputs of the tagging
algorithm with a randomly selected key from the outputs of a random function
with the same domain and range. Intuitively, we say that a message authentica-
tion code is pseudorandom or secure if the PRF-advantage of all adversaries A
using reasonable resources is small.

Provable Security Results. Let p9'[n] be a variant of f9’ that always out-
puts a full n-bit tag and that uses random functions on n-bits instead of Fx
and Fxga. Specifically, the key generation algorithm for p9’[n] returns two
randomly selected functions Rj, Re from Rand(n,n). The tagging algorithm
for p9'[n], p9’-Tag, takes Ry and Ry as “keys” and uses them instead of FEx
and Fxga. The verification algorithm is defined in the natural way.

We first upper-bound the advantage of an adversary in attacking the pseu-
dorandomness of p9’[n]. Let M, denote an adversary’s i-th oracle query. If an
adversary makes exactly ¢ oracle queries, then we define the total number of
blocks for the adversary’s queries as o = > ¢, [|M;|/n].

Lemma 5.1. Let p9'[n] be as described above and let A be an adversary which
asks at most q queries totaling at most o blocks. Then

o2 + 2

AdvE (A <7 o 3)

A proof sketch is given in Appendix B, and a proof is given in the full version
of this paper [13].

We now present our main result for f9’ (Theorem 5.1), which we interpret as
follows: our theorem shows that if a block cipher E is secure against @-restricted
related-key attacks, where @ is a small subset of @?, then the construction
fY[E, A,l] based on E will be a provably secure message authentication code.
In more detail, we show that given any adversary A attacking f9'[E, A,l] and
making at most ¢ oracle queries totaling at most o blocks, we can construct a -
restricted PRP-RKA adversary B against F such that B uses similar resources
as A and B has advantage Advf;;iirka(lg) > Adv%f, ,a(A) = (3¢ + 202 +
20q) /2" L. If we assume that E is secure against ®@-restricted related-key attacks
and that A (and therefore B) uses reasonable resources, then Advgr’%rkﬂ(lg) must
be small by definition. Therefore Adv%f,[ B (A) must be small as well, proving
that under these assumptions on E, f9'[E, A, ] is secure.

Since many block ciphers, including AES and KASUMI, are believed to resist
@?—restticted related-key attacks, and since @ is a small subset of (P?, this theo-
rem means that f9’ constructions built from these block ciphers will be provably
secure. Furthermore, because f9’ is a weakened version of the KASUMI-based
f9 message authentication code, our result shows that f9 as designed for use in
the 3GPP protocols is secure.

The precise theorem statement is as follows:

Theorem 5.1 (Main Theorem for f9'). Let E : {0,1}* x {0,1}" — {0,1}"
be a block cipher, let A be a non-zero k-bit constant, and let [, 1 <[ < n, be
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a constant. Let f9'[F, A,l] be as described in Sec. 3.4. Let id be the identity
function on {0,1}* and let & = {id, XORA} C ®F be a set of RKD functions
over {0,1}*. If A is a PRF adversary which asks at most q queries totaling
at most o blocks, then we can construct a @-restricted PRP-RKA adversary BB
against E such that

2 2
£ 3q° 4+ 20° + 20q ok
Advi i 4 (A) < ont1 +Advy "™ (B) . (4)
Furthermore, B makes at most o + 2q oracle queries and uses the same time

as A.

Proof. We first note that given any PRF adversary A against f9'[E, A,l], we
can construct a PRF adversary C against f9'[E, A, n] such that the following

equation holds

AdVIS o (A) < AdVRg 40 (C) (5)

This standard result follows from the fact that the extra bits provided to the
adversary can only improve its chance of success.

Our approach to upper-boul.nding Adv%f/[ B, An] (C) is similar to the approach
we used to upper-bound Adv?g,V[E A (A) in the proof of Theorem 5.1. Let f9’-Tag
denote the tagging algorithm for f9'[E, A, n| and let p9’-Tag denote the tagging
algorithm for p9’'[n]. Expanding the definition of Adv%f,[ B, An] (C) and applying

Lemma 5.1, we get:

rf
Adv?Q,[E’A’n] ©)

- ‘Pr(K &0, 1)k 0 Teer () = 1)
— Pr(g & Rand(x,n) : C90) = 1)

02_%q2
- 2n+1

— Pr(Ry, Ry < Rand(n,n) : CPY-Tegn, ry () — 1)

+ ’Pr(K £ {01}k ¢ T () — 1)

As with the proof of Lemma 5.1, let B be a &-restricted related-key adversary
against £ that runs C and that returns the same bit that C returns. Let Fyy(. x)(*)
denote B’s related-key oracle. This time, when C makes an oracle query (N, M)
to its oracle, B essentially computes the f9’-Tag algorithm, except that it uses
its related-key oracle in place of Ex and Exga. In pseudocode,
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Algorithm BFuc.x)()
Run C, replying to C’s oracle queries M as follows:
M «— pad’,, (M)
Break M into n-bit blocks M[1]]] - - - || M [m]
Y[0] < 0"
For i =1 to m do:
X[i] — M[i]® Y[i — 1]
Yi] — RK(id, K) (X[é])
T — Frgxora,x) (Y[ ® - @ Y[m])
Return T to C
When C outputs b:
output b

We first observe that when B is given related-key oracle access to E with
key K, it replies to C’s oracle queries exactly as f9'-Tagy () does. This means
that the following equation holds:

Pr(K & {0,1)%: €78k 0) = 1) = Pr(K & {0,1}F : BP0 = 1) |

We also observe that when B is given related-key oracle access to G with key K,
where G is a randomly selected function family from Rand(k,n,n), the func-
tions Gi () and Ggea(-) are both randomly selected from Rand(n,n). This
means that B replies to C’s oracle queries exactly as p9’-Tagp, g, () would with
two randomly selected functions Ry, R from Rand(n,n). Consequently, the fol-
lowing equation holds:

Pr(Rl’R2 & Rand(n,n) :Cpgl'TagRlvRQ(') _ 1)
= Pr(K & {0,1}*; G & Rand(k,n,n) : BE=c.©0) =1)
Combining these equations, we have that

2 2
rf o°+q
Advigp A (C) < on+1

—Pr(K £ {0, 1}’“ cH & Perm(k,n) : B0 () = 1)
+Pr(K & {0,1}F; H & Perm(k,n) : B0 = 1)
— Pr(K & {0,1}*; ¢ & Rand(k,n,n) : BEuwc.00) = 1)

+ | Pr(K & {0,1}F : BPuwc0 () = 1)

Applying the PRP-RKA definition and a variant of the PRF/PRP switching

lemma from [5], we get

(c+q) (c+qg—1)

rf rp-rka
Advip A, (C) < Advy 5™ (B) it
L la=1) o+
on+1 on+1

For the application of the PRF/PRP switching lemma, we note that B queries
its related-key oracle with the RKD function id at most o + ¢ times and the
RKD function XOR A at most ¢ times. Combining the above with equation (5)
and simplifying gives the theorem statement.
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Proof Sketch of Lemma 4.1

sketch the proof of Lemma 4.1 here, leaving the details to [13]. The adver-

sary has an oracle which is either p8'-Encryptp, g,(:,-) or $(-,-). Let (NNy, M;)
denote the adversary’s i-th oracle query, and let C; denote the answer from the
oracle. Assume that the length of M; (and C;) is m; blocks, where m; > 1. We
write M; = Mz[l]” cee ||Mz[mz] and C; = Cz[l]” cee ||Cz[mz}

We define a bad query-answer pair and a bad event.
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Bad Query-Answer Pair. We say that (N;, M;,C;) is a bad query-answer
pair if some string is repeated in the multiset

{100, M01] © Cif1] @ (1], ., Mifmi = 1] @ Cilmi = 1] @ [ = Un } -
For the i-th query-answer pair (N;, M;, C;), the input sequence of Ry is
{AZ—@[O}n,AZ—@Mi[l]@Ci[l]@[l}n, o A ® Mi[mi — 1) ® Cimi — 1] @ [y — 1]n}

where A; = Ry (V;). Thus, for a bad query-answer pair, there is a collision among
the input sequence of Rs.

Bad Event. Let i < j. For (N;, M;,C;) and (Nj, M;,C;), we say that a bad
event occurs if

and
{Aa‘@[(ﬂm AjeoM;lleCi1]e1],, ..., AjeM;m;—1]6Ci[m; —1]&[m; —1}n}

have some common element, where A; = R;(N;) and A; = Ri(N;). If a bad
event occurs, there is a collision between some input to Ry at the i-th query and
some input to Ry at the j-th query. This implies p8'-Encryptp, g, (:,-) does not
behave like $(-, ).

Intuitively, we show that if all the query-answer pairs are not bad and
the bad event does not occur, then the adversary cannot distinguish between
p8'-Encryptp, g,(,-) and $(,-). The proof is completed by upper bounding the
probability of some bad query-answer pair occurs, or some bad event occurs.

A.1 Discussion of the Previous Work [18]

[18, p. 269, Lemma 7] might be seen to correspond to Lemma 4.1. However,
there is a problem with the definition of their encryption scheme. Their encryp-
tion scheme, which we call p8”[n], is described as follows: The key generation
algorithm for p8”[n] returns a randomly selected permutation P; from Perm(n).
The encryption algorithm for p8”[n] takes P; as a “key” and uses P; and P,
instead of Ex and Fxga, but it is not defined how P; is derive from P;. We
note that [12, p. 166, Lemma 2| has a similar problem, which is described in
Appendix B.1.

We also adopt the strong notion of privacy, indistinguishability from ran-
dom strings [22]. This security notion is strictly stronger than the left-or-right
indistinguishability used in [18, p. 269, Lemma 7].

In [13], we present the full security proof for p8'[n] in order to achieve this
strong security notion and to establish self contained security proof.
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B Proof Sketch of Lemma 5.1

To prove Lemma 5.1, we define p9’-E[n], a variant of p9’[n]. The tagging al-
gorithm for p9’-E[n] takes only messages of length multiple of n, and it does
not perform the final encryption. Specifically, the key generation algorithm for
p9'-E[n] returns a randomly selected function Ry from Rand(n,n). The tagging
algorithm for p9'-E[n], p9’-E-Tag, takes Ry as a “key” and a message M such
that |M| = mn for some m > 1. In pseudocode:

Algorithm p9’-E-Tagp, (M)
Break M into n-bit blocks M[1]|| - - - || M[m]
Y[0] — 0"
For i =1 to m do:
X[i] — Mli]®Y[i —1]
Y[i] — Ri(X[i])
Return Y[1] & - - & Y [m]

The verification algorithm is defined in the natural way.

Let M, ..., M, be any fixed and distinct bit strings such that |M;| = m;n,
where m; > 1. Then Lemma 5.1 is proved by deriving the upper bound of
the collision probability among the output of p9’-E-Tagy, (M;). We show the
following lemma.

Lemma B.1. Let my,...,mq, Mi,..., M, be as described above. Then
Pr(Ry <~ Rand(n,n) : 1 < i < 7j < q,p9'-E-Tagg, (M;) = p9'-E-Tagy, (M;))
is at most (o2 + ¢*)/2""1, where o = my + -+ +my.

Given the above lemma, the proof of Lemma 5.1 is completed from the well
known fact that applying a random function to the output of an almost-universal
hash function family is a PRF.

B.1 Discussion of the Previous Work [12]

[12, p. 162, Lemma 1] corresponds to our Lemma 5.1. Then one might wonder
if the relevant portion can be re-used. However, in the proof of [12, p. 162,
Lemma 1], there is a flaw in the analysis of Game 5. We use our notation. Let
¢ =2 in Lemma B.1. Then [12, p. 166] says

1

Pr(R; <~ Rand(n,n) : p9'-E-Tagp, (M;) = p9'-E-Tagp, (M>)) = on

since Y1[1] is a random string in {0,1}", where Yi[1] = Ry(M;[1]). However,
if M;[1] = M;[1], then we have Y1[1] = Y3[1], where Ya[1] = Ry (M2[1]), and their
randomness disappears. This part needs to be fixed, which is done in Lemma
B.1.
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Also, [12, p. 166, Lemma 2] doesn’t hold. There is a problem with the defi-
nition of their MAC. Their MAC, which we call p9”[n], is described as follows:
the key generation algorithm for p9”[n| returns a randomly selected permuta-
tion P from Perm(n). The tagging algorithm for p9”[n] takes P, as a “key”
and uses P; and P, instead of Fx and Frga, and outputs a full n-bit tag,
where Py € Perm(n) \ { P} is determined from P; by some means. The verifica-
tion algorithm is defined in the natural way. Then [12, p. 159] says the security
of p9”[n] does not depend on how P, is derived from Py, which is not correct.
For example if Py is chosen as P, = P;!, then it is easy to make a forgery.

In [13], we present the full security proof for p9’[n] in order to avoid presenting
proof covered with patches, and to establish self contained security proof.



Cryptanalysis of a Message Authentication Code
due to Cary and Venkatesan

Simon R. Blackburn and Kenneth G. Paterson*

Department of Mathematics
Royal Holloway, University of London
Egham, Surrey, TW20 0EX, U.K.
{simon.blackburn,kenny.paterson}@rhul.ac.uk

Abstract. A cryptanalysis is given of a MAC proposal presented at
CRYPTO 2003 by Cary and Venkatesan. A nice feature of the Cary-
Venkatesan MAC is that a lower bound on its security can be proved
when a certain block cipher is modelled as an ideal cipher. Our attacks
find collisions for the MAC and yield MAC forgeries, both faster than
a straightforward application of the birthday paradox would suggest.
For the suggested parameter sizes (where the MAC is 128 bits long) we
give a method to find collisions using about 2% MAC queries, and to
forge MACs using about 2°° MAC queries. We emphasise that our re-
sults do not contradict the lower bounds on security proved by Cary and
Venkatesan. Rather, they establish an upper bound on the MAC’s secu-
rity that is substantially lower than one would expect for a 128-bit MAC.

Keywords: Message authentication, MAC, matrix groups, cryptanal-
ysis, birthday paradox.

1 Introduction

This paper is concerned with a proposal for a Message Authentication Code
(MAC) presented at CRYPTO 2003 by Cary and Venkatesan [1]. Their idea is
to take a MAC construction of Jakubowski and Venkatesan [3] based on linear
operations over a finite field, and alter it by replacing finite field operations
by operations in the ring of integers modulo some power of 2 (as the latter
operations are more efficient on the current generation of processors). Cary and
Venkatesan [1] have proved a lower bound on the security of their MAC. This
paper presents two attacks on the MAC, and so establishes a corresponding
upper bound on the MAC’s security. The first attack shows that an adversary
with access to a MAC oracle is able to find collisions of the MAC considerably
faster than a straightforward application of the birthday paradox would suggest.
For an introduction to MACs and birthday attacks on them, see [1]. The second
attack does more: it derives most of the secret key material for the MAC (which
enables MACs to be forged). This second attack works by exploiting certain
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collisions in the MAC; these collisions are found almost as efficiently as in the
first attack. Thus the proposal of Cary and Venkatesan [1], while efficient and
offering some interesting provable security properties, does not offer the level of
security that a MAC of its output length should aspire to.

The next section describes the Cary—Venkatesan MAC. Sections 3 and 4
describe our two attacks on this MAC. The concluding section explains how our
attacks impact on the practical level of security offered by the MAC when the
suggested parameter sizes are used.

2 The Cary—Venkatesan MAC

Let ¢, k and t be integers. The Cary—Venkatesan MAC operates on blocks con-
sisting of ¢ words z1, 23, ..., 2z; each word being of length ¢ bits. We regard the
words z; as (-bit integers. The MAC has a t(¢ — 1) 4 k-bit secret key. This key
is made up of odd ¢-bit integers aq, as, ..., a; together with a k-bit string K.

The MAC consists of two parts, a compression function H and a block ci-
pher E. The compression function H takes as input the vector a = (ay, as,. .., at)
and a block © = z129...2¢ where x; € {0,1,...,2° — 1}; it returns a 4¢-bit
string h = H,(z). The block cipher operates on 4¢-bit blocks. It takes as input
the key K and the output A of the compression function; the cipher returns the
4¢-bit value Ek (h) and this is the output of the MAC.

Cary and Venkatesan allow the block cipher E to be any secure block cipher
acting on 4/-bit blocks with a k-bit key. They model E as an ideal cipher and
concentrate their efforts on designing an efficient compression function H of the
following form.

Let Ay, Ao, ..., A;_1 be fixed 2 x 2 matrices, and let zg and og be fixed
column vectors of length 2; suppose all the entries of these matrices and vectors
lie in the ring Zy: of integers modulo 2¢. (These matrices and vectors are public,
and some suggested examples are given in [1].) Vectors v1,va, ..., vs € (Zge)? are
calculated as follows. Let i € {1,2,...,t} be fixed. Multiply the ¢-bit integers a;
and xz;, to produce a 2/¢-bit integer; this product is then broken into two ¢-
bit integers, and the result v; is regarded as an element of (Zy:)?. The way in
which the product a;z; is split to form v; is not specified in [1]; we assume that
a natural choice of v; = [aixi mod 25, a;x; div QZ]T
]T

is used. (Another natural

choice would be v; = [aixi div 2¢, a;z; mod 2¢]" . Our results are unaffected if

this choice is used instead.)
The output h of H is defined to be the pair (z, o), where

z=rzo+v1+ Arva+ A1 Asvs + -+ A1 As - Ay

and where
o=o00+v+v2+ -+ V.

Here all operations are over Zo:.
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Cary and Venkatesan propose two variants of their MAC: a way of chaining
the compression function so that it can compress more than one block into 4/-
bits (by making the ‘initial values’ zp and o used in the next block depend on z
and o above), and a method for doubling the length of output of the compression
function (by computing the compression function above twice on the same block,
using different keys, and then concatenating their outputs). Our attacks below
can be adapted to apply to these variants as well, although we will not discuss
the straightforward modifications that are needed.

3 The First Attack

For MACs such as the one considered here, which consist of a relatively weak
keyed compression function followed by a block cipher encryption, it is generally
assumed that it is computationally infeasible to invert the block cipher FE without
knowledge of the secret key K. (If the block cipher can be inverted efficiently,
the output of the compression function H is available to the cryptanalyst. The
keys used in the compression function can then usually be derived from MACs
of a few chosen messages. Once these keys are known, MACs of a wide variety of
messages may be forged. This shows that, in practice, the security level offered
by a MAC of this type cannot be greater than the length of the block cipher
key. This is certainly the case with the proposal of [1].)

The final cipher E is often modelled as an ideal cipher, namely a set of
random permutations indexed by the key K. An adversary has access to an
oracle that adds MACs to messages; the adversary aims to generate a valid
MAC for any message that has not been sent as a query to the oracle. In this
ideal cipher model it is intuitively clear (and indeed formally provable) that
finding two messages that are compressed by H to the same value h (finding
a collision) is a prerequisite to breaking the MAC. Since the block length of
the cipher E' in the proposal of [1] is 4¢ bits, the birthday paradox implies that
a collision will be found with reasonable probability after approximately 22¢
oracle queries on random messages. A good scheme in this model should therefore
have the property that it is impossible for an adversary to produce collisions
with reasonable probability unless the number of oracle queries is close to this
upper bound. However, we show that when the MAC proposed in [1] is used, an
adversary can produce collisions using significantly fewer than 22¢ messages.

The basic idea of our collision finding attack is to construct a large set of mes-
sages with the property that the compression function H maps each message into
a small subset of inputs to the block cipher (irrespective of the key a1, as, ..., a
used). Because the block cipher is a permutation, there is a collision in the MAC
output if and only if there is a collision at the input to the block cipher, i.e. at
the output of the compression function H.

Let r be an integer that is as large as possible subject to the conditions
that 0 < r < £ and that 2!¢=") is at least n = [V24~"]. (For most choices of
parameters, r = ¢ — 1 or r = £ — 2 will suffice.)
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There are 2t¢~") messages © = 122 ---x; with the property that 27 di-
vides x; for all i € {1,2,...,t}. We denote this set of messages by X and let Y
be a subset of X consisting of n such messages: a subset of this size exists, by
our choice of r. We obtain the MACs of all the messages in Y from the MAC
oracle. Define B to be the set of all pairs (z,0) € ((Zy)?)? such that the first
component of o — gg is divisible by 2". Our condition on the elements x; for mes-
sages in X implies that the first component of each vector v; is divisible by 2",
and so the same is true for the vector o — 0y. Hence the image of X under H
lies in B, whatever the value of the secret key aq,as, ..., a;. Now,

|B| = 247" < n?.

Since we have requested the MACs of the n messages in the set Y C X, the
birthday paradox implies that we will find a collision with reasonable probability
(in fact, with probability about 0.63). Note that n is considerably less than 22¢.
Indeed, when 7 = £ —1 or r = £—2, we have that n is approximately 23/2. So we
have found collisions for the function H, and hence for the MAC, considerably
faster than a straightforward use of the birthday paradox would imply.

We have assumed in this analysis that the image of X under H is uniformly
distributed in B. A non-uniform distribution only enhances the probability of
collisions.

4 The Second Attack

Our first attack found collisions efficiently. However, it is not clear how knowledge
of these collisions could be used to forge MACs. We now present a second method
for finding collisions, almost as efficient as the method above, with the extra
feature that collisions may be used to find the key words a;, and hence to forge
MACs.

We begin by choosing two integer parameters d and s, which affect the effi-
ciency and probability of success of the attack. The value of d is the number of
collisions we need to find in the compression function, and is chosen as follows.
Let V' be a Zs-vector space of dimension ¢ — 1. Then d is chosen so that the
probability of a set of d randomly chosen vectors from V' forming a spanning
set is large (say at least 0.5). A choice of d =t or d =t + 1 will suffice in most
situations. The parameter s relates to the size of a set Y’ which is analogous to
the set Y in our first attack. We choose s to be a positive integer such that 2
is just greater than w = [1/2dt(23¢+5)]. For most parameter sets, this means
that s is small (s = 2 or s = 3, say). Our choice of the values of d and s will
become clear in the description of the attack below.

The attack proceeds in 3 stages. In stage 1, we find many collisions in the
compression function H by requesting MACs of messages of a special form. In
stage 2, we use data gathered from these collisions to form a system of linear
equations in the unknown key words a;. Solving these equations and performing
a moderate amount of additional computation allows us to find the key a for
the compression function H. In stage 3, we use knowledge of a to quickly find



450 Simon R. Blackburn and Kenneth G. Paterson

a collision in H without querying the MAC. This immediately leads to a MAC
forgery.

Stage 1: We ask for the MACs of a subset Y’ taken from the set of messages
X' ={xizg--2 | 0 <m; <25 Vie{l,2,...,t}}. There are 2" > w messages
in X’ and we take |Y’| = w. Define B’ to be the set of all pairs (z,0) € ((Zy)?)?
such that the second component of o — o lies between 0 and ¢2°. Our condition
on the elements z; for messages in X’ implies that z;a; < 257 for all 4. So the
second component of v; is less than 2° and hence the second component of o — o
is less than ¢2°. Thus the image of X’ under H is contained in B’, whatever the
value of the secret key aq,as,...,a;.

Notice that B is of size u = 123/t and Y’ C X' is of size w = [/2d#(23¢+5)].
Our choice of parameters implies that, by the birthday paradox, we will find
collisions in the MAC function, and hence in the compression function, for the
set Y’. In fact, we have chosen d, s and w so that |Y’| is a little larger than
is needed for the birthday paradox to apply. This is so that we are likely to
find many collisions. Indeed, applying results of [2], we have that for large w
and u, the frequency distribution Q(z) of the number of collisions x can be
approximated by a Poisson distribution Py (z) with parameter A = w?/2u. The
error in approximating Q(z) by Px(z) can be bounded using results of [2]. We
have:

Q@) ~ Pr@)] < 2+ (1)

For our choice of parameters and for z < d, the error term in eqn. (1) can be
bounded by 8d%/2/u'/2. In our situation, d will be much smaller than u. Thus
the approximation by a Poisson distribution will be excellent when x < d. For
our choice of parameters, we have A = d. So in the case of interest to us (where d
is approximately equal to ¢ and so is reasonably large), the Poisson distribution
has mean d, and median approximately d. Putting all of this together, we see
that the probability that we find d or more collisions in Y’ is approximately
equal to 0.5. The above analysis can of course be refined, but suffices for our
purposes.

Stage 2: We now assume that at least d collisions of the above type have been
found. We proceed by examining the first component of o for each of these
collisions. Each gives an equation of the form

x(lj)al + xgj)ag + -+ xgj)at = x’l(j)al + xlz(j)ag + -+ x; (j)at mod 2‘3,

for j € {1,2,...,d}. Writing y(j) = xgj) — (j), we obtain a system of d equations

%

in ¢ unknowns ay,...,a; € Zoe:

) Y ¢ <<

Yy a1 +ys as+ -+ 1y ap =0mod 2°, 1<j5<d. (2)
Define vectors y\) € (Zye)t by y) = (y%j),yéj), .. .,yﬁj)). The number of so-

lutions to Athe system (2) depends on the linear independence properties of the
vectors y) considered modulo 2. Let 20 denote y) mod 2 and let V' denote
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the dimension ¢ — 1 subspace of Z! that consists of all vectors of even parity.
Because the a; are odd and the equations (2) hold, we have that 2(9) € V for
1 < j < d. It is then elementary to show that the system (2) has a unique
solution up to a Zye scalar multiple if and only if the d vectors z() span the
space V.

The probability that the d vectors zU) span V is at least 1 — 1/2¢-¢+1,
assuming the vectors to be random. (To see this, notice that the vectors fail to
span V' if and only if they all lie in some subspace U of co-dimension 1 in V.
There are exactly 28! — 1 such subspaces U. Assuming the vectors zU) to be
randomly distributed in V', the probability that they all lie in any given U is
equal to 277, Hence the probability that the vectors do not span V is at most
(2¢=1 —1).274 < 1/29-t+1 ) This probability is close to 1 as soon as d is slightly
greater than ¢t — 1. Given that the vectors () do span V, a standard Gaussian
elimination procedure over Z,: can be used to produce by, bo, ..., b; € Zse such
that there exists an odd constant ¢ with the property that a; = cb; mod 2¢ for
alli e {1,2,...,t}.

Stage 1 of our attack has given us d pairs of messages that collide under the
compression function. To find ¢, we simply try each of the 2¢~! possibilities in
turn and check whether the compression function with key a; = ¢b; produces
collisions for these pairs of messages. It is highly likely that a single value of ¢
will produce all the correct collisions; this value will be the correct value of c.
Thus we have recovered the value of the key words a;.

Stage 3: Finally, we produce a MAC forgery as follows. We search for collisions
in the compression function as in Sect. 3; however, since we now know the key
to the compression function, we do not need to query the MAC oracle to obtain
these collisions. After about 23¢/2 trials, we find a collision in the compression
function: H(z) = H(2') for distinct messages x and z’. We then query the MAC
oracle on the message z. The resulting MAC will be valid for the message 2/,
and so we have forged a MAC as required.

To summarise, we have forged a MAC after making

w1 = [3/20(2909)] 41

oracle queries, and a comparatively small amount of additional effort (which
mainly consists of storing the oracle outputs, together with computing the com-
pression function about 23/2 times). The probability that our attack works is
approximately (1 — 1/24-t+1) /2,

The probability of success can be made arbitrarily close to 1, firstly by in-
creasing the value of d and secondly by taking a larger number of MAC queries
to increase the probability that d pairs of collisions will result. We omit the
routine details of these enhancements.
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5 Consequences for Suggested Parameter Sizes

In [1, Sect. 5], Cary and Venkatesan give details of an implementation of their
MAC for the parameters ¢ = 32 and ¢t = 50. They are able to prove that the
resulting MAC offers 54 bits of security, which can be interpreted as meaning
that collisions for the MAC should not be found until after at least 227 MAC
queries have been made.

Our attack in Sect. 3 shows that, for these parameters, MAC collisions can
be found using about 248-5 MAC queries. (The attack will set 7 = 31; then the
space B will be of size 2°7 and 2485 MAC queries will be needed to obtain a col-
lision with probability 0.63.). Taking d = t = 50, our attack in Sect. 4 uses s = 2
and finds MAC forgeries with probability about 0.25 using approximately 2°°
MAC queries.

We have conducted experiments on cut down versions of the MAC. Using
t = 50 and 8 < ¢ < 14, collisions in the compression function occurred as
frequently as our analysis predicts. While we have not implemented our attacks
for ¢ = 32, we see no reason why our attack should not scale as predicted.

For both of our attacks, the complexity is significantly less than the
queries implied by a standard application of the birthday paradox, though a good
deal greater than the level of security that has been established for the MAC. It
seems fair to say that the MAC proposal of [1] does not offer the security levels
that one would expect of a strong MAC algorithm with a 128 bit output. We
expect that more sophisticated attacks than the ones presented here may reduce
the complexity of finding and exploiting collisions further.

In response to the attacks presented in this paper, the authors of [1] have
suggested a new scheme, namely that the output of their compression function
should first be passed through SHA-1 and then 54 bits of the result be taken as
output. The intention of this construction is to match the proved security level
of the original compression function with the length of the MAC. (The security
level of this construction can be no greater than the 54 bits proved for the original
MAC.) Note that the attacks presented in this paper do not carry over to this
new scheme, since the overwhelming majority of collisions in the MAC will be
caused by collisions in the final stage rather than by collisions in the compression
function. Of course, a proof of security for this modified MAC can no longer rely
on modelling a block cipher as a random permutation. Instead, this assumption
would need to be replaced by an assumption concerning the collision properties
of SHA-1 (or perhaps by modelling SHA-1 as a random function).
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Abstract. SecurID is a widely used hardware token for strengthening
authentication in a corporate environment. Recently, Biryukov, Lano,
and Preneel presented an attack on the alleged SecurID hash function [1].
They showed that vanishing differentials — collisions of the hash function
— occur quite frequently, and that such differentials allow an attacker to
recover the secret key in the token much faster than exhaustive search.
Based on simulation results, they estimated that the running time of
their attack would be about 2%® full hash operations when using only
a single 2-bit vanishing differential.

In this paper, we present techniques to improve the [1] attack. Our theo-
retical analysis and implementation experiments show that the running
time of our improved attack is about 2%° hash operations. We then inves-
tigate into the use of extra information that an attacker would typically
have: multiple vanishing differentials or knowledge that other vanishing
differentials do not occur in a nearby time period. When using the extra
information, we believe that key recovery can always be accomplished
within about 2%° hash operations.

1 Introduction

The SecurID, developed by RSA Security, is a hardware token used for strength-
ening authentication when logging in to remote systems, since passwords by
themselves tend to be easily guessable and subject to dictionary attacks. The
SecurID adds an “extra factor” of authentication: one must not only prove them-
selves by getting their password correct, but also by demonstrating that they
have the SecurID token assigned to them. The latter is done by entering the 6-
or 8-digit code that is being displayed on the token at the time of login.

Each token has within it a 64-bit secret key and an internal clock. Every
minute, or every half-minute in some tokens, the secret key and the current time
are sent through a cryptographic hash function. The output of the hash function
determines the next two authenticator codes, which are displayed on the LCD
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screen. The secret key is also known to the “ACE/server”, so that the same
authenticator can independently be computed and verified at the remote end.

If ever a user loses their token, they must report it so that the current token
can be deactivated and replaced with a new one. Thus, the user bears some
responsibility in maintaining the security of the system. On the other hand, if
the user were to temporarily leave his token in a place where it could be observed
by others and then later recover it, then it should not be the case that the security
of the device could be entirely breached, assuming the device is well-designed.

The scenario just described was considered in a recent publication by
Biryukov, Lano, and Preneel [1], where they showed that the hash function
that is alleged to be used by SecurID [1] (ASHF) has weak properties that could
allow one to find the key much faster than exhaustive search. The attack they
describe requires recording all outputs of the SecurID using a PC camera with
OCR software, and then later searching the outputs for indication of a vanishing
differential — two closely related input times that result in the same output hash.
If one is discovered, the attacker then has a good chance of finding the internal
secret key using a search algorithm that they estimated to be equivalent to 248
hash function operations. On a 2.4 GHz PC, 2*® hash operations take about 111
years. ! It would require over 1300 of these PC’s to find the key in a month.

In this paper, we present three techniques to significantly speed up the fil-
tering, which is the bottleneck of their attack. Our theoretical analysis and im-
plementation experiments show that the time complexity can be reduced to
about 2%° hash operations when using only a single vanishing differential.

We then investigate into the use of extra information that an attacker would
ordinarily have, in order to speed up the attack further. This information consists
of either multiple vanishing differentials, or knowledge that no other vanishing
differentials occur in a nearby time period of the observed one. In either case,
the running time can be reduced significantly. Our preliminary analysis suggests
that after a vanishing differential is observed, the attacker would nearly always
be able to perform the key search algorithm in 2%° hash operations or less. On
a typical PC, this can be done in about 5 months, making the computing power
requirements for the search attainable by almost any individual.

The success probability of all attacks (including [1]) depend upon how long
the attacker must wait for a vanishing differential to occur. Simulations have
shown that in any one-week period, 1% of the SecurID cards will have a vanishing
differential; in any one-year period, 35% of the tokens will have a vanishing
differential. According to these statistics, we mention two realistic scenarios in
which the token could be compromised. In the first scenario, a user may be on
vacation for one week and left his token behind in a place where others could
observe it, in which case there is a small but definitely non-negligible chance that
a collision would happen. In the second scenario, the success is much more likely.
Since the cost of SecurID tokens is very expensive, tokens are often reassigned
to new users when a previous owner leaves a company [5]. This is a bad idea,

! Requires some optimisations to Wiener’s code, such as re-ordering bytes to eliminate
bswaps.
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since the original user would have a high chance of being able to find the internal
key, assuming he recorded many of the outputs while it was in his possession. In
light of our new results, token reassignment becomes a very serious risk.

2 The SecurID Hash Function

We provide a high level description of the alleged SecurID hash function, follow-
ing the same notation as in [1] wherever possible. More detailed descriptions can
be found in [1, 4].

The function can be modeled as a keyed hash function y = H(k,t), where k
is a 64-bit secret key stored on the SecurID token, ¢ is a 24-bit time obtained
from the clock every 30 or 60 seconds, and y is two 6- or 8-digit codes. The
function consists of the following steps:

— an expansion function that expands ¢ into a 64-bit “plaintext”,

an initial key-dependent permutation,

— four key-dependent rounds, each of which has 64 subrounds,

an exclusive-or of the output of each round onto the key,

— a final key-dependent permutation (same algorithm as the initial one), and
a key-dependent conversion from hexadecimal to decimal.

Throughout the paper, we use the following notation to represent bits, nib-
bles, and bytes in a word: a 64-bit word b, consisting of bytes By, ..., B7, nibbles
By, ..., B15, and bits bgb1...bg3. The nibble By corresponds to the most significant
nibble of byte 0 and the bit by corresponds to the most significant bit. The other
values are as one would expect.

For our analysis, only the time expansion, key-dependent permutation, and
the key-dependent rounds are of interest. In the next three sections, we will
describe them in more detail.

2.1 Time Expansion

The time ¢ is a 24-bit number representing twice the number of minutes since
January 1, 1986 GMT. So the least significant bit is always 0, and if the token
outputs codes every minute, then the expansion function will clear the 2nd least
significant bit as well. Let the result be represented by the bytes Ty11T> where T
is the most significant. The expansion is of the form ToTToToToT1T>T5. Note
that the least significant byte is replicated 4 times, and the other two bytes are
replicated 2 times each.

2.2 Key-Dependent Permutation

We give a more insightful description of how the ASHF key-dependent permu-
tation really works. The original code, obtained by Wiener [1] (apparently by
reverse engineering the ACE/server code), is quite cryptic. Our description is
different, but produces an equivalent output to his code.



Fast Software-Based Attacks on SecurID 457

The key-dependent permutation uses the key nibbles Kq...Ky5 in order to
select bits of the data for output into a permuted data array. The data bits will
be taken 4 at a time, copied to the permuted data array from right to left (i.e.
higher indexes are filled in first), and then removed from the original data array.
Every time 4 bits are removed from the original data array, the size shrinks by
4. Indexes within that array are always modulo the number of bits remaining.

A pointer m is first initialised to the index Ky. The first 4 bits that are taken
are those right before the index of m. For example, if Xy is 0x2, then bits 62,
63, 0, and 1 are taken. As these bits are removed from the array, the index m
is adjusted accordingly so that it continues to point at the same bit it pointed
to before the 4 bits were removed. The pointer m is then increased by a value
of K1, and the 4 bits prior to this are taken, as before. The process is repeated
until all bits have been taken.

Note that once the algorithm gets down to the final 3 or less key and data nib-
bles, the number of data bits remaining is at most 12 yet the number of choices
for each key nibble is 16. Hence, multiple keys will result in the same permuta-
tion, which we call “redundancy of the key with respect to the permutation.”
This was used in the attack [2], and to a lesser extent in [1].

2.3 Key-Dependent Rounds

Each of the four key-dependent rounds takes as inputs a 64-bit key k and a 64-bit
value b°, and outputs a 64-bit value b%4. The key k is then exclusive-ored with
the output b%* to produce the new key to be used in the next round.

One round consists of 64 subrounds. For ¢ = 1,...,64, subround i trans-
forms b*~! into b’ using a single key bit k;_1. Depending on whether the key k;_1
is equal to bffl, the value b*~! is transformed according to two different func-
tions, denoted by R and S. The details of R and S are not so important for our
research, with the exception of two properties:

1. Both the R and the S functions are byte-oriented, that is, they update each
of the eight bytes in b’ separately. After the update, only bytes By and By
are modified, and the other six bytes remain the same.

2. The way R and S are used causes the hash function to have easy-to-find
collisions after a small number of subrounds within the first round.

At the end of each subround, all the bits are rotated one bit position to the left.
So, up to subround N < 25 of the first round, only 2N 4 14 data bits have been
involved in the computation. This property is used in the Biryukov, Lano, and
Preneel attack.

3 The Attack of Biryukov, Lano, and Preneel

The attack of Biryukov, Lano, and Preneel [1] can determine the full 64-bit secret
key when given a single collision of the hash function. Suppose that two input
times ¢t and ' get expanded and permuted to become 64-bit words b and b’, and
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the two words collide in subround N of the first round. The collision from the pair
(t,t') is called a wvanishing differential. In their key recovery attack, the attacker
first guesses the subround N, and then uses a filtering algorithm for each N to
search the set of candidate keys that make such a vanishing differential possible.
According to their simulations, one only needs to do up to N = 12 to have a 50%
chance of finding the key. 2 A summary of their description for N = 1 is given
below. For simplicity, assume that a 2-bit vanishing differential is used, though
this need not be the case.

A one-time cost precomputation table is needed before the filtering starts.
The table contains entries the form

(k07 307 B47 B(/J7 Bé/l)

where ko represents a key bit, (B, B4) represent data bytes of b after the initial
keyed permutation, and (B}, B}) represent data bytes of b’ after the permuta-
tion. The exact entries in the table are those where (By, By) differs from (B}, B))
in exactly 2-bits known as the “difference bits,” and for which a vanishing dif-
ferential occurs during the first subround. Since none of the other key bits or
data bytes are involved in the first subround, whether a vanishing differential
can happen or not for N = 1 is completely characterised by this table.

For each entry in the table, the filtering proceeds in two phases, each of which
contains two steps.

— First Phase. (process the first half of the key bits)

e Step One. Guess key bits ki, ..., kor. Together with kg, 28 key bits are
set, which determines 28 bits of b and b’ after the initial key-dependent
permutation. Since these bits overlap with the entries in the table in
nibbles Bg and By, a key value that does not produce the correct nibbles
for both b and ¥’ is filtered out.

e Second Step. Continue to guess key bits kog, ..., k31. Filtering is done
using overlaps in nibbles Bg and Bj.

— Second Phase. (process the second half of the key bits)

e First Step. Continue to guess key bits k3o, ..., ksg. Filtering is done using
overlaps in nibbles By and B].

e Second Step. Continue to guess key bits kg, ..., k3. Filtering is done
using overlaps in nibbles By and B,.

Finally, each candidate key that passes the filtering is tested by performing
a full hash function to see if it is the correct key. For general N, the two phases of
filtering each involve [ 7] data nibbles, so the phases each have ["1"'] steps.

2 Our own simulations suggest that one needs to search up to N = 16. The discrepancy
is due to differences in the way the attack is viewed, which we elaborate on in
Section 7.1. For larger values of N, the cost of the precomputation stage becomes
prohibitive.
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4 Analysis of the Biryukov, Lano, and Preneel Attack

Biryukov, Lano, and Preneel estimated the time complexity of their attack
through simulation. They provided results for N = 1: step 1 of phase 1 re-
duced the number of possibilities to 227, step 2 of phase 1 further reduced the
count to to 22°, step 1 of phase 2 increased the count to 2*°, and step 2 of phase
2 resulted in 2*! true candidates. For larger values of N, they expect that the
complexity of the attack would be lower due to stronger filtering.

Here we analyse their algorithm, giving some mathematical justification for
the simulation results they observed and also showing that their conjecture of
the filtering improving for larger N appears to be correct. In our analysis, we
sometimes treat probabilities as if they are independent, which is not always
true, but it is assumed that it provides a reasonable approximation.

Some properties of the precomputed tables are used in the analysis. For
a given value of N, the table entries are of the following form:

— legal values for the key bits in indices 0,..., N — 1,

— legal values for the plaintext pairs after the initial permutation in bit indices
32,33,...,384 N which we label as (Wy, W}) (we use the subscript 4 because
the words begins at byte By), and

— legal values for the plaintext pairs after the initial permutation in bit indices
0,1,...,6 + N which we label as (Wy, W{)) (the word begins at byte By).

The words Wy, W{, Wy, W} each consist of 7+ N bits and the number of key bits
is N. By “legal values” we mean that the combination of plaintext bits after the
initial permutation and key bits will cause the difference to vanish in subround N.
We also have one other requirement, which was previously overlooked (including
in an earlier version of this research): the values of the two bits in b (or b’) where
the differences are located must be the same, due to the way the time expansion
works. This reduces the number of table entries and results in a speedup to the
filtering. Although this is one of our three main filtering speedups, we apply it
to the analysis of the original [1] algorithm in order to keep things as clean as
possible.

Analysis of Final Number of Candidates: Analysing the final step is equiv-
alent to determining the true number of candidates that need to be tested with
the full SecurID hash function. The expected number of true candidates can
easily be determined since anything that matches an entry in the precomputed
table will result in a vanishing differential. In other words, the entries in the
table are not only a necessary set of cases for a vanishing differential to occur,
but also sufficient.
For each entry in the precomputed table, we have:

— Only a portion of about 1/ (624) of the 2% keys will permute the 2 difference
bits into the locations corresponding to what is in that table entry.
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— With probability ;, the value of the two difference bits will match those in
the table (recall, the 2 bits in b must be the same, and the corresponding
bits in b’ are the complement).

— With probability 22]\,1+12, the remaining permuted data bits will match the
table entry.

— With probability 2& the guessed key bits will match the entry of the table.

Hence, the expected number of final candidates is:

1 1 1 1
(%) X o X gant12 K gN - (1)
2

Run Time Analysis of Phase 2, Step 1: Phase 2, step 1 of the Biryukov,
Lano, and Preneel attack is typically the dominant cost. To analyse it, we must
first determine the number of candidates passing phase 1.

Define Cy to be the number of unique table entries of the form
(koy ... kn—1, Wa, W}) where Wy = W}, C; similarly except Wy @ W, having
hamming weight 1, and Cs similarly except Wy @ W, having hamming weight 2.

Among the of 232 key bits considered in phase 1, a fraction of (57;N)/(624)

will put no difference in the tuple (Wy, Wj). Of those, only a fraction of 27C+°N
will match one of the Cp unique entries in the table for Wy (which is the same
as W}). With probability 2%\, , the guessed key bits will match those in the table
as well. Thus, the expected number of 32-bit keys resulting in no difference in
(W4, W) that pass phase 1 is:

table size x 20% x

57T—N
g, (5N Co 1 gy 3102 1IBN 4+ N?
(624> 9T+N 7 9N 63

Co .

For 1-bit differences, the equation is

57—N
232><( 1 )><1>< G « 1 :220—2NX57_N
(624) 2 264N T 9N 63

XCl.

For 2-bit differences, the equation is

1 1 C 1 C
232 x & X 2 X =22 2
2

X .
2 25N T 9N 63
The ; in this last equation accounts for whether the two difference bits in the
first plaintext match the table entry (the bits must be the same). Thus, the
expected number of candidates to pass the phase 1 is

21972N

T=" (5 * (3192 — 113N + N?)Cp + (114 — 2N)Cy +4Cs] . (2)

The first step in phase 2 involves guessing enough key bits so that the re-
sulting permuted data array just begins to overlap with Wy and W{. The exact
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Table 1. Computing the running time estimates of algorithm [1] for N = 1..6

N Table Co 4 C, T Time for Time for testing Total

size phase 2, step 1 final candidates time
1 12 5 2 0 2250 2470 2406 24740
2 152 11 64 44 224.3 243.2 241.3 243.5
3 1130 64 362 128 2248 213-6 2112 213.9
4 7292 453 1750 712 2°°° 2143 2109 2444
5 48212 277510614 3864 2250 2149 2106 2149
6 276788 15076 52716 19520 2264 2414 2401 2419

number of key bits guessed in this step is 4 x L294_N |. Under the assumption
that the permutation is 5% of the time required to do the full SecurID hash, the
running time is equivalent to

4 x |_292NJ

T x 2L
64

X 2 x0.05x s (3)
full hash operations, where s is the speedup factor that can be obtained by taking
advantage of the redundancy in the key with respect to the permutation. The
value of s is 29566 for N =1, }2 for N = 2..5, and 1 for all other values.

We remark that in some cases, there is a chance that the second step of
phase 2 may be a bit more time consuming than the first. A sufficient but not
necessary condition for step 1 to be the most time consuming is if the fraction of

29—-N
values that remain is less than | s 1 of the values considered. This is usually
the case. We shall ignore the exceptional cases for now, but will deal with them

when we present our filtering speedups.

Combined Analysis: The running time of algorithm [1] for a particular value
of N is expected to be the approximately the sum of equations 3 and 1. For
N = 1..6, these running times are given in Table 1. Again, we reiterate that
the table sizes are different from [1] because of an extra condition due to the
time expansion, which also gives a small improvement in the running time. The
analysis for N = 1 closely matches the simulated results from [1].3

Even though the number of candidates T' after the first phase are approxi-
mately the same as N goes from 1 to 2 and also from 5 to 6, the running times of
the phase 2, step 1 drop significantly. This is because one less nibble of the key is
being guessed, and an extra filtering step is being added. In general, we see the
pattern that larger values of IV are contributing less and less to the sum of the
running times, which agrees with the conjecture from [1]. The total running time
for N =1 to 6 is 277 and larger values of N would appear to add minimally to
this total. For vanishing differentials that involve > 4-bits, which happens about
one third of the time, preliminary analysis suggests that the run time is better.

3 A small discrepancy for T exists due to the fact that their simulations involved
a precomputed table about twice as big ours.
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5 Faster Filtering

Table 1 illustrates that the trick to speeding up the key recovery attack in [1] is
faster filtering. We have found three ways in which their third filtering can be
sped up:

1. Only include entries in the precomputed table that actually can be derived
from the time expansion. In particular, the values of the two bits in b (or )
where the differences are located must be the same.

2. In the original filter, a separate permutation is computed for each trial key.
This is inefficient, since most of the permuted bits from one particular per-
mutation will overlap with those from many other permutations. Thus, we
can amortise the cost of the permutation computations.

3. We can detect ahead of time when a large portion of keys will result in “bad”
permutations in steps 1 of both phase 1 and phase 2, and the filtering process
can skip past chunks of these bad permutations.

The first technique was already applied to the analyses in the previous sec-
tion. Without this improvement, the running time would have been about 50%
worse.

The second technique is aimed at reducing the numerator of the factor

Ax L29 NJ L29 NJ
64 = - %~ in equation 3. To do this, we view the key as a 64-bit

counter, Where ko is the most significant bit and kg3 is the least. In phase 2,
step 1 of the filter, the bits ko, ..., k31 are fixed and so are some of the least
significant bits (the exact number depends upon N), so we can exclude these for
now. The keys are tried in order via a recursive procedure that handles one key

nibble at a time. At the jth recursive branch, each of the possibilities for nibble
K74; are tried. The part of the permutation for that nibble is computed, and

then the j+ 18¢ recursive branch is taken. The level of recursion stops when key

nibble K 20—~ is reached. Thus, the |29, from equation 3 gets replaced
29 N .
with the average cost per permutation trial, which is Zz o Itg-ai 1.07.

Observe that when N = 1, this results in a factor of | 07 =~ 6.5 speedup. This
trick alone knocks more than 2 bits off the running time.

The third speedup is dependent upon the second. It will apply in both phases
of the filtering. During the process of trying a permutation, there will be large
chunks of bad trial keys that can be identified immediately and skipped. In
particular, whenever a difference bit is placed outside of words (Wy, W() and
(W4, W}), the key can be skipped because the difference is not in a legal position.
Moreover, any other key with the same most significant bits (up to the key nibble
that placed the difference bit) will also result in illegal values, implying that the
entire recursive branch can be skipped. Heuristically, one would expect that
the number of keys that get tested for filtering in phase 2, step 1 to be about
a fraction of about (14221\/)/(624) of the number for the attack in [1]. However,
this over simplifies the analysis. A more proper analysis can be done similar to
our analysis in the previous section.



Fast Software-Based Attacks on SecurID 463

Table 2. Running times using our improved filter, for N = 1..6

N  Time for  Time for testing Total
phase 2, step 1 final candidates time

1 238.7 240.6 240.9
2 236.4 241.3 241.3
3 237A1 2412 241A3
4 237.9 240.9 241.1
5 238.6 240.6 240.9
6 2357 2401 2402

The combined speedups give the run times in Table 2. In all cases, phase
2, step 1 has become faster than the time for testing the final candidates. The
running time for N = 1..6 is 23-%, so we conjecture that the run time for N up
to 16 is no more than 16/6 x 2436 ~ 245 We remark that the run times for the
third speedup ignore the overhead time for rejecting keys in phase 2 where the
difference bit gets put outside of (Wy, W{), but such overhead time is expected to
make little difference. We have also ignored the time for other filtering steps of the
algorithm. Of those, only step 2 of phase 2 is expected to have comparable cost
to step 1 of phase 2. In fact, it can be more costly, especially when N = 2 mod 4.
However, there are several possible speedups for this step, particularly when IV is
small (this restriction is for practical reasons) where the run time becomes most
relevant. Such speedups involve using additional preocomputed lookup tables
to determine valid keys from the remaining data bits and testing whether the
hamming weight of the remaining data bits matches that of the precomputed
table entries before blindly trying keys. Therefore, it seems fair to assume that
the testing of final candidates will always be the dominant cost in the modified
algorithm.

Although it appears that we cannot do much better using only a single van-
ishing differential, we can improve the situation if we use other information that
an attacker would have. In later sections we will show that we can improve the
time greatly if we take advantage of multiple vanishing differentials, or if we
take advantage of knowledge that no other vanishing differentials occur within
a small time period of the observed one.

6 Software Implementation

The attack of Biryukov, Lano, and Preneel was specially designed to keep RAM
usage low - only one of the precomputed table entries needs to be in program
memory at a time. We tested our ideas only for N = 1 and 2-bit differences,
and since the table size is small, we took the freedom of implementing a slight
variant of their attack which kept the whole precomputed table in memory at
once.

We programmed all filtering steps of both phases and the three main filtering
speedups. In addition, we programmed an extra “table lookup” speedup that
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would improve the running time by a factor of 8 for N = 1. The extra speedup
is only applicable for small values of N due to the memory requirements. Thus,
the running time is expected to be 8 times faster than the 23%7 listed in Table 2.
On our 2.4 GHz PC, this translates to about 8 days of effort.

Our code did the search in numerical order, when the key is viewed as
a counter as described in Section 5. The only thing we did not do was test-
ing the final candidates using the real function. Instead, we just stopped when
we arrived at the target key. So our implementation was designed to test and
time the filtering only, in order to confirm that filtering is significantly faster
than testing of the final candidates.

At the time of writing, we have not done the full key search yet. However,
we have done a search that starts out knowing the correct first nibble of the key.
The key we were searching for is 356b48b3ae15c271 which yields a vanishing
differential when times 0x1c3ba8 and 0x1c3aa8 are sent in. We were able to
find the key in 13.8 hours. If we assume that the full search will take at most 2%
times longer, the full running time would be 9.2 days, which is on target of
expectations.

7 Multiple Vanishing Differentials

There are two scenarios for multiple vanishing differentials: when they have the
same difference and when they have different differences. The former is more
likely to occur, but in either case we can speed up the attack.

7.1 Multiple Vanishing Differentials with the Same Difference

According to computer simulations, about 45% of the keys that had a collision
over a two month period will actually have at least 2 collisions. There is a simple
explanation for this, and a way to use the observation to speed up the key search
even more.

Consider a vanishing differential which comes from times t = ToT1T5 and t' =
T4T{T5. As we saw earlier, the only bits that determine whether the vanishing
differential will occur at a particular subround are those that get permuted into
words Wy, W, Wy, and Wj. Suppose we flip one of the bits in Ty and T4 (the
same bit in each). This bit will be replicated four times in the time expansion.
If, after the permutation, none of those bits end up in Wy, W/, Wy, or W}, then
we will witness another vanishing differential. The new vanishing differential will
follow the same difference path and disappear in the same subround. Thus, new
information is learned that can be used to speed up the key search, which we
explain below. In the case that another vanishing differential does not occur,
information is also learned which can improve the search, which is detailed in
Section 8.

Following the above thought process, it is evident that:

— Flipping time bits in Ty, T} or Tp, T will only replicate the flipped bit twice
in the expansion. Since there are only two bits that are not allowed to be
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Table 3. Number of final candidates assuming the attacker became aware of z-bits
that do not get permuted into words Wo, W{, W4, or W}

N Number of final cands using Number of final Number of final Number of final
only a single collision cands with z = 2 cands with z = 4 cands with z = 8

1 240.6 23948 23849 23740
) 241A3 24043 23943 23742
3 241.2 24041 23940 23646
4 240.9 23947 23844 23547
5 2406 23942 23748 23448
6 240.1 23846 23740 23346

in Wy, W, Wy, and Wy, the collision is more likely to occur. On the other
hand, the time between the collisions is increased, since these are more sig-
nificant time bits.

— Multiple vanishing differentials are more likely to occur when the first
collision happened in a small number of subrounds. This is because the
words Wy, W/, Wy, and W} are smaller, giving more places where the flipped
bits can land without interfering with the collision.*

— The converse of these observations is that when multiple vanishing differ-
entials occur, it is most often the case that the collisions all happened in
the same subround and followed the same difference path. Moreover, the
collisions usually happen within a few subrounds.

By simply eying the time data that caused the multiple vanishing differen-
tials, one can determine with close to 100% accuracy whether this situation has
happened. The signs of it are: 1) Same input difference for all vanishing differ-
entials, 2) All input times differ in only a few bits, and 3) It is the same bits
that differ in all cases. An example is given in Appendix B.

The attacker learns z > 2 bits which cannot be permuted to
words Wy, W, Wy, or W;. This new knowledge can be combined with our third
filtering speedup to skip past more bad keys. The expected number of final key
candidates to be tested becomes a fraction of (50;2N )/ (624) of the values given
in Table 2. See Table 3 for a summary of these figures when z = 2, z = 4, and
z = 8. The times can be further reduced using information about where certain
related plaintexts did not cause a vanishing differential: see Section 8.

4 This is the reason for the apparent discrepancy between our research claiming that
one needs to precompute up to N = 16 in order to have a > 50% of find the key
and [1] claiming 12. In our view, the attacker has a single token and will perform
a key search once a single vanishing differential has occurred. In their view, the
attacker has several tokens for a fixed period of time, and the attacker selects a van-
ishing differential randomly among all vanishing differentials that have occurred [3].
Since their view includes multiple vanishing differentials, the expected number of
subrounds is less.
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7.2 Multiple Vanishing Differentials with Different Differences

Given two vanishing differentials with different differences, the number of can-
didate keys can be reduced significantly by constructing more effective filters in
each step. Denote the two pairs of vanishing differentials V; and V5, and their NV
values N1 and N.

We first make a guess of (N1, N3). The number of guesses will be quadratic
in the number of subrounds tested up to. The following is a simplified sketch for
the new filtering algorithm.

— First Phase. Take V7 and guess the first 32 bits of the key. For each 32-bit key
that produces a valid (Wy, W), test it against V5 to see if it also produces
a valid (W, WJ).

— Second Phase. For 32-bit keys that pass phase 1, do the same thing to guess
the second 32 bits of the key.

The main idea here is to do double filtering within each stage so that the
number of candidate keys is further reduced in comparison to when only a single
vanishing differential is used.

When N7 = Ny = 1, the probability that a 32-bit key passes phase 1 (see
Table 1) is 22°:0/232 = 2770 (assuming using the original filter of [1] - it is even
more reduced using our improved filter), and the probability that a 64-bit key
passes both phases is 240-6 /264 = 27234 If the two vanishing differentials are
indeed independent, we would expect the number of keys to pass the first phase
to be

932 o 9=T.0 3 9=T.0 _ 918

and the number of keys to pass both phases to be

264 % 2723.4 % 2723.4 _ 217‘2

Experimental results will reveal whether these figures are attainable in practice,
but even if they are not, a big speed up is still expected. The situation should
be better in the cases where differences with hamming weights > 4 are involved.

We should mention the caveat that the chances of success using the above
technique are lower, since we need both difference pairs to disappear within 16
subrounds. On the other hand, the cost of trying this algorithm for two difference
pairs is expected to be substantially cheaper than trying the previous algorithms
for only one. Therefore, the double filtering should add negligible overhead to
the search in the cases that it fails, and would greatly speedup the search when
it is successful.

8 Using Non-Vanishing Differentials
with a Vanishing Differential

In Section 7.1, we argued that even if only a single vanishing differential occurs
over some time period, the search can still be sped up if one takes advantage of
knowing where related differentials do not vanish. Here, we give the details.
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Assume a vanishing differential occurred at times ¢ and ¢/, but no vanishing
differential occurred among the time pairs (t®2%, ' ©2%) fori = 2,...,5. We start
with ¢ > 2 because in the most typical case, where authenticators are displayed
every minute, the least two significant bits of the time are 0 (see Section 2.1). For
the values 2 < i < 7, the difference is replicated 4 times in the time expansion,
and for i > 8, it is replicated twice.

For each value of i, we learn a set of 2 or 4 bits for which at least one in each
set must be permuted into the words Wy, Wy, Wa, or Wj. Let us label these sets
as Us, ..., U;. For simplicity, we will take j = 13, which corresponds to no other
vanishing differential within a window of 2.8 days before or after the observed
one. So, we are interested in the probability of at least one bit in each of these
sets getting permuted into words Wy, W, Wy, or Wj.

We say a set U; is represented with ¢; > 1 bits if exactly ¢; bits from U; get
permuted into Wy, W/, Wy, or W,. The number of ways 2N + 14 bits can be
selected to end up in Wy, W), Wy, or W, is ( 64 ) The number of ways that

2N+14
exactly ¢; bits are represented in the selection for 2 < ¢ < 13 is

7 13
4 2 28
()T * (o)

7

The first product tells the number of ways of selecting ¢; bits from each set that
has 4 bits, the second product is the same except for among sets with 2 bits, and
the third product is the number of ways of selecting the remaining bits from the
28 bits that are not among any of the U;. Thus, our desired probability is:

Hi7=2 (04) x Hzﬁs (02) X (2N+1438213 c')

() o (4)
all valid (cg,...,c13) 2N+14
where valid (co, ..., c13) means that each value is at least 1, but the sum of all
values is no more than 2N + 14.

We have computed these probabilities using the Magma [6] computer algebra
package. The probabilities, and corresponding running time for the testing of
final candidates are given in Table 4. Monte Carlo experiments have been done
to double-check the accuracy of these results. The fact that the probabilities are
so small for low values of N is consistent with the argument in Section 7.1 that
when a collision happens early, other collisions are likely to follow soon after.

One should not assume that the times for the testing the final candidates
given in Table 4 are the dominant cost in applying this strategy. Unlike the
filtering speedups given in Sections 5 and 7.1, the use of non-vanishing differ-
entials seem to require more overhead in checking the conditions. So although
we do not have an exact running time, we confidently surmise that the use of
non-vanishing differentials will reduce the time down below 24° hash operations.
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Table 4. Assuming no more vanishing differentials occur within 2.8 days before or
after of a given vanishing differential, the final testing of candidates can be improved
by the amounts given in this table

N Fraction of keys Time for testing
having property final candidates

1 2—1443 2263
2 271147 229.6
3 279.7 231.5
4 2—&1 2328
5 276.7 233.9
6 275.7 234.4

9 Conclusion

The design of the alleged SecurID hash function appears to have several prob-
lems. The most serious appears to be collisions that happen far too frequently
and very early within the computation. The involvement of only a small fraction
of bits in the subrounds exacerbates the problem. Moreover, the redundancy of
the key with respect to the initial permutation adds an extra avenue of attack.
Altogether, ASHF is substantially weaker than one would expect from a modern
day hash function.

Our research has shown that the key recovery attack in [1] can be sped up
by more than a factor of 8, giving an improved attack with time complexity
about 2%° hash operations. In practice, the attacker can actually obtain more
information than just a single collision. We have shown that, with this extra
information, the time complexity can be further reduced to about 2*° hash op-
erations, making the attack doable by anyone with a modern PC.
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A Analysing Precomputed Tables

Using computer experiments, we were able to exhaustively search for valid entries
in the precomputed table up to N = 6 for 2-bit vanishing differentials and up to
N = 4 for 4-bit differentials at this point. It was predicted in [1] that the size of
the table gets larger by a factor of 8 as N grows and it may take up to 244 steps
and 500GB memory to precompute the table for N = 12.

Here we make an attempt to derive the entries in the table analytically when
N = 1. If we could extend the method to N > 1, we may be able to enumerate
the entries analytically without expensive precomputation and storage.

We start with Equation (6) in [1]. Note that we are trying to find constraints
for the values in the subround i — 1. So for simplicity, we will omit the superscript
i — 1 from now on, and Equation (6) becames the following.

B, =((((By >>>1)—1) >>>1)— 1) ® By, (5)
B} =100 — By .

We first note that By and B{ have to be different in the msb. Therefore,
there is at least one bit difference in (By, Bj). The other bit difference can be
placed either in the remaining 7 bits of (By, B{)) or any of the 8 bits in (B4, B}).

Rewriting Equation 5, we have

Bo=(((Bs®B)) +1)<<<1)4+1) <<< 1.

Since there are at most one bit difference in (By4, B}), it can only take on 9
possible values: 0 (for no bit difference) or 2° (for one bit difference in bit 7).
Below, for each possible value of (By, B)j), we enumerate the possible values of
(Bo, B})). During the enumeartion, we also take into consideration the additional
requirement that the two bits in b where the differences occur must be the same
(See Section 4).

— If By ® B =0, then By =0x06. Since there is no bit difference in (By4, B}),
we know that By and B, differ in two bits — one of them must be the msb,
and the other can be any of the remaining bits.

B4 (&) Bé/l BO Bé kO
0x00 0x06 0x87, 84, 82, 8, 96, a6, c6 0
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Table 5. Example of 16 vanishing differentials that happened within 1.3 days, using
key b5 a9 f4 8c 16 23 a6 1la

First plaintext Second plaintext
le 80 8c 8c 1le 80 8c 8c 1le 90 8c 8c 1le 90 8c 8¢
le 81 8c 8c 1le 81 8c 8c 1e 91 8c 8c le 91 8c 8¢
le 82 8c 8c 1le 82 8c 8c 1le 92 8c 8c le 92 8c 8¢
le 83 8c 8c 1le 83 8c 8c 1le 93 8c 8c 1le 93 8c 8¢
le 84 8c 8c le 84 8c 8c 1le 94 8c 8c le 94 8c 8¢
le 85 8c 8c 1le 85 8c 8c 1le 95 8c 8c 1le 95 8c 8¢
le 86 8c 8c le 86 8c 8c 1le 96 8c 8c le 96 8c 8¢
le 87 8c 8c 1le 87 8c 8c 1le 97 8c 8c 1le 97 8c 8¢
le 88 8c 8c 1le 88 8c 8c 1le 98 8c 8c 1le 98 8c 8¢
le 89 8c 8c le 89 8c 8c 1le 99 8c 8c 1le 99 8c 8¢
le 8a 8c 8c le 8a 8c 8c 1le 9a 8c 8c le 9a 8c 8¢
le 8b 8c 8c 1le 8b 8c 8c 1e 9b 8c 8c le 9b 8c 8¢
le 8c 8c 8c le 8c 8c 8c 1le 9¢c 8c 8c le 9c 8c 8¢
le 8d 8c 8c 1le 8d 8c 8c 1e 9d 8c 8c le 9d 8c 8¢
le 8e 8c 8c le 8e 8c 8c 1le 9e 8c 8c le 9e 8c 8¢
le 8f 8c 8c 1le 8f 8c 8c 1le 9f 8c 8c 1le 9f 8c 8¢

The additional requirement rules out two possible values of B{, (0x84, 0x82),
leaving 5 possible combinations.

— If By @ B = 2, then there is only one bit difference in (B, B}), which is
the msb. In this case, there are only one choice for B), for each By.

Bs® By By By
0x01  Ox0Oa 0x8a
0x02  0x0Oe 0x8e
0x04 0x16 0x96
0x08 0x26 Oxab
0x10 0x46 0xcb6
0x20  0x86 0x06
0x40 0x07 0x87
0x80  0x08 0x88

o
<)

OO OO O oo

The additional requirement rules out every combination above except the
first one (By =0x0a and Bj) =0x8a).

Combining the above two cases, we have 5+ 1 = 6 pairs of (By, B}), each of
which giving a valid tuple (ko, Bo, B4, B}, B}), where kg is the msb of By.

Finally, note that if (ko,a,b,c,d) is a valid tuple, than (ko,c,d, a,b) is also
a valid typle. For example, if (0, 0x06, Oxdd, 0x87, Oxdd) is valid, then (0,
0x87, 0xdd, 0x06, 0xdd) is also valid. Therefore, the table consists of a total of
2 x 6 = 12 entries. These entries match the results from our simulation.
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B Example of Multiple Vanishing Differentials

Table 5 is an example where 16 vanishing differentials happened within 1.3 days.
All had the same difference path, which collided at N = 2. One can see that
only the 4 least significant bits of time byte 77 differ. Since each of these bits are
duplicated twice, the expected running time of the last steps is given by z = 8
in Table 3. Taking into consideration N = 2, the total time is expected to be on
the order of 238 operations.
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Abstract. SOBER-128 is a stream cipher designed by Rose and Hawkes
in 2003. Tt can be also uses for generating Message Authentication Codes
(MACs). The developers claimed that it is difficult to forge the MAC gen-
erated by SOBER-128, though, the security model defined in the pro-
posal paper is not realistic. In this paper, we examine the security of the
MAC generation function of SOBER~128 under the security notion given
by Bellare and Namprempre. As a result, we show the MAC generation
function of SOBER-128 is vulnerable against differential cryptanalysis.
The success probability of this attack is estimated at 27°.

Keywords: Stream cipher, Message Authentication Code, Differential
cryptanalysis, SOBER

1 Introduction

The desire to use a known cryptographic module for various applications exists
from long ago. The first trial is realized as modes of operation of a block ci-
pher. The OFB-mode and the counter-mode are the usages of a block cipher for
a random number generation and CBC-MAC provides a message authentication
mechanism. On the other hand, Anderson and Biham presented the construction
of a block cipher from a pseudo-random number generator (PRNG) and a hash
function [1]. The security of these modes of operation are provable under the
assumption that the underlying primitives are ideal cryptographic functions.
Daemen considered the construction of elemental cryptographic functions,
a block cipher, a PRNG , and a hash function, from unreliably weak functions,
e.g., around function of a block cipher [6]. The security of these constructions are
not certain, but their processing speeds are often significantly faster than that
of modes of operation. Daemen and Clapp proposed a cryptographic module
PANAMA in 1998 [7]. PANAMA can be used as a PRNG and as a hash func-
tion. Ferguson et al. proposed an authenticated encryption algorithm Helix in
2003 [11]. Helix can be also used as a PRNG and for a MAC generation.
SOBER [18] is a stream cipher developed by Rose in 1998. SOBER adopts
a linear feedback shift register (LFSR) defined over GF(2%) as the update func-
tion of the internal state. This construction enables an efficient software imple-
mentation in 8-bit processors so that LFSRs defined over an extension field are
employed not only by SOBER, but also by SSC2 [20], SNOW [8, 10], and so on.

B. Roy and W. Meier (Eds.): FSE 2004, LNCS 3017, pp. 472-482, 2004.
© International Association for Cryptologic Research 2004
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Several variants of SOBER have been developed to strengthen its security
or to be suitable for 16-bit and 32-bit processors. SOBER-t16 [12], t32 [13],
Turing [14], SOBER-128 [15] are the published algorithms. SOBER-t16 and t32
were submitted to NESSIE project, but were rejected because some security
flaws are reported [4, 5, 9]. A weakness of the initialization of Turing has been
also reported [16].

SOBER-128 is the latest algorithm in SOBER family, and is the modified
version of SOBER-t32. In addition, SOBER-~128 can be used not only as a stream
cipher, but also as a MAC generation. However, the security of MAC generation
algorithm of SOBER-128 has not been evaluated, so is still unclear.

In this paper we examine the security of the MAC generation function of
SOBER-128. We show that MAC generation algorithm of SOBER-128 is vulner-
able against differential cryptanalysis and the forgery of the MAC generated by
SOBER-128 is successful with high probability, about 274

The attack that we present in this paper is out of the expectation of the
designers. Our attack follows the security notion defined by Bellare and Nam-
prempre [2].

The rest of this paper is organized as follows. Firstly we define the supposed
attacker in this paper in Sect. 2. Secondly we briefly describe the MAC generation
algorithm of SOBER-128 in Sect. 3. Then we show how to forge MAC generated
by SOBER-128 in Sect. 4 and discuss the weakness of SOBER-128 in Sect. 5.
At last we summarize the result in Sect. 6.

2 The Model of the Attack

The designers mentioned that it is necessary for the recovery of the internal
state (or the secret key) to forge a MAC generated by SOBER-128 and resolved
the difficulty of a MAC forgery into that of the recovery of the internal state.
In the attack to recover the internal state, the attacker can generate a MAC
for a message with a secret key and an IV only once. Under the security no-
tional description, the attacker can make queries only to a (probabilistic) MAC
generation oracle.

In this paper, we consider a MAC forgery attack without any knowledge
about the secret internal state. The attacker we supposed is a malicious person
in a public communication channel. In our attack, there are a sender of mes-
sages, a receiver, and the attacker. The sender sends pairs of messages and the
associated tags (M, M AC(M, K)) to the receiver. The attacker intercepts them,
changes only the messages, then sends (M’, M AC(M, K)) to the receiver. The
attack is successful if the receiver does not detect the manipulation of a message.

The security notion of this attack was given by Bellare and Namprempre [2].
Under the notion, the attacker can make queries not only to the MAC generation
oracle, but also to the MAC verification oracle. For each query, the MAC verifi-
cation oracle returns 1 if the attached tag is correct, and return 0 otherwise. In
real communication, the MAC verification oracle is the receiver and he outputs
a requirement of retransmission to the sender if he detects the manipulation.
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Fig. 1. The structure of non-linear filter NLF

There is no difference between these two attacks if the oracles are determin-
istic as a MAC verification oracle can be constructed from a MAC generation
oracle. However, they are essentially different if the oracle is probabilistic (i.e.
the oracle has a nonce as an input). In our model, the attacker can make a query
for each oracle. On the other hand, the attacker whom the designers supposed
can make only a query to a MAC generation oracle. The difference is critical to
apply our attack given in Sect. 4.

3 The Algorithm of SOBER-128

SOBER-128 is a filtering generator which takes a secret key and an initial vec-
tor (IV) as inputs. The lengths of inputs are less than 128 bits. The update
function of the internal state is an LFSR whose feedback polynomial is defined
over GF(23?). The non-linear filtering function consists of additions modulo 232,
XORing, circular shift, and 8 x 32-bit substitution box (S-box) S (See Figure 1
for detail).
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3.1 The Linear Feedback Shift Register

Before giving the definition of the LFSR, we firstly define the bit representation
of elements of a finite field GF(2"). The extension field over GF(2) is defined
by the residue field GF(2)[z]/(¢(z)), where ¢(z) is the irreducible polynomial.
An element of GF(2") is a polynomial whose degree is less than w. The bit
representation of a polynomial @y, _12% " 4 ap_22""2 4+ --- 4+ ag is given by
12" |aw_22""2|| - - - ||ao, where the notation || means a bit-concatenation.

In the proposal of SOBER-128, the finite field GF(23?) is defined by an
extension field of a subfield GF(2%). Firstly the subfield GF(28) is given by the
residue field GF(2)[2]/(2® + 25 + 23 + 22 + 1). Next, GF(2%?) is defined by the
residue field GF(2%)[y]/(g9(y)), where g(y) = 0xd0-y>+ 0x2b-y*+ 0x43-y + 0x67.
The coeflicients in the irreducible polynomial g are the hexadecimal expressions
of the elements of GF(28).

Now we can define the feedback polynomial p(z) of the LFSR of SOBER-128:

p(z) =27 + 21 4 2 + q, (1)

where o = 0x00000100 (hexadecimal expression) = y.

The registers of SOBER-128 is denoted by R = (R[0], R[1], ..., R[16]), where
each RJ[i] is a register of 32-bit length. We use subscript, like Ry, if the time ¢
should be clarified. The update function defined by above feedback polynomial
is calculated as follows:

tmp = R[0],
Rli]=R[i+1], 0<i< 16,
R[16] = R[14] @ R[4] ® a - tmp. (2)

Furthermore, we can reduce the calculation of the multiplication with a con-
stant in GF(2%2) on 32-bit processor. The multiplication consists of only two
operations, referring a pre-computed table Multab indexed by the most signifi-
cant byte and a shift operation:

a- -z = (r << 8) ~ Multab[(z >> 24)&0xFF], (3)

where ~ is the XORing operation and <<, >> are the left and right shift oper-
ations respectively.

3.2 Non-linear Filtering NLF

The description of the non-linear filtering function NLF' is not necessary for
explaining our attack, but we give the brief description.
NLF is defined by the following equation (See Figure 1.):

NLF(R) = f(((R[0] B R[16)]) >> 8 @ R[1] & Konst) @ R[6]) B R[13],

where | is the addition modulo 232 and >> is the rotation to right in a 32-bit
register. 8 x 32-bit non-linear substitution f is defined by

f(a) = Silan]|[(S2]an] © ar),
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where ayg and aj are the most significant 8 bits and the least significant 24
bits of the input a respectively (See Figure 2.). S; and Sy in Figure 2 are the
substitution boxes that output 8 bits and 24 bits values respectively. Please refer
the proposal document of SOBER-128 [15] for more detail about the substitution
table. Konst is dependent on the initial values, and does not change after the
initialization. Hence we can consider it is a key-dependent constant.

3.3 The Message Feedback Function PFF

The message feedback function PF'F is used for injecting a message to the LESR
in MAC generation. PF'F is given by the following equation:

PFF(R[4],p, Konst) = f((f(R[4] B p) >> 8) B Konst).

The value of the register R[4] is replaced by the output of PFF.
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Fig. 3. The structure of plaintext feedback function PFF
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3.4 MAC Generation

The MAC generation of SOBER-128 is divided into two phases. The first phase
is called MAC accumulation and the second phase is called MAC finalization.
Before starting MAC generation, the internal state is initialized with a secret
key and an IV.

In the MAC accumulation phase, the message words are injected into the
LFSR by using the message feedback function PFF":

R [4] « PFF(R[4],pt, Konst) = f((f(R:4] Bp:) > 8) B Konst). (4)

In the MAC finalization phase, the internal state is mixed by XORing the con-
stant INITKONST to R[15], applying the non-linear update function Diffuse
18 times. The non-linear function Diffuse is defined as follows:

Step 1. Updating the LFSR.
Step 2. Applying NLF to the register and replacing R[4] with the value R[4]®
v, where v is the output of NLF.

After the mixing, SOBER-128 outputs MAC of arbitrary length. The last step
is same as the random number generation using NLF'.

4 The MAC Forgery

Our attack aims to find a collision of messages with a same secret key and
a same IV. For that, we apply differential cryptanalysis developed by Biham
and Shamir [3]. Differential cryptanalysis observes the differential propagation of
the target encryption function. In differential cryptanalysis, the attacker firstly
encrypts amount of plaintext pairs with a fixed differential. and observes the
distribution of the differentials of ciphertext. If the output differentials do not
distribute uniformly, the attacker can recover some information of the secret key
from the deviation of the distribution.

The basic idea of our attack is finding a pair of message sequence P and P’,
which yields same internal state value at a certain time 7' with a secret key and
an IV. In a practical sense, the purpose of the attack is finding the differential
sequence {Ap;}; with which any message sequence pair P = {p;}; and P’ =
{p+ ® Ap:}+ make a collision with high probability.

The search can be divided into two part. The search for the differential prop-
agation of PF'F with high probability and the construction of the differential
elimination equation in the LFSR. In the following two subsection, each topic is
discussed in detail.

4.1 The Differential Propagation
in the Message Feedback Function PFF

Firstly, we discuss about the differential propagation in the message feedback
function PF'F.
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We denote the differential propagation in the function f by A L A’ The
differential characteristic of non-linear permutation f is very large because the
transformation is not uniform. Only the most significant byte is transformed
non-linearly. so that any differential A whose most significant byte is zero does

not influenced by f, i.e., A . A holds with probability 1. Hence, if the byte-
wise expression of the differential of the register R[4] is given by (0, 1, d2,0) and
the differential of the message injection p is given by (0,01, d5,0), the following
differential propagation of PFF holds with high probability:

((Oa61a6270)a(075175/2’0)) 0 5l1/’6

= ( 0)
% (0,07,54,0)
Z (0,0, 5;’,5 )
2 (00,47, 6%)
(00,07, 65) (5)

4.2 How to Eliminate Differentials in the LFSR

Next we discuss how to eliminate differentials in the LESR. To simplify the dis-
cussion, we replace the message feedback function PFF by XORing the message
directly to R.[4]. In fact, Eq. 5 indicates that any differential of R;[4] can be en-
tirely overwritten by addition to a message block. Hence the discussion with the
simplified message injection is useful. To avoid confusion, we denote the message
block at time ¢ by ¢; and the differential by Agq; respectively.

The internal state initialized by a secret key K and an initial vector I is
denoted by Rg. We denote by Ry (K, I) if the initial values should be clarified.

We denote the expression matrix of the LFSR of SOBER-128 defined over
GF(2%2) by A. In the following discussion, we treat the internal state (registers)
of the LFSR as a vector space over GF(232). Eq. 5 shows that the injection of
the differential to the LFSR is identified by addition of the vector D; given by

D; =1(0,0,0,0, Ag,0,...,0).
The corresponding internal state to message sequence q; @ Ag; is given by
Ry ® Dy =A - (Rp_y ® Dr_1) ® Dr
= A2 . (R’/T—2 [S2) DT,Q) DA - Dr_1® Dr

T
=A" - Ry®» A" Dr_y. (6)
t=0

Eq. 6 indicates that the differential vector of the internal state becomes zero
at time T iff the following equation is satisfied.

T
ZAt -Dp_; = 0. (7)
t=0
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The differential vector Dy = (0,0,0,0, Agy,0,...,0) is divided into the ele-
mental vector eq = £(0,0,0,0,1,0,...,0) and the coefficient Ag;:
Dt = Aqt s €q.

Multiplying a constant is commutative with any matrix, hence we can transform
Eq. 7 as follows:

At Dy,

M~ 11

A (Aqr—t - ea)

~+

\
@ﬂ%

Aqr_A')ey. (8)

~
Il
=)

A differential sequence which satisfies this equation is given by Cayley-
Hamilton relation. The characteristic polynomial of matrix A is given by Eq. 1
so that A satisfies the following relation:

AT LAY L AT 4 aE =0, (9)

where F is the identity matrix of dimension 17. Therefore the following differ-
ential sequence Agq; satisfies Eq. 8:

Ago = Agp = Aqiz =a, Aqr=a-a. (10)

On the other hand, we examined exhaustive search for bite-wise truncated
differential of message sequences {Ag; }; which satisfy Eq. 9 and T' < 20 on PC.
The experiment concludes that Eq. 10 gives the best differential set, i.e. both
the time T and the number of non-zero differentials are smallest.

Now we get back to the message injection by PFF. There are two different
purpose to inject a message differential Ap; into the LFSR. One is for inject-
ing a certain differential value into a register, And the other is for eliminating
a differential in R;[4]. For each case, Ap; = Aq: <€ 8 and Ap, = Aq; yields the
same result as in the discussion of the simplified message injection.

Table 1 shows the propagation of the differential given in Eq. 10 in the
internal state, where b = « - a.

Eq. 3 implies a significant characteristic of «. If the byte-wise expression
of the differential Agg is given by (0,z,y, 2), then « - Agy = (z,v,2,0) holds
for every x,y, z. For example, the 32-bit differentials corresponding to the trun-
cated differentials ¢ and b in Table 1 are given by 0x00000001 and 0x00000100
respectively.

4.3 The Success Probability of the MAC Forgery

In the differential propagation of the message feedback function PFF' given by
Eq. 5, the differential changes probabilistically only at the addition over GF(232).
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Table 1. The differential propagation in the LFSR

Time Ap: Aq: Differential in the LFSR

00 a8 a 0000a000000000000
01 0 0 000a000000000000a
02 a8 a  00a0a0000000000a0
03 0 0 0a0a0000000000a00
04 0 0 a0a0000000000a000
05 0 0 0a0000000000a000b
06 0 0 @0000000000a.000b0
07 0 0 0000000000a000600
08 0 0 000000000a20006000
09 0 0 00000000a00060000
10 0 0 0000000a000b00000
11 0 0 000000a0006000000
12 0 0 00000a00060000000
13 a a 00000000600000000
14 0 0 00000006000000000
15 0 0 00000060000000000
16 0 0 00000600000000000
17 b b 00000000000000000

Lipmaa and Moriai presented the efficient algorithm for calculating the differen-
tial probability of an addition modulo 2™ for arbitrary n [17]. For example, if the
differential a = 0x00000001 in Eq. 10 is chosen, the differential probabilities of
PFF at each time ¢t = 0,2,13,17 are 272, 272, 271, 27! respectively. Therefore
the success probability of the MAC forgery of SOBER-128 is about 276.

We examined the attack with a sample code provided by the designers. The
success probability of the experimental attack is about 27°-2.

5 Discussion

Generally, the supposed attack in MAC forgery is adaptive chosen plaintext
attack. However, the attack applied in the previous section is known plaintext
attack. Any information about IVs and the secret key is not necessary as the
attack is applicable even if the internal state is perfectly random. Besides, though
SOBER-128 has authenticated encryption mechanism, encrypting messages does
not strengthen the security of message authentication function because altering
ciphertext is equal to altering plaintext for the encryption by a stream cipher.

In this section, we examine some idea to improve the security of SOBER~128
and consider its efficiency.

The vulnerability of MAC generation algorithm of SOBER-128 is mainly
derived from the fact that the substitution f is not uniformly non-linear. From
the viewpoint of differential propagation, only the transformation of the most
significant byte is non-linear. Besides, a rotation has no diffusion function. Hence
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at least 4 times iterations of these functions is necessary to apply the non-linear
transformation to all bytes. This reduces the performance of SOBER-128.

Another idea to improve the security is injecting the output of PF'F to
plural registers for increasing the complexity. However, the transformation in
Eq. 8 holds for any vector whose elements are defined by v; = z;-v  (GF(23?)).
Hence this change of algorithm does not improve the security.

6 Conclusion

In this paper, we show that the MAC generation algorithm of SOBER-128 is
vulnerable under a certain practical assumption. We assume that the attacker
intercepts the message and change some bits of the message, and sends it to the

receiver. Under this assumption, the attacker can forge a message with proba-
bility 276.
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Abstract. The general case for a linear approximation of the form
“Xi 4+ X mod 2" — “X1@® - D Xk ® N7 is investigated, where
the variables and operations are n-bit based, and the noise variable N
is introduced due to the approximation. An efficient and practical algo-
rithm of complexity O(n - 23(*=1) to calculate the probability Pr{N} is
given, and in some cases it can be reduced to O(2"72) .

1 Introduction

Linear approximations of nonlinear blocks in a cipher is a common tool for
cryptanalysis. One of the most typical approximations is the substitution of
the arithmetical sum modulo 2" (H) with the XOR-operation (&) of the input
variables. We introduce a noise variable N and write: X1 H - -HX, =X:$H--- @
X, @ N. For a distinguishing attack the bias of a linear combination of noise
variables can be calculated if their distributions are known. For the considered
approximation the distribution of N can be calculated in two ways:

I forX;=0...2"—1 — O(2+m)

for X, =0...2" -1
Disty[(X1 B -+ B X3)®
(X1® - ® Xp)]++;

or

II. forC=0...2"-1 — O(c-2")
Dist 5 [C]=ProbOIN(C');

where the function ProbOfN(C') calculates the corresponding probability
(see Section 2). Note that we deal with integer-valued distribution tables, i.e.,
Pr{N = C} = Distx[C]/2F™.

2 The Function ProbOfN(C)

Let C = ¢y, ... c20 (note that Pr{N = ¢, ...c21} = 0). Then:

2
ProbOfN(C) = (11...1) x [[ Te, x So,
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where T, T1, and Sg are fixed matrices. The algorithm to construct the matrices
To, T1, and Sq is given below.

Initialization:

So = (0) - is of size (2¥7! x 1)

To = T1 = (0) - is of size (2"~ x 2871)
Algorithm 1: Sg — construction

1. for X =0to 28 —1

2. Soll%X|J+ =1
Algorithm 2: To, T1 — construction

1. for C =0to2F2 -1

2. for X =0to2" -1

3. TolC+ [ %Y ]]12C] + +,

4. TiCH+ [P0+ 1)+ +

where # X is the Hamming weight of X .

3 Example
Assume that n = 5 and k£ = 3, ie, N = (X1 B Xo H X3) @ (X7 ® X2 @ X3).
Then:
4000 0100 4
4040 0601 4
To=1p04a0|T = |o106|5= |0
0000 0001 0

Let C' = 10110, then ProbOfN(C)= (1111) x Ty x Tg x T1 x T1 X Sp, and
= Pr{N = 10110} = 1536/2%° = 0.046875.

4 Optimization Ideas

If n is not very large, say n = 32 bits, then optimization can be done in the fol-
lowing way. Represent C' = ABO, where A = ¢35 ...¢16 and B = ¢15...c¢z. Then
create two tables of vectors: Rrepi[A] = (1 1...1)x H;i,}z T., and Rpignt[B] =
H?=15 T., x So , for all A and B. Then the probability Pr{N = C} is just
a scalar product Rregefcss - - - ci6] X RRright[c15 - - - ¢2], and the time complexity is
O(2%=2). This idea of partitioning can be extended to larger n as well.
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